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1. Introduction

1.1. Read this guide if É

Read this guide if you need to con figure or manage:

¥ An Entrust nShield Connect Hardware Security Mod ule (HSM).

¥ An associated Security World . nShield hardware security mod ules use the Security
World paradigm to pro vide a secure environment for all your HSM and key manage!
ment operations.

The Connect is connected to a net work by an Ethernet connection. Each HSM is configured
to com municate with one or more client com puters on the network. You can also configure
clients to make use of any other net work-con nected HSMs on the net work, as well as
locally connected HSMs.

All nShield HSMs support stan dard cryptog raphy frameworks and integrate with many stan
dards based products.

This guide assumes that:

¥ You are familiar with the basic con cepts of cryp tog raphy and Public Key Infrastruc ture
(PKI)

¥ You have read the Instal lation Guide .

¥ You have installed your Connect.

! Throughout this guide, the term Instal lation Guide  refers to the par tic u!
lar Installation Guide for your prod uct.

1.2. Terminology

The Connect is referred to as the Connect , the hardware security mod ule, or the HSM.

1.3. Model numbers

Model numbering conventions are used to distinguish dif ferent nShield hardware security
devices.

Model number Used for

NH2047 Connect 6000
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Model number Used for

NH2040 Connect 1500

NH2033 Connect 500

NH2068 Connect 6000+

NH2061 Connect 1500+

NH2054 Connect 500+

NH2075-B Connect XC Base

NH2075-M Connect XC Medium

NH2075-H Connect XC High

NH2082 Connect XC SCAP

NH2089-B Connect XC Base - Serial Console

NH2089-M Connect XC Mid - Serial Console

NH2089-H Connect XC High - Serial Console

NH3003-B Connect CLX Base - Serial Console

NH3003-M Connect CLX Mid - Serial Console

NH3003-H Connect CLX High - Serial Console

1.4. Security World Software

The Security World for nShield is a col lection of pro grams and utilities, including the hard!
server, supplied by Entrust to install and main tain your nShield security system.

Entrust provides the firmware that runs on the nShield Con nect, and soft ware to run on
each client com puter. The Connect is supplied with the lat est version of the HSM firmware
installed. For more information about:

¥ Upgrading the nShield Connect image file and associated firmware

¥ Installing and configuring the soft ware on each client computer, see the Installation
Guide and Client Soft ware and module configuration .

¥ The supplied util ities, see Supplied util ities.

1.4.1. Software architecture

The software, firmware and util ities have version numbers and there is also a version num!
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ber for the World which refers to the World data that is stored in encrypted form on the
client com puter, typ ically in the NFAST_KMDATA directory or on the RFS. This data includes
information con cerning the World itself and also con cerning each key that was created
within that World. The World ver sion created is determined by the version numbers of the
soft ware and firmware used when it was first cre ated, see Creating and managing a Secu!
rity World .

The latest World version is version 3. You can query the version of the World loaded on your
system by using the com mand kmfile-dump.

1.4.1.1. Hardserver

The hardserver soft ware controls com munication between the inter nal security mod ule and
applications on the net work.

Separate instances of the hard server run on the unit and each client that is con figured to
work with the unit. There is a secure channel, known as the impath , between the two soft !
ware instances, which forms a single secure entity for trans ferring data between the unit
and the clients. See also Compatibility issues.

The unitÕs hardserver is configured using the front panel on the unit, or by means of
uploaded configuration data. Configuration data is stored on the unit and in files in a spe !
cially configured file system on each client com puter. For more information about using:

¥ The front panel to con figure the unit, see The nShield Connect user inter face

¥ The specially configured file system to con figure the unit and the client, see Client Soft
ware and module configuration .

1.4.1.2. Remote file system (RFS)

Each unit uses a remote file sys tem  (RFS). You can configure the RFS on any computer, but
it is normally located on the first client that is con figured. The RFS contains:

¥ The master con figuration infor mation for the unit

¥ The Security World files

¥ The key data.

Do not copy the mas ter con figuration to file sys tems on other clients. You can copy Secu !
rity World files and key data to other clients to allow you to man age the unit from more
than one client. To make it available to the unit, copy to the RFS the data for Secu rity
Worlds, cards or keys that you create on a client that does not con tain the RFS.
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1.4.1.3. Security World Software

The Security World Soft ware is a collection of pro grams and utilities that you install on the
client and use to maintain the nShield security system. The Security World Soft ware
includes the fol lowing:

¥ The appropriate installer for the client plat form

¥ The client hardserver

¥ A set of util ities for con figuring the Connect

¥ A set of util ities and the KeySafe application for per form ing key management tasks on
nShield HSMs.

The Connect is referenced and used by a utility or appli cation in the same way as a local
(PCI-connected) nShield HSM.

1.4.2. Default directories

The default locations for Secu rity World Soft ware and program data directo ries on English-
language systems are summarized in the fol lowing table:

Directory name Environment vari able Windows Server 2016 or later

nShield Installation NFAST_HOME C:\Pro gram Files\nCi pher\nfast

Key Management Data NFAST_KMDATA C:\Pro gramData\nCipher\Key Management Data

Dynamic Feature Certifi !
cates

NFAST_CERTDIR C:\Pro gramData\nCipher\Feature Cer tifi cates

Static Feature Certifi cates %NFAST_KMDATA%\hsm-ESN\feature

Log Files NFAST_LOGDIR C:\Pro gramData\nCipher\Log Files

User Log Files NFAST_USER_LOGDIR C:\Users\<user>\nshield logs

Remote Static Feature Cer
tifi cates

%NFAST_KMDATA%\hsm-ESN\features

Remote Dynamic Feature
Certifi cates

%NFAST_KMDATA%\hsm-ESN\features

!
By default, the Windows C:\Pro gramData\  directory is a hidden direc!
tory. To see this directory and its con tents, you must enable the dis play
of hidden files and directo ries in the View settings of the Folder
Options.

! Dynamic feature certifi cates must be stored in the direc tory stated

Chapter 1. Introduction

nShield Connect v12.81 User Guide (Windows) 4/488



above. The directory shown for sta tic fea ture certifi cates is an example
location. You can store those certifi cates in any directory and pro vide
the appropriate path when using the Feature Enable Tool. However, you
must not store sta tic fea ture certifi cates in the dynamic fea tures certifi !
cates directory.

The absolute paths to the Security World Soft ware installation direc tory and pro gram data
directo ries are stored in the indicated nShield environment variables at the time of instal la!
tion. If you are unsure of the loca tion of any of these direc to ries, check the path set in the
environment variable.

The instructions in this guide refer to the loca tions of the soft ware installation and program
data directo ries by their names (for example, Key Management Data) or nShield environ!
ment variable names enclosed with percent signs (for example, %NFAST_KMDATA%).

If the soft ware has been installed into a non-default loca tion, ensure that the associated
nShield environment variables are re-set with the cor rect paths for your instal lation.

!
With previous versions of Security World Soft ware, the Key Manage!
ment Data directory was located by default in C:\nfast\kmdata , the Fea
ture Certifi cates directory was located by default in C:\nfast\fem , and
the Log Files directory was located by default in C:\nfast\log .

1.4.3. Utility help options

Unless noted, all the executable util ities provided in the bin  subdirectory of your nShield
installation have the fol lowing standard help options:

¥ -h |--help  displays help for the util ity

¥ -v |--ver sion  displays the version number of the util ity

¥ -u |--usage  displays a brief usage summary for the util ity.

1.5. Setting the PATH for nShield utilities

It is recommended that the PATH environment variable be changed to include
<%NFAST_HOME%\bin> (usually C:\Pro gram Files\nCi pher\nfast\bin ).

This is the directory in the nShield instal lation that con tains the nShield command-line util i!
ties and some DLLs.

This will allow all the nShield command-line util ities to be run with out the need to type the
full path, e.g. running enquiry instead of <%NFAST_HOME%\bin\enquiry>.
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<%NFAST_HOME%\bin> must be set in the PATH in order to use the OpenSSL module in the
Python that is bundled with nShield.

The Python bundled with nShield is located in a separate directory %NFAST_HOME\python\bin
(usually C:\Pro gram Files\nCi pher\nfast\python\bin ). If using the nShield Python, you
may additionally want to add this direc tory to the PATH envi ronment variable so that you
can run the nShield python as just the python com mand. You may not want to do this if you
are also using other Python installations on the same machine.

1.6. Further information

This guide forms one part of the infor mation and support pro vided by Entrust.

If you have installed the Java Developer component, the Java Generic Stub classes, nCi!
pherKM JCA/JCE provider classes, and Java Key Management classes are supplied with
HTML documentation in standard Javadoc format, which is installed in the appropriate
nfast\java  directory when you install these classes.

Release notes containing the latest infor mation about your prod uct are available in the
release directory of your instal lation media.

!
We strongly recommend familiarizing yourself with the infor mation pro !
vided in the release notes before using any hardware and software
related to your prod uct.

1.7. Security advisories

If Entrust becomes aware of a security issue affect ing nShield HSMs, Entrust will publish a
security advisory to customers. The security advisory will describe the issue and provide rec
ommended actions. In some circumstances the advisory may recommend you upgrade the
nShield firmware and or nShield Connect image file. In this sit uation you will need to re-
present a quorum of administrator smart cards to the HSM to reload a Secu rity World. As
such, deployment and maintenance of your HSMs should consider the procedures and
actions required to upgrade devices in the field.

!
The Remote Administration fea ture supports remote firmware upgrade
of nShield Solo, nShield Solo XC, nShield Connect and remote ACS card
presentation.

We recommend that you mon itor the Announce ments & Security Notices sec tion on
Entrust nShield Support, https://nshieldsupport.entrust.com , where any announcement of
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nShield Security Advi sories will be made.

1.8. Recycling and disposal information

For recycling and disposal guidance, see the nShield productÕs Warnings and Cautions doc u
mentation.
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2. Security Worlds
This chapter describes the Security World  infrastruc ture we have developed for the secure
life-cycle man agement of cryp tographic keys. The Security World infra struc ture gives you
control over the pro cedures and protocols you need to create, manage, distrib ute and, in
the event of dis aster, recover keys.

A Security World pro vides you with the fol lowing features:

¥ Security

¥ Application independence

¥ Platform independence

¥ Flexibility

¥ Scalability

¥ Robustness

¥ Audit log ging

A Security World com prises:

¥ One or more Entrust nShield HSMs (such as the Connect)

¥ An Administra tor Card Set  (ACS)
A set of Admin istrator smart cards used to con trol access to the Secu rity World con fig
uration, as well as in recovery and replacement operations.

¥ Option ally, one or more Operator Card Sets  (OCSs)
A set or sets of Operator smart cards used to con trol access to appli cation keys.

¥ Some cryptographic key and certifi cate data that is encrypted using the Secu rity
World key and stored on a host computer or com puters

You can add or remove cards, keys, and even hardware security mod ules at any time. These
components are linked by the Security World key, which is unique to each world. To see
how these com ponents are related to one another, see the image below.

Distrib ut ing the keys used for dif ferent tasks within the Secu rity World over dif ferent stor !
age media means that the Security World can recover from the loss of any one com ponent.
It also increases the difficulties faced by an attacker, who needs to obtain all the com po!
nents before gain ing any information.
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2.1. Security

We have designed the Security World tech nology to ensure that keys remain secure
through out their life cycle. Every key in the Secu rity World is always protected by another
key, even during recovery and replacement operations.

Because the Security World is built around nShield key-man agement mod ules, keys are only
ever available in plain text on secure hardware.

"
All Security Worlds rely on you using the secu rity fea tures of your oper !
ating system to con trol the users who can access the Security World
and, for example, write data to the host.

2.1.1. Smart cards

The Security World uses:

Chapter 2. Security Worlds

nShield Connect v12.81 User Guide (Windows) 9/488



¥ An Administra tor Card Set  (ACS) to control access to recov ery and replacement func !
tionality

¥ Zero or more Operator Card Sets  (OCSs) to control access to appli cation keys

!
In FIPS 140-2 Level 3 Security Worlds, you require a card from either the
ACS or an OCS to authorize most operations, including the creation of
keys and OCSs.

Each card set consists of a number of smart cards, N, of which a smaller number, K, is
required to autho rize an action. The required number K is known as the quorum.

!

The value for K should be less than N. We do not recommend creating
card sets in which K is equal to N because an error on one card would
render the whole card set unusable. If your ACS became unusable
through such an error, you would have to replace the Secu rity World
and generate new keys. In Common Criteria CMTS Security Worlds the
minimum value of K for the ACS is 2.

An ACS is used to authorize several different actions, each of which can require a dif ferent
value for K. All the card sets are distinct: a smart card can only belong to the ACS or to one
OCS.

Each user can access the keys protected by the Secu rity World and the keys pro tected by
their OCS. They cannot access keys that are protected by another OCS.

Operator Cards employ the Security World key to per form a challenge-response protocol
with the hard ware security mod ule. This means that Operator Cards are only useable by an
HSM that belongs to the same Security World.

2.1.2. Remote Operator

The Remote Operator fea ture is used to load a key protected by an OCS onto a machine to
which you do not have phys ical access (for example, because it is in a secure area).

! The Remote Operator fea ture is not available in Common Criteria CMTS
Security Worlds.

The Remote Operator fea ture enables the secure transmission of the con tents of a smart
card inserted into the slot of one mod ule (the attended mod ule) to another mod ule (the
unat tended mod ule). To transmit to a remote mod ule, you must ensure that:

¥ The smart card is from a persistent OCS
See Using persistent Oper ator Card Sets for more about per sistent cards.
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¥ The attended and unattended mod ules are in the same Security World

To achieve secure communication channels between the attended and unat tended mod !
ules, the hardserver uses an impath  (an abbreviation of intermodule path ), a secure proto !
col for com munication over IP networks. The communication channels between the mod !
ules:

¥ Are secure against both eavesdroppers and active adversaries

¥ Can carry arbitrary user data as well as module-pro tected secrets, such as share data,
that pass directly between mod ules.

See also Compatibility issues.

2.1.3. Remote Administration

Remote Administration is a collection of fea tures that allow you to con figure and operate
an HSM or set of HSMs without being phys ically present at the HSM. This includes creating
ACS when creating a Security World and presenting ACS to authorize loading of a Security
World. It also includes creating OCS to protect appli cation keys and presenting OCS to
authorize the loading of appli cation keys. The OCS may be persistent or non-per sistent.

The ACS and/or OCS cards must be nShield Remote Administration smart cards. When pre!
senting a card, a secure channel is formed directly between the Remote Admin istration
smart card and the target HSM before any token shares are read from or writ ten to the
smart card. The secure channel is secure against both eavesdroppers and active adver!
saries.

For more information see Security World Remote Admin istration

2.1.4. Security World and an Connect

To enable the secure transmission of data between an Con nect and each client, the hard !
server uses an impath (see Remote Operator ). Any Connect on the net work can load a Secu
rity World securely over the net work, and access its keys, wherever the HSM is installed.

Security World and key data is stored on the file sys tem of the Con nect, where it is updated
whenever card or key operations are performed on the HSM. The data is also automatically
transferred to the remote file sys tem  (RFS). If required, you can also share the data with
client com puters that use the Security World. For more infor mation, see:

¥ Remote file system (RFS)

¥ Configuring the remote file sys tem (RFS).
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You can update the Security World on the host using:

¥ The Connect front panel con trols

¥ The command-line util ities

¥ The Cryptographic Service Provider wizard

¥ KeySafe.

You can also use these tools to create keys or cards. If you perform such tasks on a client
other than the com puter on which the RFS is installed, you must transfer the updated files
to the RFS before they are available to the HSM.

2.1.5. NIST SP800-131A

When a new Security World is created it will be SP800-131A compliant.

2.1.5.1. Compatibility issues

In order to com ply with the lat est encryp tion standards, Entrust has adopted an enhanced
NIST SP800"131A compliant encryp tion pro tocol between Con nect HSMs and their clients
with Security World soft ware installed. In some cases, this change may have an impact on
the com patibility of net work-attached HSMs in envi ronments with mixed HSM deploy !
ments.

In most cases where versions of Security World soft ware of v11.50 or later are deployed in
conjunction with v11.40 soft ware or lower, no action is required. However, there are two
cases in which communication cannot be estab lished between the HSM and clients or
hosts:

¥ v11.50 or higher clients communicat ing with a v11.40 or lower Connect, where the HSM
client uses an nToken.

¥ v11.50 or higher Connect com municat ing with a Remote File System (RFS) using v11.40
or lower.

Release version Image versions
Connect

Security World Soft !
ware 1 v11.40

Security World Soft ware 1 v11.50 and
later

Up to 11.40 Up to image version
0.3.5.

Supported. For deployments with nTo kens, please
upgrade the Connect netim age. As a less
preferred option, you can down grade the
client-side soft ware.

11.50 or later Image 0.3.6 or later. RFS and client software
upgrade required.

Supported.
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1 Previously known as nCipher soft ware, or nCSS.

2.1.6. FIPS 140-2 compliance

All Security Worlds are compliant with the Fed eral Information Processing Standards (FIPS)
140"2 specification. The default set ting for Secu rity Worlds com plies with LevelÊ2 of FIPS
140"2.

A Security World that com plies with the roles and services section of FIPS 140"2 LevelÊ2
does not require any authorization to cre ate an OCS or an application key.

2.1.6.1. FIPS 140-2 Level 3 compliance

When you create a Security World, you can choose whether the Secu rity World is com pli!
ant with the roles and services section of either:

¥ FIPS 140"2 at LevelÊ2

¥ FIPS 140"2 at LevelÊ3

The FIPS 140"2 LevelÊ3 option is included for those customers who have a regulatory
requirement for com pliance with FIPS 140"2 at LevelÊ3.

If you choose to cre ate a Security World that com plies with FIPS 140"2 LevelÊ3, the nShield
HSM initializes in that mode, conform ing with the roles and services, key management, and
self-test sec tions of the FIPS validation cer tifi cate.

Before you can create or erase an OCS in a Security World that com plies with FIPS 140"2
LevelÊ3, you must authorize the action with a card from the ACS or an OCS from that Secu !
rity World.

For more details about FIPS 140"2, see http://csrc.nist.gov/ publications/ fips/ fips140-2/
fips1402.pdf .

2.1.7. Common Criteria compliance

The nShield HSMs are Common Criteria certi fied to Com mon Criteria v3.1 EAL4+ AVA_!
VAN.5 and to eIDAS.

To configure and operate the mod ule in its evaluated configuration, the separate Common
Criteria guides should be followed. Please contact Entrust nShield Sup port, https://nshield !
support.entrust.com .
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2.2. Platform independence

The Security World is com pletely plat form independent. All key information is stored in a
proprietary for mat that any com puter supported by Secu rity World Soft ware can read,
regardless of the native for mat used by that com puter. This enables you to:

¥ Safely move a Security World between plat forms with dif fering native for mats. For
example, you can move a Security World between Win dows and Linux operating envi!
ronments.

¥ Include hosts running dif ferent operating systems in the same Security World.

!
When copying host data between com puters using different operating
systems or disk formats, use a mechanism that preserves the original
data format and line endings (such as .tar  file archives).

2.3. Application independence

A Security World can pro tect keys for any appli cations cor rectly inte grated with the Secu !
rity World Soft ware. Each key belongs to a specific appli cation and is only ever used by that
application. Keys are stored along with any additional data that is required by the appli ca!
tion.

You do not need to spec ify:

¥ Which applications you intend to use. You can add a key for any supported appli cation
at any time.

¥ How the key is used by an application. A Security World con trols the pro tec tion for the
key; the application deter mines how it is used.

Although keys belong to a specific appli cation, OCSs do not. You can protect keys for dif fer
ent applications using the same OCS.
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In the image above:

¥ Card Set 1 protects mul tiple keys for use with Appli cation 1 and Appli cation 2

¥ Card Set 2 protects a single key for use with Appli cation 2

¥ Card Set 3 protects mul tiple keys for use with Appli cation 2  and Appli cation 3

¥ The Security World key  protects a single key for use with Appli cation 3 .

2.4. Flexibility

Within a Security World, you can choose the level of pro tec tion for each appli cation key
that you cre ate.

When you create a Security World, a cryp tographic key is generated that pro tects the appli
cation keys and the OCSs in the Security World.

2.4.1. Using the Security World key: module-protected keys

You can use the Security World key to pro tect an appli cation key that you must make avail !
able to all your users at all times. This key is called a module-pro tected key . Module-pro !
tected keys:

¥ Have no pass phrase

¥ Are usable by any instance of the application for which they were cre ated, provided
that this appli cation is running on a server fitted with a hard ware security mod ule
belonging to the cor rect Security World.

This level of protec tion is suitable for high-availability Web servers that you want to recover
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immediately if the com puter resets.

2.4.2. Using Operator Card Sets: OCS-protected keys

An OCS belongs to a specific Secu rity World. Only a hardware security mod ule within the
Security World to which the OCS belongs can read or erase the OCS. There is no limit to
the number of OCSs that you can create within a Security World.

An OCS stores a number of symmetric keys that are used to pro tect the appli cation keys.
These keys are of the same type as the Security World key.

Each card in an OCS stores only a fragment of the OCS keys. You can only re-create these
keys if you have access to enough of their frag ments. Because cards sometimes fail or are
lost, the number of frag ments required to re-cre ate the key (K) are usually less than the
total num ber of frag ments (N).

To make your OCS more secure, we recommend that you make the value of K relatively
large and the value of N less than twice that of K (for example, the values for K/N being 3/5
or 5/9). This practice ensures that if you have a set of K cards that you can use to recreate
the key, then you can be certain that there is no other such card set in exis tence.

! Some applications restrict K to 1.

2.4.2.1. Using Operator Card Sets to share keys securely

You can use OCSs to enable the same keys for use in a number of dif ferent HSMs at the
same time.

If you have a non-persistent OCS, you must leave one of the cards in an appropriate card
slot of each HSM. This should only be done if it is in accordance with the secu rity poli cies of
your organization.

To use OCS-protected keys across multiple HSMs, set:

¥ K to 1

¥ N at least equal to the number of the HSMs you want to use.

You can then insert single cards from the OCS into the appro priate card slot of each HSM
to autho rize the use of that key.

To issue the same OCS-protected key to a set of users, set:

¥ K to 1
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¥ N equal to the number of users.

You can then give each user a single card from the OCS, enabling those users to authorize
the use of that key.

!

If you have created an OCS for extra security (in which K is more than
half of N), you can still share the keys it protects simul taneously
amongst multiple modules as long you have enough unused cards to
form a K/N quorum for the addi tional hardware security mod ules. For
example, with a 3/5 OCS, you can load keys onto 3 hardware security
modules because, after loading the key on the first device, you still have
4 cards left. After load ing the key on a second device, you still have 3
cards left. After load ing the key onto a third device, you have only 2
cards left, which is not enough to cre ate the quorum required to load
the key onto a fourth device.

If a card becomes damaged, you can replace the whole OCS if you have authorization from
the ACS belonging to that Secu rity World.

!
You can only replace OCSs that were created by Security Worlds that
have the OCS/soft card replacement option enabled. For more infor ma!
tion, see OCS and softcard replacement .

2.4.2.2. Using Operator Card Sets for high availability

If you cannot risk the fail ure of a smart card, but some keys must remain accessible at all
times, you can create a 1/2 OCS.

Use the first card as the work ing card and store the second card in a completely secure envi
ronment. If the work ing card fails, retrieve the spare second card from stor age, and use it
until you re-cre ate a new set of 2 cards (see Replacing an Operator Card Set or recovering
keys to soft cards).

!
You can only replace OCSs that were created by Security Worlds that
have the OCS/soft card replacement option enabled. For more infor ma!
tion, see OCS and softcard replacement .

2.4.2.3. Using persistent Operator Card Sets

If you create a standard (non-per sistent) OCS, you can only use the keys protected by that
OCS while the last required card of the quo rum remains loaded in the card reader. The keys
protected by this card are removed from the mem ory of the hard ware security mod ule as
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soon as the card is removed from the card reader, which provides added security.

If you create a persistent  OCS, the keys protected by a card from that OCS per sist after
the card is removed from the smart card reader.

This enables:

¥ The use of the same smart card in several hardware security mod ules at the same time

¥ Several users to load keys onto the same hardware security mod ule at the same time.

The Security World Soft ware maintains strict sep aration between the keys loaded by each
user, and each user only has access to the keys protected by their OCS.

Keys protected by a per sistent card are auto matically removed from the hard ware security
module:

¥ When the application that loaded the OCS closes the con nection to the hard ware secu
rity mod ule

¥ After a time limit that is spec ified when the card set is cre ated

¥ When an application chooses to remove a key

¥ When the HSM is cleared. See Manually removing keys from an HSM for more infor ma!
tion

¥ If there is a power loss to the mod ule, for example, due to power out age.

!
Some applications auto matically remove a key after each use, reloading
it only when required. Such applications do not ben efit from per sistent
OCSs. The only way of sharing keys between hardware security mod !
ules for such applications is by having multiple smart cards in an OCS.

Although the hard ware security mod ule stores the key, the key is only available to the appli !
cation that loaded it. To use keys protected by this card in another appli cation, you must re-
insert the card, and enter its pass phrase if it has one. Certain applications only permit one
user at a time to log in, in which case any previously loaded persistent OCS used in that
application is removed before the user is allowed to log in with a new OCS.

2.4.2.4. Manually removing keys from an HSM

You can manually remove all keys protected by per sistent cards by clear ing the hardware
security mod ule. For example, you could:

¥ Run the command nopclear fail Ê!!clear Ê!!all

¥ Press the Clear button of the hard ware security mod ule
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¥ Turn off power to the hard ware security mod ule

Any of these processes removes all keys protected by OCSs from the hard ware security
module. In such cases, all users of any applications using the hardware security mod ule
must log in again.

Persistence is a permanent prop erty of the OCS. You can choose whether or not to make
an OCS persistent at the time of its cre ation, but you cannot change a persistent OCS into
a non-persistent OCS, or a non-persistent OCS into a persistent OCS.

A Security World can con tain a mix of persistent and non-per sistent card sets.

2.4.3. Using pass phrases for extra security

You can set individual pass phrases for some or all the cards in an OCS.

You can change the pass phrase for a card at any time provided that you have access to the
card, the existing pass phrase, and a hardware security mod ule that belongs to the Secu rity
World to which the card belongs. For more infor mation, see Changing card and soft card
pass phrase.

! Some applications do not sup port the use of pass phrases.

2.4.3.1. Maximum pass phrase length

! The maximum pass phrase length limitation is not applic able to soft ware
versions before Security World Soft ware v11.72.

Pass phrases are limited to a maximum length of 254 char acters, when using the fol lowing
commands:

¥ new-world

¥ createocs

¥ cardpp

¥ ppmk

¥ racs

Other com mands are unaffected.

You can still use and edit existing pass phrases that are longer than 254 characters.

Prior to Security World Soft ware v11.72, we set no absolute limit on the length of pass
phrases, although individual applications may not accept pass phrases longer than a spe!
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cific num ber of characters. Likewise, the Security World does not impose restric tions on
which characters you can use in a pass phrase, although some applications may not accept
certain characters.

Entrust recommends that your password only con tains 7-bit ASCII characters:
A-Z, a-z, 0-9, ! @ # $ % ^ & * - _ + = [ ] { } | \ : ' , . ? / ` ~ " < > ( ) ;

2.4.3.2. Pass phrase penalty timer

The HSM maintains a penalty time, measured in seconds and based on the number of failed
PINs. Each failed attempt to enter a pass phrase adds 4 seconds to the penalty time.

The penalty timer has a 14s penalty threshold, the first 3 failed pass phrase verifications do
not incur a penalty delay. Before verify ing a pass phrase, the HSM waits for the current
penalty timer to be below 14s. The penalty time decays over time.

!

A HSM only has a small number of com mand processing threads,
related to the kind of hard ware in use (for example, 9 threads on an
nShield Solo). Once all of these are waiting for a penalty to expire, any
other submit ted com mands will be forced to wait. This can mean that
even if penalty time isnÕt large, the total delay experienced by clients
may be substantial.

2.4.4. Using softcard-protected keys

If you want to use pass phrases to restrict key access but avoid using phys ical tokens (as
required by smart-card pro tec tion), you can create a soft card-pro tected key .

A soft card  is a file containing a logical token that you can not load with out a pass phrase.
You must load the logical token to autho rize the loading of any key that is pro tected by the
soft card. Softcard files:

¥ Are stored in the %NFAST_KMDATA%\local direc tory

¥ Have names of the form soft card_hash (where hash is the hash of the logical token
share).

Soft card-pro tected keys offer bet ter security than mod ule-pro tected keys and bet ter avail!
ability than OCS-pro tected keys. How ever, because softcard-pro tected keys do not require
physical tokens to autho rize key-loading, OCS-protected keys offer bet ter security than
soft card-pro tected keys.

The pass phrase of a softcard is set when you generate it, and you can use a single soft card
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to pro tect mul tiple keys. Softcards function as persistent 1/1 logical tokens, and after a soft
card is loaded, it remains valid for loading its keys until its KeyID is destroyed.

2.4.5. NVRAM key storage

Application keys protected by an Con nect are stored in an encrypted for mat and copied
automatically to the remote file sys tem. A hardware security mod ule, such as an Connect,
and/or an OCS protects the keys, as described in the preceding sections. You can also store
application keys within the non volatile memory of a suitable hardware security mod ule.

NVRAM-stored keys  are encrypted in exactly the same way as application keys that are pro
tected by the unit. The encrypted appli cation key on the unit is replaced by a file con taining
the name of the NVRAM file that con tains the application key. This file allows applications
to use NVRAM-stored keys in the same way as keys stored in the remote file sys tem. You
can protect an NVRAM-stored key with either the Secu rity World or an OCS.

! NVRAM-stored keys dif fer from stan dard application keys only in their
storage location. They still require protec tion by the unit or an OCS.

Use of an NVRAM-stored key is the same as for any other key protected by an Con nect
Security World.

NVRAM key storage:

¥ Offers no addi tional security benefits above those offered by the stan dard Security
World Soft ware mechanisms

¥ Is available for only a limited number of keys

¥ Reduces a Security WorldÕs ability to offer load-bal ancing and recovery

¥ Requires backup and recovery procedures in addition to any that you imple ment for
data stored on the client com puter.

" Do not store keys in NVRAM unless you must do so to satisfy regulatory
requirements.

NVRAM key storage was introduced only for those users who must store keys within the
physical boundary of a hardware security mod ule (such as an Connect) to com ply with reg u
latory require ments. NVRAM-stored keys pro vide no additional security benefits and their
use exposes your ACS to increased risk. Storing keys in nonvolatile memory also reduces
load-balancing and recovery capabilities. Because of these factors, we recommend you
always use standard Security World keys unless explicitly required to use NVRAM-stored
keys.
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2.5. Scalability

A Security World is scalable. You can add multiple hardware security mod ules to a server
and share a Security World across multiple servers. You can also add OCSs and application
keys at any time. You do not need to make any decisions about the size of the Security
World when you create it.

To share a Security World across multiple clients:

¥ Ensure each client has at least one hardware security mod ule configured

¥ Copy the Security World data to each client

¥ Load the Security World onto the hard ware security mod ules for each client.

If you create cards or keys in a Security World from a client rather than on the hard ware
security mod ule (using the com mand line, the Microsoft CSP wizard, or KeySafe), you must
transfer the files from the client to the remote file sys tem, unless the client is already on the
same computer as a remote file system.

To provide access to the same keys on every server, you must ensure that all changes to
the client data are prop agated to the remain ing servers. If your clients are part of a cluster,
then the tools pro vided by the clus ter should synchronize the data.

There is no risk of an attacker obtaining infor mation by snoop ing on the net work, as the
data is only ever decrypted inside a hardware security mod ule. Alternatively, you can main!
tain copies of the data on dif ferent clients.

!

We provide the rfs-sync  command-line util ity to syn chronize the
%NFAST_KMDATA% directory between a coop erating client and the remote
file system it is con figured to access. Run rfs-sync  whenever a cooper!
ating client is initialized, to retrieve data from the remote file sys tem,
and also whenever a client needs to update its local copy of the data
(or, if the client has write access, to com mit changes to the data).

If you want to make cards or keys which are normally created from the client avail able from
the front panel of the hard ware security mod ule, we recommend that you use client coop er
ation to auto mate the copy ing of files to the device.

2.5.1. Load-sharing

If you have more than one hardware security mod ule configured with a client , your appli ca!
tions (that have been inte grated with the Secu rity World Soft ware) can make use of the
load-sharing features in the Security World Soft ware to share the cryp tog raphy between
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them. Two approaches are supported:

¥ API specific load-shar ing modes

¥ HSM Pool mode: a more generic load-sharing approach for mod ule protected keys
intro duced with mod ule firmware version 2.65.2.

! Some applications may not be able to make use of these fea tures.

HSM Pool mode is supported on all major APIs except Java (i.e. nCipherKM JCA/JCE CSP).
When HSM Pool mode is enabled for an API, the application sees the HSMs in the Security
World as a single resource pool. A signif icant benefit is that when a failed HSM is restored
to the Secu rity World or a new HSM is added to the Secu rity World, it is auto matically
added to the resource pool mak ing it available for cryp tographic operations with out restart
ing the application (i.e. failback support). The pool of HSMs can be viewed as a single
resource using the command enquiry --pool .

! Module #1: Not Present  indicates that there are no HSMs in the pool.

2.6. Robustness

Cryptog raphy must work 24 hours a day, 7 days a week, in a production envi ronment. If
something does go wrong, you must be able to recover with out com promising your secu!
rity. A Security World offers all of these fea tures.

2.6.1. Backup and recovery

The Security World data stored on the file sys tem and remote file sys tem of the hard ware
security mod ule is encrypted using the Security World key.

You should regularly back up the data stored in the Key Management Data directory with
your normal backup procedures. It would not mat ter if an attacker obtained this data
because it is worth less without the Secu rity World key, stored in your hard ware security
module, and the Administrator cards for that Secu rity World.

When you create a Security World, it auto matically creates recovery data for the Security
World key. As with all host data, this is encrypted with the same type of key as the Secu rity
World key. The cryptographic keys that pro tect this data are stored in the ACS. The keys
are split among the cards in the ACS using the same K/N mechanism as for an OCS. The
ACS protects sev eral keys that are used for different operations.

The cards in the ACS are only used for recovery and replacement operations and for adding
extra hardware security mod ules to a Security World. At all other times, you must store
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these cards in a secure environment.

! In FIPS 140-2 Level 3 Security Worlds, the ACS or an OCS is needed to
control many operations, including the creation of keys and OCSs.

2.6.2. Replacing a hardware security module

If you have a problem with a hardware security mod ule, you can replace it with another hard
ware security mod ule of the same type by load ing the Security World data on the remote
file system onto the replace ment device. Alter natively, you may be able to erase the Secu!
rity World from the device that has the prob lem, return the device to its default state and
then reload the Security World on the same device.

If you have more than one hardware security mod ule configured with a client and you use
one of the load-shar ing modes identi fied above, then your client appli cation is resilient to
the failure of individual hardware security mod ules. If you use HSM Pool mode, then an Con
nect can be replaced and returned to the HSM pool with out restart ing the client appli ca!
tion.

For information about replac ing a hardware security mod ule, see Adding or restor ing an
HSM to the Security World .

2.6.3. Replacing the Administrator Card Set

If you lose one of the smart cards from the ACS, or if the card fails, you must imme diately
create a replacement set using either:

¥ The front panel controls of the Con nect

¥ The KeySafe Replace Admin istra tor Card Set  option

¥ racs  util ity (see Replacing the Admin istrator Card Set).

!
You should also use the front panel controls of the Con nect, racs  or the
KeySafe Replace Admin istra tor Card Set  option to migrate the ACS
from standard nShield cards to nShield Remote Administration Cards.
Autho rization needs to take place using the local slot of an HSM.

A hardware security mod ule does not store recov ery data for the ACS. Provided that K is
less than N for the ACS, and you have at least K cards available, a hardware security mod ule
can re-create all the keys stored on the device even if the infor mation from other cards is
missing.

The loss or failure of one of the smart cards in the ACS means that you must replace the
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ACS. However, you cannot replace the ACS unless you have:

¥ The required number of cur rent cards

¥ Access to their pass phrases.

"

Although replac ing the ACS deletes the copy of the recov ery data on
your host, you can still use the old ACS with the old host data, which
you may have stored on backup tapes and other hosts. To eliminate any
risk this may pose, we recommend erasing the old ACS as soon as you
create a new ACS.

2.6.4. Replacing an Operator Card Set or recovering keys to softcards

If you lose an Operator Card, you lose all the keys that are protected by that card. To pre !
vent this, you have the option to store a sec ond copy of the work ing key that the recov ery
key protects in a Security World. Similarly, you can recover keys protected by one soft card
to another soft card.

!

The ability to replace an OCS is an option that is enabled by default dur !
ing Security World cre ation (see OCS and softcard replacement). You
can only disable the OCS replacement option dur ing the Security World
creation process. You cannot restore the OCS replacement option, or
disable this option, after the cre ation of the Secu rity World.

!
You can only recover keys protected by an OCS to another OCS, and
not to a soft card. Likewise, you can only recover soft card-pro tected
keys to another soft card, and not to an OCS.

To create new copies of the keys pro tected by the recov ery key on an OCS, you can use
either:

¥ The front panel controls of the Con nect

¥ The rocs  command-line util ity.

! It is not possible to recover PKCS #11 keys using the front panel con!
trols of the Con nect. You must use the rocs  command-line util ity.

2.6.4.1. The security of recovery and replacement data

Replacing OCSs and softcards requires authorization. To prevent the dupli cation of an OCS
or a softcard with out your knowl edge, the recovery keys are protected by the ACS.
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However, there is always some extra risk attached to the storage of any key-recov ery or
OCS and softcard replacement data. An attacker with the ACS and a copy of the recov ery
and replacement data could re-cre ate your Security World. If you have some keys that are
especially important to pro tect, you may decide:

¥ To issue a new key if you lose the OCS that protects the exist ing key

¥ Turn off the recov ery and replacement func tions for the Secu rity World or the recov !
ery feature for a specific key.

You can only generate recovery and replacement data when you cre ate the Security World
or key. If you choose not to cre ate recovery and replacement data at this point, you can not
add this data later. Similarly, if you choose to create recovery and replacement data when
you generate the Security World or key, you cannot remove it securely later.

If you have not allowed recov ery and replacement func tionality for the Secu rity World, then
you cannot recover any key in the Security World (regard less of whether the key itself was
created as recoverable).

The recovery data for application keys is kept separate from the recov ery data for the Secu
rity World key. The Security World always creates recovery data for the Security World key.
It is only the recov ery of application keys that is optional.

2.7. Audit Logging

Use of nShield HSMs in regulated environments where there is a requirement to prov ably
log events in the HSMs can make use of the Audit Logging facil ity. This facility pro vides the
fol lowing features:

¥ Tamper evident log ging of relevant nCore command execution on the HSM

¥ Tied to Security World

¥ Traceability of cryp tographic key life time

# Autho rization for key usage

# Key loading onto HSM

# Optional log ging of key usage

# Key destruction

¥ Compatibility with sys log and SIEM infrastruc tures

# Logs produced in Common Event Format (CEF)

¥ Public key log verification with out need for gen erating HSM.

For further infor mation, see Audit Log ging.
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2.8. KeySafe and Security Worlds

KeySafe provides an intuitive and easy-to-use graph ical interface for managing Security
Worlds. KeySafe manages the Security World and the keys pro tected by it. For more infor !
mation about using KeySafe, see Using KeySafe.

!
Most applications store only their long-term keys in the Secu rity World.
Session keys are short term keys generated by the appli cation which are
not normally loaded into the Security World.

When you use KeySafe to create cards or keys, the data is written to the Key Management
Data directory on the com puter on which you run KeySafe. An Connect can only use this
data when it is transferred to the remote file sys tem (if it is on a dif ferent com puter), from
where it is loaded automatically onto the unit. For this reason, you may find it most con ve!
nient to run KeySafe on the same computer as the remote file sys tem.

Although you may use KeySafe to generate keys, it is your chosen application that actu ally
uses them. You do not need KeySafe to make use of the keys that are protected by the
Security World. For example, if you share a Security World across several hardware security
modules , you do not need to install KeySafe on every computer. To manage the Security
World from a single computer, you can install KeySafe on just that one com puter even
though you are using the Security World data on other com puters.

KeySafe enables you to:

¥ Create OCSs

¥ List the OCSs in the current Security World

¥ Change the pass phrase on an Operator Card

¥ Remove a lost OCS from a Security World

¥ Replace OCSs

¥ Erase an Operator Card

¥ Add a new key to a Security World

¥ Import a key into a Security World

¥ List the keys in the current Security World

¥ Delete a key from a Security World.

KeySafe does not provide tools to back up and restore the host data or update hard ware
security mod ule firmware, nor does KeySafe provide tools to syn chronize host data
between servers. These functions can be performed with your stan dard system util ities.

In addition to KeySafe, we also supply command-line util ities to manage the Security
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World; for more infor mation about the sup plied util ities, see Supplied util ities. Current ver!
sions of these tools can be used inter changeably with the cur rent version of KeySafe.

You can also perform all the tasks available from KeySafe using the front panel con trols of
the unit, except for adding, import ing and deleting keys.

2.9. Applications and Security Worlds

A Security World can pro tect keys for a range of indus try standard applications. For details
of the appli cations that are cur rently supported, visit https://nshield support.entrust.com .

We have produced Inte gration Guides for many supported appli cations. The Integration
Guides describe how to install and con figure an application so that it works with Entrust
hardware security mod ules and Security Worlds.

For more information about the Entrust range of Inte gration Guides:

¥ Visit https://nshield support.entrust.com .

¥ Contact Sup port.

2.10. The nShield PKCS #11 library and Security Worlds

Many applications use a PKCS (Public Key Cryptog raphy Standard)Ê#11 library to generate
and manage cryptographic keys. We have produced an nShield version of the PKCSÊ#11
library that uses the Security World to pro tect keys.

Enabling a PKCSÊ#11 based application to use nShield hardware key protec tion involves con
figuring the application to use the nShield PKCSÊ#11 library.

The nShield PKCS #11 library treats a smart card from an OCS in the current Security World
as a PKCS #11 token. The current PKCSÊ#11 standard only supports tokens that are part of a
1-of- N card set, however the K/N card sets, see nShield PKCS #11 library with the preload
util ity .

A Security World does not make any distinc tion between dif ferent applications that use the
nShield PKCSÊ#11 library. Therefore, you can create a key in one PKCSÊ#11 compliant applica
tion and make use of it in a dif ferent PKCSÊ#11 compliant application.

2.11. Risks

Even the best-designed tools can not offer secu rity against every risk. Although a Security
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World can control which user has access to which keys, it cannot prevent a user from using
a key fraudulently. For example, although a Security World can deter mine if a user is autho!
rized to use a partic ular key, it cannot deter mine whether the mes sage that is sent with that
key is accurate.

A Security World can only manage keys that were created inside the Security World. Keys
created out side a Security World, even if they are imported into the Secu rity World, may
remain exposed to a security risk.

Most fail ures of security systems are not the result of inher ent flaws in the system, but
result from user error. The following basic rules apply to any security system:

¥ Keep your smart cards safe.

¥ Always obtain smart cards from a trusted source: from Entrust or directly from the
smart card manufacturer.

! nShield Remote Administration Cards can only be supplied by Entrust.

¥ Never insert a smart card used with key management prod ucts into a smart card reader
you do not trust.

¥ Never insert a smart card reader you do not trust into your hard ware security mod ule.

¥ Never tell anyone your pass phrase.

¥ Never write down your pass phrase.

¥ Never use a pass phrase that is easy to guess.

!
If you have any doubts about the secu rity of a key and/or Secu rity
World, replace that key and/or Secu rity World with a newly gen erated
one.
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3. The nShield Connect user interface
This chapter describes the Con nect user inter face, including the front panel con trols. You
are also shown how to use a keyboard to con trol the unit.

3.1. Front panel controls

Figure 1. Connect front panel con trols

Label Descrip tion

A Power button

B Warning LED (orange)

C Display screen

D Touch wheel

E Status indicator LED (blue)

F Display navigation but ton (left)

G Display navigation but ton (right)

H Select but ton

I Slot for smart cards

J Clear button

K USB connector

3.2. Display screen and controls
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When the unit is pow ered, the display screen displays a menu or a dialog.

Each menu or dialog includes onscreen navigation labels that appear at the bot tom of the
display screen, on either side next to the display navigation but tons. Press the button next
to the label to per form the action spec ified by the label.

To go back to the previous dialog or menu screen, use the navigation but ton to the left of
the screen. To confirm a dialog value or select a menu option, either:

¥ Press the navigation but ton to the right of the screen.

¥ Touch the Select but ton.

Use the touch wheel to changes val ues or move the cursor on the display screen. To con!
firm a value, touch the Select but ton.

3.2.1. Menu screens

You can access menus from the display screen.

Menus are displayed as a list of selectable options. An onscreen arrow points to the cur !
rently selectable option. If the menu has more than four options, an arrow indi cates the
direction in which more options are avail able.

To select a menu option:
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1. Move the indicator arrow up or down with the touch wheel.

2. When the indicator arrow points to the option you want to select, either:

# Press the navigation but ton to the right of the screen (labeled onscreen as
SELECT).

# Touch the Select but ton.

At the top right of the dis play screen, a number sequence indicates the path to the cur rent
option. The last digit of the sequence shows the loca tion of the menu you are cur rently
viewing. The top level menu has no numbers, but when you select the System menu, the
number 1 is shown.

The preceding digits in the sequence show the posi tion of each option in turn that was
selected in previous menu screens to reach the current menu. For example, the sequence 1-
2 shows that the indi cator is on the second option of the menu that was reached by select !
ing the first option on the top-level menu.

For a map of the menu screens, see the Instal lation Guide .

3.2.2. Dialogs

For some tasks, a dialog is displayed onscreen. When the dialog opens, the cursor is in the
first field. To change and then enter values:

1. Use the touch wheel to change the dis played value of the fields.

2. Touch the Select but ton to enter the dis played value and move to the next field in the
dialog.

Repeat the procedure to enter all necessary values in the dialog.

3.2.3. Information display

When you use a dialog to request infor mation (for exam ple, a log or details of a key), there
is often too much infor mation to dis play onscreen. In such cases, only the first part of the
information is displayed.

To view the rest of the infor mation:

¥ Use the touch wheel to scroll the dis played information in the direc tion indi cated by
the onscreen arrows.

¥ When an Options  label is displayed, press the right-hand navigation but ton to see a
menu of navigation options. You can normally choose to go to the top, to the bot tom,
or to a specified line in the display.
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The numbers of the lines currently being displayed onscreen are shown at the left of the
screen. They are followed in parentheses ((Ê)) by the total num ber of lines available for dis!
play.

3.3. Using the front panel controls

You can use the front panel controls to con figure the unit and to per form other tasks
described in this guide. When the unit is work ing over the net work with another com puter
(a client computer), you can program and control the unit as if it were part of the client com
puter.

! If the unit is pow ered down while you are logged in, you are logged out
automatically.

3.3.1. Start-up information

When you turn on power to the unit and it has com pleted its ini tialization, the lower part of
the display screen shows basic start-up infor mation about the unit.

There is a series of start-up information top ics available. By default, the first displayed topic
is the current System time . Use the touch wheel to view the other start-up infor mation top
ics.

3.3.2. Administrative control of the unit

You can view and control the sta tus of the unit by using the front panel con trols and menu
options.

Tasks Action

Understand and control the
power status of the unit

Use the Power button to power up the unit.

If the Power but ton is not illu minated, the unit is not pow ered. The Power but!
ton flashes intermit tently as the unit pow ers up. It also flashes when the unit is
in standby mode. For more information about the Power but ton, see the Instal
lation Guide .
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Tasks Action

Control access to the unit You can control access to the menus on the unit and the Power but ton on the
front panel by using System > System con fig uration > Login set tings .

When UI Lockout with OCS  has been enabled, you must log in with an autho!
rized Operator Card before you can access the menus. You can still view infor !
mation about the unit on the start-up screen. When you are logged in, you can
log out and leave the unit locked.

When UI Lockout with out OCS has been enabled, you cannot access the
menus, but you can still view infor mation about the Con nect on the start-up
screen. The only way to disable this setting (apart from return ing the HSM to
factory state) is to push an updated con figuration file to the Con nect. See
About user priv ileges and ui_lockout  for more infor mation.

Power but ton lock out  can be enabled and disabled independently when UI
Lockout allows access to the menus.

Unlock the unit When UI Lockout with OCS  has been enabled and you have logged out, the
display screen displays the label Login  next to the right-hand nav igation but !
ton. Press the right-hand navigation but ton, then insert an Operator Card that
has been authorized for login, and fol low the onscreen instruc tions.

Log out of the unit Select Logout .

This option is not available if UI Lockout with OCS has not enabled.

Put the unit in standby mode Press the Power button or select System > Shut down/Reboot > Shut down .

Restore the unit to its orig inal
configuration

Select System > System con fig uration > Default con fig .

Restore the unit to its fac tory
state

Select System > Factory state .

Clear the memory of the inter !
nal hardware security mod ule

Use the Clear button or select HSM > HSM reset.

View infor mation about the
current state of the inter nal
hardware security mod ule

Select HSM > HSM infor mation .

View infor mation about the
current state of the sys tem

See the next section.

Set the Real-Time Clock on
the unit

Select Security World mgmt > Admin oper ations > Set secure RTC.

This option requires Administrator Card autho rization.
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Tasks Action

Change the mode of the unit Select HSM > Set HSM mode.

¥ Select Operational  mode to run the unit nor mally.

¥ Select ini tial ization  mode to con figure the unit with soft ware util ities
rather than the front panel.

3.3.3. Viewing the current status of the unit

To view information about the cur rent state of the sys tem, from the main menu select Sys!
tem > System infor mation . Select an option to view the associated infor mation as fol lows:

Option Descrip tion

View sys tem log Displays the system log.

View hard server log Displays the module hardserver log.

Display tasks Displays the tasks that the system is currently per form ing.

Component ver sions Displays the version numbers of the various system soft ware components.

View h/w diag nostics Displays the fol lowing environmental infor mation about the mod ule:

¥ The current tem perature at the left and right sen sors

¥ The minimum and maximum previous temperature at each sensor

¥ The voltage on each power rail

¥ The speed of each fan.

View tam per log Displays the tamper log.

View unit id Displays the ID of the unit.

3.3.4. Viewing the mode of the unit

See Identi fy ing the cur rent mode .

3.4. Using a keyboard to control the unit

You can connect a keyboard to the USB connector on the front panel. You can con nect
either a US or a UK keyboard. To configure the unit for your key board type, select System >
System con fig uration > Key board lay out  and then choose the keyboard type you require.

When you have connected a keyboard and configured the unit for its use, you can enter
numbers and characters directly into the dis play. You can also control the unit by using the
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fol lowing keystrokes:

Keystroke Use

F1 Same as pressing the left-hand nav igation but ton on the front panel.

F2 Same as pressing the right-hand nav igation but ton on the front panel.

F3 Same as touching the Select but ton.

Esc Same as pressing the left-hand nav igation but ton on the front panel.

Enter Where the Select but ton is active, same as pressing Select: where Button B is
active, same as pressing Button B.

Up arrow Moves the indicator upwards in a menu.

Down arrow Moves the indicator down wards in a menu.

Tab Moves the cursor to the next field in a dia log.

Shift-Tab Moves the cursor to the pre vious field in a dialog.

PgUp Displays the previous screen.

PgDn Displays the next screen.
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4. Physical security of the nShield Connect
This chapter provides a brief overview of the phys ical security measures that have been
implemented to pro tect your Con nect. You are also shown how to:

¥ Check the physical security of your Con nect

¥ Disable and re-enable tamper detec tion func tionality on your Con nect.

The tamper detec tion func tionality on the Con nect pro vides additional physical security,
over and above that provided by the holo graphic security seal, and alerts you to tampering
in an operational environment. There is a removable lid on top of the Con nect, pro tected by
the security seal and tamper switches. To prevent the inser tion of objects into the Con nect,
baffles are placed behind vents.

To optimize their effec tiveness, use the physical security measures implemented on the
Connect in association with your secu rity poli cies and procedures. For more information
about creating and managing security poli cies, see the Security Policy Guide on the NIST
CMVP website.

!
Currently, the FIPS 140-2 Level 3 boundary is at the internal module.
Future soft ware releases may move the FIPS boundary so that it
includes the entire Con nect chassis.

! For more information about FIPS 140-2, see http://csrc.nist.gov/pub lica
tions/fips/fip s140- 2/fip s1402.pdf.

4.1. Tamper event

The Connect offers sev eral layers of tamper protec tion. The outer boundary of the box is
tamper" responsive. When tampered, the unit ceases to pro vide cryp tographic func tionality,
alerts the operator of the event, and ulti mately forces the oper ator to reset the unit to fac !
tory defaults. Move ments/vibra tions, or replacing the fan tray mod ule or a PSU, does not
activate the tam per detec tion func tionality. Tamper" responsiveness can be disabled, if
desired. If a tamper event does occur, you can use the Security World data stored on the
RFS and the Administrator Card Set to recover the keys and cryp tographic data.

4.1.1. Connect lid is closed

If the Con nect is pow ered, a tamper event has occurred, and the lid is closed, the fol lowing
message is displayed onscreen:
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** TAMPER DETECTED **
Consult User Guide.
Check physical seals.
Reset to factory state
or disable tamper
detection first?
RESET          DISABLE

When you see this message, examine your unit for phys ical signs of tampering (see Physical
security checks ).

If you discover signs of tam pering do not  attempt to put the unit back into oper ation. The
date and time of the tam per event are recorded in the log (see Logging, debugging, and
diagnostics).

!
The tamper-responsiveness circuitry has a Real Time Clock that is syn!
chronised to the system time of the Con nect, however the times associ
ated with events in the tam per log may still have slight off sets to times
recorded in other log files.

If there are signs of tampering, and the tamper event occurred:

¥ During transit from Entrust, con tact Sup port.

¥ After instal lation, refer to your secu rity poli cies and procedures.

For more information about cre ating and managing security poli cies, see the Security Policy
Guide.

If there are no signs of tampering, you can either :

¥ Reset the Connect to a fac tory state

Or:

¥ Disable the tamper detec tion func tionality and then reset the Con nect to a fac tory
state.

! Do not disable tamper detec tion unless asked to do so by Support

If you chose to dis able the tamper protec tion cir cuitry when you reset the Con nect to a fac
tory state, a cautionary warning is displayed prior to the request for card autho rization. For
information about re-enabling dis abled tamper detec tion func tionality, see Disabling tam!
per detec tion func tionality .

4.1.2. Connect lid is open
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If the Con nect is pow ered, a tamper event has occurred, and the lid is open, the fol lowing
message is displayed onscreen:

** TAMPER DETECTED **

Unit lid is open
Replace lid or disable
tamper detection.
Ê             DISABLE

An open lid indicates that the phys ical security of the unit is com promised. You may want
to examine your unit for other phys ical signs of tampering (see Physical security checks ).
Do not  attempt to put the unit back into oper ation.

The date and time of the tam per event are recorded in the log files (see Logging, debug!
ging, and diagnostics). If the tamper event occurred:

¥ During transit from Entrust, con tact Sup port.

¥ After instal lation, refer to your secu rity poli cies and procedures. For more information
about creating and managing security poli cies, see the Security Policy Guide on the
NIST CMVP website.

If you choose to replace the lid of the Con nect, the onscreen message changes to the tam !
per alert message that is given when the lid is closed. Closing the lid pro vides you with the
option to reset the unit to a fac tory state with out disabling tamper detec tion func tionality.
If the lid remains open, all button presses other than those made using the right-hand nav i!
gation but ton are ignored. Pressing the right-hand nav igation but ton disables tamper
responsiveness and resets the Connect to a fac tory state.

4.2. Physical security checks

Check the physical security of your Con nect before instal lation and at regular intervals after
wards. For an alternative presentation of the phys ical security checks described here, see
the Physical Security Check list . For more information about tam per events, and what
actions to take if you dis cover signs of tam pering, see Tamper event.

To determine if the security of the Con nect is compromised:

1. Check that the phys ical security seal is authentic and intact. Look for the holo graphic
foil bearing the nCipher logo. Look for cuts, tears and voiding of the seal. The seal is
located on the top of the Con nect chassis.
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For information about the appear ance of intact and dam aged security seals, see the
Physical Security Check list .

2. Check that the metal lid remains flush with the Con nect chassis.

3. Check all surfaces Ñ the top, bot tom and sides of the Con nect Ñ for signs of phys ical
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damage.

4. Check that there are no signs of phys ical damage to the vents, includ ing attempts to
insert objects into the vents.

4.3. Replacing the fan tray module and PSU

You can replace the fan tray module or a power supply unit (PSU) with out  activating a tam!
per event as both are outside the security bound ary. You can access:

¥ The PSU(s) from the rear of the Connect.

¥ The fan tray module through the remov able front vent.

Should a problem occur with the fan tray mod ule or a PSU, contact Sup port before  taking
further action. For more infor mation about replac ing the fan tray mod ule or a PSU, see the
Fan Tray Module Installation Sheet  or the Power Supply Unit Instal lation Sheet .

!
The fan tray module contains back"up batter ies providing reserve capac
ity (a guaranteed min imum of 3 years) for tamper detec tion func tional!
ity even when the Con nect is in an unpowered state.

The tamper protec tion cir cuitry remains fully oper ational if the Con nect is placed on
standby while a replacement operation is performed (whether you are replac ing the fan tray
module or one of the two PSUs, in the case of dual PSU units).
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!
Provided that the Con nect is connected to the mains power sup ply, the
Connect displays an onscreen error message when back"up battery
power is low. The Status LED also displays a low power warning. For
more information, see the Instal lation Guide .

4.3.1. Replacing the fan tray module

It is not necessary to remove mains power to replace a fan tray mod ule (we recommend
that you power down the unit into standby state using the front panel power but ton). How !
ever, if mains power is removed then a replacement fan tray mod ule must be installed
within an hour  to ensure that a tamper event is not acti vated. If put in standby state the
time required to change fan tray mod ule is unlimited. For more information about replac ing
the fan tray mod ule, see the Fan Tray Module Installation Sheet .

4.3.1.1. Fan tray module error messages

If you receive any of the fol lowing error messages on the Connect display, accompanied by
the orange warning LED, follow the related action in the ta ble below:

Error message Action

Single fan fail Contact Sup port

Many fans fail Replace fan tray

Battery power low Consider replacing fan tray dur ing the next scheduled service/main tenance
period.

System Shutdown

Both fans in a pair had failed

Replace fan tray

If the error message is Single fan fail , the Connect can con tinue operating under the speci!
fied oper ating environment. Although you are advised to con tact Sup port, the lim ited
nature of such a failure means you can replace the fan tray module at your convenience.

If the error message is Many fans fail , you must replace the fan tray mod ule immediately.

If the error message is Battery Power low , this indicates that one or both of the backup bat
ter ies located on the fan tray mod ule (required only when the Connect is removed from
mains power) is running low.

The Battery Power low  indication has no detrimental affect on the Con nect per formance
whilst the unit remains pow ered. Entrust recommend customers should consider replacing
the fan tray mod ule during the next service/main tenance.
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If two fans fail from a redun dant pair, the Connect will dis play the error message Many fans
have failed  for a few seconds and it will then shut down. On reboot, the Con nect will then
display the error messages System Shut down  and Both fans in a pair had failed . In this situ
ation the fan tray mod ule must be replaced immediately.

4.3.2. Replacing the PSU

If you have a dual PSU Connect, you do not have to remove power to the func tion ing PSU
while replacing a faulty PSU. Tamper detec tion func tionality will oper ate normally through !
out the PSU replacement process. If you decide to remove power from both PSUs, tam per
detec tion func tionality will con tinue to oper ate normally for at least 3 years, as the fan tray
module provides back"up capacity for this cir cuitry. For more infor mation about replac ing
the PSU, see the Power Supply Unit Instal lation Sheet .

4.3.2.1. PSU error messages

If a PSUÊfails, an orange warning LED comes on and an error message is displayed on the
Connect display. Although you are advised to contact Sup port, the unit can con tinue to
operate normally and you can replace the failed PSU at your convenience. There is no need
to power down the unit when you replace the failed PSU.

In addition to the orange warn ing LED, an audible warning is given when a PSU fails on an
Connect. The audible warning is turned off when you nav igate to the Crit ical errors screen.

4.3.3. Battery life when storing the Connect

If a Connect has been in storage for an extended period of time the fan tray mod ule may
need replacement.

Entrust guarantees a minimum battery life of three years, even if the Con nect remains in
storage and is not connected to the mains power sup ply during this time.

4.4. Disabling tamper detection functionality

We do not  recommend disabling tamper detec tion func tionality. How ever, there may be cir
cumstances in which disabling this func tionality is required. For example, you may want to:

¥ Bring the management of the Con nect into line with your exist ing operational proce!
dures

¥ Standardize the management task, if you are managing a mixture of older and newer
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units.

To disable tamper responsiveness on your Connect:

1. From the main menu select System  > System con fig uration  > Tamper con fig .

You are shown the following dialog:

Tamper responsiveness
is currently enabled.

This matches nCipher's
recommendation.
Do you want to disable
tamper responsiveness?

2. Press the right-hand navigation but ton to dis able tamper responsiveness.

3. You are asked to confirm the change. Press the right-hand navigation but ton again.

Tamper responsiveness is disabled and the unit is reset to a fac tory state. To restore the
key data and reconnect the Con nect to the net work you must present a quo rum of the
ACS.

4.4.1. Reactivating disabled tamper functionality

If your cir cumstances change, for example, your operational procedures are updated, you
may want to re-enable tam per responsiveness.

To re-enable tamper responsiveness on your Connect:

1. From the main menu select System  > System con fig uration  > Tamper con fig .

2. You are shown the following dialog:

Tamper responsiveness
is currently DISABLED.

nCipher recommends
that tamper should be
enabled. Re-anble
tamper responsiveness?

3. Press the right-hand navigation but ton to enable tam per responsiveness.

4. You are asked to confirm the change. Press the right-hand navigation but ton again.

Tamper responsiveness is enabled and the unit is reset to a factory state. To restore the key
data and reconnect the Con nect to the net work you must present a quo rum of the ACS.
Tamper events are logged and never erased.
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5. Software installation
See the appropriate Instal lation Guide  for your nShield module for more about installing the
Security World soft ware.

After you have installed the soft ware, you must complete fur ther Security World cre ation,
configuration and setup tasks before you can use your nShield environment to pro tect and
manage your keys.

5.1. After software installation

!

The Instal lation Guide  provides brief explanations of how to per form all
the post-instal lation tasks listed in this sec tion. If this is the first time
you are installing a unit and the Security World Soft ware, or you are
unfamiliar with the process, we rec ommend fol lowing the steps out lined
in the Instal lation Guide .

After you have successfully installed the Secu rity World Soft ware, as described in the Instal
lation Guide ), complete the fol lowing steps to fin ish preparing your HSM for use:

1. Ensure that your public firewall is set up correctly. See the Instal lation Guide  for your
HSM for more infor mation about fire wall settings.

2. Perform the nec essary basic HSM-client con figuration tasks, as described in Basic
HSM and remote file system (RFS) configuration .

3. Create and configure a Security World, as described in Creating a Security World .

4. Create an OCS, as described in Creating Operator Card Sets (OCSs).

5. Complete addi tional necessary HSM-client con figuration tasks:

a. To configure the unit so that it works with the client machine, see Configuring the
nShield Connect to use the client .

b. To configure client com puters so that they work with the unit, see Configuring
client com puters to use the nShield Connect .

!

For this release, you must generate a new client con figuration
file to take advantage of new func tionality. To generate a new
client con figuration file, back up your exist ing configuration file
and run the command cfg-mkdefault . This generates a tem!
plate for the con figuration file into which you can copy the set
tings from your old con figuration file.

c. To enable the TCP sockets for Java applications (includ ing KeySafe), run the com!
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mand:

config-serverstartup -sp

For more information, see Client con figuration util ities.

When all additional HSM configuration tasks are completed, you can:

1. Stop and then restart the hard server, as described in Stopping and restart ing the hard!
server.

2. Test the installation and con figuration. See the Instal lation Guide  for your HSM for
more information.
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6. Client Software and module configuration
This chapter describes how to con figure the internal security mod ule of the Connect and
the client to com municate with each other, after you have installed the HSM and the Secu !
rity World Soft ware.

For more information about installing the HSM, see the Instal lation Guide . If you are config !
uring an HSM and client for the first time, or you want to com plete a basic installation
quickly, see the Instal lation Guide .

!
The Connect pro vides signif icant performance improvements, and can
be deployed successfully with exist ing nShield products. Customers
wishing to take advantage of these per formance improvements must
update their client machines with the lat est Security World Soft ware.

6.1. About user privileges

Cryptographic security does not depend on con trol ling user privileges or access but main!
taining the integrity of your sys tem from both delib erate or accidental acts can be
enhanced by appropriate use of (OS) user privileges.

There are two levels of user in Windows:

¥ Administrator access

¥ Normal

Administrator access (an Administrator on Windows) is required for such tasks as:

¥ Soft ware installation, start ing and stopping the hardserver and SNMP.

¥ Typically, any operation that requires write access, such as the cre ation of Security
Worlds, card sets and keys.

Typically, normal users can only carry out read only operations involv ing Security Worlds,
card sets and keys. For example, encrypted copies of keys are held in Key Management
Data (C:\Pro gramData\nCipher\Key Management Data). The default permissions allow all
users to read these files, enabling them to use keys but not cre ate them. File permissions
can be altered to restrict access to spe cific keys to spe cific users/groups.

!
You should use the nt_privpipe_users  option to define the name of the
user who can carry out priv ileged operations, for example, using the nop
clear fail  util ity. See nt_privpipe_users for more infor mation.
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6.2. About client configuration

! You can add more HSMs to a client and more clients to an HSM at any
time.

The HSM and a client communicate by means of the hardserver, which handles secure trans
actions between the HSM and appli cations that run on the client. You must con figure:

¥ Each client hardserver to communicate with the HSM that the client needs to use

¥ The HSM to communicate with clients that are allowed to use the HSM.

Information about the cur rent con figuration of the HSM or a client is stored in con figuration
files that are stored in spec ified file systems on the clients and on the HSM. For more infor !
mation about the con tents of con figuration files, see nShield Connect and client con figura!
tion files .

For information about con figuring the HSM by import ing an edited con figuration file, see
About user priv ileges.

6.2.1. Remote file system (RFS)

Each HSM must have a remote file system (RFS) configured. The RFS contains master
copies of all the files that the HSM needs:

¥ The HSM configuration file

¥ Feature-enabling cer tifi cates

¥ The encrypted Security World and key data for Secu rity Worlds cre ated on the HSM.

The RFS normally resides on a client computer, but it can be located on any com puter that
is accessible on the network.

For more information about set ting up the remote file sys tem, see Configuring the Remote
File System (RFS).

6.2.2. HSM configuration

The data that defines the con figuration of the HSM hard server is stored in a file on the
HSM. This file is automatically:

¥ Updated when the HSM is con figured from the front panel

¥ Exported to the remote file sys tem (RFS) directory.
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Each HSM has separate configuration files on the RFS, stored in the directo ries with names
of the form %NFAST_KMDATA%\hsm-ESN\config  where ESN represents the electronic ser ial num
ber of the HSM from which the files were exported. These direc to ries can contain the fol !
lowing files:

Option Descrip tion

config The master con figuration file. This contains the current con figuration for the
HSM. It is always present in the directory.

config-name An alternative con figuration file saved by the sys tem.

config.new A hand-edited con figuration file that can be read by the HSM.

You normally configure the HSM using the front panel con trols. However, in some cases
(for example, if you need to con figure an HSM remotely, or if you are import ing a number of
clients), you may prefer to edit the exported con figuration file and then re-import the file
into the HSM. For more information, see:

¥ About user priv ileges

¥ nShield Connect and client con figuration files .

6.2.3. Client configuration

The data that defines the con figuration of the client hard server is stored in a file on the
clientÕs file system.

You must load the configuration file for the con figuration to take effect. For infor mation
about loading a client configuration remotely, see Remote configuration of addi tional
clients.

You can configure a client to use multiple HSMs. All the HSMs configured for use by a client
can fail over if the appli cation that uses them is set up appro priately.

For more information about the con tents of the client con figuration file, see nShield Con!
nect and client con figuration files .

!
You can also configure the clientÕs hardserver by setting envi ronment
variables, as described in Setting envi ronmental variables. Environment
variable settings over ride settings in the client con figuration files.

6.3. Basic HSM and remote file system (RFS) configuration

After installing the HSM hard ware and software, there are several HSM and RFS configura!
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tion tasks you must per form. You perform these RFS tasks before:

¥ Creating the Security World and an Operator Card Set (OCS)

¥ Complet ing the process of con figuring the HSM and client to work together.

6.3.1. Configuring the Ethernet interfaces

The HSM communicates with one or more clients. Each client is an Ethernet connected
computer that has the Secu rity World Soft ware installed and configured. You must supply
Internet Protocol (IP) addresses for the HSM and the client. Contact your sys tem administra
tor for this infor mation if nec essary.

To configure the Ethernet inter faces (IPv4 and IPv6), see the Connect Instal lation Guide .

6.3.2. Optionally configure hardserver interfaces

By default, the hardserver listens on all interfaces. However, you can alter the hardserver
settings. Alter ing the hardserver settings would prove nec essary, for example, if you
wanted to con nect one of the Eth ernet inter faces to exter nal hosts.

Ensure that you have configured the Ethernet inter faces on the HSM before attempt ing to
configure the hardserver. See the Installation Guide for more infor mation about con figuring
the Ethernet inter faces.

You can configure the fol lowing options to spec ify net work inter faces on which the hard !
server listens:

Option Descrip tion

All inter faces This option (which is the default) spec ifies that the
hardserver listens on all interfaces.

IP address of interface #1 This option specifies that the hard server listens only
on inter face 1. This option only appears if interface 1
has been configured.

IP address of interface #2 This option specifies that the hard server listens only
on inter face 2. This option only appears if inter face 2
has been configured.

Will not lis ten This option specifies that the hard server does not lis!
ten on any inter faces.

To define the inter face and port on which the hard server listens:
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1. From the main menu, select System > System con fig uration > Hard server con fig . The
fol lowing screen appears:

Hardserver config
Ê Select network I/F
Ê hardserver listens on:
Ê All interfaces
Ê Select TCP port: 9004
Ê CANCEL           FINISH

2. Select the net work inter faces on which the hard server is to listen.

" For security reasons, do not allow the hardserver to listen on any
inter face that is to con nect to the pub lic Internet.

3. Press the Select button to move to the TCP port field, and set the port on which the
hardserver is to listen. The default is 9004.

! Make sure that your firewall settings are consistent with your port
settings. See the Installation Guide for more about fire wall settings.

4. When the network inter face and port are cor rect, press the right-hand nav igation but !
ton.

5. Press the right-hand navigation but ton again to con tinue.

6. You are asked if you wish to reboot the system now or later. Press the right-hand nav i!
gation but ton to reboot now.

6.3.3. Configuring the Remote File System (RFS)

The RFS contains the master copy of the Secu rity World data for backup pur poses. The RFS
can be located on either a client or another net work-acces sible computer where the Secu !
rity World Soft ware is installed. If the RFS is on a client, the same file structure also contains
the con figuration files for that client.

!
We recommend that you reg ularly back up the entire con tents of the
RFS. The %NFAST_KMDATA% directory is required to restore the nShield
Connect, or a replacement, to its cur rent state, in case of fail ure.

You can specify a new remote file sys tem, and modify or delete an exist ing remote file sys !
tem con figuration. To create or modify a remote file sys tem con figuration, specify the IP
address of the computer on which the file sys tem resides.

! You must have created an RFS on the client computer before you spec !
ify the IP address of the client.
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For more information about the RFS and its contents, see:

¥ Remote file system (RFS)

¥ Location of Secu rity World files .

The nShield Connect must be able to con nect to TCP port 9004 of the RFS. If nec essary,
modify the fire wall configuration to allow this con nection on either the RFS itself or on a
router between the RFS and the nShield Connect.

Obtain the fol lowing infor mation about the nShield Con nect before you set up an RFS for
the first time:

¥ The IP address

¥ The electronic ser ial number (ESN)

¥ The hash of the KNETI key (HKNETI). The KNETI key authenticates the nShield Connect to
clients. It is generated when the nShield Connect is first ini tialized from fac tory state.

If your net work is secure and you know the IP address of the nShield Connect, you can use
the anonkneti  util ity to obtain the ESN and hash of the KNETI key by giving the fol lowing com
mand on the client com puter. For guidance on network security, see the nShield Security
Manual.

anonkneti <Unit IP>

In this command, <Unit IP> is the IP address of the nShield Connect, which could be one of
the fol lowing:

¥ An IPv4 address, for example 123.456.789.123.

¥ An IPv6 address, for example fc00::1 .

¥ A link-local IPv6 address, for example fe80::1%eth0 .

¥ A hostname.

The command returns output in the fol lowing form:

A285-4F5A-7500 2418ec85c86027eb2d5959fef35edc5e1b3b698f

In this example output, A285-4F5A-7500 is the ESN and 2418ec85c86027eb2d5959fef35ed!
c5e1b3b698f is the hash of the KNETI key.

Alternatively, you can find this infor mation on the nShield Connect startup screen. Use the
touch wheel to scroll to the appro priate infor mation.

When you have the necessary information, set up an RFS as follows:

Chapter 6. Client Software and module configuration

nShield Connect v12.81 User Guide (Windows) 52/488



1. Prepare the RFS on the client computer (or another appro priate computer) by run ning
the fol lowing command on that com puter:

rfs-setup <Unit IP> <EEEE-SSSS-NNNN> <keyhash>

In this command:

# <Unit IP> is the IP address of the nShield Connect.

# <EEEE-SSSS-NNNN> is the ESN of the nShield Connect.

# <keyhash> is the hash of the KNETI key.

2. On the nShield Connect display screen, use the right-hand navigation but ton to select
System > System con fig uration > Remote file sys tem , and enter the IP address of the
client com puter on which you set up the RFS:

Ê Remote File System

Enter IP address:

CANCEL         CONTINUE

3. The next screen asks for the port number on which the RFS is listening:

Ê Remote File System

Enter port number:
Ê   9004

CANCEL         CONTINUE

! Leave the port number at the default set ting of 9004.

After you have defined the RFS, the nShield Connect con figuration files are exported auto !
matically. See the User Guide for more about con figuration files.

To modify the RFS at a later date, select System > System con fig uration > Remote file sys
tem , and then select the required action.

!

You can allow other clients to access the remote file sys tem and share
Security World and key data that is stored in the %NFAST_KMDATA% direc!
tory in the same way as the HSM. Clients that access data in this way
are described as cooperat ing clients . To configure client coop eration,
you need to know the details of each client includ ing IP address and
ESN.
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6.3.4. Configuring log file storage

You can choose to store log files on both the HSM and RFS or on the HSM only.

To configure log file stor age, use the right-hand navigation but ton to select System > Sys !
tem con fig uration > Log con fig . Then select one of:

1. Log to store log files on the HSM only.

2. Append  to store log files on both the HSM and remote file sys tem.

We recommend select ing Append  because if you select Log you can only view the log file
from the Con nect front panel. More over, the log file stored on the HSM is cleared every
time it is pow ered down.

You may also additionally configure the logs to be sent to a remote sys log server, see Con!
figuring Remote Syslog.

6.3.5. Setting the time and date

If you do not intend to use NTP time syn chronization, set the time and date as described in
this section. If you con figure the Connect to use NTP time synchronization, then the time
and date will be maintained by NTP.

To set the time and date on the HSM as UTC:

1. Use the right-hand nav igation but ton to select and dis play the System  menu:

1-1
System configuration
System information
Login settings
Upgrade system
Factory state
Shutdown/Reboot
BACK                SELECT

2. Select System con fig uration  to display the System con fig uration  menu:

1-1-1
Network config
Hardserver config
Remote file system
Client config
Resilience config
Config file options
BACK                SELECT

3. Use the touch wheel to move the arrow to Date/time set ting , and press the right-hand
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navigation but ton to select it. The Set system date  screen is displayed:

Set system date
Please enter the
current UTC date as
DD/MM/YYYY:
Ê27/ 5/2013
CANCEL              NEXT

4. For each date field, use the touch wheel to set the value and move the cur sor to the
next field.

When you have completed all the fields, press the right-hand nav igation but ton to con !
firm the date. The Set system time  screen is displayed:

Set system time
Please enter the
current UTC time as
hour/mins/seconds:
Ê18:08:19
CANCEL              FINISH

!
Setting the time and date of the HSM as UTC does not reset the
value of the Real Time Clock (RTC) on the HSM. The UTC date and
time set tings are used only in log messages.

6.3.6. Keyboard layout

You can connect a keyboard to the USB connector on the Con nect front panel. This enables
you to con trol the Con nect using a special set of keystrokes instead of the stan dard front
panel controls.

You can connect either a US or a UK keyboard. To configure the Connect for your key board
type, select System > System con fig uration > Key board lay out  and then choose the key!
board type you require.

6.4. Configuring the Connect to use the client

You must inform the HSM hardserver of the location of the client com puter.

You can configure the connection to use secure authen tication using soft ware-based
authentication or with an nToken (or local HSM) installed in the client. When enabled the
nShield Connect not only exam ines the client IP address, but also requires the client to iden
tify itself using a sign ing key.
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!

If an nToken is installed in a client, it can be used to both generate and
protect a key that is used for the impath com munication between the
Connect and the client. Thus a strongly pro tected key is used at both
ends of the impath. A local HSM (Solo or Edge) can also be used to per!
form the role of the nTo ken.

!
Soft ware-based authentication is only supported from ver sion 12.60.
Previously enrolled clients using soft ware-based authentication will
need to be re-enrolled if an earlier version of Security World soft ware is
installed.

The client configuration process varies slightly depend ing on whether you are enrolling the
client with or with out secure client authen tication:

1. On the nShield Connect front panel, use the right-hand nav igation but ton to select Sys
tem > System con fig uration > Client con fig > New client .

The following screen is displayed:

Client configuration

Please enter your
client IP address:

CANCEL          NEXT

Enter the IP address of the client, and press the right-hand nav igation but ton.

2. Use the touch wheel to con firm whether you want to save the IP or not, and press the
right-hand nav igation but ton.

Client configuration

Do you want to save
the IP in the config?
(No for dynamic client
IPs)
Ê         No
BACK            NEXT

3. Use the touch wheel to select the con nection type between the nShield Con nect and
the client.

Client configuration

Please choose the
client permissions
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Ê   Unprivileged

BACK            NEXT

The following options are available:

Option Descrip tion

Unprivileged Privileged connections are never allowed.

Priv. on low ports Privileged connections are allowed only from ports num bered
less than 1024. These ports are reserved for use by root on
Linux.

Priv. on any ports Privileged connections are allowed on all ports.

!

A privileged connection is required to admin ister the nShield Con !
nect (for exam ple, to initialize a Security World). If priv ileged con!
nections are allowed, the client can issue commands (such as clear!
ing the nShield Connect) which inter fere with the nor mal operation
of the nShield Connect. Entrust recommends that you allow only
unprivileged connections unless you are perform ing administrative
tasks.

4. When you have selected a connection option, press the right-hand nav igation but ton.

The following screen is displayed:

Client configuration

Do you want secure
authentication enabled
on this client?

Ê        Yes
BACK             NEXT

a. Select No and press the right-hand navigation but ton to con figure the client with !
out secure authentication. The authentication of the client will be based on the IP
address only.

b. Select Yes and press the right-hand navigation but ton to con figure the client with
secure authentication.

5. On the Connect, enter the num ber of the port on which the client is lis tening (the
default is 9004), and press the right-hand nav igation but ton. The following screen is
displayed:
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Client configuration

On what port is the
client listening?

Ê       9004

CANCEL           NEXT

6. Skip this step if you have not selected secure authen tication.

If an nToken is installed in the client, you will be asked to choose which authen tication
key to use. Select the desired option and press the right-hand nav igation but ton:

>3138-147F-2D64
ÊSoftware Key

BACK       SELECT

a. The ESN of the nToken installed in the client.

b. "Software Key" for soft ware-based authentication.

If no nToken is installed in the client, then soft ware-based authentication is automati!
cally selected.

! Soft ware-based authentication is only supported from ver sion
12.60.

7. Skip this step if you have not selected secure authen tication.

The next screen asks you to verify that the key hash dis played by the nShield Connect
matches the client key hash:

Client 3138-147F-2D64
reported the key hash:
Ê691be427bb125f387686
Ê38a18bfd2eab75623320
Is this EXACTLY right?

CANCEL         CONFIRM

The client key hash is obtained by running the com mands described below. Take a
copy of the returned key hash and com pare it to the value reported on the nShield Con
nect display.

With software-based authentication

Run the following command on the client:
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enquiry -m0

This command returns the soft ware key hash, tagged as kneti hash , as part of its
output, for example:

Server:
Ê enquiry reply flags   none
Ê enquiry reply level   Six
Ê ...
Ê kneti hash            f8222fc007be38b78ebf442697e244dabded38a8
Ê ...

With nToken authentication

Run the following command on the client:

ntokenenroll -H

This command produces output of the form:

nToken module #1
nToken ESN:      3138-147F-2D64
nToken key hash: 691be427bb125f387686
Ê                38a18bfd2eab75623320

Check that the ESN also matches the one reported on the nShield Con nect display.

If the client key hash matches the one reported on the nShield Con nect display, press
the right-hand nav igation but ton to con tinue the RFS configuration. Otherwise press
the left-hand nav igation but ton to can cel the operation.

8. The Connect displays a message reporting that the client has been con figured. Press
the right-hand nav igation but ton again.

To modify or delete an exist ing client, select System > System con fig uration > Client con !
fig  and perform the appro priate procedure.

If you want to use mul tiple clients with the Con nect, you must enable additional client
licenses (see Enabling optional features). When you have additional client licenses enabled,
to con figure more clients, repeat the appro priate steps of the pro cedure described in this
section for each client.

6.4.1. Remote configuration of additional clients

After you have con figured the first client for your Con nect and provided you have enabled
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auto push, you can add additional clients remotely.

! Before you can use multiple clients with the Con nect, you must enable
the additional clients as described in Enabling optional features.

To add clients remotely:

1. Save the configuration file of the Con nect %NFAST_KMDATA%\hsm-ESN\config  as con!
fig.new  in the same directory.

2. Edit the con figuration file config.new  and add a new entry to the hs_clients  section to
contain the details of the client to be added.

The following two entries must exist in the con figuration file:

addr=<client_IP>
clientperm=permission_type

Where:

<clien t_IP>  can be either the IP address of the client or 0.0.0.0 , :: , or blank if the
HSM is to accept clients iden ti fied by their key hash instead of their IP address.

0.0.0.0  or :: , and blank result in the same behavior. You can only use them in the con!
figuration file, you cannot enter these val ues in the front-panel user inter face.

The default is blank.

If you set both the <clien t_IP>  field (the clientÕs IP address) and the key hash, the
HSM must identify clients from both of these fields.

permission_type  defines the type of com mands the client can issue (unpriv , priv  or
priv_low port ).

a. If the client is using an nToken, two additional entries will need to be added to the
configuration file:

esn=nToken_ESN
keyhash=nToken_keyhash

Where nToken_ESN is the ESN of the clientÕs nToken and nToken_keyhash is the
hash of the key that the clientÕs nToken should authenticate itself with.

b. If the client is using soft ware-based authentication, one additional entry will need
to be added to the con figuration file:
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keyhash=software_keyhash

Where soft ware_keyhash is the hash of the soft ware generated key that the client
should authenticate itself with. The ESN entry must be blank or omit ted for soft !
ware-based authentication.

! Each client entry after the first must be intro duced by a line
consisting of one or more hyphens.

3. Load the updated con figuration file on to the Con nect. To do this, run the fol lowing
command:

cfg-pushnethsm --address=<module_IP_address> <new_config_file>

In this command, <module_IP_address> is the IP address of the Connect and <new_con!
fig_ file>  is the location of the updated con figuration file ( config.new ). If mod!
ule_IP_address is an IPv6 address, then enclose it within square brackets, for example
[fc00::1] .

With auto push enabled, you can load the configuration file using the Con nect front
panel. The configuration file ( config.new ) must be in the direc tory %NFAST_KM!
DATA%\hsm-ESN\config  on the remote file sys tem. To do this, select System > System
config uration > Con fig file options > Fetch con fig uration .

!
An SEE machine cannot be installed or con figured using the fetch
configuration option from the front panel. The auto push fea ture
must be used for this. See Remotely loading and updating SEE
machines for more infor mation.

6.5. Configuring client computers to use the Connect

Each client computer must be con figured to use the inter nal security mod ule of your Con !
nect. There are two methods for achieving this:

¥ Enrolling the client with the con figuration file.

¥ Enrolling the client with com mand-line util ities.

6.5.1. Enrolling the client with the client configuration file

The client configuration files are in the direc tory %NFAST_KMDATA%\config  on the client com !
puterÕs file system.
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!

For this release, you must generate a new client con figuration file to
take advantage of the new func tionality. To generate a new client con !
figuration file, back up your exist ing configuration file and run the com !
mand cfg-mkdefault . This generates a template for the con figuration
file into which you can copy the set tings from your old con figuration
file.

The nethsm_imports  section defines the net work HSMs that the client imports (See
nethsm_imports ). It can also be set up by the nethsmenroll  util ity.

¥ Edit the fol lowing mandatory fields: local_ module , remote_ip, remote_esn, remote_key!
hash and priv i leged. The default value for remote_keyhash (40 zeros) specifies that no
authentication should occur.

¥ The ESN and hash of the HSM to import can be retrieved by run ning the com mand

anonkneti remote_ip

¥ If the client is to be enrolled with an nTo ken, open a command line window, and run the
command: ntokenenroll --H . This command produces output of the form:

nToken module #1
nToken ESN: 3138-147F-2D64
nToken key hash: 691be427bb125f3876838a18bfd2eab75623320

¥ Enter the nTokenÕs ESN in the field ntoken_esn in the config file.

¥ Each HSM entry after the first must be intro duced by a line consisting of one or more
hyphens, i.e. --- .

¥ At the com mand line run the command cfg-reread , to reload the hardserverÕs configu!
ration.

¥ Verify that the client can use the Con nect by running enquiry , which reports the HSMÕs
status.

! If the client is to be enrolled with either soft ware-based authentication
or no authentication, the ntoken_esn field must be left empty .

For information about con figuration file con tents, see nShield Connect and client con figura
tion files .

6.5.2. Enrolling the client from the command line

The nethsmenroll  command-line util ity edits the client hard serverÕs configuration file to add
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the specified Connect. For more information about the options avail able to use with neths!
menroll , read the following section Client con figuration util ities, or run the command:

nethsmenroll --help

To retrieve the ConnectÕs ESN and HKNETI, run the command

anonkneti <Unit IP>

This command produces output of the form:

3138-147F-2D64 691be427bb125f38768638a18bfd2eab75623320

If the Con nectÕs ESN and HKNETI are not specified, nethsmenroll  attempts to con tact the
HSM to deter mine what they are, and requests confirmation.

1. If you are enrolling the client with  an nToken, run the command:

nethsmenroll --ntoken-esn <nToken ESN> [Options] --privileged <Unit IP> <Unit ESN> <Unit KNETI HASH>

2. If you are enrolling the client with out  an nToken, i.e. software-based authentication or
no authentication, run the com mand:

nethsmenroll [Options] --privileged <Unit IP> <Unit ESN> <Unit KNETI HASH>

These commands produce out put of the form:

OK configuring hardserver's nethsm imports.

6.5.3. Client configuration utilities

We provide the fol lowing util ities for client con figuration:

Util ity Descrip tion

nethsmenroll This utility is used to con figure the client to com municate with the Con nect.

config-server startup This utility is used to con figure the clientÕs hardserver to enable TCP sockets.

6.5.3.1. nethsmenroll

The nethsmenroll  command-line util ity edits the client hard serverÕs configuration file to add
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the specified Connect. If the Con nectÕs ESN and HKNETI are not specified, nethsmenroll
attempts to con tact the Con nect to deter mine what they are, and requests confirmation.

Usage:

nethsmenroll [Options] --privileged <nShield Connect IP> <nShield Connect ESN> <nShield Connect KNETI HASH>

Options Descrip tion

-m, --module=MODULE Specifies the local HSM number to use (default is 0 for dynamic con !
figuration by hardserver).

-p , --priv i leged Causes the hardserver to request a privileged connection to the Con
nect (default unpriv i leged).

-<nShield Connect IP> The IP address of the nShield Connect, which could be one of the fol
lowing:

¥ An IPv4 address, for example 123.456.789.123.

¥ An IPv6 address, for example fc00::1 .

¥ A link-local IPv6 address, for example fe80::1%eth0 .

¥ A hostname.

-r , --remove Deconfigures the specified Connect.

-f , --force Forces reconfiguration of an Connect already known.

--no-hkneti-con fir mation Does not request con firmation when auto matically determining the
ConnectÕs ESN and HKNETI

"
This option is poten tially insecure and
should only be used on secure networks
where there is no possibility of a man-in-
the-mid dle attack. For guidance on network
security, see the nShield Security Man ual.

-V, --ver ify-nethsm-details When the ESN and HKNETI have been provided on the com mand line,
verifies that the selected HSM is alive, reachable and matches those
details.

-P, --port=PORT Specifies the port to use when con nect ing to the given Con nect
(default 9004).

-n , --nto ken-esn=ESN Specifies the ESN of the nToken to be used to authen ticate this
client. If the option is omit ted, then soft ware authentication will be
used instead.

6.5.3.2. config-serverstartup

The config-server startup  command-line util ity auto matically edits the [server_s tartup]
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section in the local hardserver configuration file in order to enable TCP ports for Java and
KeySafe. Any fields for which values are not specified remain unchanged. After making any
changes you are prompted to restart the hard server.

Run config-server startup  using commands of the form:

config-serverstartup [OPTIONS]

For more information about the options avail able to use with config-server startup , run the
command:

config-serverstartup --help

6.6. Configuring NTP in the Connect

The Connect has a standard NTP client that can be configured to support synchronization
of system time on the Con nect with one or more NTP servers. Network Time Protocol
(NTP) is intended to synchronize all partic ipating computers to within a few mil liseconds of
Coordinated Universal Time (UTC). System time on the Con nect is independent of the Real
Time Clock (RTC) in the HSM and is used for log messages and front panel display.

! Entrust recommends that the NTP Server(s) are trusted servers within
your local network, not inter net time servers.

After con figuring NTP the Connect has to be re-started for the con figuration to take effect.
When start ing up after being con figured, the NTP client can make a step change to the sys!
tem time to bring it into line with that of the NTP server(s). At all other times, the NTP client
will only slew (gradually change) the system time. When using NTP there should be no need
to set the sys tem time by set ting time and date from the front panel of the Con nect.

Before configuring NTP you must ensure the following:

¥ auto push  is enabled for the client com puter you wish to use for con figuring NTP, see
Configuring auto push.

¥ The client computer enabled for auto push  is configured for Privileged connections,
see Configuring the Connect to use the client , so that the Connect can be rebooted
from the client com puter.

6.6.1. Using the NTP configuration tool

NTP is configured using the cfg-push ntp  util ity on a client com puter.

Chapter 6. Client Software and module configuration

nShield Connect v12.81 User Guide (Windows) 65/488



Util ity Descrip tion

cfg-push ntp This tool enables or disables NTP time synchronization on the spec ified Con !
nect. When enabling NTP synchronization, the IP addresses of up to 3 NTP
servers may be specified.

! The new NTP settings will take effect the next time
the target Connect is restarted.

Usage:

cfg-pushntp -a ADDR [-p PORT -k -m MODULE] -1 ADDR [-2 ADDR -3 ADDR] enable

cfg-pushntp -a ADDR [-p PORT -k -m MODULE] disable

Options:

Field Descrip tion

enable | dis able Enable or disable NTP service on the Connect.

-a, --address=ADDR IP address of Connect to con figure NTP on.

-p, --port=PORT Set port to use to con nect to the Con nect (default=9004).

-k, --use-kneti Use KNETI to authenticate ourselves.

-m, --mod ule=MODULE Set the HSM to use for KNETI authentication. The default is HSM 1. This option
can only be used with the - -use-kneti  option

-1, --ntp1=ADDR IP address of NTP server.

-2, --ntp2=ADDR IP address of NTP server.

-3, --ntp2=ADDR IP address of NTP server.

For example, running the com mand:

cfg-pushntp.exe --address=192.30.100.150 --ntp1=192.23.24.256 enable

Returns:

The requested NTP configuration changes have been uploaded and will take effect when the target Connect is
restarted.

6.6.2. Restarting the Connect
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After con figuring NTP, restart the Connect, for example see Using nethsmadmin to reboot
an Connect . Once the Connect has rebooted and the sys log out put is available, check that
there are no NTP failures reported in the syslog out put.

6.7. Configuring Remote Syslog

The Connect can be con figured to send logs directly to a remote sys log server, listening on
a User Datagram Protocol (UDP) port, by edit ing the remote_sys_log section of the con fig
file.

This behavior can be configured in addition to stor ing the log files on the RFS (i.e. you can
configure the logs to be sent to a remote sys log server regardless of whether the Con nect
logs are configured to be stored on the HSM or the RFS). For further infor mation see Config
uring log file stor age.

There is no additional for matting of log mes sages (the logs sent are the same log messages
that will appear on the unit or the RFS). It is the responsibility of the remote sys log server /
SIEM application to for mat, sort and aggregate the incom ing log messages.

To configure an nShield Connect to send logs to a remote sys log server:

1. In the remote_sys_log section of the con fig file for the remote mod ule, add the follow !
ing settings:

!
If your con figuration file pre dates the func tionality to send logs to
a remote syslog server, you will need to manually create a new con!
fig file sec tion called remote_sys_log.

remote_sys_log_ip=REMOTE_SYSLOG_SERVER_IP
remote_sys_log_port=REMOTE_SYSLOG_SERVER_PORT

2. Run the following command to push the new con fig file to the mod ule:

cfg-pushnethsm

!
If you are using an older version of the Security World soft ware
with an Connect image that sup ports remote sys log, you will see
this error message: unrecognized section name: 'remote_sys_log' .
Use the fol lowing command to push the updated con figuration file:

cfgpushnethsh --force
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!

If you are using a version of the Security World soft ware that sup !
ports remote sys log with an Connect image that does not sup port
remote syslog, the configuration file will be pushed to the Con nect
but will be rejected by the Con nect. You will see that the upgraded
configuration file on the RFS is unchanged.

To turn off send ing logs to a remote syslog server, remove the entries from the
remote_sys_log section of the con figuration file and push the updated con figuration file.

6.8. Setting up client cooperation

If you do not need to allow mul tiple clients access to your remote file sys tem (RFS), you
only need to fol low the instruc tions provided in Configuring the Remote File System (RFS)
to ini tialize your RFS. If you need to allow other clients to access your RFS (that is, able to
access the RFS to share key data), complete the fol lowing steps:

1. Configure the RFS to accept access by cooperating clients:

# For every authenticated client (with write access and KNETI authorization) that
needs to be a client of this remote file sys tem, run the com mand:

rfs-setup --gang-client <client_IP_address> <EEEE-SSSS-NNNN> <keyhash>

In this command:

$ <clien t_IP_address> is the IP address of the client.

$ <EEEE-SSSS-NNNN> is the ESN of the module used by the client when using a
module KNETI key to authenticate itself. It must be empty (i.e. "") when using
soft ware-based authentication.

$ <keyhash> is the hash of the soft ware or module KNETI key used by the client.

# For every unauthenticated client (with write access but with out KNETI authoriza!
tion), run the com mand:

rfs-setup.exe --gang-client --write-noauth <client_IP_address>

!
The --write-noauth  option should be used only if you believe
your network is secure. This option allows the client you are
configuring to access the RFS without KNETI authorization.

2. On each client that is to be a coop erating client, you must run the rfs-sync  command-
line util ity with appro priate options:
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# for clients using a soft ware KNETI key to authenticate them selves to the RFS, run
the com mand with the default options:

rfs-sync --setup <RFS_IP_ADDRESS>

# for clients using a mod ule KNETI key to authenticate them selves to the RFS, run the
command:

rfs-sync --setup --authenticate --module=<MODULE> <RFS_IP_ADDRESS>

In this command:

$ <RFS_IP_ADDRESS> is the IP address of the RFS.

$ <MODULE> is the local module to use for authentication.

The rfs!sync  util ity uses lock files to ensure that updates are made in a consistent fash ion.
If an rfs!sync  --commit  operation (the oper ation that writes data to the remote file sys tem)
fails due to a crash or other prob lem, it is possible for a lock file to be left behind. This would
cause all subsequent operations to fail with a lock time "out error.

+ The rfs!sync  util ity has options for query ing the cur rent state of the lock file, and for
delet ing the lock file; how ever, we recommend that you do not use these options unless
they are necessary to resolve this prob lem. Clients without write access can not delete the
lock file.

+ For more information about the rfs!sync  util ity, see rfs-sync .

1. To remove a cooperating client so the RFS no longer recognizes it, you must:

# Know the IP address of the cooperating client that you want to remove

# Manually update the remote_file_sys tem section of the hard server configuration
file by remov ing the fol lowing entries for that par tic ular client:

remote_ip=client_IP_address
remote_esn=keyhash=0000000000000000000000000000000000000000
native_path=%NFAST_KMDATA%\local
volume=kmdata-local
allow_read=yes
allow_write=yes
allow_list=yes
is_directory=yes
is_text=no

and

remote_ip=client_IP_address
remote_esn=keyhash=0000000000000000000000000000000000000000
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native_path=%NFAST_KMDATA%\local\sync-store
volume=kmdata-backup
allow_read=yes
allow_write=yes
allow_list=yes
is_directory=yes
is_text=no

6.8.1. Useful utilities

6.8.1.1. anonkneti

To find out the ESN and the hash of the KNETI key for a given IP address, use the anonkneti
command-line util ity. A manual double"check is recommended for security.

The IP address could be one of the following:

¥ An IPv4 address, for example 123.456.789.123.

¥ An IPv6 address, for example fc00::1 .

¥ A link-local IPv6 address, for example fe80::1%eth0 .

¥ A hostname.

6.8.1.2. rfs-sync

This utility synchronises the kmdata between a coop erating client and the remote file sys !
tem it is con figured to access. It should be run when a cooperating client is initialised in
order to retrieve data from the remote file sys tem and also whenever a client needs to
update its local copy of the data or, if the client has write access, to com mit changes to the
data.

6.8.1.2.1. Usage

rfs-sync [-U|--update] [-c|--commit] [-s|--show] [--remove] [--setup [setup_options] ip_address]

6.8.1.2.2. Options

-U, --update

These options update local key-management data from the remote file sys tem.

!
If a cooperating client has keys in its kmdata\local  directory that are
also on the remote file system, if these keys are deleted from the
remote file system and then rfs-sync --update  is run on the client,
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these keys remain on the client they are until manually removed.

-c , --commit

These options commit local key-man agement data changes to the remote file sys tem,
and update the client from the remote file sys tem.

-s , --show

These options display the current synchronisation con figuration.

--setup

This option sets up a new synchronisation con figuration. Specifics of the con figuration
can be altered using setup_options  as follows:

-a , --authenticate

This set-up option spec ifies the use of a module KNETI key to authenticate this client to
the RFS. By default the software KNETI key is used instead.

-m, --module=module

This option selects the local mod ule to use for authentication. The default is 1. This
option can only be used with the --authen ti cate  option.

-p , --port=port

These options specify the port on which to con nect to the remote file sys tem. The
default is 9004.

ip_address

This option specifies the IP address of the remote file sys tem, which could be one of
the fol lowing:

¥ An IPv4 address, for example 123.456.789.123.

¥ An IPv6 address, for example fc00::1 .

¥ A link-local IPv6 address, for example fe80::1%eth0 .

¥ A hostname.

--remove

This option removes the synchronisation con figuration.

A client can use rfs-sync  --show to display the current con figuration, or rfs-sync  --remove
to revert to a stand alone configuration. Reverting to a standalone configuration leaves the
current con tents of the Key Man agement Data directory in place.

The rfs-sync  command also has additional administrative options for exam ining and remov
ing lock files that have been left behind by failed rfs-sync --com mit  operations. Using the
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--who-has-lock  option displays the task ID of the lock owner. As a last resort, you can use
the rfs-sync  command-line util ity to remove lock files. In such a case, the --kill-lock
option forcibly removes the lock file.

! The lock file can also be removed via menu item 3"3"2, Remove RFS
Lock : this executes the rfs-sync --kill-lock  command.

6.8.2. Setting environmental variables

This section describes how to set Secu rity World Soft ware-specific envi ronment variables.
You can find detailed infor mation about the envi ronment variables used by Security World
Soft ware in Environment variables. Environment variables

You can set Security World Soft ware-specific envi ronment variables as follows:

1. Open the System  dialog by click ing System  in the control panel menu.

2. Select the Advanced  tab and click the Environment Vari ables but ton.

3. To add a variable, click New . Alternatively, to edit an exist ing variable select an entry in
the System Vari ables list and click Edit .

4. In the Variable Name field, type or edit the name of the envi ronment variable (for exam
ple, NFAST_HOME).

5. In the Variable Value field, type or edit the value to use.

6. Click the OK but ton to set the value, and then click the OK but ton to close the dia log.

7. Open the Admin istra tive Tools  dialog by click ing the Admin istra tive Tools  icon in the
Control Panel

8. Open the Services  console by clicking the Services  icon.

9. From the displayed list of services, select the nFast Server icon, and select Restart the
service .

6.8.3. Logging and debugging

The Connect and applications that use it gen erate log files. You can view the logs using the
unit front panel. Appli cation log messages are handled on the client.

The Security World Soft ware generates logging infor mation that is con figured through a
set of four envi ronment variables:

¥ NFLOG_FILE

¥ NFLOG_SEVERITY

¥ NFLOG_DETAIL
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¥ NFLOG_CATEGORIES

!
If none of these log ging environment variables are set, the default
behavior is to log noth ing, unless this is overridden by any individual
library. If any of the four log ging variables are set, all unset variables are
given default values.

Detailed information about con trol ling logging infor mation by means of these envi ronment
variables is supplied in Logging, debugging, and diagnostics .

Some components of the Secu rity World Soft ware generate separate debugging infor ma!
tion which you can man age differently. Debugging infor mation for appli cations is handled
on the client. If you are set ting up the unit to develop soft ware that uses it, you should con !
figure debugging before com mencing soft ware development.

6.8.4. Configuring Java support for KeySafe

To use KeySafe, follow the instruc tions in Using KeySafe.

6.9. Routing

If you have configured only one network inter face, you do not need to con figure a static
route for the unit, although you can do so if you wish. If you have con figured a second net !
work inter face, you can choose to con figure a static route.

If the unit is to con nect to a remote host or net work that is unreachable through the default
gateway, you must set up extra static routes in the sys tem rout ing table.

To set up the Ethernet inter faces (IPv4 and IPv6), see the Connect Instal lation Guide .

After you have defined sta tic routes, you should test them as described in Testing routes.

! If you define, edit, or delete a route, you must reboot the unit before the
route can be used and the rout ing table is updated.

6.9.1. Testing routes

When you have set up or edited a route, you should test the route.

6.9.1.1. Testing a route between the unit and the client
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When you have installed the unit in its final loca tion, you should test the con nection
between the unit and the client. You can do this from the client, as described in this sec tion,
or by using the Ping remote host  option on the unit. To do this from the unit, select System
> System con fig uration > Net work con fig > Ping remote host.

You can also use the method described in this section to test the route between the client
and a remote computer.

To test the route from the client to the unit, issue a ping  command from the client for the IP
address that you specified for the unit. (The for mat of the com mand and results may vary
according to the plat form that you are using.)

ping <xxx.xxx.xxx.xxx>

If the ping  operation is successful, a message similar to the fol lowing is displayed:

Pinging xxx.xxx.xxx.xxx with 32 bytes of data
Reply from xxx.xxx.xxx.xxx: bytes=32 time=10ms TTL=125
Reply from xxx.xxx.xxx.xxx: bytes=32 time=10ms TTL=125
Reply from xxx.xxx.xxx.xxx10ms TTL=125
Reply from xxx.xxx.xxx.xxx10ms TTL=125

6.9.1.2. Testing a route between the unit and a remote host

When you have defined or edited a route from the unit to a remote com puter, you should
test it. To do this you can issue a ping  command from the unit to the IP address of the host.

You can also use this method to test the con nection between the unit and the client.

To test a route from the unit to a host:

1. Select System > System con fig uration > Net work con fig > Ping remote host . The fol!
lowing screen appears:

Ping remote host
Select IP address:
Ê0. 0. 0. 0
RESET FINISH

2. Enter the IP address of the remote host.

3. Press FINISH to issue the ping. The following message appears:

Please wait, running ping

4. After a short wait, a display similar to the fol lowing should appear, showing that the
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unit has managed to com municate with the host:

Ping xxx.xxx.xxx.xxx:
#0: rtt=0.0503 ms
#1: rtt=0.0503 ms
#2: rtt=0.0503 ms
#3: rtt=0.0503 ms
4 of 4 packets back.
Êmin avg max SD
Ê0.29 0.36 0.50 0.09 ms

If not all of the infor mation is visible onscreen, use the touch wheel to scroll up and
down the page.

5. Press the left-hand navigation but ton to return to the Net work con fig  menu.

6.9.2. Tracing network routes

You can trace network routes from the unit and from clients.

6.9.2.1. Tracing the route from the unit

You can trace the route taken from the unit to a remote com puter. You can also use this
method to trace the route from the unit to the client.

1. Select System > System con fig uration > Net work con fig > Trace route to host . The
fol lowing screen appears:

Trace route
Select IP address:
Ê0. 0. 0. 0
CANCEL FINISH

2. Press the right-hand navigation but ton to issue the tracer oute. The following message
appears:

Please wait, running traceroute.

3. After a short wait, a display similar to the fol lowing should appear, showing the IP
addresses encountered along the route:

1: xxx.xx.xxx.x
Ê0.40 ms
2: *
3: xx.xxx.xx.xxx
Ê2.1 ms
4: xxx.xx.xxx.xxx
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Ê2.4 ms
BACK

If not all of the infor mation is visible onscreen, use the touch wheel to scroll up and
down the page.

4. Press the left-hand navigation but ton to return to the Net work con fig  menu.

6.9.2.2. Tracing the route from the client

You can trace the route from the client to the unit or (if the client is con nected to the pub !
lic Internet) to a remote com puter.

To trace the route from the client to the unit, issue a tracer oute command from the client
for the IP address of the unit. (The format of the com mand, and results, may vary depending
upon the plat form that you are using.)

tracert <xxx.xxx.xxx.xxx>

After a short wait, a display similar to the fol lowing should appear, showing the IP addresses
encountered along the route:

Tracing route to modulename (xxx.xxx.xxx.xxx)/ over a maximum of 30 hops:
1 xxx.xxx.xxx.xxx (xxx.xxx.xxx.xxx) 1.457 ms 0.513 ms 0.311 ms
2 xxx.xxx.xxx.xxx (xxx.xxx.xxx.xxx) 0.773 ms 0.523 ms 1.615 ms

6.9.2.3. Displaying the routing table

You can view details of all the IP addresses for which the internal security mod ule has a
route stored. The rout ing table includes entries for sta tic routes (which are stored per ma!
nently) and local hosts to which the mod ule has set up temporary routing entries.

To view the rout ing table:

1. Select System > System con fig uration > Net work con fig > Show rout ing ta ble. A dis
play similar to the fol lowing appears:

Dest Gateway Flg
1 xxx.xxx.xxx.xxx
Êxxx.xxx.xxx.xxx UG
2 xxx.xx.xx.x
Êxxx.x.x.xxx UG
BACK

If not all of the infor mation is visible on the unit display screen, use the touch wheel to
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scroll up and down the page.

2. Press the left-hand navigation but ton to return to the Net work con fig  menu.

6.10. Configuring an Connect using the Serial Console

On supported Con nect hardware variants (see Model numbers in the nShield Security
World: nShield Connect v12.81 User Guide (Windows)) there is an RJ45 serial port connec!
tor at the rear of the Con nect marked Console. The serial port provides access to a serial
console command line interface that enables remote con figuration of the unit whilst also
facil itat ing status monitor ing. Tasks which would typically require a physical presence in
front of the HSM, includ ing setting IP addresses, can be done remotely using the serial con!
sole.

This functionality can help provide separation of duty between the data cen ter tech nician
installing the Connect and the admin istrator con figuring and using the HSM. The only
required local activ ity is to con nect the Con nect to power and to ser ial and Ethernet ports.
Everything that can be con figured using the front panel can then be con figured remotely
either over the serial interface, by using the nethsmadmin util ity (see nethsmadmin) or by
pushing an updated configuration file to the nShield Con nect (see Configuring the Connect
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with con figuration files ).

The Serial Console supports IPv4 and IPv6 addresses.

6.10.1. Serial port configuration

The RJ45 connector can be directly con nected to your client machine or con nected to a
serial port aggregator for remote access.

To access the serial console command line interface, first deter mine the device name of the
serial connection once it is con nected to your client machine. Then con figure the serial port
connection in your serial port com munication soft ware with the fol lowing parameters:

¥ Line Speed (baud): 9600

¥ Data bits: 8

¥ Parity: None

¥ Stop bits: 1.

Once the connection is established, press Return  until a login prompt is dis played. The login
prompt should look like:

nethsm login:

6.10.1.1. Troubleshooting

Error Action

Noth ing on the screen Press Enter  a few times.

Make sure that the RJ45 connector is prop erly con!
nected and that remote con figuration is enabled on
the Connect, see Enabling and disabling the serial con
sole.

Miscellaneous characters displayed on the screen Make sure the serial port connection is configured cor
rectly, see Serial port con figuration .

6.10.2. Creating a serial console session

The username for accessing the serial console is cli  and the default password is admin .

On first login you will be prompted to change the pass word for the cli  user. The minimum
length of the new pass word is 5 characters. For guidance on selecting a password, see the
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Connect Security Man ual.

Once you are successfully logged in to a ser ial console session you will see the welcome
message:

Welcome to the Connect Serial Console. Type help or ? to list commands.

(cli)

The serial console session will automatically logout after 180 sec onds of inactiv ity. To manu
ally end a session, use the logout  command.

6.10.3. Enabling and disabling the serial console

The serial console interface can be enabled and disabled using the Connect front panel.

¥ To enable the serial console interface, navigate to System  > System con fig uration  >
Remote con fig options  > Serial Console and set to On.

¥ To disable the serial console interface, set Serial Console to Off .

The serial interface is enabled by default and will turn back on with the default pass word if
the unit is reset to its fac tory state. This means if you do not want the ser ial console
enabled you will need to disable it after each fac tory state.

If you do not see the menu option System  > System con fig uration  > Remote con fig
options  > Serial Console on the front panel then this means that your Con nect does not
support the ser ial console feature (the hardware does not support serial access).

The availability of the ser ial console feature can also be checked remotely from an enrolled
client by run ning the enquiry util ity.

Feature avail abil ity Enquiry out put

Serial console available É

level six flags SerialConsoleAvailable

É

Serial console not available É

level six flags none

É

6.10.4. Serial console commands
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The serial console command line interface provides the fol lowing commands:

Command Descrip tion

date Get/set the HSM sys tem time

enquiry Prints enquiry data from the HSM

esn Show the Electronic Serial Number (ESN) of the HSM

fac to rys tate Reset unit to its orig inal (factory) state

! This will reset the IP and serial console settings

gateway Get/set the default IPv4 gate way address

gateway6 Get/set the default IPv6 gate way address

help  or ? List available commands with help  or detailed help with help cmd

kneti Show the (hash of) Kneti (used for enrolling the HSM with clients)

logout Log out of the Con nect Serial Console

netcfg Get/set the IPv4 net work inter face configuration

netcfg6 Get/set the IPv6 net work inter face configuration

netlink Get/set net work inter face link, Get network inter face MAC address

bondcfg Get/set HSM bond inter face configuration

bondlink Get/set bond inter face link

passwd Set the serial console password

ping Ping a remote host

push Get/set the con fig push set ting

reboot Reboots the HSM

rfsaddr Get/set the RFS IP address and port

route Get/set IPv4 net work routes

route6 Get/set IPv6 net work routes

rout ing Show IPv4 rout ing table

rout ing6 Show IPv6 routing table

stat tree Run the stat tree  command

sworldcheck Check for any Security World data on the HSM

tamperlog Show the Connect tam per log

uptime Show how long the Con nect has been running (since last boot)
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Command Descrip tion

version Show Connect Serial Console version information

For additional help on a command, run help  command to see additional guidance on com!
mand usage, syntax and parameter doc umentation.

6.11. Enabling optional features

nShield Connect supports a range of optional fea tures. Optional features must be enabled
with a certifi cate that you order from Entrust. You can order the fea tures when you pur !
chase a unit, or you can obtain the certifi cate at a later date and use the front panel of the
unit to enable the fea tures.

For more information about:

¥ Ordering optional fea tures, see Ordering additional features

¥ Feature-enabling pro cedures, see Enabling features.

The unit firmware checks to con firm whether any fea tures that it attempts to use are
enabled. It normally does this when it autho rizes the commands or command options that
relate to a specific fea ture.

Most features are static ; that is, they are enabled by means of a switch in the EEPROM of the
unit. A dynamic feature must be enabled again if the unit is reini tialized.

Some optional features are static ; that is, they are enabled by means of a switch in the EEP!
ROM of the unit. A dynamic fea ture must be enabled again if the unit is reini tialized.

!
If you are enabling the Remote Operator fea ture, you must enable it on
the unit that is to be used as the unat tended unit. For infor mation about
Remote Operator, see Remote Operator .

6.11.1. Available optional features

This section lists the fea tures that can be added to the unit. For details of all avail able fea!
tures, contact Sales.

6.11.1.1. Elliptic Curve

Cryptog raphy based on elliptic curves relies on the math ematics of random elliptic curve
elements. It offers bet ter performance for an equivalent key length than either RSA or
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Diffie-Hell man public key systems. Using RSA or Diffie-Hellman to protect 128-bit AES keys
requires a key of at least 3072 bits. The equivalent key size for elliptic curves is only 256
bits. Using a smaller key reduces storage and transmission requirements.

Elliptic curve cryp tog raphy is endorsed by the US National Security Agency and NIST (the
National Insti tute of Stan dards and Technology), and by standardization bod ies including
ANSI, IEEE and ISO.

nShield modules incorporate hardware that supports ellip tic curve oper ations for ECDH
(Elliptic curve Diffie "Hellman) and ECDSA (Elliptic Curve Dig ital Signature Algo rithm) keys.

6.11.1.2. Elliptic Curve activation

All nShield HSMs require specific acti vation to uti lize the elliptic curve fea tures. HSMs use
an activator smart card to enable this fea ture. Refer to Enabling features with a smart card
for instruc tions on how to enable the EC fea ture. Additionally it is possible to acti vate the
elliptic curve fea ture with out a physical smart card. In this case the certifi cate details can
be provided by email and entered locally. Refer to Enabling features with out a smart card

Contact Sales if you require an EC activation.

nShield modules with elliptic curve acti vation support MQV (Menezes-Qu-Van stone)
modes.

6.11.1.3. Elliptic Curve support on the nShield  product line

The following table details the range of nShield HSMs and the level of elliptic curve sup port
that they offer.

HSM module type Elliptic Curve sup port Elliptic Curve offload accel eration 3

Named
curves2

Custom
curves1, 5

Named curves2 Custom
curves1, 5

nShield Edge (Windows only) Yes Yes No No

nShield Solo 500 and 6000

nShield 500, 1500 and 6000

Yes Yes No No

nShield Solo 500+, 6000+

nShield 6000+

Yes Yes Yes, Prime curves and twisted Brain
pool curves are accelerated4.

Yes

nShield Solo XC

nShield Solo XC

Yes Yes Yes, Prime curves and both twisted
and non-twisted Brain pool curves
are accelerated4.

Yes
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1Accessed via nCore, PKCS#11 and JCE APIs.

2Both Prime and Binary named curves are supported. Refer to Named Curves, below, which
lists the most com monly supported ellip tic curves.

3Offload accel eration refers to offload ing the ellip tic curve oper ation from the main CPU for
dedicated EC hardware acceleration.

4Binary curves are supported, but are not hard ware offload accel erated.

5Brainpool curves are supported as named curves via nCore, PKCS#11 and JCE only.

6.11.1.4. nShield software / API support required to use elliptic curve functions

Ê Security World Soft ware for
nShield

CodeSafe

Elliptic curve sup ported / API Microsoft CNG, PKCS#11, Java
Cryptographic Engine (JCE)1.

Microsoft CNG, PKCS#11, Java
Cryptographic Engine (JCE)1.

1Java elliptic curve func tionality is fully supported by the nShield secu rity provider, nCi !
pherKM. There is also the option to use the Sun/IBM PKCS #11 Provider with nCipherKM con
figured to use the nShield PKCS#11 library.

6.11.1.5. Named Curves

This table lists the supported named curves that are pre-coded in nShield mod ule firmware.

Supported named curves

ANSIB163v1 BrainpoolP160r1 NISTP192 SECP160r1

ANSIB191v1 BrainpoolP160t1 NISTP224 SECP256k1

BrainpoolP192r1 NISTP256

BrainpoolP192t1 NISTP384

BrainpoolP224r1 NISTP521

BrainpoolP224t1 NISTB163

BrainpoolP256r1 NISTB233

BrainpoolP256t1 NISTB283

BrainpoolP320r1 NISTB409

BrainpoolP320t1 NISTB571
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Supported named curves

BrainpoolP384r1 NISTK163

BrainpoolP384t1 NISTK233

BrainpoolP512r1 NISTK283

BrainpoolP512t1 NISTK409

NISTK571

6.11.1.6. Custom curves

nShield modules also allow the entry of custom ellip tic curves which are not pre-coded in
firmware. If the curve is Prime, it may benefit from hard ware acceleration if sup ported by
the nShield HSM (see nShield software / API support required to use ellip tic curve func !
tions, above).

Custom curves are supported by nCore and PKCS #11 APIs.

6.11.1.7. Further information on using elliptic curves

For more information on how to use ellip tic curves, see the fol lowing sections:

¥ PKCS #11:

# Mechanisms supported by PKCS #11: Mechanisms

¥ CNG:

# Supported algo rithms for CNG: Supported algo rithms for CNG

# Key exchange for CNG: Key exchange

¥ Symmetric and asymmetric algorithms: Cryptographic algorithms

¥ Using generatekey options and parameters to gen erate ECDH and ECDSA keys: Key
generation options and parameters

!
Java elliptic curve func tionality is fully supported by the nShield secu !
rity provider, nCi pherKM. There is also the option to use the Sun/IBM
PKCS #11 Provider with nCipherKM configured to use the PKCS #11
library.

6.11.1.8. Secure Execution Engine (SEE)

The SEE is a unique secure execution envi ronment. The SEE features available to you are:
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SEE Activation (EU+10) This SEE feature is provided with the Code Safe devel!
oper product to enable you to develop and run SEE
applications. The CodeSafe developer product is only
available to customers in the Com munity General
Export Area (CGEA, also known as EU+10). Contact
Entrust to find out whether your coun try is currently
within the CGEA.

SEE Activation (Restricted) This SEE feature is provided with spe cific prod ucts
that include an SEE application. This feature enables
you to run your specific SEE application and is avail!
able to customers in any part of the world.

For more information about the SEE, see the CodeSafe Developer Guide.

6.11.1.9. Remote Operator support

Many Entrust customers keep crit ical servers in a physically secure and remote location.
The Security World infra struc ture, however, often requires the phys ical presence of an oper
ator to per form tasks such as inserting cards. Remote Operator enables these customers to
remotely manage servers running Security World Soft ware using a secure nShield communi
cations pro tocol over IP networks.

The Remote Operator fea ture must be enabled on the mod ule installed in the remote
server. Remote Operator cannot be enabled remotely on an unat tended mod ule.

For more information about using Remote Oper ator, see Remote Operator .

For v12 and later, Entrust recommends that you use Remote Admin istration, which is more
flexible than the Remote Operator func tionality.

6.11.1.10. ISO smart card Support (ISS)

ISS, also called Foreign Token Open (FTO) allows data to be read to and written from ISO
7816 compliant smart cards in a manner prescribed by ISO7816-4. ISS allows you to
develop and deploy a security system that can make full use of ISO 7816 compliant smart
cards from any manufacturer.

6.11.1.11. Korean algorithms

This feature enables the fol lowing mechanisms:

¥ Korean Certifi cate-based Dig ital Signature Algo rithm (KCDSA), which is a signature
mechanism.
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KCDSA is used extensively in Korea as part of compliance with local regulations speci!
fied by the Korean government. For more information about the KCDSA, see the nCore
API Documenta tion .

¥ SEED, which is a block cipher.

¥ ARIA, which is a block cipher.

¥ HAS160, which is a hash function.

6.11.1.12. Fast RNG for ECDSA

Utilise a faster alternative for Random Number Generation (RNG) for Ellip tic Curve Dig ital
Signature Algo rithm (ECDSA). This feature is applicable for Solo XC / Connect XC modules
only.

The faster performance, comparable with V12.40 performance, is achieved by the RNG part
of ECDSA being done on the NXP C291 Crypto Coprocessor.

This implementation of ECDSA uses an RNG that is not within scope for the Con nect cer ti fi
cations and for this reason it will not be used when the HSM is in a fips-140-2-level-3 or
common-cri teria-cmts Security World (regard less of the feature bit set ting).

6.11.1.13. Client licenses

You can purchase additional client licenses that allow you to run mul tiple clients for the
unit. Three clients are always enabled on each unit.

6.11.2. Ordering additional features

When you have decided that you require a new fea ture, you can order it for your unit from
Sales. Before you call Sales, you collect infor mation about your unit as fol lows:

¥ If possible, make a note of the unit serial number. This can be found on the base of the
unit.

¥ Make a note of the Electronic Serial Number of the unit. You can find this from the
front panel menu, by going to HSM > HSM infor mation > Dis play details .

You must provide the ESN number to order a new feature.

If you prefer, you can include this infor mation in an e-mail to Sales.

When your order has been processed, you receive a Feature Enabling Certifi cate in one of
the fol lowing ways:
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¥ Entrust e-mails you the Feature Enabling Certifi cate.

¥ Entrust sends you a smart card that con tains the Feature Enabling Certifi cate.

The Feature Enabling Certifi cate con tains the infor mation that you need to enable the fea !
tures you have ordered.

For more information, includ ing pric ing of fea tures, telephone or email your nearest Sales
representative using the con tact details from this guide, or con tact Entrust nShield Sup !
port, https://nshield support.entrust.com .

6.11.3. Enabling features

Feature enabling dif fers for sta tic and dynamic fea tures.

¥ You can enable static fea tures from the front panel of the unit or from the client.

¥ Entrust recommends that you enable dynamic fea tures from the client. If the dynamic
feature applies directly to the Con nect, for example client licenses, you can use a neths
madmin option to apply them. See Remotely enabling dynamic feature certifi cates
including nShield Connect client licenses

!
When enabling static fea ture(s) from the front panel, either using a card
or a file, the module is cleared without warn ing. This will cause the HSM
to drop or restart any SEE machine, and lose all the application keys that
were loaded. In some cases, applications may need to be restarted.

6.11.3.1. Viewing enabled features

To see which (if any) features have already been enabled on the Connect, from the main
menu select HSM > HSM feature enable > View cur rent state .

To print this list to a file on the unit, select HSM > HSM feature enable > Write state to file .
The resulting file is transferred when the unit con figuration is pushed to the remote file sys !
tem. You can find it in %NFAST_KMDATA%\hsm-ESN\features\fet.txt  .

6.11.3.2. Enabling features with a smart card

To enable a new feature with a Feature Enabling smart card from Entrust:

1. Insert the Feature Enabling smart card into the unitÕs slot.

2. From the front panel, select HSM > HSM feature enable > Read FEM from card .

A message is displayed if the fea tures are enabled successfully. If you do not see this mes !
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sage confirm ing a successful upgrade, see Enabling features with out a smart card.

6.11.3.3. Enabling features without a smart card

You can also provide the Feature Enabling Certifi cate infor mation supplied by Entrust from
a file.

To enable a feature with out a smart card:

1. Put the file that con tains the feature enabling certifi cate in %NFAST_KMDATA%\hsm-
ESN\features  on the remote file sys tem. In this path, ESN is the ESN of the module.

You can give the file any name that you wish. You must enter the file name on the
unitÕs front panel, so you may prefer to use a short name.

2. From the front panel, select HSM > HSM feature enable > Read from a file .

3. Specify the name of the file that con tains the certifi cate.

If the fea ture is enabled successfully, a message confirms this.

6.11.4. Using multiple modules

The hardserver can communicate with mul tiple modules connected to the host. By default,
the server accepts requests from appli cations and submits each request to the first avail !
able module. The server can share load across buses, which includes the ability to share load
across more than one module.

If your application is multi-threaded, you can add addi tional modules and expect perfor !
mance to increase proportionally until you reach the point where cryp tog raphy no longer
forms a bot tleneck in the system.

6.11.4.1. Identifying modules

Modules are identi fied in two ways:

¥ By serial number

¥ By ModuleID .

You can obtain the ModuleID  's and serial numbers of all your modules by running the
enquiry  command-line util ity.

6.11.4.2. Electronic Serial Number (ESN)
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The serial number is a unique 12-digit number that is permanently encoded into each mod !
ule. Quote this number in any correspondence with Sup port.

6.11.4.2.1. ModuleID

The ModuleID  is an integer assigned to the module by the server when it starts. The first
module it finds is given a ModuleID  of 1, the next is given a ModuleID  of 2, and this pattern of
assigning ModuleID  numbers continues for additional modules.

The order in which buses are searched and the order of modules on a bus depends on the
exact configuration of the host. If you add or remove a mod ule, this can change the alloca!
tion of Mod uleIDs to all the modules on your system.

You can use the enquiry  command-line util ity to iden tify the PCI bus and slot number asso!
ciated with a mod ule.

All commands sent to nShield modules require a ModuleID . Many Security World Soft ware
commands, including all acceleration-only com mands, can be called with a ModuleID  of 0.
Such a call causes the hardserver to send the command to the first avail able module. If you
purchased a developer kit, you can refer to the devel oper documentation for infor mation
about the com mands that are available on nShield modules.

In general, the hardserver determines which modules can perform a given command. If no
module contains all the objects that are referred to in a given com mand, the server returns
an error status.

However, some key-management operations must be per formed together on the same
module. In such cases, your application must spec ify the ModuleID .

To be able to share OCSs and keys between modules, the modules must be in the same
Security World.

6.11.4.3. Adding a module

If you have a module installed, you can add further modules without reinstalling the server
soft ware.

However, we recommend that you always upgrade to the lat est server soft ware and
upgrade the firmware in exist ing modules to the latest firmware.

!
Before you install new hardware, check the release notes on the installa!
tion media supplied with your new mod ule for infor mation about spe !
cific com patibility issues, new features, and bug fixes.
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1. Install the module hardware. Refer to the Instal lation Guide  for infor mation on installing
nShield hardware.

2. Add the mod ule to the Security World. Refer to Adding or restor ing an HSM to the
Security World .

6.11.4.4. Module fail-over

The Security World Soft ware supports fail-over: if a mod ule fails, its processing can be
transferred auto matically to another mod ule provided the nec essary keys have been
loaded. Depending on the mode of fail ure, however, the underlying bus and operating sys!
tem may not be able to recover and con tinue operating with the remain ing devices.

To maximize uptime, we recommend that you fit any addi tional nShield modules for failover
on a bus that is physically separate from that of the pri mary modules.

6.12. Stopping and restarting the hardserver

If necessary, you can stop the hardserver on the client, and where applicable the Remote
Administration Service, by running the fol lowing command in a command window with
administrative priv ileges:

net stop "nfast server"

If the Remote Admin istration Service is running, you will be warned and given the option of
continuing or not.

Similarly, you can restart the hardserver on the client, and where applicable the Remote
Administration Service, by running the fol lowing command in a command window with
administrative priv ileges

net start "nfast server"
net start "nfast Remote Administration Service"

You can also stop, start, or restart the hardserver, and where applicable the Remote Admin !
istration Service, from the Win dows Control Panel:

1. From the Windows Start menu, open the Win dows Control Panel.

2. Double-click Admin istrative Tools.

3. Double-click Services.

4. Locate nFast Server or nFast Remote Administration Service in the list of services, and
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from the Action  menu, select Stop , Start , or Restart  as required.

!
The nFast Remote Admin istra tion Ser vice , where applicable, is
dependent on the nFast Server so should be started or restarted
after the nFast Server.

6.13. Resetting and testing the Connect

6.13.1. Default configuration

To reset the unit to its default con figuration, select System > System con fig uration >
Default con fig  and confirm that you want to set the default con figuration.

This removes the configuration of the mod ule but does not change its KNETI.

6.13.2. Factory state

To reset the unit to its orig inal (factory) state, select Factory state  from the main menu and
confirm that you want to return the unit to its fac tory state.

This gives a new KNETI to the unit, which means that you must update the key hash field of
the unitÕs entry in the nethsm_imports  section of the con figuration file of all the clients that
use it.

For more information about:

¥ The contents of the con figuration files, see Module and client configuration files

¥ Configuring a new remote file system for the unit, see Configuring the Remote File Sys
tem (RFS).

6.13.3. Testing the installation

To test the instal lation and con figuration, fol low these steps:

1. Log in on the client com puter as a regular user, and open a command window.

2. Run the command:

enquiry

A successful enquiry  command returns an output of the fol lowing form:
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Server:
Êenquiry reply flags  none
Êenquiry reply level  Six
Êserial number        ####-####-####
Êmode                 operational
Êversion              #-#-#
Êspeed index          ######
Êrec. queue           ####..####
Ê---
Êversion serial       #
Êremote port (PV4)    ####

Module ##:
Êenquiry reply flags  none
Êenquiry reply level  Six
Êserial number        ####-####-####
Êmode                 operational
Êversion              #-#-#
Êspeed index          #####
Êrec. queue           ##..###
Ê---
Êrec. LongJobs queue  ##
ÊSEE machine type     PowerPCELF
Êsupported KML types  DSAp1024s160 DSAp3072s256
Êhardware status      OK

If the mode is operational , the unit is installed correctly.

If the enquiry  command says that the unit is not found:

a. Restart the client com puter.

b. Re-run the enquiry  command.
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7. Security World Remote Administration
Gathering a quorum of card holders to carry out card holder duties in a remote dat acenter
can be expensive and inconvenient. Remote Administration enables Administrators and
Operators to present their cards remotely to autho rize HSM operations with out being phys
ically present at the HSM.

When presenting a card, a secure channel is formed directly between the Remote Admin is!
tration smart card and the tar get HSM before any token shares are read from or writ ten to
the smart card.

Remote Administration enables Administrators to use their remote access solu tion to per !
form admin istration oper ations and extends the oper ations that can be per formed in this
way.

Remote Administration enables:

¥ Card holders to present smart cards to an HSM with out being phys ically present at the
HSM (e.g. the card holder may be in an office, while the HSM is in a datacenter)

¥ All Administrator and Operator card oper ations to be car ried out remotely

¥ Security World pro grams and utilities to be run remotely when used in com bination
with a standard remote access solution

¥ Full remote administration of Secu rity Worlds and their HSMs includ ing:

# Remote mode change

# Create/load/unload Secu rity World

# Firmware upgrade

# Module status (SOS) report ing

# Connect reboot

# Connect front panel lock out.

Once the soft ware has been installed and the hardware security mod ules have been config !
ured, Remote Administration enables full remote admin istration of Secu rity Worlds and
their HSMs.

7.1. Remote Administration components

Remote Administration con sists of a number of com ponents:

7.1.1. Remote Administration software
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The following soft ware is needed to allow remote card readers to be associated with an
HSM:

¥ nShield Remote Administration Client soft ware
Must be installed on the com puter that has the card reader attached. See Remote
Administration Client  for more infor mation.

¥ nShield Remote Administration Service soft ware
Must be installed where it can access the appro priate HSM to provide communications
between the card in the card reader and the HSM. See the Connect Instal lation Guide
for more about where to install Remote Admin istration Service soft ware.

The Remote Administration Service should be installed on a client machine of the
HSMs in your Security World that you can make acces sible to Remote Admin istration
Clients.

+

See Remote Administration Service for more infor mation.

When a card is inserted in a reader that is associated with an HSM, the nShield Remote
Administration Client and the Remote Admin istration Service convey messages between
the card and the HSM, allowing a secure channel of communications to be estab lished.

7.1.2. Security World programs and utilities

The Security World pro grams and utilities are typ ically installed on a computer within your
datacentre. In such cases the Remote Administration fea ture assumes you will use your pre
ferred remote access solution, e.g. SSH or Remote Desktop, to run the Secu rity World pro !
grams and utilities remotely. This means you can run a utility like creatocs  from a remote
location and present the OCS to be cre ated using a Remote Administration Client. The
Remote Administration fea ture includes the abil ity to change the mode of HSMs remotely
using the nopclear fail  util ity. This means it is possible to create a Security World remotely
and perform firmware upgrades.

The nethsmadmin tool pro vides many of the Remote Admin istration capabilities for an Con!
nect with out accessing the front panel.

For more information, see nethsmadmin.

7.1.3. nShield Remote Administration smart cards

You must use nShield Remote Administration Cards with Remote Admin istration. These are
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smart cards that are capable of negotiating cryp tographically secure connections with an
HSM, using warrants as the root of trust. nShield Remote Admin istration Cards can also be
used in the local slot of an HSM if required.

The nShield Remote Administration smart cards pro vide:

¥ Storage and retrieval of logical token fragments, similar to the smart cards used with
previous releases

¥ Security mech anisms to ensure authentication and con fidentiality of data trans ferred
between itself and the HSM

The nShield Remote Administration smart cards are FIPS 140-2 Level 3 certi fied devices,
support ing execution of a cus tom Java Applet devel oped by Entrust. The smart cards used
with pre vious versions of Security World soft ware and nShield HSMs are still useable but, as
previously, only in an HSMÕs local slot. Remote Administration smart cards can be used both
remotely and in an HSMÕs local slot.

The use of nShield Remote Administration Cards is controlled by an Autho rized Card List. If
a card does not appear in the list, it cannot be used. See Autho rized Card List for more infor
mation.

Existing Administrator smart cards can be migrated to new Remote Admin istration smart
cards using the racs  (replace administrator card set) util ity. Similarly existing OCS can be
migrated using the rocs  (replace operator card set) util ity, provided the Security World has
recovery enabled and the keys protected by that OCS are recov ery enabled.
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7.2. Authorized Card List

The use of nShield Remote Administration smart cards, both remotely and in an HSMÕs local
slot, is controlled by an Autho rized Card List. If the serial number of a card does not appear
in the Autho rized Card List, it cannot be used by the system. The list only applies to Remote
Administration smart cards.

By default, the Autho rized Card List is empty fol lowing soft ware installation. The serial num
bers of Remote Administration smart cards must be added to the list using a text edi tor
before they can be used.

For more information on the Autho rized Card List, see Autho rized Card List.

!
When administrative oper ations involv ing Remote Administration smart
cards are initiated from an Connect Front Panel, the Connect fetches
the Autho rized Card List from the RFS.

! It is necessary to keep the Autho rized Card List in sync by copying the
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file between the RFS and clients manually.

7.3. Remote Administration Client

The Remote Administration Client (RAC) is a utility that enables you to select an HSM
located elsewhere from a list pro vided by the Remote Admin istration Service (RAS), and as!
sociate an nShield Trusted Verification Device attached to your com puter with the HSM.

The RAC GUI (usually running on a laptop or work station) com municates with the RAS (in a
datacenter) over a standard TCP/IP connection. If the RAC computer is not on the same
local network as the RAS computer, Entrust rec ommend that the con nection is made over a
VPN.

In the example screen shown, an HSM will not be Remote Admin istra tion (RA) Ready  until
it has the appropriate firmware, and has one or more dynamic Slots configured.

For users who want to script the card pre sentation process, there is also a command line
util ity, raccmd.

See the nShield Remote Administration Client User Guide for more infor mation on deploy !
ing and using the Remote Administration GUI or command line utility.

Windows 8.1 + only

If you disconnect the TVD while you are on the Use Card Reader screen the Windows
Smart Card service SCardSvr displays an error and terminates.

7.4. Remote Administration Service

The Remote Administration Service (RAS) provides a bridge between the RAC and the back
end HSMs (via the hardserver). Its functionality is to:
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¥ Manage connections from mul tiple RACs

¥ Supply a list of available HSMs to the connected RACs

¥ Negotiate a connection to an HSM via the hardserver and route messages between the
RAC and destination HSM.

The RAS partic ipates as a crypto client of the HSMs. As such, the server used to host this
soft ware component must be a licensed client of the Con nects being remotely admin is!
tered. If your Remote File System (RFS) is already a licensed client, the RAS can be collo!
cated on the RFS server without needing to pur chase an additional client license.

7.5. nShield  Trusted Verification Device

Entrust supply and recommend the use of the nShield Trusted Ver ification Device (TVD).
This is an intelligent smart card reader that blocks any malware on the client machine from
spoof ing the HSM identity passed to the nShield Remote Admin istration smart card. The
TVD allows the card holder to securely confirm the Electronic Serial Number (ESN) of the
HSM to which they want to con nect, using the Trusted Ver ification Device display.

For more information, see the Trusted Verification Device (TVD) User Guide.
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7.6. Software installation

7.6.1. The Remote Administration Service with the Connect or Connect
XC

! The Remote Access Server can be on a different client to the one where
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the Remote Admin istration Service is installed.

To use Remote Administration with an Con nect or Connect XC, the Remote Administration
Service must be installed on a client, which may also be the RFS.

The Remote Administration Service does not require a dedicated server.

A privileged connection is required to carry out priv ileged operations, such as, for example,
changing the mode of the Con nect or Connect XC.

7.6.2. Remote Administration Service bundle

The Remote Administration Service (RAS) is provided through the Remote Admin istration
Service bundle and needs to be installed in the default direc tory.

For information on installing the Remote Admin istration Service bundle, see the instal lation
guide for your HSM.

7.6.3. Remote Administration Client

The Remote Administration Client is nor mally deployed on its own using the instruc tions in
the nShield Remote Administra tion Client  user guide but it can be deployed on a client at
the same time as rest of nShield soft ware

For more information on the Remote Admin istration Client, see the nShield Remote Admin!
istra tion Client  user guide.

7.6.4. TVD

A nShield Remote Administration Client can con nect to one nShield TVD during a session.

For information on installing the TVD dri ver and confirm ing the HSM Electronic Serial Num!
ber (ESN) using the nShield TVD, see the nShield Remote Administra tion Client  user guide.

7.7. System configuration

7.7.1. Remote Administration Service port

The port used by Remote Administration Clients to access the Remote Admin istration Ser!
vice can be changed by setting the port  field in the remote_administra tion_service_s!
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lot_server_startup  section of the hard server configuration file, see [remote_administra!
tion_service_startup] .

For more information on the Remote Admin istration port, see remote_administration_s!
lot_server_startup .

7.7.2. Stopping and restarting the Remote Administration Service

The Remote Administration Service can be stopped and started using a com mand window
or the Window Control Panel, see Stopping and restart ing the hardserver.

7.7.3. Firewall settings

Assuming there is a firewall to pro tect your Remote Admin istration Service, open the port
given in the Firewall set tings  section of the Con nect Instal lation Guide.

7.8. Configuring auto push

The auto push feature allows future HSM con figuration to be per formed remotely (that is,
with out access to the front panel of the HSM).

"
Enabling the auto push feature allows any client com puter to change
the HSM configuration file and gives the client the power to make con !
figuration changes that are oth erwise only available through the HSM
secure user interface.

" The auto push feature must be enabled if you want to use NTP time syn
chronisation on the HSM, see Configuring NTP in the nShield Connect .

To enable auto push, on the Connect display, use the right-hand navigation but ton to select
System > System con fig uration > Con fig file options > Setup auto push > Auto push
mode , set ON or OFF, then select CONFIRM. A confirmation message will be displayed.

Once auto push has been enabled, you must specify the IP address of the client from which
to push the con figuration from. On the Con nect display, use the right-hand navigation but !
ton to select System > System con fig uration > Con fig file options > Setup auto push >
Push address. Enter the IP address and select CONFIRM. A message will be displayed con!
firm ing your chosen IPÊaddress. Select CONTINUE.

Once auto push is enabled, you can complete the con figuration steps by edit ing the con fig
uration files, rather than by using the front panel of the Con nect. See Configuring the Con !

Chapter 7. Security World Remote Administration

nShield Connect v12.81 User Guide (Windows) 101/488


