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Chapter 1. Introduction

1. Introduction

1.1. Read this guide if E

Read this guide if you need to configure or manage:

¥ An Entrust nShield Solo or nShield Solo XC(Linux platforms only) Hardware Security
Module (HSM).

¥ An associated Security World . nShield hardware security mod ules use the Security
World paradigm to pro vide a secure environment for all your HSM and key manage!
ment oper ations.

All nShield HSMs support standard cryptog raphy frameworks and integrate with many stan
dards based products.

This guide assumes that:

¥ You are familiar with the basic con cepts of cryp tog raphy and Public Key Infrastructure
(PKI)

¥ You have read the Installation Guide.

¥ You have installed your nShield Solo or nShield SoloXC or nShield Edge.

Throughout this guide, the term Installation Guide refers to the partic u!
. lar Installation Guide for your prod uct.

1.2. Terminology

The nShield Solo and nShield SoloXC are referred to as thenShield Solo and nShield
SoloXC, the hardware security mod ule, or the HSM.

The nShield Edge is referred to as the nShield Edge, the hardware security mod ule, or the
HSM.

1.3. Model numbers

Model numbering conventions are used to distinguish different nShield hardware security
devices. In the table below n represents any single-digit inte ger.

Model number Used for

nC3nnnE-nnn, nC4nnnE-nnn  nShield Solo PCle
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Model num ber Used for
nC30n5E-nnn, nC40n5E-nnn  nShield Solo XC PCle

nC30nnU-10, nC40nnU-10 nShield Edge

1.4. Security World Software

The hardserver software controls com munication between appli cations and Entrust nShield
product line HSMs, which may be installed locally or remotely. It runs as adaemon on the
host com puter.

The Security World for nShield is a collection of pro grams and utilities, including the hard!
server, supplied by Entrust to install and maintain your nShield security system.

The Solo is supplied with the lat est version of the HSM firmware installed. For more infor ma
tion about:

¥ Upgrading the firmware, see Upgrading firmware .
¥ Installing and configuring the soft ware on each client com puter, see the Installation

Guide and Client Soft ware and module config uration.

¥ The supplied utilities, see Supplied utilities.

1.4.1. Software architecture

The software, firmware and utilities have version numbers and there is also a vesion num!
ber for the World which refers to the World data that is stored in encrypted form on the

client com puter, typ ically in the directory /opt/nfast/kmdata/local/world or RFSThis data
includes infor mation con cerning the World itself and also con cerning each key that was cre
ated within that World. The World ver sion created is determined by the version numbers of
the soft ware and firmware used when it was first cre ated, see Creating and managing a
Security World .

The latest World version is version 3. You can query the version of the World loaded on your
system by using the com mand kmfile-dump.

1.4.2. Default directories

The default locations for Security World Soft ware and program data directories on English-
language systems are summarized in the following table:
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Directory name Default path

nShield Installation lopt/nfast/

Key Management Data /opt/nfast/kmdata/

Dynamic Feature Certifi cates /opt/nfast/fem certs/

Static Feature Certifi cates /opt/nfast/kmdata/hsm-ESN/fea tures
Log Files /opt/nfast/log

User Log Files /home/<user>/nshield logs

Dynamic feature certifi cates must be stored in the direc tory stated
above. The directory shown for sta tic feature certifi cates is an exanple
location. You can store those certifi cates in any directory and provide

the appro priate path when using the Feature Enable Tool. However, you
must not store sta tic feature certifi cates in the dynamic features certifi !
cates directory.

The instructions in this guide refer to the loca tions of the soft ware installation and program
data directories by their names (for example, Key Marnagement Data) or absolute paths (for
example, /opt/nfast/kmdata ).

If the soft ware has been installed into a non-default location, you must cre ate a symbolic
link from /opt/nfast/  to the direc tory where the soft ware is actually installed. For more
infor mation about cre ating symbolic links, see your operating systemOs doamentation.

1.4.3. Utility help options

Unless noted, all the executable util ities provided in the bin subdirectory of your nShield
installation have the fol lowing standard help options:

¥ -h|--help displays help for the util ity
¥ -v|--ver sion displays the version number of the util ity

¥ -u|--usage displays a brief usage summary for the util ity.

1.5. Further information

This guide forms one part of the infor mation and support pro vided by Entrust.

If you have installed the Java Developer component, the Java Generic Stub classes, nCi
pherKM JCA/JCE provider classes, and Java Key Maragement classes are supplied with
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HTML documentation in standard Javadocformat, which is installed in the appro priate
nfast/java directory when you install these classes.

Release notes containing the latest infor mation about your prod uct are available in the
release directory of your instal lation media.

We strongly recommend familiarizing yourself with the infor mation pro!

vided in the release notes before using any hardware and software
related to your prod uct.

1.6. Security advisories

If Entrust becomes aware of a security issue affect ing nShield HSMs, Entrust will publish a
security advisory to customers. The security advisory will describe the issue and provide rec
ommended actions. In some circumstances the advisory may recommend you upgrade the
nShield firmware and or nShield Connect image file. In this situation you will need to re-
present a quorum of administrator smart cards to the HSM to reload a Secu rity World. As
such, deployment and mainte nance of your HSMs should consider the procedures and
actions required to upgrade devices in the field.

The Remote Administration feature supports remote firmware upgrade
I of nShield Solo, nShield Solo XC, nShield Comect and remote ACS card
presentation.

We recommend that you mon itor the Announce ments & Security Notices sec tion on
Entrust nShield Support, https://nshieldsupport.entrust.com , where any announcement of
nShield Security Advi sories will be made.

1.7. Recycling and disposal information

For recycling and disposal guidance, see the nShield productOs Warimgs and Cautions doc u
mentation.
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2. Security Worlds

This chapter describes the Security World infrastructure we have developed for the secure
life-cycle man agement of cryp tographic keys. The Secuity World infra structure gives you
control over the pro cedures and proto cols you need to cre ate, manage, distrib ute and, in
the event of dis aster, recover keys.

A Security World pro vides you with the fol lowing features:

¥ Security

¥ Application inde pendence
¥ Platform inde pendence

¥ Flexibility

¥ Scalability

¥ Robustness

¥ Audit log ging
A Security World com prises:

¥ One or more Entrust nShield HSMs

¥ An Administrator Card Set (ACS)
A set of Administrator smart cards used to con trol access to the Security World con fig
uration, as well as in recovery and replacement operations.

¥ Option ally, one or more Operator Card Sets (OCSs)
A set or sets of Operator smart cards used to con trol access to appli cation keys.

¥ Some cryptographic key and certifi cate data that is encrypted using the Secu rity
World key and stored on a host com puter or com puters

You can add or remove cards, keys, and even hardvare security mod ules at any time. These
components are linked by the Security World key, which is unique to each world. To see
how these com ponents are related to one another, see the image below.

Distrib uting the keys used for dif ferent tasks within the Secu rity World over dif ferent stor!
age media means that the Security World can recover from the loss of any one com ponent.
It also increases the difficulties faced by an attacker, who needs to obtain all the com po!
nents before gaining any information.
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2.1. Security

We have designed the Security World tech nology to ensure that keys remain secure
through out their life cycle. Every key in the Security World is always protected by another
key, even during recovery and replacement oper ations.

Because the Security World is built around nShield key-man agement mod ules, keys are only
ever available in plain text on secure hardware.

All Security Worlds rely on you using the security features of your oper!

" ating system to con trol the users who can access the Security World

and, for example, write data to the host.

2.1.1. Smart cards

The Security World uses:
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¥ An Administrator Card Set (ACS) to control access to recov ery and replacement func !
tion ality

¥ Zero or more Operator Card Sets (OCSs) to control access to application keys

In FIPS 140-2 Level 3 Secuity Worlds, you require a card from either the
I ACS or an OCS to authorize most operations, including the creation of
keys and OCSs.

Each card set consists of a number of smart cards, N, of which a smaller number, K, is
required to autho rize an action. The required number K is known as the quorum.

The value for K should be less than N. We do not recommend creating
card sets in which Kis equal to N because an error on one card would
' render the whole card set unusable. If your ACS became unusable

. through such an error, you would have to replace the Security World
and generate new keys. In Common Criteria CMTS Secuity Worlds the
minimum value of K for the ACS is 2.

An ACS is used to authorize several different actions, each of which can require a dif ferent
value for K. All the card sets are diginct: a smart card can only belong to the ACS or to one
OcCs.

Each user can access the keys prdected by the Secu rity World and the keys pro tected by
their OCS. They camot access keys that are protected by another OCS.

Operator Cards employ the Security World key to per form a challenge-response proto col
with the hard ware security mod ule. This means that Opertor Cards are only useable by an
HSM that belongs to the same Security World.

2.1.2. Remote Operator

The Remote Operator feature is used to load a key protected by an OCS onto a machine to
which you do not have physical access (for example, because it is in a secure area).

The Remote Operator feature is not available in Common Criteria CMTS
Security Worlds.

The Remote Operator feature enables the secure transmission of the con tents of a smart
card inserted into the slot of one mod ule (the attended mod ule) to another mod ule (the
unattended mod ule). To transmit to a remote mod ule, you must ensure that:

¥ The smart card is from a persistent OCS
See Using persistent Oper ator Card Sets for more about per sistent cards.
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¥ The attended and unattended mod ules are in the same Secuity World

To achieve secure communication channels between the attended and unat tended mod !

ules, the hardserver uses animpath (an abbreviation of intermodule path), a secure proto!
col for com munication over IP networks. The communication channels between the mod!
ules:

¥ Are secure against both eavesdroppers and active adversaries

¥ Can carry arbitrary user data as well as module-protected secrets, such as share data,
that pass directly between mod ules.

2.1.3. Remote Administration

Remote Administration is a collection of fea tures that allow you to con figure and operate
an HSM or set of HSMs without being physically present at the HSM. This includes creating
ACS when creating a Security World and pre senting ACS to authorize loading of a Security
World. It also includes creating OCS to protect appli cation keys and presenting OCS to
authorize the loading of application keys. The OCS may be pesistent or non-per sistent.

The ACS and/or OCS cards must be nShield Remote Administration smart cards. When pre!
senting a card, a secure chamel is formed directly between the Remote Admin istration
smart card and the target HSM before any token shares are read from or written to the
smart card. The secure chamel is secure against both eavesdroppers and active adver!
saries.

For more information see Security World Remote Admin istration

2.1.4. Client cooperation feature

The client coop eration feature allows nShield HSM host computers to automatically update
the Security World and key data stored on a remote file sys tem (RFS). For more informa!
tion, see Setting up client coop eration.

2.1.5. NIST SP800-131A

When a new Security World is cre ated it will be SP800-131A compliant.

2.1.6. FIPS 140-2 compliance

All Security Worlds are com pliant with the Fed eral Information Processing Standards (FIPS)
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140" 2 specification. The default setting for Secu rity Worlds com plies with LevelE2 of FIPS
140" 2.

A Security World that com plies with the roles and services section of FIPS 140"2 LevelE2
does not require any authorization to cre ate an OCS or an applcation key.

2.1.6.1. FIPS 140-2 Level 3 compliance

When you create a Security World, you can choose whether the Secu rity World is com pli!
ant with the roles and services section of either:

¥ FIPS 1402 at LevelE2
¥ FIPS 1402 at LevelE3

The FIPS 1402 LevelE3 option is included for those cugomers who have a regulatory
requirement for com pliance with FIPS 140'2 at LevelE3.

If you choose to cre ate a Security World that com plies with FIPS 140'2 LevelE3, the nShield
HSM initializes in that mode, conforming with the roles and services, key management, and
self-test sec tions of the FIPS validation cer tifi cate.

Before you can create or erase an OCS in a Secuity World that com plies with FIPS 140'2
LevelE3, you must autheize the action with a card from the ACS or an OCS from that Secu !
rity World.

For more details about FIPS 140'2, see http://csrc.nist.gov/ publications/ fips/ fips140-2/
fips1402.pdf.

2.1.7. Common Criteria compliance

The nShield HSMs are Conmon Criteria certified to Com mon Criteria v3.1 EAL4+ AVA!
VAN.5 and to elDAS.

To configure and operate the mod ule in its evaluated config uration, the separate Common
Criteria guides should be followed. Please contact Entrust nShield Sup port, https://nshield !
support.entrust.com .

2.2. Platform independence

The Security World is com pletely plat form inde pendent. All key information is stored in a
proprietary for mat that any com puter supported by Secu rity World Soft ware can read,
regardless of the native for mat used by that com puter. This enables you to:
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¥ Safely move a Security World between plat forms with dif fering native for mats. For
example, you can move a Security World between Win dows and Linux operating envi!
ronments.

¥ Include hosts running different operating systems in the same Security World.

When copying host data between com puters using different operating
| systems or disk formats, use a mechanism that pre serves the original
data format and line endings (such as.tar file archives).

2.3. Application independence

A Security World can pro tect keys for any appli cations cor rectly inte grated with the Secu !
rity World Soft ware. Each key belongs to a specific appli cation and is only ever used by that
application. Keys are stored along with any additional data that is required by the appli ca!
tion.

You do not need to specify:

¥ Which applications you intend to use. You can add a key for any supported appli cation
at any time.

¥ How the key is used by an application. A Security World con trols the pro tection for the
key; the application deter mines how it is used.

Although keys belong to a spe cific appli cation, OCSs do not. You can protect keys for dif fer
ent applications using the same OCS.

Application 1

Application 2

8

9
=14
2

L

g
a
E

e

TRIKKKR

Card Set 3
Application 3
=8 P
Security world

In the image above:
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¥ Card Set 1 protects mul tiple keys for use with Appli cation 1 and Appli cation 2
¥ Card Set 2 protects a single key for use with Appli cation 2

¥ Card Set 3 protects multiple keys for use with Appli cation 2 and Appli cation 3
¥ The Security World key protects a single key for use with Appli cation 3.

2.4. Flexibility

Within a Security World, you can choose the level of pro tection for each appli cation key
that you cre ate.

When you create a Security World, a cryptographic key is generated that pro tects the appli
cation keys and the OCSs in the Security World.

2.4.1. Using the Security World key: module-protected keys

You can use the Security World key to pro tect an application key that you must make avail'!
able to all your users at all times. This key is called anodule-protected key . Module-pro!
tected keys:

¥ Have no pass phrase

¥ Are usable by any instance of the application for which they were cre ated, provided
that this appli cation is running on a server fitted with a hard ware security mod ule
belonging to the cor rect Security World.

This level of protection is suitable for high-availability Web servers that you want to recover
immediately if the com puter resets.

2.4.2. Using Operator Card Sets: OCS-protected keys

An OCS belongs to a specific Security World. Only a hardware security mod ule within the
Security World to which the OCS belongs can read or erase the OCS. There is no limit to
the number of OCSs that you can create within a Security World.

An OCS stores a number of symmetric keys that are used to protect the appli cation keys.
These keys are of the same type as the Secuity World key.

Each card in an OCS stores only a fragnent of the OCS keys. You can only re-create these
keys if you have access to enough of their frag ments. Because cards someimes fail or are
lost, the number of frag ments required to re-cre ate the key (K) are usually less than the
total num ber of frag ments (N).
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To make your OCS more secure, we reommend that you make the value of K relatively
large and the value of N less than twice that of K (for example, the values for K/N being 3/5
or 5/9). This practice ensures that if you have a set of K cards that you can use to recreate
the key, then you can be certain that there is no other such card set in exis tence.

I ‘ Some applications restrict K to 1.

2.4.2.1. Using Operator Card Sets to share keys securely

You can use OCSs to enable the same keys for use in a nunber of dif ferent HSMs at the
same time.

If you have a non-persistent OCS, you must leave one of the cards in an appropriate card
slot of each HSM. This should only be done if it is in accordance with the secu rity poli cies of
your organization.

To use OCS-protected keys across multiple HSMs, set:

¥ Ktol

¥ N at least equal to the number of the HSMs you want to use.

You can then insert single cards from the OCS into the appro priate card slot of each HSM
to authorize the use of that key.

To issue the same OCS-pratected key to a set of users, set:

¥ Kto 1

¥ N equal to the number of users.

You can then give each user a sirgle card from the OCS, enabling those users to authorize
the use of that key.

If you have created an OCS for extra security (in which Kis more than
half of N), you can still share the keys it protects simul taneously
amongst multiple modules as long you have enough unused cards to
form a K/N quorum for the additional hardware security mod ules. For

| example, with a 3/5 OCS, you can load keys onto 3 hardware security

. modules because, after loading the key on the first device, you still have
4 cards left. After load ing the key on a second device, you still have 3
cards left. After load ing the key onto a third device, you have only 2
cards left, which is not enough to cre ate the quorum required to load

the key onto a fourth device.

If a card becomes damaged, you can replace the whole OCS if you have authorization from
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the ACS belonging to that Secu rity World.

You can only replace OCSs that were created by Security Worlds that
l have the OCS/soft card replacement option enabled. For more infor mal!
tion, see OCS and softcard replacement.

2.4.2.2. Using Operator Card Sets for high availability

If you cannot risk the failure of a smart card, but some keys must remain accessible at all
times, you can create a 1/2 OCS.

Use the first card as the working card and store the second card in a completely secure envi
ronment. If the work ing card fails, retrieve the spare second card from stor age, and use it
until you re-cre ate a new set of 2 cards (see Replacing an Operator Card Set or recov ering
keys to soft cards).

You can only replace OCSs that were created by Security Worlds that

have the OCS/soft card replacement option enabled. For more infor mal!
tion, see OCS and softcard replacement.

2.4.2.3. Using persistent Operator Card Sets

If you create a standard (non-per sistent) OCS, you can only use the keys protected by that
OCS while the last required card of the quo rum remains loaded in the card reader. The keys
protected by this card are removed from the mem ory of the hard ware security mod ule as
soon as the card is removed from the card reader, which provides added security.

If you create a persistent OCS, the keys protected by a card from that OCS per sist after
the card is removed from the smart card reader.

This enables:

¥ The use of the same smart card in seweral hardware security mod ules at the same time

¥ Several users to load keys onto the same hardware security mod ule at the same time.

The Security World Soft ware maintains strict sep aration between the keys loaded by each
user, and each user only has access to the keys prdected by their OCS.

Keys protected by a per sistent card are auto matically removed from the hard ware security
module:

¥ When the application that loaded the OCS closes the con nection to the hard ware secu
rity mod ule
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¥ After a time limit that is spec ified when the card set is cre ated

¥ When an application chooses to remove a key

¥ When the HSM is cleared. SeeManually removing keys from an HSM for more infor ma!
tion

¥ If there is a power loss to the mod ule, for example, due to power out age.

Some applications auto matically remove a key after each use, reloadng
' it only when required. Such applications do not ben efit from per sistent
. OCSs. The only way of shaing keys between hardware security mod !

ules for such applications is by having multiple smart cards in an OCS.

Although the hard ware security mod ule stores the key, the key is only available to the appli!
cation that loaded it. To use keys protected by this card in another appli cation, you must re-
insert the card, and enter its pass phrase if it has one. Certain applications only permit one
user at a time to log in, in which case any previously loaded persistent OCS used in that
application is removed before the user is allowed to log in with a new OCS.

2.4.2.4. Manually removing keys from an HSM

You can manually remove all keys protected by per sistent cards by clearing the hardware
security mod ule. For exanple, you could:

¥ Run the command nopclear fail Bclear HFall

¥ Press the Clear button of the hard ware security mod ule

Any of these processes removes all keys protected by OCSs from the hard ware security
module. In such cases, all users of any apptations using the hardware security mod ule
must log in again.

Persistence is a permanent prop erty of the OCS. You can choose whether or not to make
an OCS persistent at the time of its cre ation, but you cannot change a persistent OCS into
a non-persistent OCS, or a non-persistent OCS into a persistent OCS.

A Security World can con tain a mix of persistent and non-per sistent card sets.

2.4.3. Using pass phrases for extra security
You can set individual pass phrases for some or all the cards in an OCS.

You can change the pass phrase for a card at any time provided that you have access to the
card, the existing pass phrase, and a hardvare security mod ule that belongs to the Secu rity
World to which the card belongs. For more infor mation, see Changing card and softcard
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pass phrase

I Some applications do not sup port the use of pass phrases.

2.4.3.1. Maximum pass phrase length

| The maximum pass phrase length limitation is not applic able to soft ware
. versions before Security World Soft ware v11.72.

Pass phrases are linted to a maximum length of 254 char acters, when using the fol lowing
commands:

¥ new-world
¥ createocs
¥ cardpp

¥ ppmk

¥ racs
Other com mands are unaffected.
You can still use and edit existing pass phrases that are longer than 254 characters.

Prior to Security World Soft ware v11.72, we set no absolute limit on the length of pass
phrases, although individual applications may not accept pass phrases longer than a spe!
cific num ber of characters. Likewise, the Security World does not impose restric tions on
which characters you can use in a pass phrase, although some applcations may not accept
certain characters.

Entrust recommends that your password only con tains 7-bit ASCII characters:
A-Z,a-z,0-9,'@#$ %" "&*-_+=[]{}|\:",. 21 ~"<>();

2.4.3.2. Pass phrase penalty timer

The HSM maintains a penalty time, measured in seconds and based on the number of failed
PINs. Each failed attempt to enter a pass phrase adds 4 seconds to the penalty time.

The penalty timer has a 14s penalty threshold, the first 3 failed pass phrase verifications do
not incur a penalty delay. Before verifying a pass phrase, the HSM waits for the current
penalty timer to be below 14s. The penalty time decays over time.

A HSM only has a small nunber of com mand processing threads,
| related to the kind of hard ware in use (for example, 9 threads on an
nShield Solo). Once all of these are waiting for a penalty to expire, any
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other submitted com mands will be forced to wait. This can mean that
even if penalty time isnOt large, the total delay expeienced by clients
may be substantial.

2.4.4. Using softcard-protected keys

If you want to use pass phrases to restrict key access but avoid using phys ical tokens (as
required by smart-card pro tection), you can create a soft card-pro tected key .

A soft card is a file containing a logical token that you can not load with out a pass phrase.
You must load the logical token to autho rize the loading of any key that is protected by the
soft card. Softcard files:

¥ Are stored in the /opt/nfast/kmdata/local direc tory

¥ Have names of the form soft card_hash (where hashis the hash of the logical token
share).

Soft card-pro tected keys offer bet ter security than mod ule-protected keys and bet ter avail!
ability than OCS-pro tected keys. How ever, because softcard-pro tected keys do not require
physical tokens to autho rize key-loading, OCS-protected keys offer bet ter security than
soft card-pro tected keys.

The pass phrase of a softcard is set when you generate it, and you can use a single soft card
to protect mul tiple keys. Softcards function as persistent 1/1 logical tokens, and after a soft
card is loaded, it remains valid for loading its keys until its KeyIDis destroyed.

2.5. Scalability

A Security World is scalable. You can add mutiple hardware security mod ules to a server
and share a Secuity World across multiple servers. You can also add OCSs and apptation
keys at any time. You do not need to make any decisions about the size of the Security
World when you cre ate it.

To share a Secuity World across multiple servers:

¥ Ensure each server has at least one hardvare security mod ule fitted
¥ Copy the host data to each server, or make it available on a shared disk

¥ Use the recovery and replacement data with the ACS to load the required cryp to!
graphic keys securely onto every hardware security mod ule.

If you cre ate cards or keys in a Secuity World from a client rather than on the hard ware
security mod ule (using the command line or KeySafe), you must transfer the files from the
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client to the remote file sys tem, unless the client is already on the same computer as a
remote file system.

To provide access to the same keys on every server, you must ensure that all changes to
the data are propagated to the remain ing servers. If your servers are part of a cluger, then
the tools pro vided by the cluster should synchronize the data. If the servers are connected
by a network, then they could all access the same copy of the data.

There is no risk of an attacker obtaining infor mation by snoop ing on the network, as the
data is only ever decrypted inside a hardware security mod ule. Alternatively, you can main!
tain copies of the data on dif ferent servers.

You can config ure the host com puter of an nShield HSM to:

¥ Access a Remote File Sysem (RFS) as used by nShield Comects. See the nShield Con
nect User Guide for more about the RFS.

¥ Share Secuity World and key data stored in the /opt/nfast/kmdata/local  directory.

Client hardware security mod ules that access data in this way are described as coop erating
clients. For more information, see config ure#Setting Client Coop,Setting up client coop era!
tion>>,

We provide the rfs-sync command-line util ity to syn chronize the
kmdatadirectory between a coop erating client and the remote file sys !

' tem it is configured to access. Runrfs-sync whenever a cooperating

. client is initialized, to retrieve data from the remote file sys tem, and also
whenever a client needs to update its local copy of the data (or, if the
client has write access, to com mit changes to the data).

2.5.1. Load-sharing

If you have more than one hardware security mod ule on your system , your applications
(that have been inte grated with the Secu rity World Soft ware) can make use of the load-
sharing features in the Security World Soft ware to share the cryptog raphy between them.
Two approaches are supported:

¥ API specific load-sharing modes

¥ HSM Pool mode: a more generic load-sharing approach for mod ule protected keys
introduced with mod ule firmware version 2.65.2.

I Some applications may not be able to make use of these features.

HSM Pool mode is supported on all major APIs except Java (i.e. nCpherKM JCA/JCE CSP).
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When HSM Pool mode is enabled for an API, the applcation sees the HSMs in the Security
World as a simgle resource pool. A significant benefit is that when a failed HSM is restored
to the Security World or a new HSM is added to the Security World, it is auto matically
added to the resource pool making it available for cryptographic operations with out restart
ing the application (i.e. failback support). The pool of HSMs can be viewed as a single
resource using the command enquiry --pool

I ‘ Modle #1: Not Present indicates that there are no HSMs in the pool.

2.6. Robhustness

Cryptog raphy must work 24 hours a day, 7 days a week, in a praluction environment. If
something does go wrong, you must be able to recover with out com promising your secul!
rity. A Security World offers all of these fea tures.

2.6.1. Backup and recovery
The Security World data stored on the host is encrypted using the Secu rity World key.

You should regularly back up the data stored in the Key Management Data directory with
your normal backup procedures. It would not mat ter if an attacker obtained this data
because it is worth less without the Security World key, stored in your hard ware security
module, and the Administrator cards for that Secu rity World.

When you create a Security World, it auto matically creates recovery data for the Security
World key. As with all host data, this is encrypted with the same type of key as the Secu rity
World key. The crypto graphic keys that pro tect this data are stored in the ACS. The keys
are split among the cards in the ACS using the same K/N mechanism as for an OCS. The
ACS protects sev eral keys that are used for different operations.

The cards in the ACS are only used for recovery and replacement oper ations and for adding
extra hardware security mod ules to a Security World. At all other times, you must store
these cards in a secure environment.

| In FIPS 140-2 Level 3 Secuity Worlds, the ACS or an OCS is needed to
. control many operations, including the creation of keys and OCSs.

2.6.2. Replacing a hardware security module

If you have a problem with a hardware security mod ule, you can replace it with a new hard!
ware security mod ule by using the ACS and the recovery data to load the Security World
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key securely. Use the same mechanism to reload the Security World key if you need to
upgrade the firmware in the hard ware security mod ule or if you need to add extra hardware
security mod ules to the Security World.

If you have more than one hardware security mod ule on your system and you use one of
the load-sharing modes identified above, then your system is resilient to the fail ure of indi!
vidual hardware security mod ules.

For information about replac ing a hardware security mod ule, see Adding or restoring an
HSM to the Security World.

2.6.3. Replacing the Administrator Card Set

If you lose one of the smart cards from the ACS, or if the card fails, you must imme diately
create a replacement set using either:

¥ The KeySafeReplace Administrator Card Set option

¥ racs utility (see Replacing the Administrator Card Set).

You should also useracs or the KeySafe Replace Administrator Card
Set option to migrate the ACS from stan dard nShield cards to nShield
Remote Administration Cards. Authorization needs to take place using
the local slot of an HSM.

A hardware security mod ule does not store recov ery data for the ACS. Provided that Kis
less than N for the ACS, and you have at least K cards available, a hardvare security mod ule
can re-create all the keys stored on the device even if the infor mation from other cards is
missing.

The loss or failure of one of the smart cards in the ACS means that you must replace the
ACS. However, you cannot replace the ACS unless you have:

¥ The required number of current cards

¥ Access to their pass phrases.

Although replacing the ACS deletes the copy of the recov ery data on
your host, you can still use the old ACS with the old host data, which
" you may have stored on backup tapes and other hosts. To eliminate any
risk this may pose, we recommend erasing the old ACS as soon as you

create a new ACS.

2.6.4. Replacing an Operator Card Set or recovering keys to softcards
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If you lose an Operator Card, you lose all the keys that are protected by that card. To pre !
vent this, you have the option to store a sec ond copy of the work ing key that the recov ery
key protects in a Security World. Similarly, you can recover keys protected by one soft card
to another soft card.

The ability to replace an OCS is an option that is enabled by default dur !
ing Security World cre ation (see OCS and softcard replacement). You

can only disable the OCS replacement option dur ing the Security World
creation process. You cannot restore the OCS replace ment option, or
disable this option, after the cre ation of the Secu rity World.

You can only recover keys protected by an OCS to another OCS, and
I not to a soft card. Likewise, you can only recover soft card-pro tected

keys to another soft card, and not to an OCS.

To create new copies of the keys pro tected by the recov ery key on a given card set, and to
recover keys protected by one soft card to another soft card, use the rocs command-line util

ity.

2.6.4.1. The security of recovery and replacement data

Replacing OCSs and softcards requires authorization. To prevent the dupli cation of an OCS
or a softcard with out your knowl edge, the recovery keys are protected by the ACS.

However, there is always some extra risk attached to the storage of any key-recovery or
OCS and softcard replacement data. An attacker with the ACS and a copy of the recov ery
and replacement data could re-cre ate your Security World. If you have some keys that are
especially important to pro tect, you may decide:

¥ To issue a new key if you lose the OCS that protects the exist ing key

¥ Turn off the recov ery and replacement func tions for the Secu rity World or the recov !
ery feature for a specific key.

You can only generate recovery and replacement data when you cre ate the Security World
or key. If you choose not to cre ate recovery and replacement data at this point, you can not
add this data later. Similarly, if you choose to cre ate recovery and replacement data when
you generate the Security World or key, you cannot remove it securely later.

If you have not allowed recov ery and replacement func tion ality for the Secu rity World, then
you cannot recover any key in the Security World (regard less of whether the key itself was
created as recoverable).

The recovery data for application keys is kept separate from the recov ery data for the Secu
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rity World key. The Security World always cre ates recovery data for the Security World key.
It is only the recov ery of application keys that is optional.

2.7. Audit Logging

Use of nShield HSMs in regulated environments where there is a requirement to prov ably
log events in the HSMs can make use of the Audit Logging facility. This facility pro vides the
following features:

¥ Tamper evident log ging of relevant nCore command execution on the HSM
¥ Tied to Security World
¥ Traceability of cryp tographic key lifetime
# Authorization for key usage
# Key loading onto HSM
# Optional log ging of key usage
# Key destruction
¥ Compatibility with sys log and SIEM infrastructures
# Logs produced in Common Event Format (CEF)

¥ Public key log verification with out need for gen erating HSM.

For further infor mation, see Audit Logging.

2.8. KeySafe and Security Worlds

KeySafe provides an intuitive and easy-to-use graph ical interface for managing Security
Worlds. KeySafe marmages the Security World and the keys protected by it. For more infor !
mation about using KeySafe, see Using KeySafe.

Most applications store only their long-term keys in the Secu rity World.
| Session keys are short term keys generated by the appli cation which are
not normally loaded into the Security World.

Although you may use KeySafe to generate keys, it is your chosen application that actu ally
uses them. You do not need KeySafe to make use of the keys that are protected by the
Security World. For example, if you share a Secuity World across several host computers
you do not need to install KeySafe on every com puter. To manage the Security World from
a single computer, you can install KeySafe on just that one com puter even though you are
using the Security World data on other com puters.
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KeySafe enables you to:

¥ Create OCSs

¥ List the OCSs in the current Security World
¥ Change the pass phrase on an Opetor Card
¥ Remove a lost OCS from a Secuity World

¥ Replace OCSs

¥ Erase an Opeator Card

¥ Add a new key to a Security World

¥ Import a key into a Security World

¥ List the keys in the current Security World

¥ Delete a key from a Security World.

KeySafe does not provide tools to back up and restore the host data or update hard ware
security mod ule firmware, nor does KeySafe provide tools to syn chronize host data
between servers. These functions can be performed with your stan dard system util ities.

In addition to KeySafe, we also supply command-line util ities to manage the Security
World; for more infor mation about the sup plied utilities, see Supplied utilities. Curmrent ver!
sions of these tools can be used inter changeably with the cur rent version of KeySafe.

2.9. Applications and Security Worlds

A Security World can pro tect keys for a range of indus try standard applications. For details
of the appli cations that are cur rently supported, visit https://nshield support.entrust.com .

We have produced Inte gration Guides for many sup ported appli cations. The Integration
Guides describe how to install and configure an application so that it works with Entrust
hardware security mod ules and Security Worlds.

For more information about the Entrust range of Inte gration Guides:

¥ Visit https://nshield support.entrust.com .
¥ Contact Sup port.

2.10. The nShield PKCS #11 library and Security Worlds

Many applications use a PKCS (Pullic Key Cryptog raphy Standard)E#11 library to geerate
and manage cryptographic keys. We have produced an nShield version of the PKCSE#11
library that uses the Security World to pro tect keys.
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Enabling a PKCSE#11 based apgdition to use nShield hardware key protection involves con
figuring the application to use the nShield PKCSE#11 library.

The nShield PKCS #11 library treats a smart card from an OCS in the cuent Security World
as a PKCS #11 token. The cuent PKCSE#11 stattard only supports tokens that are part of a
1-of-N card set, however the K/N card sets, seenShield PKCS #11 library with the prdoad
utility .

A Security World does not make any distinction between dif ferent applications that use the
nShield PKCSE#11 library. Thefiere, you can create a key in one PKCSE#11 copfiant applica
tion and make use of it in a different PKCSE#11 copliant application.

2.11. Risks

Even the best-designed tools can not offer secu rity against every risk. Although a Security
World can control which user has access to which keys, it cannot pre vent a user from using
a key fraudulently. For example, although a Security World can deter mine if a user is autho!
rized to use a patrtic ular key, it cannot deter mine whether the mes sage that is sent with that
key is accurate.

A Security World can only manage keys that were created inside the Security World. Keys
created out side a Security World, even if they are imported into the Secu rity World, may
remain exposed to a security risk.

Most fail ures of security systems are not the result of inher ent flaws in the system, but
result from user error. The following basic rules apply to any security system:

¥ Keep your smart cards safe.

¥ Always obtain smart cards from a trusted source: from Entrust or directly from the
smart card manufacturer.

I nShield Remote Administration Cards can only be supplied by Entrust.

¥ Never insert a smart card used with key management prod ucts into a smart card reader
you do not trust.

¥ Never insert a smart card reader you do not trust into your hard ware security mod ule.
¥ Never tell anyone your pass phrase.
¥ Never write down your pass phrase.

¥ Never use a pass phrase that is easy to guess.

If you have any doubts about the secu rity of a key and/or Secu rity

World, replace that key and/or Security World with a newly gen erated
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one.
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3. Software installation

See the appropriate Installation Guide for your nShield module for more about installing the
Security World soft ware.

After you have installed the soft ware, you must complete further Security World cre ation,
configuration and setup tasks before you can use your nShield environment to pro tect and
manage your keys.

3.1. After software installation

After you have suc cessfully installed the Security World Soft ware, as described in the Instal
lation Guide), complete the fol lowing steps to fin ish preparing your HSM for use:

1. Ensure that your public firewall is set up correctly. See the Installation Guide for your
HSM for more infor mation about fire wall settings.

2. If necessary, perform additional soft ware and HSM config uration tasks, as described in
Client Soft ware and module configuration:

# Set up client con figuration, as described in Setting up client coop eration.

# Set nShield specific environment variables, as described inSetting environment
variables.

# Config ure logging and debugging parameters, as described in Logging and debug!
ging
# Configure Audit Logging, as described in Audit Log ging.

# Configure Java support for KeySafe, as described in Configuring Java support for
KeySafe

# Config ure the hardserver, as described inConfiguring the hardserver.
3. Create and configure a Secuity World, as described in Creating a Security World .

4. Create an OCS, as described inCreating Operator Card Sets (OCSs).
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4. Client Software and module configuration

This chapter describes soft ware and module config uration tasks that you can choose to per
form after the ini tial installation of Secu rity World Soft ware and hardware. See the Instala!
tion Guide for more infor mation about hard ware and software installation.

You must determine whether partic ular config uration options are nec essary or appropriate
for your instal lation. The additional configuration options described in this chap ter can be
performed either before or after the cre ation of a Security World (as described in Creating
a Security World ) and an OCS (as described in Creating Operator Card Sets (OCSs).

4.1. About user privileges

Cryptographic security does not depend on con trolling user privileges or access but main!
taining the integrity of your sys tem from both delib erate or accidental acts can be
enhanced by appropriate use of (OS) user privileges.

4.2. Setting up client cooperation

You can allow an nShield HSM to automatically access the remote file system (RFS) belong
ing to another nShield HSM and share the Security World and key data stored in the Key
Management Data directory. Client hardware security mod ules that access data in this way
are described as coop erating clients.

To configure client coop eration for hard ware security mod ules that are not nShield HSMs:

1. Configure the RFS used by your nShield Comect to accept access by coop erating
clients.
2. On each client that is to be a coop erating client, you must run the rfs-sync command-
line utility with appro priate options:
# for clients that use a local Ker, for authorization (which is gen erated when the
HSM is first initialized from fac tory state) and which are to be given write access
to the RFS, run the command:

rfs-sync --setup rfs_IP_address

# for clients that do not have a local K1, and require write access, run the com!
mand:

rfs-sync --setup --no-authenticate rfs_IP_address
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Therfslsync utility uses lock files to ensure that updates are made in a consistent
fashion. If anrfslsync --commit operation (the oper ation that writes data to the
remote file system) fails due to a crash or other prob lem, it is possible for a lock
file to be left behind. This would cause all subsequent operations to fail with a lock
time"out error.

Therfslsync utility has options for query ing the current state of the lock file, and
for deleting the lock file; how ever, we recommend that you do not use these
options unless they are necessary to resolve this problem. Clients with out write
access cannot delete the lock file.

For more information about the rfslsync utility, see rfs-sync.

3. To remove a cooperating client so the RFS no longer recognizes it, you must:
# Know the IP address of the cooperating client that you want to remove

# Manually update the remote file_sys temsection of the hard server config uration
file by removing the fol lowing entries for that par tic ular client:

+

remote_ip=<client_IP_address>
remote_esn=keyhash=0000000000000000000000000000000000000000
native_path=/opt/nfast/kmdata/local

volume=kmdata-local

allow_read=yes

allow_write=yes

allow_list=yes

is_directory=yes

is_text=no

and

remote_ip=<client_IP_address>
remote_esn=keyhash=0000000000000000000000000000000000000000
native_path=/opt/nfast/kmdata/localsync-store/

volume=kmdata-backup

allow_read=yes

allow_write=yes

allow_list=yes

is_directory=yes

is_text=no

4.2.1. Useful utilities

4.2.1.1. anonkneti

To find out the ESN and the hash of the Kyer, key for a given IP address, use theanonkneti
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command-line utility. A manual double"check is recommended for security.
The IP address could be one of the following:

¥ An IPv4 address, for exanple 123.456.789.123.
¥ An IPv6 address, for exanple fc00::1 .
¥ A link-local IPv6 address, for exanple fe80::1%eth0.

¥ A hostname.

4.2.1.2. rfs-sync

This utility synchronises the kmdatabetween a coop erating client and the remote file sys !
tem it is configured to access. It should be run when a cooperating client is initialised in
order to retrieve data from the remote file sys tem and also whenever a client needs to
update its local copy of the data or, if the client has write access, to com mit changes to the
data.

4.2.1.2.1. Usage

rfs-sync [-U|--update] [-c|--commit] [-s|--show] [--remove] [--setup [setup_options] ip_address]

4.2.1.2.2. Options

-U, --update

These options update local key-management data from the remote file sys tem.

If a cooperating client has keys in its kmdata/local directory that are
also on the remote file system, if these keys are deleted from the

remote file system and then rfs-sync N update is run on the client,
these keys remain on the client they are until manually removed.

-C, --commit

These options commit local key-man agement data changes to the remote file sys tem,
and update the client from the remote file sys tem.

-s, --show

These options display the current synchronisation con fig uration.

--setup

This option sets up a new synchronisation con figuration. Specifics of the con figuration

nShield Solo v12.80 User Guide (Linux) 28/374



Chapter 4. Client Software and module configuration

can be altered using setup_options as follows:

-a, --authenticate

These set-up options specify use of KNETI authentication. This is the default.

--no-authenticate

This set-up option spec ifies that KNETI authentication should not be used.

-m, --module=module

These options select which HSM to use for KNETI authorisation. The default is HSM 1.
This option can only be used with the --authen ti cate option.

-p, --port=port

These options specify the port on which to con nect to the remote file sys tem. The
default is 9004.

ip_address

This option specifies the IP address of the remote file system, which could be one of
the following:

¥ An IPv4 address, for exanple 123.456.789.123.
¥ An IPv6 address, for exanple fc00::1 .
¥ A link-local IPv6 address, for exanple fe80::1%eth0.
¥ A hostname.
--remove

This option removes the synchronisation con figuration.

A client can use rfs-sync --show to display the current configuration, or rfs-sync --remove
to revert to a stand alone config uration. Reverting to a standalone config uration leaves the
current contents of the Key Man agement Data directory in place.

Therfs-sync command also has addtional administrative options for exam ining and remov
ing lock files that have been left behind by failed rfs-sync --com mit operations. Using the
--who-has-lock option dis plays the task ID of the lock owner. As a last resort, you can use
the rfs-sync command-line utility to remove lock files. In such a case, the --kill-lock

option forcibly removes the lock file.

The lock file can also be removed via menu item 3'3"2, Remove RFS
. Lock: this executes the rfs-sync --kill-lock command.

4.2.2. Setting environmental variables
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This section describes how to set Secu rity World Soft ware-specific envi ronment variables.
You can find detailed infor mation about the envi ronment variables used by Secuwity World
Software in Environment variables. Environment variables

You can set Security World Soft ware-specific environment variables in the file
letc/nfast.conf . This file is not created by the instal lation process: you must cre ate it your
self. /etc/nfast.conf  is executed by the start-up scripts of Solo ser vices as the root user.
This file should only contain shell commands that can safely be run in this context.
/etc/nfast.conf  should be created with access permissions that allow only the root user to
write to the file.

I ‘ Ensure that all variables are exported as well as set.

4.2.3. Logging and debugging

The Security World Soft ware generates logging infor mation that is con fig ured through a
set of four envi ronment variables:

¥ NFLOGILE

¥ NFLOGEVHERY

¥ NFLOG_DAIL

¥ NFLO@®AEGORIES

If none of these log ging environment variables are set, the default
behavior is to log nothing, unless this is overidden by any individual

library. If any of the four log ging variables are set, all unset varables are
given default values.

Detailed infor mation about con trolling logging infor mation by means of these environment
variables is supplied in Logging, debugging, and diagnostics.

Some components of the Secu rity World Soft ware generate separate debugging infor ma!
tion which you can man age differently. If you are setting up the client to develop soft ware
that uses it, you should config ure debugging before com mencing soft ware development.

4.2.4. Configuring Java support for KeySafe

To use KeySafe, folow the instruc tions in Using KeySafe.

4.3. Configuring the hardserver
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The hardserver handles secure transactions between the HSMs con nected to the host com
puter and applications that run on the host com puter. In addition, the hardserver, for exam!

ple:

¥ Controls any Remote Operator slots that the HSM uses
¥ Loads any SEE (Secure Exeution Engine) machines that are to run on the HSM

¥ Enables Remote Administration and provides the communication channel between the
Remote Administration Service and the HSM

The hardserver can handle transactions for mul tiple HSMs. This does not require config ura!
tion of the hard server. For more information, see Using multiple modules.

The hardserver must be configured to control:

¥ The way the hardserver communicates with remote HSMs

¥ The way the hardserver communicates with local HSMs

¥ The import and export of Remote Oper ator slots

¥ The loading of SEE machines on to the HSM when the hardserver starts up
¥ The number of Dynamic Slots available on the HSM

¥ The port used to con nect to the Remote Admin istration Service

¥ Whether a Dynamic Slot needs to be exchanged with slot 0 of an HSM

¥ Timeout values for nShield Remote Administration Card presence assurance

¥ Configuring the audit log ging destination.

The hardserver configuration file defines the con fig uration of the hard server. By default, it
is stored in the /opt/nfast/kmdata/con fig/ directory, and a default version of this file is cre
ated when the Security World Soft ware is installed. SeeOverview of hard server config ura!
tion file sections for an overview of the hard server configuration file, and see "Hardserver
configuration files" for detailed infor mation about the var ious options available through it.

In some previous releases of the Security World Soft ware, hardserver
config uration was controlled by environment variables. The use of these

variables has been deprecated. If any of these environment variables are
still set, they override the settings in the con fig uration file.

You must load the configuration file for the changes to the con fig uration to take effect.
To configure the hardserver, follow these steps:

1. Save a copy of the config uration file /opt/nfast/kmdata/con fig/ so thatthe configura
tion can be restored if nec essary.
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2. Edit the configuration file /opt/nfast/kmdata/con fig/ to contain the required con figu!
ration. (See "Hardserver configuration files" for descrip tions of the options in the con !
figuration file.)

3. Run the cfg-reread command-line util ity to load the new con fig uration.

If you changed the server_startup section of the hard server configu
ration file, you must restart the hard server instead of running cfg-

reread. For more information, see Stopping and restarting the hard!
server.

4. Test that the hard server is config ured correctly by run ning the enquiry command-line
utility.

Check that an HSM with the cor rect characteristics appears in the out put.

5. Test that the client has access to the Secu rity World data by run ning the nfk minfo com
mand-line util ity.

Check that an HSM with the cor rect ESN appears in the output and has the state 0x2
Usable.

4.3.1. Overview of hardserver configuration file sections

4.3.1.1. Configuring remote HSM connections

A remote HSM is an HSM that is not connected directly to the host com puter but with
which the hard server can communicate. It can be one of the fol lowing:

¥ A network-con nected nShield HSM that is configured to use the host com puter as a
client com puter

¥ An HSM to which an attended Remote Oper ator slot is imported for the hard serverOs
unattended local HSM

(Remote Operator feature only).

You configure the hardserverOs comunications with remote HSMs in the server_re !
motecommesection of the hard server config uration file. This section defines the port on
which the hard server listens for com munications from remote HSMs. You need to edit this
section only if the default port (9004) is not avail able.

For detailed descriptions of the options in this sec tion, see server_remotecomms .

For information about con fig uring the Remote Operator feature (Remote Operator slots),
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as opposed to remote HSMs, see Remote Operator.

4.3.1.2. Hardserver settings

You configure the hardserverOs séings in the server_set tings section of the con fig uration
file.

This section defines how con nections and hardserver logging are handled. These setings
can be changed while the hardserver is running.

For detailed descriptions of the options in this sec tion, see server_settings.

4.3.1.3. Hardserver performance settings

You config ure the hardserver performance settings in the server_performance section of
the configuration file.

This section deter mines whether multi-threaded per formance scaling is enabled or not. By
default, scaling is not enabled. Any changes you make to the settings in this section do not
take effect until after you restart the hard server.

For detailed descriptions of the options in this sec tion, see server_performance.

4.3.1.4. HSM settings
You configure the HSMOs seings in the modile_set tings section of the con fig uration file.

This section defines the set tings for the HSM that can be changed while the hard server is
running.

For detailed descriptions of the options in this sec tion, see module_settings.

4.3.1.5. Hardserver startup settings

You config ure the hardserverOs stattup settings in the server_startup section of the con !
fig uration file.

This section defines the sock ets and ports used by the hardserver. You need to change this
section only if the default ports for priv ileged or unprivileged connections (9000 and 9001)
are not available.

For detailed descriptions of the options in this sec tion, see server_dartup .
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4.3.1.6. SEE machines

You configure the hardserver to load SEE machines on start-up in the load _seemahine sec!
tion of the con figuration file. The SEE Activation feature must be enabled on the HSM, as
described in Enabling optional features.

This section defines the SEE machines and optional user data to be loaded, as well any
other applications to be run in order to ini tialize the machine after it is loaded.

For detailed descriptions of the options in this sec tion, see load_seemachine.

For information about SEE machines, seeCode Safe applications.

4.3.1.7. Remote Operator slots

You configure Remote Operator slots in the slot_im ports and slot_ exports sections of the
configuration file. These sections define the slots that are imported to or exported from the
HSM. This applies to the Remote Operator feature only.

For detailed descriptions of the options in these sec tions, see slot_imports and slot_ex!
ports.

The Remote Operator feature must be enabled on the HSM, as described in Enabling
optional features.

4.3.1.8. Remote file system

Each clientOs remote file sytem is defined separately in the remote file_sys temsection of
the configuration file with a list of HSMs that are allowed to access the file sys tem on the
given client. For infor mation about set ting up client coop eration, see Setting up client coop
eration.

Theremote _file_sys temsection is updated auto matically when the

" rfslsetup utility is run. Do not edit the remote_file_sys temsection man

ually.

As a reference, for detailed descrip tions of the options in this sec tion, see remote_file_sys!
tem.

4.3.1.9. Audit logging

You configure the hardserverOs audit loging in the audit log_set tings section of the con fig
uration file.
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This section defines the host IP address and port used as the destination for the sys log out!
put of the audit log ging capability. Option ally, the audit logging messages can be copied to
the hardserverOs log file.

For further details see Audit Logging.

I ‘ The hardserver needs to be restarted for these set tings to take effect.

4.4. Enabling optional features

nShield modules support a range of optional fea tures. Optional features must be enabled
with a certifi cate that you order from Entrust. You can order the fea tures when you pur!
chase a module, or you can obtain the certifi cate at a later date and use the Feature Enable
Tool to enable the features.

For more information about;

¥ Ordering optional features, see Ordering additional features

¥ Feature-enabling pro cedures, see Enabling features.

The firmware checks to confirm whether any fea tures that it attempts to use are enabled. It
normally does this when it autho rizes the commands or command options that relate to a
specific fea ture.

Most features are static; that is, they are enabled by means of a switch in the EEROMf the
module. A dynamic feature must be enabled again if the mod ule is reinitialized.

Some optional features are static; that is, they are enabled by means of a switch in the EEP
ROMf the unit. A dynamic fea ture must be enabled again if the unit is reinitialized.

After you have enabled features on a module, you must clear the module to make them
available. Clear the module by running the com mand nopclear fail --clear --all or by
pressing the mod uleO<lear switch.

If you are enabling the Remote Operator feature, you must enable it on
| the module that is to be used as the unattended mod ule. For informa!
tion about Remote Oper ator, see Remote Operator.

4.4.1. Available optional features

4.4.1.1. Elliptic Curve

Cryptog raphy based on elliptic curves relies on the math ematics of random elliptic curve
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elements. It offers bet ter performance for an equivalent key length than either RSA or
Diffie-Hell man public key systems. Using RSA or Diffie-Hellman to protect 128-bit AES keys
requires a key of at least 3072 bits. The equivalent key size for elliptic curves is only 256
bits. Using a smaller key reduces storage and transmission requirements.

Elliptic curve cryp tog raphy is endorsed by the US National Security Agency and NIST (the
National Institute of Stan dards and Technology), and by standardization bod ies including
ANSI, IEEE and ISO.

nShield modules incorporate hardware that sup ports elliptic curve oper ations for ECDH
(Elliptic curve Diffie "Hellman) and ECDSA (Elligic Curve Digital Signature Algorithm) keys.

4.4.1.2. Elliptic Curve activation

All nShield HSMs require specific acti vation to uti lize the elliptic curve features. HSMs use
an activator smart card to enable this fea ture. Refer to [EnableFeaturesWith SmartCard] for
instructions on how to enable the EC feature. Additionally it is possible to acti vate the ellip!
tic curve feature with out a physical smart card. In this case the certifi cate details can be pro
vided by email and entered locally. Refer to [EnableFeaturesWith outSmart Card] Contact
Sales if you require an EC actiation.

nShield modules with elliptic curve acti vation support MQV (Menezes-Qu-Van stone)
modes.

4.4.1.3. Elliptic Curve support on the nShield product line

The following table details the range of nShield HSMs and the level of elliptic curve sup port

that they offer.

HSM module type Elliptic Curve sup port  Elliptic Curve offload accel eration ®
Named Custom Named curves® Custom
curves? curves’,® curves?,®

nShield Edge (Windows only) Yes Yes No No

nShield Solo 500 and 6000 Yes Yes No No

nShield 500, 1500 and 6000

nShield Solo 500+, 6000+ Yes Yes Yes, Prime curves and twisted Brain Yes

pool curves are accelerated”.
nShield 6000+
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HSM module type Elliptic Curve sup port  Elliptic Curve offload accel eration®

nShield Solo XC Yes Yes Yes, Prime curves and both twisted Yes

and non-twisted Brain pool curves

nShield Solo XC are accelerated”.

!Accessed via nCore, PKCS#11 and JCE APIs.

’Both Prime and Binary named curves are suported. Refer to Named Curves, below, which
lists the most com monly supported ellip tic curves.

*Offload accel eration refers to offload ing the elliptic curve oper ation from the main CPU for
dedicated EC hardware acceleration.

“Binary curves are supported, but are not hard ware offload accel erated.

°Brainpool curves are supported as named curves via nCore, PKCS#11 and JCE only.

4.4.1.4. nShield software / API support required to use elliptic curve functions

E Security World Soft ware for CodeSafe
nShield

Elliptic curve sup ported / API Microsoft CNG, PKCS#11, Java Microsoft CNG, PKCS#11, Java
Cryptographic Engine (JCE)". Cryptographic Engine (JCE)".

Java elliptic curve func tionality is fully sup ported by the nShield secu rity provider, nCi!
pherKM. There is also the option to use the Sun/IBM PKCS #11 Provider with nQbherKM con
figured to use the nShield PKCS#11 library.

To demonstrate the accel erated performance of elliptic signing and verify oper ations, run
the perfcheck util ity. See perfcheck: performance measurement checking tool .

4.4.1.5. Named Curves

This table lists the supported named curves that are pre-coded in nShield mod ule firmware.

Supported named curves

ANSIB163v1l BrainpoolP160r1 NISTP192 SECP160r1
ANSIB191v1 BrainpoolP160t1 NISTP224 SECP256k1
BrainpoolP192r1 NISTP256
BrainpoolP192t1 NISTP384
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Supported named curves
BrainpoolP224r1
BrainpoolP224t1
BrainpoolP256r1
BrainpoolP256t1
BrainpoolP320r1
BrainpoolP320t1
BrainpoolP384r1
BrainpoolP384t1
BrainpoolP512r1

BrainpoolP512t1

4.4.1.6. Custom curves

NISTP521

NISTB163

NISTB233

NISTB283

NISTB409

NISTB571

NISTK163

NISTK233

NISTK283

NISTK409

NISTK571

nShield modules also allow the entry of custom elliptic curves which are not pre-coded in

firmware. If the curve is Prime, it may benefit from hard ware acceleration if sup ported by

the nShield HSM (see nShield software / API support required to use ellip tic curve func !

tions, above).

Custom curves are supported by nCore and PKCS #11 APIs.

4.4.1.7. Further information on using elliptic curves

For more information on how to use ellip tic curves, see the following sections:

¥ PKCS #11:

# Mechanisms supported by PKCS #11:Mechanisms

¥ Symmetric and asymmetric algorithms: Cryptographic algorithms

¥ Using gereratekey options and parameters to generate ECDH and ECDSA keysKey

generation options and parameters

Java elliptic curve func tionality is fully sup ported by the nShield secu!

library.
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4.4.1.8. Secure Execution Engine (SEE)

The SEE is a unique secure exeution environment. The SEE feaures available to you are:

SEE Activation (EU+10) This SEE fedure is provided with the Code Safe devel!
oper product to enable you to develop and run SEE
applications. The CodeSafe developer product is only
available to customers in the Com munity General
Export Area (CGEA, also known as EU+10). Cotact
Entrust to find out whether your coun try is currently
within the CGEA.

SEE Activation (Restricted) This SEE fedure is provided with spe cific prod ucts
that include an SEE application. This feature enables
you to run your specific SEE application and is avail!
able to customers in any part of the world.

For more information about the SEE, see the CodeSafe Developer Guide.

4.4.1.9. Remote Operator support

Many Entrust customers keep critical servers in a phydcally secure and remote location.
The Security World infra structure, however, often requires the physical presence of an oper
ator to per form tasks such as inserting cards. Remote Operator enables these customers to
remotely manage servers ruming Security World Soft ware using a secure nShield communi
cations protocol over IP networks.

The Remote Operator feature must be enabled on the mod ule installed in the remote
server. Remote Operator cannot be enabled remotely on an unattended mod ule.

For more information about using Remote Oper ator, see Remote Operator .

For v12 and later, Entrust reeommends that you use Remote Administration, which is more
flexible than the Remote Operator func tion ality.

4.4.1.10. ISO smart card Support (ISS)

ISS, also called Foeign Token Open (FTO) allows data to be read to and written from 1ISO
7816 compliant smart cards in a manner prescribed by 1ISO7816-4. ISS allows you to
develop and deploy a security system that can make full use of ISO 7816 compliant smart
cards from any manufacturer.

4.4.1.11. Korean algorithms
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This feature enables the following mechanisms:

¥ Korean Cettifi cate-based Digital Signature Algorithm (KCDSA), which is a signature
mechanism.

KCDSA is used extersively in Korea as part of compliance with local regulations speci!
fied by the Korean gov ernment. For more information about the KCDSA, see the nCore
API Documentation.

¥ SEED, which is a block cipher.
¥ ARIA, which is a block cipher.
¥ HAS160, which is a hash fundion.

4.4.1.12. Fast RNG for ECDSA

Utilise a faster alternative for Random Number Generation (RNG) for Elliptic Curve Digital
Signature Algorithm (ECDSA). This feaure is applicable for Solo XC / Connect XC modules
only.

The faster performance, comparable with V12.40 performance, is achieved by the RNG part
of ECDSA being done on the NXP C291 Crypto Coprocessor.

This implementation of ECDSA uses an RNG that is not within scope for the Solo cer tifica!
tions and for this reason it will not be used when the HSM is in a fips-140-2-level-3 or com !
mon-cri teria-cmts Security World (regard less of the feature bit set ting).

4.4.2. Ordering additional features

When you have decided that you require a new feature, you can order it from Sales. Before
you call Sales, you colect infor mation about your client as fol lows:

¥ If possible, make a note of the serial number. This can be found on the circuit board of
the nShield module.

¥ Run the enquiry command and note the Electronic Serial Number of the mod ule.
You must provide the ESN number to order a new feature.

If you prefer, you can include this infor mation in an e-mail to Sales. You can use the Fedure
Enable Tool to save the ESN details to a file. For more information about using the Feature
Enable Tool, seeEnabling features.

When your order has been processed, you receive a Fedure Enabling Certifi cate in one of
the fol lowing ways:
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¥ Entrust e-mails you the Feature Enabling Certifi cate.
¥ Entrust sends you a smart card that contains the Feature Enabling Certifi cate.

The Feaure Enabling Certifi cate contains the infor mation that you need to enable the fea !
tures you have ordered.

For more information, including pricing of features, telephone or email your nearest Sales
representative using the con tact details from this guide, or con tact Entrust nShield Sup!
port, https://nshield support.entrust.com .

4.4.3. Enabling features

4.4.3.1. Viewing enabled features

The Feature Enable Tool can be used to view the status of mod ules connected to the host
or to confirm that a fea ture has been successfully enabled on all modules connected to the
host. To view the status of features, run the tool with out a smart card.

4.4.3.2. Enabling features with a smart card

When it is launched, the Feature Enable Tool automatically scans the smart card readers of
all modules attached to a host com puter for any Feature Enabling smart cards present in
the smart card readers, including imported Remote Oper ator slots and Dynamic Slots. How!
ever, feature enable smart cards do not work in Dynamic Slots.

To enable a new feature with a Feature Enabling smart card from Entrust:

1. Insert the Feature Enabling card from Entrust into a slot avail able to the mod ule to be
updated, excluding any Dynamic Slots.

2. Run the fet command-line utility to start the Feature Enable Tool.

A message is displayed if the features are enabled successfully. If you do not see this mes!
sage confirming a successful upgrade, see Enabling features with out a smart card.

4.4.3.3. Enabling features without a smart card

The Feature Enable Tool can also obtain the Feature Enabling Certifi cate infor mation sup!
plied by Entrust from a file or from the key board.

When you run the Feature Enable Tool without a Feature Enabling smart card in an HSM
slot, a message similar to the fol lowing is displayed. There is a line for the features on each
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module, and a list of options.

In this example, only one module (ESN 4748-494A-4B4@s attached to the host.

Feature Enable Tool

CAN Activation

ISO Smart Card Support

Remote Operator

Korean Algorithms

| SEE Activation (EU+10)

| SEE Activation (Restricted)

| CodeSafe SSL

| | Elliptic Curve algorithms

| Elliptic Curve MQV

| Accelerated ECC
HSM Base Speed

| HSM Mid Speed

| | HSM High Speed
| | | Fast RNG for ECDSA
Mod Electronic [ [ [ [ [ [T [111]]]

No.

Serial Number

14748-494A-4BAC-- NN NNNNNNNNNNNN
. Exit Feature Enable Tool.

. Read FEM certificate(s) from a smart card or cards.
. Read FEM certificate from a file.

. Read FEM certificate from keyboard.

. Write table to file.

Enter option :

[T [ [T [ M T [T T T e e e me o me e e

4.4.4. Using multiple modules

The hardserver can communicate with mul tiple modules connected to the host. By default,
the server accepts requests from appli cations and submits each request to the first avail !
able module. The server can share load across buses, which includes the abity to share load
across more than one module.

If your application is multi-threaded, you can add addi tional mod ules and expect perfor!
mance to increase proportionally until you reach the point where cryp tog raphy no longer
forms a bottleneck in the system.

4.4.4.1. Identifying modules
Modules are idertified in two ways:

¥ By serial number

¥ By ModlelD.

You can obtain the ModlelD 's and sefial numbers of all your modules by running the
enquiry command-line utility.
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4.4.4.2. Electronic Serial Number (ESN)

The seiial number is a unique 12-digit number that is permanently encoded into each mod !
ule. Quote this number in any correspondence with Sup port.

4.4.4.2.1. ModulelD

The ModlelD is an integer assigned to the mod ule by the server when it starts. The first
module it finds is given a ModlelD of 1, the next is given aModilelD of 2, and this pattern of
assigning ModlelD numbers continues for additional mod ules.

The order in which buses are searched and the order of modules on a bus depends on the
exact config uration of the host. If you add or remove a mod ule, this can change the alloca!
tion of Mod ulelDs to all the modules on your system.

You can use the enquiry command-line utility to iden tify the PCI bus and slot num ber asso!
ciated with a mod ule.

All commands sent to nShield modules require aModlelD . Many Secuity World Soft ware
commands, including all acceleration-only com mands, can be called with a ModlelD of 0.
Such a call causes the hardserver to send the com mand to the first avail able module. If you
purchased a developer kit, you can refer to the devel oper documentation for infor mation
about the com mands that are available on nShield modules.

In general, the hardserver determines which modules can perform a given command. If no
module contains all the objects that are referred to in a given com mand, the server returns
an error status.

How ever, some key-management oper ations must be performed together on the same
module. In such cases, your applcation must spec ify the ModilelD .

To be able to share OCSs and keys between modules, the modules must be in the same
Security World.

4.4.4.3. Adding a module

If you have a module installed, you can add further mod ules without reinstalling the server
software.

However, we recommend that you always upgrade to the lat est server software and
upgrade the firmware in existing modules to the latest firmware.

Before you install new hardware, check the release notes on the installa!
. tion media supplied with your new mod ule for infor mation about spe!
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cific com patibility issues, new features, and bug fixes.

1. Install the module hardware. Refer to the Installation Guide for infor mation on installing
nShield hardware.

2. Run the script /opt/nfast/sbin/install

3. Add the mod ule to the Security World. Refer to Adding or restoring an HSM to the
Security World .

4.4.4.4. Module fail-over

The Security World Soft ware supports fail-over: if a mod ule fails, its processing can be
transferred auto matically to another mod ule provided the nec essary keys have been
loaded. Depending on the mode of fail ure, however, the underlying bus and operating sys!
tem may not be able to recover and con tinue oper ating with the remain ing devices.

To maximize uptime, we recommend that you fit any addi tional nShield modules for failover
on a bus that is physically separate from that of the pri mary modules.

4.5. Stopping and restarting the hardserver

If necessary, you can stop the hardserver on the client, and where applicable the Remote
Administration Service, by running the fol lowing command:

lopt/nfast/sbin/init.d-ncipher stop

Similarly, you can restart the hardserver on the client, and where applicable the Remote
Administration Service, by running the fol lowing command

/opt/nfast/sbin/init.d-ncipher start
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5. Security World Remote Administration

Gathering a quorum of card hold ers to carry out card holder duties in a remote dat acenter
can be expensive and inconvenient. Remote Administration enables Administrators and
Operators to present their cards remotely to autho rize HSM operations with out being phys
ically present at the HSM.

When presenting a card, a secure chamel is formed directly between the Remote Admin is!
tration smart card and the tar get HSM before any token shares are read from or written to
the smart card.

Remote Administration enables Administrators to use their remote access solution to per!
form administration oper ations and extends the oper ations that can be per formed in this
way.

Remote Administration enables:

¥ Card holders to present smart cards to an HSM with out being physically present at the
HSM (e.g. the card holder may be in an office, while the HSM is in a datacenter)

¥ All Administrator and Operator card oper ations to be carried out remotely

¥ Security World pro grams and utilities to be run remotely when used in com bination
with a standard remote access solution

¥ Full remote administration of Secu rity Worlds and their HSMs includ ing:
# Remote mode change
# Create/load/unload Secu rity World
# Firmware upgrade
# Module status (SOS) reporting .

Once the soft ware has been installed and the hardware security mod ules have been config!
ured, Remote Administration enables full remote admin istration of Secu rity Worlds and
their HSMs.

5.1. Remote Administration components

Remote Administration con sists of a number of com ponents:

5.1.1. Remote Administration software

The following soft ware is needed to allow remote card readers to be associated with an
HSM:
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¥ nShield Remote Administration Client soft ware
Must be installed on the com puter that has the card reader attached. See Remote
Administration Client for more infor mation.

¥ nShield Remote Administration Service soft ware
Must be installed where it can access the appro priate HSM to provide communications
between the card in the card reader and the HSM. See the Solo Installation Guide for
more about where to install Remote Admin istration Service soft ware.

The Remote Administration Service should be installed on the host machine of your
HSMs and this machine must be accessible to Remote Administration Clients.

To be able to use an nShield Solo or nShield Solo XC with Remote Admiristration, you
need to make sure that the appro priate firmware and a KLF2 warant are installed. See
Warrant Management for more infor mation.

See Remote Administration Service for more infor mation.

When a card is inserted in a reader that is assaiated with an HSM, the nShield Remote
Administration Client and the Remote Admin istration Service convey messages between
the card and the HSM, allowing a secure channel of com munications to be estab lished.

5.1.2. Security World programs and utilities

The Security World pro grams and utilities are typically installed on a computer within your
datacentre. In such cases the Remote Administration feature assumes you will use your pre
ferred remote access solution, e.g. SSH or Remote Deskop, to run the Secu rity World pro !
grams and utilities remotely. This means you can run a utiity like creatocs from a remote
location and present the OCS to be cre ated using a Remote Administration Client. The
Remote Administration feature includes the ability to change the mode of HSMs remotely
using the nopclear fail utility. This means it is possible to create a Security World remotely
and perform firmware upgrades.

5.1.3. nShield Remote Administration smart cards

You must use nShield Remote Administration Cards with Remote Admin istration. These are
smart cards that are capable of negotiating cryptographically secure connections with an
HSM, using warrants as the root of trust. nShield Remote Admin istration Cards can also be
used in the local slot of an HSM if required.

The nShield Remote Administration smart cards provide:

¥ Storage and retrieval of logical token fragments, similar to the smart cards used with
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previous releases

¥ Security mech anisms to ensure authentication and confidentiality of data trans ferred
between itself and the HSM

The nShield Remote Administration smart cards are FIPS 140-2 Level 3 cetified devices,
supporting execution of a custom Java Applet devel oped by Entrust. The smart cards used
with pre vious versions of Security World soft ware and nShield HSMs are still useble but, as
previously, only in an HSMOs local slot. Remote Admistration smart cards can be used both
remotely and in an HSMOs local slot.

The use of nShield Remote Administration Cards is controlled by an Autho rized Card List. If

a card does not appear in the list, it cannot be used. See Authorized Card List for more infor
mation.

nShield

§
|

Existing Administrator smart cards can be migrated to new Remote Admin istration smart
cards using the racs (replace administrator card set) util ity. Similarly existing OCS can be
migrated using the rocs (replace operator card set) util ity, provided the Security World has
recovery enabled and the keys protected by that OCS are recov ery enabled.
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5.2. Authorized Card List

The use of nShield Remote Administration smart cards, both remotely and in an HSMOs local
slot, is controlled by an Autho rized Card List. If the serial number of a card does not appear
in the Authorized Card List, it cannot be used by the system. The list only applies to Remote
Administration smart cards.

By default, the Autho rized Card List is empty following soft ware installation. The seral num
bers of Remote Administration smart cards must be added to the list using a text edi tor
before they can be used.

For more information on the Autho rized Card List, see Authorized Card List.

5.3. Remote Administration Client

The Remote Administration Client (RAC) is a utility that enables you to select an HSM
located elsewhere from a list provided by the Remote Admin istration Service (RAS), and ag
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sociate an nShield Trusted Verification Device attached to your com puter with the HSM.

The RAC GUI (ustally running on a laptop or work station) com municates with the RAS (in a
datacenter) over a standard TCP/IP connection. If the RAC com puter is not on the same
local network as the RAS computer, Entrust recommend that the con nection is made over a
VPN.

nShield Remote Administration Client

Choose HSM (step 2 of 3)

Remote Administration Service:

Module Number Electronic Serial Number (ESN) RA Ready
1 . e v Yes

< Back Exit

In the example screen shown, an HSM will not be Remote Admin istration (RA) Ready until
it has the appropriate firmware, and has one or more dynamic Slots config ured.

For users who want to script the card pre sentation process, there is also a command line
utility, raccmd

See the nShield Remote Administration Client User Guide for more infor mation on deploy !
ing and using the Remote Administration GUI or command line utility.

5.4. Remote Administration Service

The Remote Administration Service (RAS) provides a bridge between the RAC and the back
end HSMs (via the hardserver). Its functionality is to:

¥ Manage connections from mul tiple RACs
¥ Supply a list of available HSMs to the connected RACs

¥ Negotiate a connection to an HSM via the hardserver and route messages between the
RAC and dedination HSM.

To use Remote Administration with an Solo or Solo XC, the Remote Administration Service
must be installed on the host where the hard server, Solo or Solo XC reside. If you have mui
ple Solo /Solo XC hosts in a Secuity World, the Remote Admin istration Service must be
installed on each one. See the Solo / Solo XC Installation Guide for further detalils.
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5.5. nShield Trusted Verification Device

Entrust supply and recommend the use of the nShield Trusted Verification Device (TVD).

This is an inteligent smart card reader that blocks any malware on the client machine from
spoofing the HSM identity passed to the nShield Remote Admin istration smart card. The

TVD allows the card holder to securely confirm the Electronic Serial Number (ESN) of the
HSM to which they want to con nect, using the Trusted Verification Device display.

For more information, see the Trusted Verification Device (TVD) User Guide.

5.6. Software installation

5.6.1. The Remote Administration Service with the Solo or Solo XC
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nShield Solo/nShield Solo XC nShield Solo/nShield Solo XC
Remote At Remote e
ACCess Security World Access Security World
Tools Tools
Server Server
Remote Remote
Administration «—| Hardserver Administration «—» Hardserver
Service Service
A A A
nShield Solo/ nShield Solo/ |
nShield Solo XC nShield Solo XC
nShield Solo/
nShield Solo XC
Key
nShield Solo/ [ |Customer supplied
Security World

To use Remote Administration with an Solo or Solo XC, the Remote Administration Service
must be installed on the host where the hard server, Solo or Solo XC reside. If you have mui
ple Solo /Solo XC hosts in a Secuity World, the User Guide for fur ther details.

nShield Remote Administration Cards cannot be used until their serial numbers have been
added to the Autho rized Card List. See the User Guide for further details.

5.6.2. Remote Administration Service bundle

The Remote Administration Service (RAS) is provided through the Remote Admin istration
Service bundle and needs to be installed in the default direc tory.

For information on installing the Remote Admin istration Service bundle, see the installation
guide for your HSM.

5.6.3. Remote Administration Client

The Remote Administration Client is nor mally deployed on its own using the instruc tions in
the nShield Remote Administration Client user guide but it can be deployed on a client at
the same time as rest of nShield soft ware
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For more information on the Remote Admin istration Client, see the nShield Remote Admin!
istration Client user guide.

5.6.4.TVD

A nShield Remote Administration Client can con nect to one nShield TVD during a session.

For information on installing the TVD driver and confirming the HSM Electronic Serial Num!
ber (ESN) using the nShield TVD, see thenShield Remote Administration Client user guide.

5.7. System configuration

5.7.1. Remote Administration Service port

The port used by Remote Administration Clients to access the Remote Admin istration Ser!
vice can be changed by setting the port field in the remote_administration_service_s!
lot_server_gartup section of the hard server configuration file, see [remote_administra!
tion_service_startup] .

5.7.2. Stopping and restarting the Remote Administration Service

The Remote Administration Service can be stopped and started using a com mand window
or the Window Control Panel, see Stop ping and restarting the hardserver.

5.7.3. Firewall settings

Assuming there is a firewall to protect your Remote Admin istration Service, open the port
given in the Firewall settings section of the Solo/Solo XC Instal lation Guide.

To support Remote Admin istration, HSMs have to be config ured to support between 1 and
16 Dynamic Slots. These Dynamic Slots are vitual card slots that can be associated with a
card reader connected to a remote com puter. Dynamic Slots are in addition to the local slot
of an HSM and any soft token slot that may be avail able.

The default number of slots is 0. This disables Remote Administration on
. the relevant HSM.

1. Do the following:

a. Use the dynarit_s lots section in the hard server config uration file to define the
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number of Dynamic Slots for each relevant HSM.

2. Clear the HSM for the changes to take effect.

For example, run the nopclear fail command:

nopclearfail --clear --all

You can check that the HSM has Dynamic Slots by:

¥ Running the com mand:

slotinfo -m 1

For example, if four Dynamic Slots have been config ured, the output from this com !
mand includes the lines:

Slot Type Token IC Flags Details

#0 Smartcard - 1 A

#1 Software Tkn - 0

#2 smartcard - 0 AD #3 smartcard - 0 AD #4 smartcard - 0 AD #5 smartcard - 0 AD

¥ The Din the Flags column indicates that slots #2to #5 are Dynamic Slots.

Depending upon your system con fig uration, it can take up to 30 sec!

onds for the Dynamic Slots to appear.

5.8. Warrant Management

Solo HSMs that are going to be used with Remote Admin istration need to be upgraded with
a KLF2 warant, see Warrant Management.

5.8.1. Adjusting card removal detection timers to account for network
characteristics

Depending upon the characteristics of the net work between nShield Remote Admin istra!
tion Clients and HSMs, you may need to adjust the timers that deter mine how long the sys!
tem waits for a response, before it regards a card as having been removed. This enables you
to balance the assured card removal detection time and net work traf fic.

Do the following:

¥ Use Thedynarit_s lot_ timeouts section in the mod ule configuration file to define the
round trip (HSM to smart card and back) time limit (the default is 10 sec onds), and the
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card removal detection time out (the default is 30 sec onds).

¥ Push the updated config uration file to the Solo.

5.8.2. Using Remote Administration with applications requiring cards in
slot O

If you want to use Remote Admin istration, but have an application that expects cards to be
presented in slot 0, you must con figure a slot mapping for each affected HSM.

1. Do the following:

a. Use the dynant_s lots section in the hard server configuration file to define the
number of Dynamic Slots for each relevant HSM.

See dynamic_slots for more about the dynarnt_s lots section.
You can check the mapping by:

¥ Running the com mand:

slotinfo -m 1

For example, if dynamic slot #2 has been mapped to slot #0, the out put from this com !
mand includes the lines:

Slot Type Token IC Flags Details
#0 Smartcard - 1 AD

#1 Software Tkn - 0

#2 smartcard - 0 A

¥ The Din the Flags column indicates that slot #0is now a Dynamic Slot

5.9. Authorized Card List

The use of nShield Remote Administration smart cards is controlled by an Autho rized Card
List. If the serial number of a card does not appear in the Autho rized Card List, it is not rec!
ognized by the system and cannot be used. The list only applies to Remote Administration
cards and is used when a card is inserted:

¥ |n the local slot of an HSM

¥ In a card reader that is assaciated with a dynamic slot of the HSM, through the nShield
Remote Administration Client

By default, the Autho rized Card List is empty fol lowing soft ware installation. The serial num
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bers of Remote Administration Cards must be added to the list before they can be used.

The Authorized Card List is a text file /opt/nfast/kmdata/con fig/cardlist ~ on the RFS and
each client com puter. The file is read from the RFS by assaiated Solos as and when
required for front panel oper ations. The list applies to all Connects associated with the RFS,
regardless of the Security World to which a Con nect may belong, including when creating a
Security World from the front panel. For client ini tiated card operations the Autho rized
Card List file on that client com puter is used. The RFS and client copies of the Authorized
Card List have to be kept in step manually.

5.9.1. Adding cards to the Authorized Card List

Add the serial numbers (16 digits with no sep arators) of all Remote Administrator Cards you
intend to use to the Autho rized Card List, with a standard text editor. The sernal numbers are
printed on the smart cards and are reported by using slot info -m 1-s 0when the card is in
a slot, where 1is the number of the HSM and 0 is the number of the slot.

There is an option to allow any Remote Administration Card to be used,
by including a wildcard (*) in the Authorized Card List. recommends that

you do not use this option, except under con trolled cir cumstances, as it
effec tively disables the Using Remote Administration con trol.

5.10. Using Remote Administration

A privileged client can run the Com mand Line Tools remotely to:

¥ Change the mode of an Solo using nopclear fail BM/-O/-1 to set the mode of the MOI
switch, see Remote mode switch

5.10.1. Presenting nShield Remote Administration smart cards using the
Remote Administration Client

With Remote Administration, you present a smartcard in a remote work station or laptop
rather than locally at the nShield HSM. Remote Administration cre ates a separate secure
connection from the Remote Admin istration smart card to the nShield HSM enabling
remote card pre sentation.

For information on pre senting nShield Remote Administration smart cards, see the nShield
Remote Administration Client user guide.
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5.10.2. Remote Administration Configuration file sections

The following sections relevant to Remote Admin istration are included in the hard server

configuration file:

5.10.2.1. [dynamic_slot_timeouts]

# Start of the dynamic_slot_timeouts section

# Timeout values used to specify expected smartcard responsiveness for all
# modules on the network.

# Each entry has the following fields:

#

# Round trip time limit, in seconds, is how long to wait before giving up due
# to network delays. (default=10)

# round_trip_time_limit=INT

#

# Maximum time, in seconds, that can pass without a response from the

# smartcard before considering it removed and unloading all associated secrets

# (default=30)
# card_remove_detect_time_limit=INT

for Solo and Solo XC HSMs .

5.10.2.2. [dynamic_slots]

# Start of the dynamic_slots section

# The dynamic smartcard slots that the modules should provide for the use of

# administrators who do not have physical access to the module hardware
# Each entry has the following fields:

#

# ESN of the module to be configured with dynamic slots.

# esn=ESN

#

# Number of dynamic slots the module will support. (default=0)

# slotcount=INT

and Solo XC HSMs .

5.10.2.3. [slot_mapping]

# Start of the slot_mapping section

# Slot remapping configuration.

# Each entry has the following fields:

#

# ESN of the module on which slot 0 will be remapped with another.
# esn=ESN

#

# Slot to exchange with slot 0. Setting this value to 0 means do

# nothing.(default=0)
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# slot=INT
' The slot_mapping section is in the hardserver config uration file for Solo
. and Solo XC HSMs .

Mapping a Dynamic Slot to slot 0 is needed if you want to use Remote
Administration with appli cations that are not aware of slot num bers

greater than zero. This applies to KeySafe and CNG Wizrd but may also

apply to your own appli cations.

5.10.2.4. [remote_administration_service_startup]

# Start of the remote_administration_service_startup section

# Remote Administration Service communication settings, these are only read at
# Remote Administration Service startup time

# Each entry has the following fields:

#

# The port for the Remote Administration Service to listen on for incoming TCP
# connections from remote administration clients (default=9005)

# port=PORT
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6. Creating and managing a Security World

This chapter describes how to cre ate and manage a Secuity World. You must create a Secu
rity World before using the HSM to man age keys.

You normally create a Security World after installing and con fig uring the mod ule and its
soft ware. For more information, see:

¥ The Installation Guide for more about installing the mod ule and software.

¥ Client Soft ware and module config uration

You create a Security World with a sin gle HSM. If you have more than one module, select
one module with which to cre ate the Security World, then add additional mod ules to the
Security World after its cre ation. For more information, see Adding or restoring an HSM to
the Security World . If you create a Security World with the audit log ging feature enabled, all
additional HSMs added to this Security World will also have audit log ging enabled.

' To use the module to protect a dif ferent set of keys, you can replace an
. existing Security World with a new Secu rity World.

For more information about the type of user that is required for dif ferent operations, see
About user privileges.

All Security Worlds rely on you using the security features of your oper!

" ating system to con trol the users who can access the Security World

and, for example, write data to the host.

6.1. Creating a Security World
You can use the following to cre ate Security Worlds:

¥ The new-world command line utility
See Creating a Security World using new-world .

6.1.1. The creation process
When you create a Security World:

¥ The HSM is erased
¥ A new HSM key for this Security World is generated
¥ A new ACS to protect this HSM key is cre ated
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¥ The Security World infor mation is stored on hard disk of the host com puter
# The information is encrypted using the secrets stored on the ACS

¥ The HSM and Secuity World are config ured for Audit Log ging if selected

If you want to re-use the phys ical cards created in a previous Secu!
n rity World, you must erase all Operator Cards, except for nShield
Remote Administration Cards, while the previous Security World
still exists. See Erasng cards and softcards.

We recommend that you reg ularly back up the entire contents of
" the RFS. Either the %oNFASTMBATA®irectory on Win dows, or the
kmdatadirectory on Linux, is required to restore an Solo or its
replacement, to the cur rent state in case of fail ure.

Due to the additional primality checking required by SP800-131A,
Security World gen eration will take longer when using the new

default Cipher suite (from v12.40 onwards) - on Edge devices that

could be up to 45 min utes.

6.1.2. Security World Files

The Security World infra structure stores encrypted key mate rial and related data in files on
the host. For multiple hosts to use the same Security World, the system administrator must
ensure that these files are copied to all the hosts and updated when required.

6.1.2.1. Location of Security World files

Security World files are cre ated or updated in the direc tory specified by the envi ronment
variable NFAST_KKMCALon the host. By default, this is %NFAST_KVMDATA%\local.

By default, the Key Management Data directory, and sub-direc tories,
inherit permissions from the user that cre ates them. Installation of the

Security World Soft ware must be performed by a user with Admin istra!
tor rights that allow read and write oper ations, and the starting and stop
ping of applications.

6.1.2.2. Files and operations

Security World oper ations create or modify files in the /opt/nfast/kmdata/local  directory
as follows:
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Operation creates/mod ifies
Create a Security World creates

Load a Secuity World creates or modifies
Replace an ACS modifies

Create an OCS creates

Create a softcard creates

Generate a key creates

Recover a key modifies
In this table:

the file(s) E
world

(for each mod ule in the Security
World) modle_ESN

(for each module in the Security
World) modle_ESN

world

card_HASH
cards_HASH_NBER
soft card_HASH

key APRAME_DENT

key_APRAMHor each key that has
been recovered)

¥ <ESN:s the electronic serial number of the mod ule on which the Security World is cre!

ated

¥ <IDENT:s the identifier given to the card set or key when it is cre ated

¥ <NUBER:3s the number of the card in the card set

¥ <APRAMEis the name of the application by which the key was cre ated.

The <IDENT»f a card set is a 40-character string that rep resents the hash of the card setOs
logical token. The <IDENT:f a key is either user supplied or a hash of the keyOs loigal

token, depending on the application that cre ated the key.

6.1.2.3. Required files

The following files must be present and up to date in the %NFAST_KMDATA%\local direc!
tory, or the direc tory specified by the NFAST_KEMCALenvironment variable, for a host to use

a Security World:

¥ world

¥ A modle_ESNfile for each mod ule that this host uses

¥ A cards_<IDENTHile for each card set that is to be loaded from this host

¥ A card_<IDENT>_NBHERile for each card in each card set that is to be loaded from this

host
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¥ A key <APRAME>_<IDENile for each key that is to be loaded from this host.

These files are not updated automatically. You must ensure that they are synchronized
whenever the Security World is updated on the mod ule.

6.1.3. Security World options

Decide what kind of Security World you need before you cre ate it. Depending on the kind
of Security World you need, you can choose dif ferent options at the time of cre ation. For
convenience, Security World options can be divided into the fol lowing groups:

¥ Basic options, which must be config ured for all Security Worlds
# Option ally enable Audit Logging for the Secu rity World

¥ Recovery and replacement options, which must be con figured if the Security World,
keys, or pass phrases are to be recowerable or replaceable

¥ SEE options, which only need be configured if you are using CodeSafe

¥ Options relating to the replace ment of an existing Security World with a new Secu rity
World.

Security World options are highly con figurable at the time of cre ation but, so that they will
remain secure, not afterwards. For this reason, we recommend that you famil iarize yourself
with Security World options, espe cially those required by your partic ular situation, before
you begin to cre ate a Security World.

6.1.3.1. Security World basic options

When you create a Security World, you must always con fig ure the basic options described
in this section.

6.1.3.1.1. Cipher suite

Only one Cipher suite is supported and this is SP800-131 compliant.

6.1.3.1.2. ACSEquorum

You must decide the total num ber of cards (N) in a Security WorldOs ACS and must have
that many blank cards available before you start to cre ate the Security World. You must also
decide how many cards from the ACS must be present ( K) when performing administrative
functions on the Security World.

I We recommend that you do not cre ate ACSs for which Kis equal to N,
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because you cannot replace such an ACS if even 1 card is lost or danl
aged.
! In Common Criteria CMTS Secuity Worlds the min imum value of K for
. the ACS is 2.

In many cases, it is desiable to make K greater than half the value of N (for example, if N is
7, to make K 4 or more). Such a policy makes it harder for a potential attacker to obtain
enough cards to access the Security World. Choose values of K and N that are appropriate
to your sit uation.

The total number of cards used in the ACS must be a value in the range 1EDE64.

6.1.3.1.3. FIPS 140-2 Level 3 compliance

By default, Security Worlds are created to com ply with the roles and services, key manage!
ment, and self-test sec tions of the FIPS 140-2 standard at Level 2. However, you can
choose to enable compliance with the FIPS 140-2 standard at Level 3.

This option provides compliance with the roles and services of the FIPS
I 140- 2 Level 3 standard. It is included for those customers who have a
regulatory require ment for com pliance.

If you enable compliance with FIPS 140-2 Level 3 roles and sewices, authorization is
required for the fol lowing actions:

¥ Generating a new OCS
¥ Generating or importing a key, including session keys

¥ Eradng or formatting smart cards (although you can obtain autho rization from a card
you are about to erase).

In addition, you cannot import or export pri vate or symmetric keys in plain text.

6.1.3.1.4. Common-Criteria-CMTS Support (nShield Solo XCEonly)

You can choose to enable support for EN 419 221-5 Protection profiles for TSP Crypto!
graphic modules - Part 5 - Cryptographic Module for Trust Services using the common-cri!
teria-cmts mode, see https://www.commoncriteriaportal.org/ files/ ppfiles/ ANSSI-CC-PP-
2016_05%20PP.pdf

If you enable support for the EN 419 221-5 Protection Profile the fol lowing constraints and
facilities are enabled:
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¥ Constraints:
# The minimum quorum for the ACS cardset is 2
# You cannot import or export pri vate or symmetric keys in plain text
# Remote Operator feature is disabled.
¥ Facilities:
# gereratekey and mkalx utilities support gen erating EN 419 221-5 Assigned Keys
# nfk mveify supports the verification of EN 419 221-5 Assigned Keys.

In order to meet the require ments of this Protection Profile the HSM must be oper ated in
accordance with the nShield Solo XC Common Criteria Evaluated Con figuration Guide.

6.1.3.1.5. UseStrongPrimes Security World setting

The default setting is to gen erate RSA keys in a mamer compliant with FIPS 186-3. If you
have not selected to cre ate a FIPS 140-2 Level 3 Secuity World then you can choose to

turn this setting off to decrease the RSA key gen eration time. If you have selected a FIPS
140-2 Level 3 or common-criteria-cmts Security World then you can not alter this set ting.

When this option is selected RSA key lengths must be a multiple of 256
. bits.

6.1.3.1.6. Remote Operator

To use a module with out needing physical access to present Operator Cards, you must
enable the Remote Operator feature on the mod ule. For more information, see Enabling
optional features.

By default, modules are intialized into Security Worlds with remote card set read ing
enabled. If you add a module for which remote card read ing is disabled to a Security World
for which remote card read ing is enabled, the module remains disabled.

6.1.3.2. OCS and softcard replacement

By default, Security Worlds are created with the abil ity to replace one OCS or soft card with
another. This feature enables you to transfer keys from the pro tection of the old OCS of
softcard to a new OCS or softcard.

You can replace an OCS with another OCS, or a softcard with another
' soft card, but you cannot replace an OCS with a softcard or a softcard
. with an OCS. Likewise, you can transfer keys from an OCS to another

OCS, or from a softcard to another soft card, but you cannot transfer
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keys from an OCS to a softcard or from a soft card to an OCS.

You can choose to disable OCS and softcard replacement for a Security World when you
create it. However, in a Secuity World with out this fea ture, you can never replace lost or
damaged OCSs; therefore, you could never recover the keys pro tected by lost or dam aged
OCSs, even if the keys themselves were generated as recoverable (which is the default for
key generation).

OCS and softcard replacement cannot be enabled after Security World
" creation with out reinitializing the Security World and discarding all the

existing keys within it.

For an overview of Security World robust ness and OCS or softcard replacement, see Replac
ing an Operator Card Set or recov ering keys to soft cards. For details about performing OCS
and softcard replacement operations, see Replacing Operator Card Sets and Replacing the
Administrator Card Set.

6.1.3.3. Pass phrase replacement

By default, Security Worlds are created so that you cannot replace the pass phrase of a
card or soft card with out know ing the existing pass phrase.

How ever, you can choose to enable pass phrase replacanent at the time you cre ate a Secu
rity World. This option makes it possible to replace the pass phrase of a card or softcard
even if you do not know the exist ing pass phrase. Peforming such an operation requires
authorization from the Secu rity WorldOs ACS.

For details about performing pass phrase replacement operations, see Changing unknown
or lost pass phrase.

6.1.3.4. Nonvolatile memory (NVRAM) options

Enabling nonvolatile memory (NVRAM) options allows keys to be stored in the mod uleOs
NVRAM instead of in the Key Management Data directory of the host com puter. Files

stored in the mod uleOs non-volatile menory have Access Control Lists (ACLs) that con trol
who can access the file and what changes can be made to the file. NVRAM options are rele
vant only if your mod uleOs firmware suports them, and you can store keys in your mod uleOs
NVRAM only if there is sufficient space.

When the amount of infor mation to be stored in the NVRAM exceeds
| the available capacity, you can instead store this data in a blob
encrypted with a much smaller key that is itself then stored in the
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NVRAM. This function ality allows the amount of secure stor age to be
limited only by the capac ity of the host com puter.

6.1.3.5. Security World SEE options

You must configure SEE options if you are using the nShield Secure Execution Engine
(SEE). If you do not have SEE installed, the SEE options are irredvant.

6.1.3.5.1. SEE debugging

SEE debugging is disabled by default, but you can choose whether to enable it for all users
or whether to make it avail able only through use of an ACS. In many circumstances, it is use
ful to enable SEE debugging for all users in a development Security World but to dis able
SEE debugging in a production Security World. Choose the SEE debugging options that
best suit your sit uation.

6.1.3.5.2. Real-time clock (RTC) options

Real-time clock (RTC) options are relevant only if you have purchased and installed the
CodeSafe Developer kit. If so, by default, Security Worlds are created with access to RTC
operations enabled. However, you can choose to control access to RTC operations by
means of an ACS.

6.1.3.6. Security World replacement options

Options relating to Security World replace ment are relevant only if you are replacing a Secu
rity World.

If you replace an existing Security World, its /opt/nfast/kmdata/local  directory is not over
written but renamed /opt/nfast/kmdata/local N (where N is an integer assigned depend!
ing on how many Security Worlds have been previously saved during overwrites). A new
Key Management Data directory is created for the new Secu rity World. If you do not wish
to retain the /opt/nfast/kmdata/local_ N  directory from the old Secu rity World, you must
delete it manually.

6.1.4. Creating a Security World using new-world

6.1.4.1. Before you start

Before you start to cre ate a Security World:
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¥ The HSM must be in pre-initialization mode. See Checking and changing the mode on
an nShield Solo module or Checking and changing the mode on an nShield Edge for
more about changing the mode.

¥ You must be logged in to the host com puter as root or as a user in the groupnfast . For
more infor mation, see server_settings.

¥ If you have installed the Security World Soft ware in a directory other than /opt/nfast/
you must have created a symbolic link from /opt/nfast/  to the direc tory in which the
soft ware is actually installed.

¥ Before configuring the Security World, you should know:

# The security policy for the HSM

# The number and quorum of Administrator Cards and Operator Cards to be used
To help you decide on the Security World you require, see Security World options .
¥ You must have enough smart cards to form the Security WorldOs card set.

When you have finished creating a Security World, you must restart the HSM in oper ational
mode.

Follow the direc tions in this section to cre ate a Security World from the com mand line with
the new-world utility.

6.1.4.2. Running the new-world command-line utility

Open a command prompt win dow and type the com mand new-world using the options in
the table.

The exanmple below will cre ate a Security World sup porting FIPS140-2 Level 3 with a ACS
quorum of 3/5 and with audit log ging enabled.

new!world --mode=fips-140-2-level-3 !lacs!quorum=3/5 --audit-logging

In this command:
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Option Description

Nini tial ize This option tells new-world to create a new Security World, replacing any exist
ing /opt/nfast/kmdata/local/ directory.

Replacing an existing Security World in this way does
not delete the Secu rity WorldOs host data and recoery
and replacement data, but renames the existing
/opt/nfast/kmdata/local/ directory in which these

reside as/opt/nfast/kmdata/localN  (where N is an
inte ger assigned depending on how many Security

Worlds have been previously saved during overwrites).

--fac tory This option tells new!world to erase an HSM, restoring it to fac tory state.
IIno-remote share-cert This option tells new-world not to make the HSM a target for remote shares.
--no-strict-rsa-key  gen If you have not specified a mode parameter you can use the -no-strict-rsa

-keygenflag to disable the UseStrong Primes setting. Oth erwise it will be
enabled by default. See UseStrong Primes Security World setting.

--mode=MODE FIPS-140-2-level-3 creates a Security World com pliant with FIPS 140-2 Level
3.

conmon-crite ria-cmts creates a Security World sup porting Common Criteria
PP 419 221-5

Omitting this option will cre ate a default Security World com pliant with FIPS
140-2 Level 2.
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Option

IIno-recov ery

lIcipher!suite=<CIPHER-
SUITE>

lInso-time out=<TIMBUT>

'lmodule=<MODLE>

Description

This option tells new-world to disable the ability to recov ery or replace OCSs
and softcard (which is oth erwise enabled by default). This is equivalent to set!
ting Ir , where the ! operator instructs the sys tem to turn off the spec ified fea
ture (r).

By default, new-world creates key recovery and replacement data that is pro !
tected by the cryp tographic keys on the ACS. This option does not give
Entrust or any other third party access to your keys. Keys can only be recov!
ered if authorization from the ACS is available. We recommend that you leave
OCS and softcard recovery and replacement func tion ality enabled.

1" We recommend that you do not dis able the recovery
and replacement option.

If you set the --no-recov ery option, you can never
replace lost or damaged OCSs generated for that

1 Security World. Therefore, you could never recover
any keys protected by lost or dam aged OCSs, even if
the keys themselves were generated as recoverable
(which is the default for key gen eration).

OCS and softcard replacement cannot be enabled

1 after Security World cre ation with out reinitializing the
Security World and discarding all the existing keys
within it.

This option specifies the Cipher suite and type of key that is used to pro tect
the new Security World. <CIPHER-SUITEhould be set to DLf3072s2560AESc
SP800131Arl

This option allows you to specify the time-out ( <TIMBOUT)}for new Security
Worlds. By default, an integer given for TIMEOUT is interpreted in seconds, but
you can supply values for TIMEOUT in the form N s, N h, or N d where N is an
integer and s specifies second, h specifies hours, and d specifies days.

This option specifies the mod ule to use (by its ModlelD). If you have multiple
modules, new-world initializes them all together.
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Option Description

llacs-quo rum=<K>/<N> In this option, <K>specifies the minimum number of smart cards needed from
the ACS to authorize a feature. You can specify lower K values for a partic ular
feature. All the K values must be less than or equal to the total num ber of
cards in the set. If a value for K is not specified, new-world creates an ACS that
requires a single card for authorization.

When the Security World is created in conmon-crite!

ria-cmts mode, new-world requires a minimum K of 2.

Some applications do not have mech anisms for
requesting that cards be inserted. Therefore any OCSs

that you cre ate for use with these appli cations must
have K=1.

<N>specifies the total num ber of smart cards to be used in the ACS. This must
be a value in the range 1EDEG4. If a value for this option is not spiied,
new!world creates an ACS that contains a single card.

We recommend that you do not cre ate an ACS for
which the required num ber of cards is equal to the
total num ber of cards because you will not be able to

replace the ACS if even a single card is lost or dam!
aged.

This option only takes effect if you are cre ating a new Security World.

llreduced-fea tures This option instructs new!world to use a reduced default feature set when cre!
ating a Security World. A Security World cre ated with the !'reduced-fea tures
option has no pass phrase recovery; no NVRAM, RTC, or FTO; and no NSO dél
egate keys. However, such a reduced-features Security World can perform
many operations faster than more fully fea tured Security Worlds.

--dis ablepkcslpad This option disables the use of PKCS#1 v1.5 padding. All attempts to use
PKCS#1 v1.5 padding for encrygion or decryp tion oper ations will be rejected.

PKCS#1 v1.5 sigature operations are not affected.

PSS and OAEP are not affected.
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Option

--pp-min=LENGTH

Bpp-strength

--audit-log ging

--max-keyusage

--max-keytime out

Description

This option enables a minimum pass phrase length check for the Administrator
Card Set (ACS) the Operator Card Set (OCS) and any asscciated soft cards
when you create a Security World. The minimum pass phrase length check is
then applied after the Secu rity World is cre ated. When enabled and you
attempt to cre ate a card pass phrase with fewer characters than the specified
minimum length, the fol lowing warning message displays:

# | Warning: short pass phrase.

However, the pass phrase can still be used.

Example:

new-world --initialize --acs-quorum=K/N --pp-min=14

If --pp-min=<length> is not used, the minimum pass phrase length is set to the
default value (0).

This option enables pass phrases to have at least one uppercase, lowercase,
number, and symbol.

If the Bpp-strength argument is omitted, the com plexity require ments are not
enforced.

This option configures the Security World and the HSM on which it is being
created for audit log ging, creating a log signing key for each HSM.

The log destination must have already been set in the

hardserver config uration file. See Audit Log ging.

Audit log ging is automatically enabled when the Security World is cre ated in
conmon-crite ria-cmts  mode.

This option allows the administrator to spec ify a maximum reauthorization con
dition in terms of num ber of key usages since authorization for Assigned keys
in common-cri teria-cmts mode. A use limit com patible with the spec ified maxi
mum will be applied at key creation time and can be verified for Assigned keys.
If this is not set then no --max-keyusage limit is applied to Assigned keys on
creation.

This option allows the administrator to spec ify a maximum reauthorization con
dition in terms of a TIMEOUT since authorization for Assigned keys in com!
mon-cri teria-cmts mode. By default, an inte ger given for TIMEOUT is inter!
preted in seconds, but you can supply values for TIMEOUT in the form Ns, Nh,
or Nd where N is an integer and s specifies second, h specifies hours, andd
specifies days. A use limit compatible with the spec ified maximum will be
applied at key creation time and can be verified for Assigned keys. If this is not
set then no limit is applied to Assigned keys on cre ation.
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The --max-keyusage and --max-keytime out options are only available in
common-cri teria-cmts mode. They provide support for the Pro tection

Profile requirement that reau thorization con ditions are set by an adminis
trator on creating an Assigned Key.

6.1.4.3. new-world command-line utility features
Features for the Secu rity World can be specified using the com mand line.

Security world fea tures are selected by Ofeture expressionsO. A femire expression is a
comma"separated list of Ofeaure termsO. Each term cosists of a feature name, option ally
preceded by either a double dash!! , an exclanation point !, orno! to turn off the fea ture,
and option ally followed by an equals sign = and the quorum of cards from the ACS required
to use the feature. The default quorum is taken from the Kargument of the --acs-quo rum
option.

The! character is inter preted by some shells as hisory expansion and
must be escaped with a backslash,\! . The dash may be inteipreted as

being the start of an com mand-line option unless you have used the -f
option or specified an HSM with out includ ing the -mflag.

| If you set the !fto flag, that is, turn off FTO, you will not be able to use
. smart cards to import keys.

I ‘ To use extended debugging for the HSM, you must set the dseeall flag.

The following feature names are avaibble:

Feature name Description

m This feature makes it possible to add new HSMs into the Security World. This
feature cannot be disabled.

r This feature enables OCS and softcard replacement; see Replacing Operator
Card Sets.
p This feature enables pass phrase replacement; see Pass phrase replacenent

and Changing card and softcard pass phrase

nv This feature specifies that ACS authorization is needed to enable nonvolatile
memory (NVRAM) allocation.

rtc This feature specifies that ACS authorization is needed to set the real-time
clock (RTC); (seeReal-time clock (RTC) options).
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Feature name Description

dsee This feature specifies that that ACS autho rization is needed to enable SEE
World debug ging.

dseeall This feature enables SEE World debugging for all users.

fto This feature specifies that ACS authorization is needed to enable for eign token
operations (FTO).

The following features remain available for use on presentation of the stan dard ACS quo!
rum, even if turned off using the ! operator:

¥ nvram
¥ rtc
¥ fto

Setting the quo rum of one these features to 0 has the same effect as turning it off using
the ! operator.

The pass phrase replacement (p) and dseeall features are turned off by default; the other
options are turned on by default.

The nonvolatile memory and SEE world debugging options are relevant
' only if you are using the Secure Execution Engine. If you have bought
. the Code Safe Developer Kit, refer to the CodeSafe Developer Guide for
more infor mation.

I ‘ To use extended debugging for the HSM, you must set the dseeall flag.

The dseeall option is designed for test ing purposes only. Do not enable

" this feature on production Security Worlds as it may enable SEE applca

tions to leak security infor mation.

For example, the following features:

m=1, r, Ip, nv=2, rtc=1

Create a Security World for which:

¥ A single card from the ACS is required to add a new HSM
¥ The default number is required to replace an OCS
¥ Pass phrase replacenent is not enabled

¥ Two cards are required to allocate nonvolatile memory
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¥ One card is required to set the real-time clock (applies to SEE only).

6.1.4.4. new-world command-line utility output
If new-world cannot inter pret the com mand line, it displays its usage message and exits.

If you attempt to set a quo rum for a feature that you have dis abled or if you attempt to set
a quorum too high, new-world displays an error and exits.

If the HSM is not in the pre "initialization mode, new-world advises you that you must put

the HSM in this mode and waits until you have changed the HSM mode before con tinuing.
See Checking and changing the mode on an nShield Solo module or Checking and changing
the mode on an nShield Edge for more about changing the mode.

' If the HSM is in the pre-ini tialization mode, new-world prompts you for
. smart cards and pass phrases as required.

6.1.5. After you have created a Security World
Store the ACS in a safe place.

If you lose more than N minus K of these Administrator Cards you can!
not restore the Secu rity World or lost Oper ator Cards. For exanple, if
n you have a 2/3 ACS and you lose more than one card, you camot
restore the Security World. If you have cre ated an Administrator card
set where K =N, then the loss of one card stops you from being able to
restore the Security World.

To prevent this sit uation from occur ring, replace lost or damaged cards from the ACS as
soon as you discover the loss or damage. For more information, see Replacing the Adminis!
trator Card Set.

n The security of the keys that you cre ate within this Secu rity World is
wholly dependent on the security of these smart cards.

The Security World host data is stored in the direc tory to which the NFAST_KRCALenviron!
ment variable points (see Security World Files). The data in this directory is encrypted. You
should:

¥ Ensure that this directory is backed up regularly.
¥ Check the file per missions for this directory.

# Ensure that the nFast Administrator role, and any user that you want to be able to
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create Operator Cards or keys, have write permission for this direc tory.

# All other valid users must have read pemission.

Installation of Secu rity World Soft ware must be performed by
a user with Administrator rights that allow read and write oper a
tions, and applications to be started and stopped.

The HSM can now be used to create Operator Cards and keys for the new Security World.

6.2. Displaying information about your Security World

To display information about the sta tus of your Security World:

¥ Run the nfk minfo command-line utility. See Displaying infor mation about a Security
World with nfk minfo.

¥ Run the kmfile-dump command-line utility. See Displaying infor mation about a Security
World with kmfile-dump .

You can also use KeySafe to view a summarized description of the Secu rity World.

6.2.1. Displaying information about a Security World with nfkminfo

To display information about a Security World from the com mand line, run the command:

nfkminfo !w|!'worldlinfo ['r|!Irepeat] [!p|!!preload!client!id]

In this command, the -w|--world-info  option spec ifies that you want to dis play general
infor mation about the Secu rity World. This option is set by default, so you do not need to
include it explicitly.

Option ally, the command can also include the following:

Option Description

-r |--repeat This option repeats the infor mation displayed. There is a pause at the
end of each set of infor mation. The information is displayed again
when you press Enter.

-p|--pre load-client-id This option displays the preloaded client ID value, if any.

To output a detailed list of Secu rity World infor mation, run nfk minfo with the -w|--world
-info option (with or with out the other options). For a descrip tion of the fields in this list,
and more information about using nfk minfo, see nfkminfo: infor mation util ity .
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6.2.2. Displaying information about a Security World with kmfile-dump

To display information about a World from the com mand line, run the command:

kmfile-dump [<worldfile>]

where <worldfile> is the file storing the World data, usually
/opt/nfast/kmdata/local/world

If no World Version is received as a result of the command then the World is either ver sion 1
or version 2.

If a World Version of either '2' or '3' is received then the World is ver sion 3.

6.3. Adding or restoring an HSM to the Security World

When you have created a Security World, you can add additional HSMs to it. These addi!
tional HSMs can be on the same host computer as the original HSM or on any other host.
The HSMs may have previously been removed from the same Security World, that is, the
Security World can be restored on an HSM by adding the HSM to the Secu rity World again.

You can also restore an HSM to a Secuity World to con tinue using existing keys and Opera
tor Cards:

¥ After you upgrade the firmware

¥ If you replace the HSM.

I The additional HSMs can be any nShield HSMs.

To add an HSM to a Secuity World, you must:

¥ Have installed the additional HSM hardware, as described in the Installation Guide.

¥ After installing addi tional HSM hardware and restarting host machine, you must stop
and then restart the hard server as described in Stop ping and restarting the client hard !
server. This ensures that the added HSM is reamgnized and accessible.

¥ Have a copy of the Security World data on this host. This is the host data writ ten by
KeySafe or new-world when you created the Security World. This data is stored in the
local directory within the Key Man agement Data directory.

If the Key Management Data directory is not in the default loca tion,
ensure that the NFAST NDATAnvironment variable is set with the
correct location for your instal lation.
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¥ Be logged in to the host com puter as root ; see Hardserver start"up settings and
server_dartup.

¥ Have started the HSM in pre-ini tialization mode. See Checking and changing the mode
on an nShield Solo module or Checking and changing the mode on an nShield Edge for
more about changing the mode.

¥ Possess a suficient number of cards from the ACS and the appro priate pass phrases.
Adding or restoring an HSM to a Security World:

¥ Erases the HSM

¥ Reads the required number of cards (K) from the ACS so that it can re-cre ate the
secret

¥ Reads the Secuity World data from the com puterOs hard disk
¥ Uses the secret from the ACS to decrypt the Secu rity World key
¥ Stores the Security World key in the HSMOs nowrolatile memory

¥ Configures the HSM for audit log ging if the Secu rity World was cre ated with audit log !
ging selected.

After adding an HSM to a Security World, you cannot access any keys that were protected
by a previous Security World that con tained that HSM.

| It is not possible to program an HSM into two sep arate Security Worlds
. simultaneously.

Initialization removes any data stored in an HSMOs nowolatile memory (for example, data
for an SEE program or NVRAM-stored keys). To preserve this data, you must back it up
before initializing the HSM and restore it after the HSM has been repro grammed. We pro!
vide the nvram!backuputility to enable data stored in non volatile memory to be backed up
and restored.

In order to continue using existing keys and Operator Cards, you must reprogram the HSM:

¥ After you upgrade the firmware
¥ If you replace the HSM
¥ If you need to add an HSM to an existing Security World.

6.3.1. Adding an HSM to a Security World with new-world

1. Open a command window and type the com mand:

new-world [-I|--program] [-S|--no-remoteshare-cert] [-m|--module=<MODULE>]
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In this command:
# -l |--pro gram

This option tells new!world to add an HSM to an existing Security World (in the Key
Management Data directory). If you have multiple HSMs availble, you can use the
-m--module=" MODLEoption to spec ify an HSM. If you do not spec  ify an HSM
"new!world adds all avaibble HSMs to the Security World.

# -S|--no-remote share-cert
These options tell new-world not to make the HSM a target for remote shares.
# -m--module=<MODLE>

This option specifies the HSM to use (by its ModilelD). If you have multiple HSMs
and do not specify an HSM, new-world adds all avaibble HSMs to the existing Secu
rity World.

If new-world cannot find the key-man agement data, it dis plays the message:

new-world: no existing world to load.

If you intend to ini tialize the HSM into a new Security World, run new-world with the -i
option.

If the HSM is not in the pre-ini tialization state, new-world displays an error and exits.
See Checking and changing the mode on an nShield Solo module or Checking and
changing the mode on an nShield Edge for more about chang ing the mode.

If the HSM is in the pre-ini tialization state, new-waorld prompts you for cards from the
Security WorldOs ACS and to enter their pass phrases as required.

2. After new-world has reprogrammed the HSM, restart the HSM in the oper ational state.
See Checking and changing the mode on an nShield Solo module or Checking and
changing the mode on an nShield Edge for more about changing the mode.

3. Store the ACS in a safe place.

If any error occurs (for example, if you do not enter the cor rect pass
I phrases), the HSM is reset to the factory state. The HSM does not form
part of the Secu rity World unless you run new-world again.

6.4. Security World migration
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The current version of Security World soft ware enables you to create a Security World that
fully com plies with the NIST Recommendations for the Transitioning of Cryptographic Algo
rithms and Key Sizes (SP800-131Ar1) or altenatively Com mon Criteria PP 419 221-5 (com
mon-cri teria-cmts) depend ing on the options selected at World cre ation. This is called
World version 3.

We recommend that where com pliance with the spec ifications above is required, you cre!
ate a new World and create new keys within that World. How ever, the software also
includes a migrate-world command-line utility that you can use for migrat ing existing keys
into the new World. This is provided as a convenience for customers who require com pli!
ance with the spec ifications, and who need to continue using existing keys.

In the case of a Common Criteria World the specification pro hibits the import ing of
assigned keys. Only gereral keys can be imported into a common-cri teria-cmts World.

Throughout the fol lowing sections, the terms Source World refers to the
World from which you want to migrate keys, and Degi nation World

refers to the World to which you want to migrate keys.

The utility requires the use of two mod ules. One module is referred to as
| the source module. The other module is referred to as the destination
module.

6.4.1. Pre-requisites for migrating keys
In order to use the migrate-world utility the fol lowing will be needed:

¥ Two HSMs. These can be any of the hardvare variants Solo+, Solo-XC, Connect+, Con
nect-XC and do not need to be of the same type.

¥ A quorum of ACS cards for the source World.
¥ A quorum of ACS cards for the destination World.
¥ Sufficient blank cards to cre ate new OCS cards for any keys that are OCS protected.

¥ Remote mode switch ing must be enabled on both HSMs used for the migra tion.

6.4.2. Restrictions on migrating keys
The following restrictions apply to the use of migrate-world :

¥ The source module must be running firmware version 12.50 or later.

¥ The destination mod ule must be running firmware version 12.50 or later.
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¥ Only recoverable keys can be migrated. If your source keys are non-recoverable, you
cannot use the migration util ity to migrate keys.

¥ It is not possible to alter a keyOs prtection or change the quo rum of any created OCS
during the migration.

¥ Replacement cards should be of the same or newer generation than the cards that
they replace.

¥ The source and dedination mod ules must both have KLF2 warrants. If one or both of
the mod ules are Solo XC and have a KLF waant you should request an upgrade to a
KLF2 warant before start ing migration, see Warrant Management.

¥ The operator running the migrate-world util ity must have the access rights to cre ate a
privileged connection to the hard server.

¥ The migration tool must have exclu sive use of the modules during migration. Do not
use them for any other pur pose during migration and if either mod ule is a Comect do
not enter anything via the front panel dur ing migration.

If the destination World is fips-140-2-level-3 , then some keys that
were usable in the source World may not be usable in the destination
World due to those algo rithms or key lengths being restricted. The
migration tool might not be able to suc cessfully migrate these keys so

they should be removed from the source World before attempt ing the
migration. Any keys of this type that do migrate suc cessfully will be
restricted at the point of use.

If the destination World is fips-140-2-level-3  or conmon-cri te ria-cmts

the migration tool will auto matically remove ExportAsPlain from the
ACL of any migrated key during the migration process.

If the destination world does not sup port audit log ging the migration
I tool will auto matically remove LogKeyUsage from the ACL of any

migrated key during the migration process.

6.4.3. About the migration utility
You can run the migration util ity in the fol lowing modes:

¥ Plan mode: Returns a list of steps for migration and the required card sets and pass
phrases but does not migrate any keys.

¥ Perform mode : Runs the plan mode prior to presenting the option to pro ceed and
migrate keys according to the plan.
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6.4.3.1. Usage and options

migrate-world [OPTIONS] --src-module=<source_module> --dst-module=<dest_module> --source=<source-kmdata-path>
--debug --dst-warrant=<dst-warrant-path> --src-warrant=<src-warrant-path [--plan | --perform] --key-logging

Option
-k <KEYS>

--keys-at-once=<KEY S>

-h, --help
-c <CARBETS>

--card sets-at-once=<CARBETS>

--ver sion

--src-war rant=<src-war rant file>
--src-mod ule=<MODLE>
--source=<SOURCE>

--plan

--per form

--dst-war rant=<dst-war rant file>
--dst-mod ule=<Modileld>

--debug

--key-log ging

Enables you toE

Migrate no more than this num ber of keys per ACS loading. This is
useful to pre vent ACS time-outs if you have a large num ber of keys
to migrate. (O=unlim ited, default=0). It is rec ommended to limit the
number of keys to be migrated at any one time to no more than 100.

Obtain infor mation about the options you can use with the util ity.

Migrate keys protected by this num ber of card sets or soft cards per
ACS loading. This is usdul to pre vent ACS time-outs if you have a
large number of dif ferent card sets or soft cards to migrate. (O=unlim
ited, default=0).

View the version number of the util ity.

Specify the location of the war rant file of the source mod ule.
Specify which mod ule ID to use as the source module.

Specify the path to the folder that con tains the source World data.
View the list of steps that will be car ried out.

Migrate keys interactively.

Specify the location of the war rant file of the des tination mod ule.
Specify which mod ule ID to use as the degination mod ule.

Outputs debug messages and stack traces in case of errors. It is red
ommended to use this only for test ing as it will slow down oper ation
and make card timeouts more likely to occur. A large volume of out!
put is produced for each key that is migrated, so it is rec ommended
to migrate a single key at a time when using this option.

This option will enable key usage logging on all migrated keys. If the
destination World does not sup port audit log ging the keys will still
be migrated but LogKeyUsage logging will not be set in the ACL of
the migrated keys.

Do not ter minate path names in the command parameters with a back!

slash character. If this is not pos sible then either ter minate with a dou!
ble backslash or insert a blank space between the backslash and the ter!

minating quotation mark.
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6.4.4. Migrating keys

6.4.4.1. Preparing for migration

Before you begin:

¥ Install the latest version of the Security World Soft ware from the instal lation media.
See the Installation Guide for more infor mation.

¥ Ensure that the warrant files for the source and destination mod ules are stored in their
default locations. For Solo+, or SoloXC modules, the default location is NFAST _KM!
DATA/war rants/ . For Comect+, or ConnectXC modules, the default location is
NFAST_KMDATA/hsm-<ESN>/war rants/ . If the warrant files are not at the default
location, the --src-war rant and --dst-war rant parameters need to be specified in the
migrate-world command.

¥ Copy the source World data to a location defined by the --source=<SOURCHrarameter
of the migration tool.

¥ If the destination World does not exist already, cre ate a new destination World. For
instructions, see Creating a Security World

You must enable all your features on the destination mod ule before
migration. Oth erwise, the migration will fail.

6.4.5. Migrating keys process

To ensure the security of your keys, we recommend that the migra tion
process is overseen by ACS-holding personnel and the end-to-end

I migration process is com pleted con tinuously, without any breaks in the
process. This will also reduce the possibility of your ACS experiencing a
time-out.

If the destination World sup ports audit log ging you can choose whether
the migrated keys will have key usage logging enabled or not by use of
| the --key-log ging command line switch. If you only wish key usage log!
. ging to be enabled on a subset of the keys then you must sep arate the
source keys into two groups and run the migrate-world com mand sepa!
rately for each group.

To migrate keys to the destination World:

1. Run the migration util ity in the per form mode with the required options. For infor mal!
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tion about the usage and options you can use, see About the migra tion util ity .
2. Ensure that the data for the des tination World is in the stan dard location for World
data, derived from one of the fol lowing:
# Either the environment variable NFAST_KRCALor NFAST NDATA
# The default directory: /opt/nfast/kmdata/local/
3. If the mod ule is not config ured to use the destination World, the util ity prompts you to
program the module and supply the ACS of the destination World.
4. The utility guides you through spe cific steps, prompt ing you to sup ply the required
card sets and pass phrases.

5. At the end of the migra tion both the source and des tination mod ules are cleared. If you
wish to use the mod ules then you must reload them with an appro priate Security
World.

The utility will attempt to auto matically change the module mode
when needed. Should the automatic change of mode fail for any
reason, then the utility will prompt you to change the mod ule state

to either initialization or oper ational at various points during the pro
cedure. See Checking and changing the mode on an nShield Solo
module or Checking and changing the mode on an nShield Edge for

more about changing the mode.

6.4.6. Verifying the integrity of the migrated keys

To verify the integrity of the migrated keys, run the nfk mveify utility with the fol lowing
options, as appropriate:

¥ If the keys are module-protected, run the util ity with one of the fol lowing options:

# -L option, which checks the ACL of a loaded key instead of the gen eration certifi !
cate.

# -R option, which checks the ACL of a key loaded from a recov ery blob.

¥ If the keys are protected by card sets or soft cards, run the nfk mveify utility with the -R
option in com bination with the pre load utility.

Example:

preload --admin=RE nfkmverify -R -m1 <application> <key-ident>

Do not use the nfk mveify utility with the default -C option. If you
use this option, the util ity returns errors because the ACL in the cer

tifi cate will reflect the old world.

nShield Solo v12.80 User Guide (Linux) 82/374



Chapter 6. Creating and managing a Security World

6.4.7. Troubleshooting

Note that if the des tination World is fips-140-2-level-3
some keys that were usable in the source World may not be usable

then

in the destination World due to those algo rithms or key lengths
being restricted. The migration tool will suc cessfully migrate the
keys but they will be restricted at the point of use.

' If you encounter any errors that are not listed in the fol lowing table, con

. tact Sup port.

Error

There are no keys requiing migra!
tion.

Source module must be specified.

Destination mod ule must be speci!
fied.

Source and Dedtination mod ules
must be dif ferent.

Module is not usable.

Source World has indistinguishable
cardsets or soft cards.

Destination World has indistinguish
able keys.

Destination World has indistinguish
able cardsets or soft cards.

Source World has indistinguishable
keys.

Cannot deter mine protection of
keys.

Explanation Action

Any migrate-able keys found in the  None.
source World already exist in the
destination World. The migration

utility returns this error if:

¥ The keys have already been
migrated

¥ All keys are non-recoverable
and therefore cannot be
migrated.

This utility requires you to spec ify
both a source and destination mod!
ule which must be dif ferent mod!
ules and both must be usable.

There are irregularities in one of the None.
Worlds, but these irregularities do

not affect the migra tion process.

There are problems with one of the
Worlds.

Contact Sup port.
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Error

Source World not recov erable.

Missing security World at PATH.

Source world must be specified.

Source World is the same as the
destination World.

Cannot find <NAME> util ity,
needed by this util ity.

<NAME> utility is too old, need at
least version <VERSION NUM!
BER>.

nFast error: TimeLimitExceeded; in
response to SetKME

Destination world does not sup port
audit logging.

Failed to load warrant file <FILE>.

Explanation

The source World is not recoverable
and the keys therefore cannot be
migrated.

The path for the source World is
wrong.

There is no World data at the loca!
tion that was spec ified when run!
ning the migration util ity.

An incorrect path was supplied for
the source World data when run!
ning the util ity.

The destination World data does
not exist in the default loca tion
defined by the envi ronment vari!
able NFAST_ KMC@ALor NFAST NK
DATA

The software installation is partially
completed. The path (in the environ
ment variable for the operating sys!
tem) might be point ing to an old
version of the soft ware.

The ACS time-out limit has expired.

You have spedified the --key-log !
ging option but the des tination
world does not sup port audit log !
ging.

There is a probdem reading the war!
rant file.

Action

If the source World is not recov er!
able, you cannot use the migration
utility to migrate keys.

Contact Sup port.

Supply the correct path to the
source World. If you have supplied
the correct path to the direc tory
that con tains the source World
data, the migration util ity has not
found a destination World.

Run the utility with the cor rect path
to the source World data.

Move the source World data to a
different location and then copy
the destination World data to the
default location.

If the default loca tion is defined by
an environment variable, configure
the variable to point to the loca tion
of the destination World, which
then becomes the new default loca
tion.

Reinstall the soft ware.

Ensure that the path points to the
latest version of the soft ware.

Restart the key migration process;
see Security World migration.

None. The keys will be migrated but
LogKeyUsage will not be set in the
ACL of migrated keys.

Check that your war rant files are in
the correct location and have not
been edited in any way.

6.5. Erasing a module from a Security World
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Erasng a module from a Security World deletes from the mod ule all of the secret infor ma!
tion that is used to pro tect your Secu rity World. This returns the mod ule to the fac tory
state. Provided that you still have the ACS and the host data, you can restore the secrets by
adding the mod ule to the Security World.

Erasng a module removes any data stored in its nonvolatile memory (for example, data for
an SEE pragram or NVRAM-stored keys). To preserve this data, you must back it up before
erasing the module. We provide the nvram!backuputility to enable data stored in non volatile
memory to be backed up and restored.

In order to erase a module, you must:

¥ Be logged into your com puter as root .

¥ Have started the mod ule in the pre-initialization mode. See Checking and changing the
mode on an nShield Solo module or Checking and changing the mode on an nShield
Edge for more about chang ing the mode.

You do not need the ACS to erase a module. However, unless you have

" a valid ACS and the host data for this Security World, you cannot

restore the Security World after you have erased it.

After you have erased a module, it is in the same state as when it left Entrust (that is, it has
a random module key and a known Kyso).

6.5.1. Erasing a module with new-world

The new-world command-line utility can erase any modules that are in the pre-initialization
mode.

To erase modules with the new-world utility, run the com mand:

new-world [-e|--factory] [-m|--module=<MODULE>]

In this command:

Option Description
-e, --fac tory These options tell new-world to restore a module to its fac tory state.
-m, --module=<MODLE> These options specify the ModilelD to use. new-world erases only

one module at a time. To erase mutiple modules, you must run new-
world once for every mod ule that you want to erase.
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6.5.1.1. Output

If new-world successfully erased a module, it does not display any messages. Otherwise,
new-world returns an error message.

6.5.2. Erasing a module with KeySafe
You can erase a modile on a server with KeySafe by following these steps:

1. Start KeySafe. (For an introduction to KeySafe and infor mation on start ing the soft !
ware, see Using KeySafe.)

2. Click the World menu button, or select World from the Manage menu. KeySafe takes
you to the World Oper ations panel.

3. Click the Erase Module button. KeySafe takes you to the Erase Module panel.

4. Select the mod ule that you want to erase by click ing its listing on the Security world
status tree, then click the Commit command button.

5. KeySafe erases all secrets from the module, returning it to its fac tory state.

If you have any keys that were protected by an erased mod ule, you can!
not access them unless you restore these secrets. You cannot restore

these secrets unless you have the appropriate ACS.

6.5.3. Erasing a module with initunit

Theini tunit command-line utility erases any modules that are in the pre-initialization
state.

To erase modules with the ini tunit utility, run the com mand:

initunit [-m|--module=<MODULE>] [-s|--strong-kml]

In this command, --module=<MODLE>specifies the ID of the mod ule you want to erase. If
you do not spec ify this option, all mod ules in the pre-initialization state are erased. --strong
-kml specifies that the mod ule generates an AES (SP800-131A) modile signing key, rather
than the default key.

The --dis ablepkcslpadoption will only work on SP800-131A Security
Worlds.

6.5.3.1. Output
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If ini tunit is successful, for each module that is in the pre-ini tialization state, it returns a
message similar to this:
Elnitialising Unit

># Setting dummy HKNSO Module Key Info:
EHKNSO

Hitt HKM

Otherwise, ini tunit returns an error message.

6.6. Deleting a Security World

You can remove an existing Security World and replace it with a new one if, for exam ple,
you believe that your existing Security World has been compromised. However:

¥ You are not able to access any keys that you previously used in a deleted Security
World

¥ It is recommended that you refor mat any nShield Remote Administration Cards that
were used as Operator Cards within this Secu rity World before you delete it. For more
infor mation about refor matting (or erasing) Operator Cards, see Erasng cards and soft
cards.

Except for nShield Remote Administration Cards, if you do not refor mat
the smart cards used as Operator Cards before you delete your Secu rity

World, you must throw them away because they can not be used,
erased, or reformatted with out the old Security World key.

You can, and should, reuse the smart cards from a deleted Secuity
WorldOs ACS. If you do not reuse or destroy these cards, then an
" attacker with these smart cards, a copy of your data (for exam ple, a
weekly backup) and access to any nShield key management HSM can

access your old keys.

To delete an existing Security World:

1. Remove all the HSMs from the Security World.

2. Delete the files in the Key Management Data directory.

There may be copies of the Security World data archive saved on

n your backup media. If you have not reused or destroyed the old
ACS, an attacker in possession of these cards could access your
old keys using this backup media.
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If audit log ging was enabled for the Security World then audit logs
can still be verified provided that the audit log data is main tained as
this contains all the information needed to ver ify the logs. For fur!
ther infor mation see Audit Logging.
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/. Managing card sets and softcards

This chapter describes how to cre ate and manage card sets and softcards, using a Security
World.

When you create a Security World, an Administrator Card Set (ACS) is created at the same
time. You use the ACS to:

¥ Control access to Security World con figuration

¥ Authorize recovery and replacement oper ations.

The Security World is used to cre ate and manage keys, and the Operator Card Sets (OCSSs)
and softcards you create with the Secu rity World are used to pro tect those keys.

A Security World offers three lev els of key protection:

Level of pro tection Description

Direct protection Keys that are directly protected by the Secu rityEWorld are usable at any time
with out fur ther autho rization.

Softcard Keys that are protected by a soft card can only be used by the operator who
possesses the relevant pass phrases.

oCs Keys that are protected by an OCS can only be used by the oper ator who pos'!
sesses the OCS and any regévant pass phrases (if set).

For more information about cre ating a Security World, see Creating and managing a Secul!
rity World .

For more information about key management, see Working with keys.

After a Security World has been created, you can use it to create and manage OCSs and
soft cards (as described in this chapter), as well as to create and manage the keys it pro!

tects (see Working with keys).

If you want to use the Remote Oper ator feature to con figure smart cards for use with a
remote mod ule , seeRemote Operator.

7.1. Creating Operator Card Sets (OCSSs)

You can use an Opeitor Card Set (OCS) to control access to application keys. OCSs are
optional, but if you require one, cre ate it before you start to use the hard ware security mod
ule with applications. You must create an OCS before you create the keys that it is to pro !

tect.
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You can create OCSs that have:

¥ Names for individual cards, as well as a name for the whole card set
¥ Specific K/N policies
¥ Optional pass phrases for any card within a given set

¥ Formal FIPS 140-2 Level 3 conpliance.

Some third-party appli cations impose restric tions on the OCS smart
card quorums (K/N) or the use of smart card pass phrases. For more
I infor mation, see the appropriate inte gration guide for the appli cation.
Integration guides for third-party appli cations are available from
https://nshieldsupport.entrust.com/ .

OCSs belong to the SecurityEWorld in which they are created. When you create an OCS, the
smart cards in that set can only be read by hardware security mod ules belonging to the
same SecurityEWorld.

You can also use the following tools to cre ate an OCS:

¥ The createocs command-line utility, as described in Creating an Operator Card Set
using the command line

¥ KeySafe, as described inCreating an Operator Card Set with KeySafe

7.1.1. Persistent Operator Card Sets

If you create a standard (non-per sistent) OCS, the keys it pro tects can only be used while
the last required card of the quo rum remains loaded in the local slot of the HSM, or one of
its Dynamic Slots. The keys pratected by this card are removed from the mem ory of the
device as soon as the card is removed from the smart card reader. If you want to be able to
use the keys after you have removed the last card, you must make that OCS persistent.

Keys protected by a per sistent card set can be used for as long as the application that
loaded the OCS remains connected to the hard ware security mod ule (unless that applica!
tion removes the keys).

For more information about per sistent OCSs, see Using persistent Oper ator Card Sets.

7.1.2. Timéouts

OCSs can be created with a time "out, so that they can only be used for lim ited time after
the OCS is loaded. An OCS is loaded by most applcations at start up or when the user sup'!
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plies the final required pass phrase. After an OCS has timed out, it is not loadable by
another application unless it is removed and reinserted. Time"outs operate independently
of OCS persistence.

7.1.3. FIPS 140-2 Level 3-compliant SecurityEWorlds

When you attempt to cre ate an OCS for a SecuityEWorld that complies with FIPS 140-2
Level 3, you are prompted to insert an Administrator Card or Operator Card from an existing
set. You may need to specify to the appli cation the slot you are going to use to insert the
card. You need to insert the card only once in a session.

7.1.4. Creating an Operator Card Set using the command line
To create an OCS from the command line:

1. Run the command:

createocs -m <MODULE>|--module=<MODULE> -Q|--ocs-quorum=<K>/<N> +
-N|--name=<NAME> [-M|--name-cards] +

[[-p|--persist]|[-P|--no-persist]] [[-R|--no-pp-recovery]|--pp-recovery] +
[-q|--remotely-readable] [-T|--timeout=<TIME>] [-e|--erase]

This command uses the following options:

Option Description

-m <MODLE>--module=<MOD This option specifies the number of the hard ware security mod ule to be
ULE> used to create the token. If you only have one hardware security mod ule,
<MQODLE>is 1.

-Q|--ocs-quo rum=<K>/<N> In this option, <K>is the minimum required number of cards. If you do not
specify the value <K> the default is 1.

Some applications do not have mech anisms for
requesting that cards be inserted. Therefore any

OCSs that you create for use with these appli ca!
tions must have <K=1.

<N>is the total number of cards. If you do not spec ify the value <N> the
default is 1.

-N|--name=<NAME> This option specifies a name for the card set. The card set must be named
with this option before indi vidual cards can be named using the -M--name
-cards=<NAMEoptions.
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Option Description

-M--name-cards Specifying this option allows you to name indi vidual cards within the card
set. You can only use this option after the card set has been named by
using the --name="NAMBption. ‘cre ateocs prompts for the names of the
cards as they are created. Not all applications can display individual card

names.
-p|--per sist This option creates a persistent card set.
-P|--no-per sist This option creates a non-persistent card set.
-R|--no-pp-recov ery This option specifies that pass phrase replacement for this OCS is dis!

abled. Setting this option over rides the default set ting, which is that the
card pass phrases are replacable. You can spedfy the enable ment of pass
phrase replacement explicitly by setting the !'pp!recov ery option.

-q|--remotely-read able This option allows this card set to be read remotely. For infor mation on
configuring Remote OCSs, seeRemote Operator.

| Not required for Remote Admin istration.

-T|--time out=<TIME> This option sets the time-out for the card set. Use the suf fix s to specify
seconds, mfor minutes, h for hours, and d for days. If the time-out is set to
0, the OCS never times out. Oth erwise, the hardware security mod ule auto
matically unloads the OCS when the amount of time spec ified by TIMEhas
passed since the OCS was loaded.

-e|--erase Specifying this option erases a card (instead of cre ating a card set). You
can specify this option twice in the form -ee to repeatedly erase cards.

With Security World Soft ware v11.72 and later, pass phrases are lim
ited to a maximum length of 254 char acters, when using cre ateocs.

See Maximum pass phrase length.

If you have created a FIPS 140-2 Level 3 conpliant Security World, you must pro vide
authorization to cre ate new Operator Cards; createocs prompts you to insert a card
that con tains this authorization. Insert any card from the Admin istrator Card Set or any
Operator Card from the cur rent Security World.

When createocs has obtained the authorization from a valid card, or if no autho rization
is required, it prompts you to insert a card.

2. Insert the smart card to use.

If you insert an Administrator Card from another Secu rity World or an Operator Card
that you have just cre ated, cre ateocs displays the following message:

Module x slot n: unknown card +
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Module x slot n: Overwrite card ? (press Return)

where x is the hardware security mod ule number and n is the slot number. If you insert
an Operator Card from another Secu rity World, createocs displays the following mes!
sage:

Module x slot n: inappropriate Operator Card (TokenAuthFailed).

When you insert a valid card, cre ateocs prompts you to type a pass phrase.

The nShield PKCSE#11 library requires Opator Cards with pass
phrases.

Some applications do not have mech anisms for entering pass
phrases. Do not give pass phrases to Opeiator Cards that are to be

used with these applications.

3. Type a pass phrase and pressEnter. Alternatively, press Enter if you do not want this
card to have a pass phrase.

A pass phrase can be of any length and can contain any character that you can type.
If you entered a pass phrase, createocs prompts you to con firm it.
4. Type the pass phrase again and pressEnter.

If the pass phrases do not match, createocs prompts you to input and con firm the pass
phrase again.

5. When the new card has been created, if you are creating a card set with more than one
card in it, createocs prompts you to insert another card.

6. For each additional card in the OCS, follow the instruc tions from step 2 through 4.

7.1.5. Creating an Operator Card Set with KeySafe
KeySafe enables you to create OCSs with:

¥ Their own names

¥ K/N policies

¥ Optional pass phrases for any card within the OCS
¥ Formal FIPS 140-2 Level 3 conpliance.

To create an OCS with KeySafe:
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1. Start KeySafe. (For an introduction to KeySafe and infor mation on start ing the soft !
ware, see Using KeySafe.)

2. Click the Card sets menu button, or select Card sets from the menu.
The List Oper ator Card Sets panel is displayed.

3. Select an HSM within the Security World from the Secu rity World sta tus pane.

4. Click the Create new card set button to open the Create Operator Card Set panel.
You can specify the fol lowing options:

a. A name for the card set.

b. Whether pass phrase recovery will be enabled for the OCS. (Only available if the
Security World has pass phrase recovery enabled.)

c. Whether the card set can be used remotely. (Only available if the Security World
has remote sharing available.)EFor more infomation, see Remote Operator .

d. Whether this OCS will be persistent.

e. Whether this OCS will have a time-out (a period after which the card set must be
inserted again).

f. The value for the time-out, in sec onds.

g. The total number of Operator Cards (N) that you want this OCS to have. This must
be a value in the range 1EDE64.

h. The number of Operator Cards needed to re-cre ate a key (K). K must be less than
or equal to N.

5. When you have entered all the details, click Commit. KeySafe takes you to a newCre!
ate Operator Card Set panel.

If KEis equal toN, a message is displayed:

The total num ber of cards is equal to the required num ber of
cards. P If the total and required num ber of cards are equal, losing

one card will ren der any nonrecov erable keys unusable. Is this
what you want ?

Click Yes to confirm the values for Kand N, or No to change them.

If you are creating the card set in a FIPS 140-2 Level 3 Secu

rityEWorld, insert an Admiristrator Card or an existing Operator

Card when prompted.

6. Insert a blank, unformatted card into the reader.

A message is displayed, confirming that the card is blank. Click OK to open the Set
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7.

10.

Card Protection pass phrase panel.

If you insert a card from another OCS, KeySafe asks whether you
want to erase it. If you insert an Administrator Card from the cur !
rent SecurityEWorld, KeySafe prevents you from acci dentally eras!
ing it. If you insert an OCS card from another Security World you
will get the mes sage:

Error. Unreadable card - may be incor rectly inserted or be from
another Secu rity WorldOs operator card set. Please check.

To overcome this you must replace the card you have inserted with
another card that is readable (or blank).

When creating a card set, KeySafe recognizes cards that already
belong to the set before the card set is com plete. If you acciden!

tally insert a card to be writ ten again after it has already been writ!

ten, you receive a warning.

Select whether or not you want to set a pass phrase for the cur rently inserted card.
Each card in a set can have an indvidual pass phrase, and you can also crate a set in
which some cards have pass phrases and others do not.

If setting a pass phrase for the currently inserted card, enter the same pass phrase in
both text fields. A pass phrase can contain any characters you can type except for tabs
or carriage returns (because these keys are used to move between data fields).

You can change a pass phrase at any time. If you do not set a pass
phrase now, you can use the KeySafe Change Pass Phraseoption
(on the Examine/Change Card panel) to add one later. Likewise, if

you later decide that you do not need a pass phrase on a card, you

can use this option to remove it.

. After enter ing your desired pass phrase (if any) in both text fields, click the OK button.

Unless you have entered details for the last card in the set, KeySafe returns you to the
Create Operator Card Set panel and prompts you to enter the next card in the set to
be written.

After KeySafe has written the details of the last smart card in the set, it dis plays a dia
log indicating that the OCS has been successfully created. Click the OK button, and
KeySafe returns you to the Create Operator Card Set panel, where you can create
another OCS or choose a different operation by click ing one of the menu but tons.
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7.2. Creating softcards

You must create a softcard before you cre ate the keys that it is to pro tect.

A softcard is a file containing a logical token that can not be loaded with out a pass phrase;
its logical token must be loaded in order to autho rize the loading of any key that is pro!
tected by the soft card. Softcard files are stored in the Key Management Data directory and
have names of the form soft card_<hash>(where <hash>is the hash of the logical token
share). Softcards belong to the SecurityEWorld in which they are created.

A softcardOs pass phrase is set when you gesrate it, and you can use a sirgle softcard to
protect mul tiple keys. Softcards are persistent; after a soft card is loaded, it remains valid for
loading the keys it protects until its KeyIDis destroyed.

It is possible to generate multiple soft cards with the same name or pass
| phrase. For this reason, the hash of each softcard is made unique (unre!
lated to the hash of its pass phrase).

Softcards are not supported for use with the nCi pherKM JCA/JCE CSP
in Security Worlds that are com pliant with FIPS 140-2 Level 3.

To use softcards with PKCSE#11, you must hav€KRAST _LOSBARIG
set to a nonzero value. When using pre-loaded softcards or other

| objects, the PKCSE#11 library autmatically sets CKNAST _LOSBARIG=1
(load-sharing mode on) unless it has been explicitly set to O (load-shar!
ing mode off).

n As with OCSs, if debugging is enabled, a softcardOs pass phrase hash is

available in the debug out put (as a parameter to a ReadGhare command).

You can create soft cards from either:

¥ The command-line (see Creating a softcard with ppmk)

¥ KeySafe (seeCreating soft cards with KeySafe)

7.2.1. Creating a softcard with ppmk
To create a new softcard using the ppmkcommand-line util ity:

1. Decide whether you want the new soft cardOs pass phrase to be replacgble or non
"replaceable. To create a softcard with a replaceable pass phrase, run the conmand:
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ppmk --new --recoverable <NAME>

To create a softcard with a non"replaceable pass phrase, run the conmand:

ppmk --new --non-recoverable <NAME>

In these commands, <NAMEspecifies the name of the new soft card to be cre ated.

. If you are working within a FIPS 140-2 Level 3 compliant Security World, you must pro !

vide authorization to cre ate new soft cards. The ppmkutility prompts you to insert a
card that con tains this authorization. Insert any card from the ACS. If you insert an
Administrator Card from another Secu rity World, ppmkdisplays an error message and
prompts you to insert a card with valid autho rization.

When ppmkhas obtained the authorization from a valid card, or if no autho rization is
required, it prompts you to type a pass phrase.

. When prompted, type a pass phrase for the new soft card, and pressEnter.

A pass phrase can be of any length and contain any characters that you can type
except for tabs or car riage returns (because these keys are used to move between
data fields).

When prompted, type the pass phrase again to con firm it, and press Enter.

If the pass phrases do not match, ppmkprompts you to input and con firm the pass
phrase again.

After you have con firmed the pass phrase, ppmkcompletes creation of the new soft card.

7.2.2. Creating softcards with KeySafe

To create a softcard with KeySafe:

1

Start KeySafe. (For an introduction to KeySafe and infor mation on start ing the soft !
ware, see Using KeySafe.)

. Click the Soft cards menu button, or select Soft cards from the Manage menu. KeySafe

takes you to the List Soft cards panel.

. Click Create New Soft card to open the Create Soft card panel.

Choose parameters for the soft card:
a. Enter a name for the soft card. You must provide a valid name for each softcard.

b. Choose whether you want pass phrase replacement to be enabled for the soft !
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card.
In a Security World with pass phrase recov ery enabled the Yes
radio button is selected as default and the selection can be
| changed between Yes and No. In a Secuity World with pass
phrase recovery disabled the No button is selected, and can!
not be changed to Yes.
5. Click Commit.

If you are creating the soft card in a FIPS 140-2 Level 3 Secu
rityEWorld, insert an Admiristrator Card or an existing Operator
Card when prompted.

The Set Soft card Protection Pass Phrase pane is displayed.
6. Set a pass phrase for the softcard by entering the same pass phrase in both text fields.

A pass phrase can cortain any characters you can type except for tabs or car riage
returns (because these keys are used to move between data fields) and can be up to
1024 characters long. You can change a pass phrase at any time. You must preide a
pass phrase for each card.

7. After enter ing your desired pass phrase in both text fields, click the OK button.
KeySafe displays a diadog indicating that the soft card has been successfully cre ated.
8. Click the OK button.

KeySafe returns you to the Create Soft card panel, where you can create another soft !
card or choose a different operation by click ing one of the menu but tons.

7.3. Erasing cards and softcards

Erasing a card or softcard removes all the secret infor mation from the card or soft card and
deletes infor mation about the card or soft card from the host.

In the case of an OCS that uses nShield Remote Administration Cards, it
is possible to refor mat the cards at any time using slot info --ignore !
" auth. In the case of an OCS that uses stardard nShield cards, it is only

possible to erase or format the cards within the Secu rity World in which

they were cre ated.

You can erase Opeitor Cards using KeySafe or the createocs utility. You can also use
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these methods to erase Administrator Cards other than those in the cur rent Security
WorldOs ACS (for exarple, you could use these methods to erase the remaining Administra!
tor Cards from an incom plete set that has been replaced or Admin istrator Cards from
another Security World).

' ‘ None of these tools erases cards from the cur rent Security WorldOs
ACS.

If you erase an Operator Card that is the only card in an OCS, information about the card
set is deleted. However, if you erase one card from an OCS of multiple cards, you must
remove the card infor mation from the opt\nfast\kmdata\local/  directory after you have
erased the last card.

' You can erase an entire card set at one time with the KeySafe Remove
OCS! feature. For more information, see List an Operator Card Set.

7.3.1. FIPS 140-2 Level 3-compliant Security Worlds

When you attempt to erase cards for a Secu rity World that com plies with FIPS 140-2 Level
3, you are prompted to insert an Administrator Card or Operator Card from an existing set.
You may need to specify to the appli cation the slot you are going to use to insert the card.
You need to insert the card only once in a session. You can therefore use one of the cards
that you are about to erase.

7.3.2. Erasing cards with KeySafe
To erase a card using KeySafe use the folowing procedure:

1. Start KeySafe. (For an introduction to KeySafe and infor mation on start ing the soft !
ware, see Using KeySafe.)

2. Click the Card Sets menu button. KeySafe takes you to the Card Operations panel.

3. Click the Examine/Change Card navigation but ton. KeySafe takes you to the Exam!
ine/Change Card panel.

4. Insert the card that you want to erase into the reader.

5. Click the Erase Card button. You do not need to sup ply the pass phrase (if there is
one) to erase an Operator Card.

6. KeySafe asks you to confirm that you want to erase this card. If you are sure that you
want to erase it, click the Yesbutton.

Eradng a card does not erase the keys protected by that card. The
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keys are still listed on the keys panel but are unusable.

If you erase an Operator Card that is the only card in an OCS, KeySafe deletes informa!
tion about that card set. How ever, if you erase one card from an OCS of multiple cards,
you must remove the card infor mation from the opt/nfast’/kmdata/local  after you
have erased the last card.

7. After erasing a card, KeySafe digplays a didog to con firm that the card has been
erased. Click OK to continue using KeySafe.

You can erase an entire card set at one time with the KeySafe Dis!
card Card Set(s) feature.

7.3.3. Erasing cards using the command line

To erase a card from the command line, run the command:

createocs -m|--module=<MODULE> -e|--erase

This command uses the following options:

Option Description

-m--module=<MODLE> These options specify the mod ule number of the mod ule. If you only have one
module, MODULE s 1.

-e|--erase These options specify that you want to erase a card (rather than cre ate an
0ocCs).

If you have more than one card reader and there is more than one card
I available, cre ateocs prompts you to con firm which card you wish to
erase. Use[Ctrl][X] to switch between cards.

If you have created a FIPS 140-2 Level 3 conpliant Security World, you must pro vide autho
rization in order to erase or create Operator Cards. You can obtain this authorization from
any card in the ACS or from any Operator Card in the current Security World, includ ing
cards that are to be erased. After you insert a card containing this authorization, createocs
prompts you to insert the card to be erased.

As an altemative, you can refor mat using slot info --for mat

7.3.4. Erasing softcards

nShield Solo v12.80 User Guide (Linux) 100/374



Chapter 7. Managing card sets and softcards

Erasng a softcard deletes all information about the soft card from the host. You can erase
soft cards using KeySafe or with the ppmkcommand-line util ity.

7.3.4.1. Erasing softcards with KeySafe
To erase softcards with KeySafe:

. Start KeySafe.

. Click the Soft cards menu button. KeySafe takes you to the Soft card Operations panel.
. Select the soft card you want to erase from the list.

Click the Discard Soft card button.

. KeySafe asks you to confirm that you want to erase this card. Click Yes to confirm.

. After erasing a softcard, KeySafe displays a didog box to con firm that the card has
been erased. Click OK to continue using KeySafe.

7.3.4.2. Erasing softcards with ppmk

To erase a softcard with ppmkopen a command window, and give the com mand:

ppmk --delete <NAME>|<IDENT>

In this command, you can identify the soft card to be erased either by its name (NAMEor by
its logical token hash as listed by nfk minfo (<IDENT)>

If you are working within a FIPS 140-2 Level 3 compliant Security World, you must pro vide
authorization to erase soft cards; ppmkprompts you to insert a card that con tains this autho!
rization. Insert any card from the ACS or any Operator Card from the cur rent Security
World.

If you insert an Administrator Card from another Secu rity World or an Operator Card that
you have just created, ppmkdisplays an error message and prompts you to insert a card with
valid authorization. When ppmkhas obtained the authorization from a valid card or if no
authorization is required, it com pletes the process of erasing the soft card.

7.4. Viewing cards and softcards

It is often nec essary to obtain infor mation from card sets, usually because for security rea!
sons they are left with out any identifying markings.

To view details of all the Operator Cards in a Security World or details of an indi vidual Opera
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tor Card, you can use KeySafe or the nfk minfo command-line utility. To check which pass
phrase is assaiated with a card, you can use the cardpp command-line util ity.

To list all softcards in a Secuity World or to show details of an indi vidual softcard, you can
use the ppmkor nfk minfo command-line utilities. To check which pass phrase is assaiated
with a soft card, you can use the ppmkcommand-line util ity.

7.4.1. Viewing card sets with KeySafe

You can use KeySafe to view details of all the Operator Cards in a Security World, details of
individual OCSs or details of an indvidual Operator Card.

7.4.1.1. Examining a Card
In order to view infor mation about indi vidual cards with KeySafe, follow these steps:

1. Start KeySafe. (For an introduction to KeySafe and infor mation on start ing the soft !
ware, see Using KeySafe.)

2. Click the Card Sets menu button, or select the Card sets menu item from the Manage
menu. KeySafe takes you to the List Oper ator Card Sets panel.

3. Click Examine/Change Card to open the Examine/Change Card panel.

4. Insert a card into the appro priate smart card slot. KeySafe displays information about
the smart card currently in the slot. If there is no smart card in the slot, KeySafe dis!
plays a message Card slot empty - please insert the card that you want to exam ine.

From the Examine/Change Card panel, you can also:

¥ Change a cardOs pass phrase (if it has one)
¥ Give a pass phrase to a card that does not already have one
¥ Remove a pass phrase from a card that curently has one

¥ Erase the card.

7.4.1.2. List an Operator Card Set
In order to view infor mation about whole OCSs with KeySafe, fol low these steps:

1. Start KeySafe. (For an introduction to KeySafe and infor mation on start ing the soft !
ware, see Using KeySafe.)

2. Click the Card Sets menu button, or select the Card sets menu item from the Manage
menu. KeySafe takes you to the List Oper ator Card Sets panel, which displays infor!
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mation about all OCSs in the current Security World.
From the List Oper ator Card Sets panel, you can also:

¥ Examine / change a card (see Examining a Card)

¥ Create a new card set (see Creating an Operator Card Set with KeySafe)
¥ Replace an Opemtor Card Set (see Replacing OCSs with KeySafe)

¥ Replace an Administrator Card Set (see Replacing an ACS with KeySafe)

¥ Discard a card set (see Erasng cards with KeySafe).

7.4.2. Viewing card sets using the command line

You can use the nfk minfo command-line util ity to view details of either all the Oper ator
Cards in a Secuity World or of an indi vidual Operator Card.

To list the OCSs in the current Security World from the com mand line, open a command
window, and give the com mand:

nfkminfo --cardset-list

In this command, --card set-list  specifies that you want to list the oper ator card sets in
the current Security World.

nfk minfo displays output infor mation similar to the fol lowing:

Cardset summary - 1 cardsets: (in timeout, P=persistent, N=not)
EOperator logical token hash k/n timeout name
hash 1/1 none-N name

To list information for a spe cific card, use the com mand:

nfkminfo <TOKENHASH>

In this command, <TOKBEHNASHIs the Opeiator log i cal token hash of the card (as listed
when the com mand nfk minfo --card set-list is run).

This command displays output infor mation similar to the fol lowing:

name "name"

k-out-of-n 1/1

flags NotPersistent

timeout none

card names

hkltu 794ada39038fa8c4e9ead6a24136bbb2b8b3372
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I ‘ Not all soft ware can give names to individual cards.

7.4.3. Viewing softcards

To view soft cards, use KeySafe or the command line. The command line provides several
options for view ing soft card infor mation.

7.4.3.1. Viewing softcards with KeySafe
To view a softcard with KeySafe, follow these steps:

1. Start KeySafe.
2. Click the Soft cards menu button. KeySafe takes you to the Soft card Oper ations panel.

3. Click the List Soft cards navigation but ton. KeySafe takes you to the List Soft cards
panel, which displays information about all soft cards in the current Security World.

From the List Soft cards panel, you can also choose to remove a softcard from the
Security World. For more infor mation about this pro cedure, see Erasing cards and soft!
cards.

7.4.3.2. Viewing softcards with nfkminfo

To list the soft cards in the current Security World using the nfk minfo command-line util ity,
give the com mand:

nfkminfo --softcard-list
In this command --soft card-list specifies that you want to list the soft cards in the cur!
rent Security World.

To show information for a specific soft card using the nfk minfo command-line utility, give
the command:

nfkminfo --softcard-list <IDENT>

In this command <IDENT3s the soft cardOs logal token hash (as given by runmning the com!
mand nfk minfo --soft card-list ). This command displays output infor mation similar to the
following:

SoftCard
Ename  "mysoftcard"
Ehkltu 7fb95888ea2850d4e3ffcc8f0c22100937344308
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Keys protected by softcard 7fb95888ea2850d4e3ffcc8f0c22100937344308:
EAppName simple Ident mykey
EAppName simple Ident myotherkey

7.4.3.3. Viewing softcards with ppmk

To list the soft cards in the current Security World using the ppmkcommand-line utility, use
the command:

ppmk --list

In this command --list  specifies that you want to list the soft cards in the current Security
World.

In order to view the details of a par ticular softcard using the ppmkcommand-line utility, give
the command:

ppmk --info <NAME>|<IDENT>

In this command, you can identify the soft card whose details you want to view either by its
name (KNAME®r by its logical token hash (as given by running the com mand nfk minfo
--soft card-list ).

7.4.4. Verifying the pass phrase of a card or softcard

7.4.4.1. Verifying the pass phrase of a card with cardpp

To verify the pass phrase associated with a card using the cardpp command-line util ity, use
the command:

cardpp --check [-m|--module=<MODULE>]

This command uses the following options:

Option Description
--check This option tells cardpp to check the pass phrase.
--module=<MODLE> This option specifies the number of the mod ule to use. If you only have one

module, <MOOLE>is 1. If you do not specify a module number, cardpp uses all
modules by default.

The cardpp utility polls all available slots; if there is no card inserted, it prompts you to insert
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one. If the card belongs to this Secu rity World, cardpp either tells you if no pass phrase is
set or prompts you to enter the pass phrase and checks to see if it is cor rect.

7.4.4.2. Verifying the pass phrase of a softcard with ppmk

In order to verify the pass phrase of a partic ular softcard, open a command window, and
give the com mand:

ppmk --check <NAME>|<IDENT>

In this command, you can identify the soft card whose pass phrase you want to verify either
by its name (<NAME=®r by its logical token hash (as given by running the com mand nfk!
minfo --soft card-list ).

ppmkprompts you to enter the pass phrase and then tells you whether the pass phrase you
entered is correct for the spec ified soft card.

7.5. Changing card and softcard pass phrase

Each softcard or card of a card set can have its own individual pass phrase: you can even
have a card set in which some cards have a pass phrase and otlers do not, and you can
have distinct soft cards that nevertheless use the same pass phrase. A pass phrase can be
of any length and can contain any characters that you can type.

Normally, in order to change the pass phrase of a card or softcard, you need the card or
soft card and the existing pass phrase. Known card pass phrase can be changed using
KeySafe or the cardpp command-line util ity; soft card pass phrase can be changed using
KeySafe or the ppmikcommand-line utility. You can also add a pass phrase to a card or soft
card that currently does not have one or remove a pass phrase from a card that does cur!
rently have one.

If you generated your Security World with the pass phrase replace ment option, you can
also replace the pass phrase of a card or softcard even if you do not know the exist ing pass
phrase. Such a pass phrase replacenent oper ation requires autho rization from the ACS.

7.5.1. Changing known pass phrase
To change a card pass phrase, you need the card and the old pass phrase.

Each card in a set can have its own individual pass phrase. You can even have a set in which
some cards have a pass phrase and otlers do not.
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Prior to Security World Soft ware v11.72, we set no absolute limit on the
length of a pass phrase. However, some applications may not accept a
pass phrase longer than 255 characters. Likewise, the Security World
does not impose restric tions on which char acters you can use, although
some applications may not accept cer tain characters. Entrust recom!

mends that your password only con tains 7-bit ASCII characters:

A-Z,a7,09 ! @#$% N&*-_+=[]{}\:",.2/]"
~"<>0);

See Maximum pass phrase length for more about pass phrase length

when using Security World Soft ware v11.72.

7.5.1.1. Changing known pass phrase with KeySafe
To change a known pass phrase for an Opeagtor Card using KeySafe:

1. Start KeySafe. (For an introduction to KeySafe and infor mation on start ing the soft !
ware, see Using KeySafe.)

2. Click Card sets, or select Card sets from the Manage menu. TheList Oper ator Card
Sets panel is displayed.

. Click Examine / change card to open the Examine / Change Card panel.
Click Change pass phrase. The Set Card Prdection pass phrase panel is digplayed.
. Enter the old pass phrase, and click the OK button.

. A screen is displayed asking Do you want to set a pass phrase? . Select Yes.

N o o A~ w

. Enter your new pass phrase, and enter it again in the second box as confirmation of the
change.

8. Click OK.

7.5.1.1.1. Changing a known softcard pass phrase with KeySafe
To change a known pass phrase for a softcard using KeySafe:

1. Start KeySafe. (For an introduction to KeySafe and infor mation on start ing the soft !
ware, see Using KeySafe.)

2. Click the Soft cards menu button, or select Soft cards from the Manage menu. KeySafe
takes you to the List Soft cards panel.

3. Select the soft card for which you want to change the pass phrase, and click the
Change Pass phrase button. KeySafe takes you to the Change/Recover Soft card Pass
phrase panel.
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| If a softcard is listed as PINERecoery Enabled = No, then you will
. be unable to change the pass phrase.

4. Select the soft card whose pass phrase you want to change, and click the Change Pass
phrase button. KeySafe takes you to the Get Soft card Protection pass phrase panel.

5. Enter the old pass phrase, and click the OK button.

KeySafe either displays an error didog (if the pass phrase is not correct) or takes you
to the Set Soft card Protection pass phrase panel.

6. Enter your new pass phrase, and enter it again in the second field to con firm the pass
phrase is correct.

7. Click the OK button.

After changing a pass phrase, KeySafe diplays a diadog to con firm that the pass
phrase has been suaessfully changes.

8. Click the OK button to con tinue using KeySafe.

7.5.1.2. Changing known pass phrase with cardpp

Each card in a card set can have its own individual pass phrase. You can even have a setin
which some cards have a pass phrase and otlers do not. A pass phrase can be of any length
and can contain any characters that you can type.

With Security World Soft ware v11.72 and later, pass phrases are liited
| to a maximum length of 254 char acters, when using cardpp. See Maxi!
mum pass phrase length.

To change a known cardOs pass phrase with theardpp command-line utility, take the fol low
ing steps:

1. Run the cardpp utility using the com mand:

cardpp --change [-m|--module=<MODULE>]

If you only have one HSM, <MQOUOLE=>s 1. If you do not specify an HSM number, cardpp
uses all HSMs by default.

2. If prompted, insert the card whose pass phrase you want to change. (If there is a card
already in the slot, you are not prompted.)

3. If prompted, enter the exist ing pass phrase for the card (If the card has no current pass
phrase you are not prompted.) If you enter the pass phrase cor rectly, cardpp prompts
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you to enter the new pass phrase.
4. Enter a new pass phrase, and then enter it again to confirm it.

After you have con firmed the new pass phrase, cardpp changes the cardOs pass phrase.

7.5.1.3. Changing known softcard pass phrase with ppmk

With Security World Soft ware v11.72 and later, pass phrases are liited
| to a maximum length of 254 char acters, when using ppmk See Maximum
pass phrase length for more infor mation.

To change a known softcardOs pass phrase when you know the pass phrase, fldw these
steps:

1. Give the following command:

ppmk --change <NAME>|<IDENT>
In this command, you can identify the soft card whose pass phrase you want to change
either by its name (<NAMER®r by its logical token hash as listed by nfk minfo (<IDENT
ppmkprompts you to enter the old pass phrase.

2. Type the old pass phrase, and pressEnter. If you enter the old pass phrase correctly,
ppmkprompts you to enter the new pass phrase.

3. Type the old pass phrase, and pressEnter. Type the new pass phrase again, and press
Enter to confirm it.

After you have con firmed the new pass phrase, ppmkhen changes the soft cardOs pass
phrase.

7.5.2. Changing unknown or lost pass phrase

7.5.2.1. Changing unknown card pass phrase with cardpp

If you generated your Security World with the pass phrase replace ment option, you can
change the pass phrase of a card even if you do not know its existing pass phrase. Such a
pass phrase replacement oper ation requires autho rization from the ACS.

To change an unknown card pass phrase with the cardpp command-line util ity:

¥ Run a command of the form:
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cardpp --recover [--module=<MODULE>]

In this command, <MOUDLE>specifies the number of the hard ware security mod ule to
use. If you only have one hardware security mod ule, <MOUDLE=is 1. If you do not spedify
a number, cardpp uses all hardvare security mod ules by default.

¥ As prompted, insert the appro priate number of cards from the ACS required to autho !
rize pass phrase replacement.

¥ When prompted, insert the Oper ator Card whose pass phrase you want to replace. To
replace its pass phrase:

a. When prompted, type the new pass phrase, and then press Enter.

b. When prompted, type the new pass phrase again to con firm it, and then press
Enter.

cardpp sets the new pass phrase, and then prompts you for another Oper ator
Card.

¥ Repeat the process in the previous step to change the pass phrase on further cards, or
press Q to quit.

n Only insert Administrator Cards into a hardware security mod ule that is
connected to a trusted server.

7.5.2.2. Replacing unknown pass phrase with ppmk

If you generated your Security World with the pass phrase replace ment option, you can
change the pass phrase of a softcard even if you do not know its exist ing pass phrase. Such
a pass phrase replacement operation requires authorization from the ACS.

To change an unknown softcard pass phrase with the ppmkcommand-line util ity:

1. Run a command of the form:

preload --admin=p ppmk --recover <NAME>|<IDENT>
In this command, you can identify the soft card by its <NAMEor by its <IDENTits logi!
cal token hash as shown in output from the nfk minfo command-line utility).

2. As prompted, insert the appro priate number of cards from the ACS required to autho !
rize pass phrase replacement.

3. When prompted, type the new pass phrase, and then press Enter.
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4. When prompted, type the new pass phrase again to con firm it, and then press Enter.

If the pass phrase does not match, ppmkprompts you to input and con firm the pass
phrase again.

After you suc cessfully confirm the new pass phrase, ppmkinishes configuring the soft card
to use the new pass phrase.

n Only insert Administrator Cards into a hardware security mod ule that is
connected to a trusted server.

7.6. Replacing Operator Card Sets

Replacing an OCS requires authorization from the ACS of the Secu rity
I World to which it belongs. You can not replace an OCS unless you have
the required number of cards from the appro priate ACS.

If you have lost a card from a card set, or you want to migrate from stan dard nShield cards
to nShield Remote Administration Cards, you should use one of the fol lowing:

¥ Therocs utility
¥ The KeySafe Replace Operator Card Set option.

Accessed from the Card Opemtions panel.

| You cannot mix standard nShield cards with nShield Remote Administra
. tion Cards. in the same set.

We recommend that after you have replaced an OCS, you then erase the remaining cards in
the old card set and remove the old card set from the Secu rity World. For more infor mation,
see Erasng cards and softcards.

Deleting the infor mation about an OCS from the host does not remove the data for keys
protected by that card set. On the KeySafe Key Operations panel), such keys are listed as
being protected by Deleted Card Set.

To prevent you from los ing access to your keys if the smart card you are using as the Opera
tor Card is lost or damaged, Entrust supplies several utilities that can recover the keys pro !
tected by the lost Oper ator Card to another token

¥ KeySafe includes an option to replace OCSs on the Card Operations panel (click the
Replace OCS navigation but ton).

¥ Therocs command-line utility pro vides an interactive method or a com mand-line only
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method to replace OCSs.

Replacing one OCS with another OCS also transfers the keys protected by the first OCS to

the protection of the new OCS.

When you replace an OCS or softcard and recover its keys to a different OCS or softcard,
the key material is not changed by the process. The process deletes the original host data

(that is, the encrypted ver sion of the key or keys and the smart card or soft card data file)

and replaces this data with host data pro tected by the new OCS or soft card.

To replace an OCS or softcard, you must:

¥ Have enabled OCS and softcard replacement when you cre ated the Security World

or soft cards.

mand-line util ity that did not sup port OCS and soft card replace!

If you did not enable OCS and soft card replacement, or if you cre!
ated the Security World with an early ver sion of the pkcs-init com

ment, you cannot recover keys from lost or dam aged smart cards

¥ Have created the original OCS usingcreateocs, cre ateocs-sim ple , KeySafe, or the

nShield PKCSE#11 library veion 1.6 or later

If you initialized the token using ckinit to kenfrom the nShield

n PKCSE#11 library veron 1.5 or eafier, you must contact Sup port to

arrange for them to con vert the token to the new for mat while you

still possess a valid card.

¥ Have a sufficient num ber of cards from the ACS to autho rize recovery and replace!

ment

All recovery and replacement oper ations require authorization from

immediately replace the entire ACS.

the ACS. If any of the smart cards in the ACS are lost or damaged,

¥ Have initialized a second OCS using cre ateocs, cre ateocs-sim ple, KeySafe, or the

nShield PKCSE#11 library veion 1.6 or later.

I The new OCS need not have the sameK/N policy as the old set.

If you are sharing the Security World across several host computers, you must ensure that
the changes to the host data are prop agated to all your com puters. One way to achieve this

is to use client coop eration. For more information, see Setting up client coop eration.
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7.6.1. Replacing OCSs with KeySafe

In order to replace an OCS, you must have another OCS onto which to copy the first setOs
data. If you do not already have an existing second OCS, you must create a new one. For
more infor mation, see Creating Operator Card Sets (OCSs).

When you have a second OCS ready, follow these steps in order to replace the first OCS:

1. Start KeySafe. (For an introduction to KeySafe and infor mation on start ing the soft !
ware, see Using KeySafe.)

2. Click the Card Sets menu button, or select Card Sets from the Manage menu. KeySafe
takes you to the List Operator Card Sets panel.

3. Click Replace card set. KeySafe takes you to the Replace card set panel.

This panel lists existing OCSs in tabular form. For each card set it displays:

Attribute Description

Name The name of the card set.

Required (K) The number of cards needed to re-cre ate a key.

Total (N) The total number of cards in the set.

Persistent Indicates whether or not the card set is per sistent.

Timeout The timeout value of the card, in seconds

Recoverable Key Count The number of private keys protected by this card set that are recov erable.

Nonrecoverable Key Count  The number of private keys protected by this card set that are not recov er
able.

You can click and drag with your mouse in order to resize the column widths and to
rearrange the column order of this ta ble. Clicking a column heading sorts the rows in
ascending order based on that column heading.

4. Select an OCS that you want to replace, and click Replace card set.

If an OCS does not have any recoverable keys, it cannot be
replaced.

5. KeySafe takes you to the Load Administrator Card Set panel, where it prompts you to
insert cards from the ACS in order to autho rize the action. Each time you insert an
Administrator Card into the smart card of the hard ware security mod ule slot, you must
click the OK button to load the card.

Only insert your ACS into a module that is connected to a trusted
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server.

6. When you have loaded enough cards from the ACS to authorize the procedure,

KeySafe takes you to the Load Operator Card Set panel, where it prompts you to
insert the OCS that is to pro tect the recov erable keys (this is the OCS onto which you
are copying data from the OCS you are replacing). Each time you insert a card from the
new OCS into the smart card slot of the hard ware security mod ule, you must click the
OK button.

When you have loaded enough cards from the new OCS, KeySafe creates new working
versions of the recov erable keys that are protected by this card set.

KeySafe deletes the original host data for all recovered keys and replaces this data with
host data that is pro tected by the new OCS. If there are no non recoverable keys pro!
tected by the card set, KeySafe also removes the old card set from the Secu rity World.
However, if the OCS has nonrecoverable keys, the host data for the original card set
and for the nonrecoverable keys is not deleted. These keys can only be accessed with
the original OCS. If you want to delete these files, use the Remove OCS option.

. When the process is complete, KeySafe displays a didog indicating that the OCS has

been successfully replaced. Click the OK button. KeySafe returns you the Replace
Operator Card Set panel, where you may replace another OCS or choose a different
operation.

7.6.2. Replacing OCSs or softcards with rocs

You can use therocs command-line util ity inter actively, or you can supply all the parame!
ters using the command line.

7.6.2.1. Using rocs interactively

To use the rocs command-line util ity inter actively, run it with out any parameters:

rocs

rocs displays the following prompt:

'rocs' key recovery tool
Useful commands: ‘help’, ‘help intro’, ‘quit'.
rocs >

In order to use rocs to replace an OCS or recover keys to a softcard, take the following
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