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1. Summary of utilities
¥ anonkneti

¥ appliance-cli

¥ bondcfg

¥ bondlink

¥ bulkerase

¥ cardpp

¥ cef-audit-ver ify

¥ cfg-dynam icslots

¥ cfg-mkcardlist

¥ cfg-mkde fault

¥ cfg-push nethsm

¥ cfg-push ntp

¥ cfg-remotes lots

¥ cfg-reread

¥ checkmod

¥ chkserv

¥ ck_ecedwards_gen

¥ ck_ecmont gomery_gen

¥ ck-xfer-fix

¥ ckaesgen

¥ ckariagen

¥ ckcert tool

¥ ckcheckinst

¥ ckcmac-ctr

¥ ckcrypt

¥ ckdes3gen

¥ ckecies

¥ ckhyper

¥ ckimport backend
Use when instructed to do so by Sup port

¥ ckinfo

¥ ckkeyloop
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¥ cklist

¥ ckmechinfo

¥ ckmldsa

¥ cknfkmid

¥ ckrestric tkey

¥ ckrsagen

¥ ckshahmac

¥ cksigtest

¥ ckslhdsa

¥ cksotool

¥ cngimport

¥ cnginstall32, cnginstall

¥ cnglist32, cnglist

¥ cngregister

¥ cngsoak, cngsoak64

¥ config-audit logging

¥ config-server startup

¥ configure-csp-poolmode, con figure-csp-poolmod e64

¥ cpioc

¥ createocs

¥ cryptest

¥ csadmin

¥ cspcheck, cspcheck64

¥ cspimport, cspim port64

¥ cspmigrate, cspmigrate64

¥ cspnvfix, cspnvfix64

¥ csptest, csptest64

¥ csputils, csputil s64

¥ date

¥ des_kat

¥ display-pub key

¥ dump-mar shalled

¥ elftool

¥ enquiry
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¥ esn

¥ facto rystate

¥ fet

¥ flood test

¥ fwcheck

¥ fwver sion

¥ gateway

¥ gateway6

¥ generatekey

¥ getrtc

¥ hakever

¥ help

¥ hsc_codesafe

¥ hsc_configurepoolmod ule

¥ hsc_configureslots

¥ hsc_loadseemachine

¥ hsc_loadwarrants

¥ hsc_nethsmexports

¥ hsc_nethsmimports

¥ hsc_remote filesystem

¥ hsc_serverremotecomms

¥ hsc_serversettings

¥ Administration of plat form services (nShield 5 HSMs)

¥ hsmdiagnose

¥ initunit

¥ keytst, keyt st64

¥ killrecov

¥ km-plode

¥ kmfile-dump

¥ kneti

¥ kptest

¥ libck nfast.so
See PKCS#11 Developer libraries

¥ loadmache

Chapter 1. Summary of utilities

nShield v13.9.6 Utilities Reference 3/306

https://nshielddocs.entrust.com/security-world-docs/api-pkcs11/developer-libraries.html
https://nshielddocs.entrust.com/security-world-docs/api-pkcs11/developer-libraries.html
https://nshielddocs.entrust.com/security-world-docs/api-pkcs11/developer-libraries.html


¥ loadrom

¥ loadsee-setup

¥ logout

¥ sbin/logro tate-hard server

¥ logs

¥ maintmode

¥ makecspyuserdata

¥ migrate-world

¥ mkaclx

¥ modstate

¥ ncdate

¥ ncperftest

¥ ncpy
Internal, only called by other nShield utilities.

¥ ncsvcdep

¥ ncthread-test

¥ ncversions

¥ netcfg

¥ netcfg6

¥ netdiagnose

¥ netenable

¥ nethsmadmin

¥ nethsmenroll

¥ netlink

¥ new-world

¥ nfcp

¥ nfdiag

¥ nfkmattest

¥ nfkmcheck

¥ nfkminfo

¥ nfkmverify

¥ nfloadmon

¥ nfls

¥ nfrm
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¥ nfwarrant

¥ nopclearfail

¥ ntokenenroll

¥ nvram-backup

¥ nvram-sw

¥ openssl

¥ p11hyper

¥ passwd

¥ perfcheck

¥ ping

¥ pollbare

¥ postrocs

¥ ppmk

¥ preload

¥ pubkey-find

¥ push

¥ raccmd

¥ racgui

¥ racs

¥ randchk

¥ rdlinene
Internal, only called by other nShield utilities.

¥ reboot

¥ retrievewarrants

¥ rfs-setup

¥ rfs-sync

¥ rfsaddr

¥ rocs

¥ route

¥ route6

¥ rout ing

¥ rout ing6

¥ rserverperm

¥ rtc
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¥ see-sock-serv, see-stdioe-serv, see-stdioe sock-serv, see-stdoe-serv

¥ setrtc

¥ sigtest

¥ slotinfo

¥ stat tree

¥ sworldcheck

¥ tamperlog

¥ tct2

¥ trial

¥ uptime

¥ version

¥ with-nfast
No longer supported, use preload
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2. anonkneti
anonkneti [OPTIONS] <ADDRESS>

Anonymous kNETI request command that polls an HSM for its con nection details. It returns
the ESN and HKNETI key hash from the HSM identi fied by its IP address.

For more information, see Configuring the remote file sys tem (RFS).

Option Descrip tion

<ip-address> If your net work is secure and you know the IP address of the HSM, you can
obtain the ESN and hash of the KNETI key by running anonkneti  on the client
computer. A manual double-check is recommended for security. For guidance
on network security, see the nShield Security Man ual. 
<ip-address>  is the IP address of the HSM, which could be one of the fol low !
ing:

¥ an IPv4 address

¥ an IPv6 address, including a link-local IPv6 address

¥ a hostname

The command returns output in the fol lowing form:

A285-4F5A-7500 2418ec85c86027eb2d5959fef35edc5e1b3b698f

In this example output, A285-4F5A-7500 is the ESN and 2418ec85c86027e!
b2d5959fef35edc5e1b3b698f is the hash of the KNETI key.

-p, --port=PORT Confirms connectiv ity to an HSM that you expect to be at <port-num ber>.
The output for mat is the same as without the port num ber: the ESN and the
hash of the KNETI key.

anonkneti -p 9004 <ip-address>

Default : 9004.

! nethsmenroll uses -P, with upper-case P, for port num !
bers. anonkneti  uses -p, with lower-case p.

Module selection

-m, --module=MODULE Specifies the number ID to use.
If you only have one module, MODULE is 1.
If module 0 is specified, anonkneti  displays the hash of the soft ware key gener
ated by the remote server.
If you do not spec ify a module ID, anonkneti  uses all modules by default.
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Option Descrip tion

Help options

-h , --help Displays help for anonkneti .

-u , --usage Displays a brief usage summary for anonkneti .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
anonkneti .

2.1. anonkneti examples

2.1.1. Example 1: Run anonkneti  against an HSM to check availability

anonkneti <ip-address>

If anonkneti  canÕt reach the HSM, it displays an error: no route to host/des ti nation
unreachable .

If the remote device is not  an HSM it will also error.

2.1.2. Example 2: Run anonkneti  against localhost to obtain the softkneti
hash

anonkneti -m 0 127.0.0.1

anonkneti  polls the local hardserver for its soft kneti hash. You can then provide the soft !
kneti hash to the HSM alongside, or instead of, the IP address when configuring client con !
nections for stronger authen tication.

2.1.3. Example 3: Compare the IP address of a network-attached HSM
from the front panel and the anonkneti response

anonkneti <network-attched-hsm-ip-address>
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3. appliance-cli
Enables certain appliance administration or sta tus commands. All operations require a privi!
leged client (by default, that means an ele vated com mand-prompt on Win dows or member
ship of the nfast group on Linux). Oper ations run against a remote module additionally
require that the mod ule has been enrolled as privileged in the local hardserver.

appli ance-cli  supports remote admin istration of nShield Con nect and nShield 5c devices,
in addition to enabling cer tain administration or sta tus commands to be made available to
privileged clients running in guest VMs that have access to nShield SoloXC or nShield 5s
local HSMs running on the host machine over nCipher Secure Transport/Impath.

"
Available commands will depend on your version and HSM type. cs5 is
nShield 5c specific, for more infor mation, see Configure the nShield 5c
for client autho rization .

Appli ance command Action

expirehsmlog Expire signed nShield 5 HSM syslogs

exporthsmlog Get signed nShield 5 HSM syslogs

gethsmlog Get nShield 5 HSM syslogs

getsavedhsmlogs Get signed nShield 5 HSM syslogs saved on the 5c file system

removesavedhsmlogs Remove signed nShield 5 HSM syslogs saved on the 5c file system

gethsmenvstats Get nShield 5 HSM general statistics

gethsmsta tus Get nShield 5 HSM status and versions

gethsminfo Get nShield 5 HSM info

gethsmoption Get nShield 5 HSM option

sethsmoption Set nShield 5 HSM option

gethsmcs5stats Get nShield 5 HSM CodeSafe 5 statistics

sethsmminvsn Set the minimum VSN for nShield 5 HSM

cs5 Configure CodeSafe5 for nShield 5

gethsmlogkey Get nShield 5 HSM syslog signing key

getservcfg Get server config file

getservlog Get server logs

getrtc Get the RTC time for nShield 5
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Appli ance command Action

setrtc Set the HSM RTC. Only available for nShield 5c version 13.3 or later. See setrtc
for more infor mation.

seri alctrl Enable or disable the Connect/5cÕs serial CLI

Module selection

-m, --module=MODULE Specifies the number ID to use.
If you only have one module, MODULE is 1.
If you do not spec ify a module ID, appli ance-cli  uses all modules by default.

Help options

-h , --help Displays help for appli ance-cli .

-u , --usage Displays a brief usage summary for appli ance-cli .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
appli ance-cli .

3.1. setrtc

You can only change the RTC forward to a time later than the one cur rently set. You cannot
change it to an earlier time. This is to ensure the validity of cer tifi cates associated with the
SSH keys used for attestation.

If you need to change the cur rent time to an ear lier time, for example if a mistake was made
when the ini tial time was set, you will need to fac tory state the HSM.
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4. bondcfg
bondcfg [mode=802.3ad] [miimon=100] [primary=eth0]
Ê       [resend_igmp=1] [lacp_rate=slow] [xmit_hash_policy=layer2]

If bond inter face is not set, the cur rent set ting will be dis played.

If bond inter face is specified with no args then the cur rent set ting will be dis played.

The bond interfaceÕs address, netmask and linkspeed  configuration are inherited from eth0
(iface=0 ) configuration.

Option Descrip tion

lacp_rate (Only in 802.3ad mode)
The rate in which weÕll ask our link partner to transmit LACPDU packets in
802.3ad mode.
Possible values are slow or fast .
Default: slow.

miimon The MII link monitor ing frequency in milliseconds.
Range: 0-10000, default: 100.

mode Bond mode, one of 802.3ad and active-backup .
Default: 802.3ad.

pri mary (Only in active-backup  mode)
Primary device, one of eth0 and eth1.
Default: eth0.

resend_igmp (Only in active-backup  mode)
The number of IGMP membership reports to be issued after a failover event.
Range: 0-255, default: 1.

xmit_hash_policy (Only in 802.3ad mode)
The transmit hash policy to use for slave selection in 802.3ad mode.
Possible values are lay er2, lay er2+3 or encap2+3.
Default: lay er2.
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5. bondlink
bondlink [enable/disable]

If the bond inter face is not set, the cur rent inter face status will be displayed.

Option Descrip tion

action The action to take for the inter face (enable or dis able ).

Chapter 5. bondlink
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6. bulkerase
bulkerase [-v] [-m MODULE [-m MODULE ...]]

Erases multiple smart cards including Administrator Cards, Operator Cards, and FEM activa!
tion cards, in the same session.

! Do not use the bulk erase util ity to erase Admin istrator Cards from the
current Security World.

Option Descrip tion

-v , --ver bose Runs in verbose mode.

Option to address HSMs

-m, --module=<MODULE> Specifies the number of the mod ule to erase cards. May be repeated, default =
all.

Help options

-h , --help Displays help for bulk erase.

-u , --usage Displays a brief usage summary for bulk erase.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys bulk
erase.
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7. cardpp
cardpp --examine|--change|--check|--recover [-m MODULE]

Changes, verifies, or recovers a passphrase of a card.

Option Descrip tion

-c , --change Change the passphrase of a card.
Works both on ACS or OCS cards.

-e , --examine Reads the card that is inserted in the slot of mod ule <MODULE>.
Works both on ACS or OCS cards.

-k , --check Checks the passphrase.
Works both on ACS or OCS cards.
cardpp polls all available slots. If there is no card inserted, it prompts you to
insert one.
If the card belongs to this Secu rity World, cardpp either tells you if no
passphrase is set or prompts you to enter the passphrase and checks to see if
it is correct.

-r , --recover Allows you to set a new passphrase of a card if passphrase replacement was
enabled when the Security World was created. See Changing unknown card
passphrase with cardpp and passphrase replacement .
Only works on OCS cards and the password replacement for the OCS card
requires authorization by the ACS cards.

Module selection

-m, --module=MODULE Specifies the number ID to use.
If you only have one module, MODULE is 1.
If you do not spec ify a module ID, cardpp uses all modules by default.

Help options

-h , --help Displays help for cardpp.

-u , --usage Displays a brief usage summary for cardpp.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
cardpp.
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8. cef-audit-verify
cef-audit-verify [-h] [-u] [-v] [-e ESN] [-w WARRANT] [-r ROOT] [-o OUTDIR] [LOG]

Verifies audit logs pro duced on HSMs running a firmware version older than 13.5, which pro
duced audit logs in CEF format. Replaces the NFAST_HOME/python/examples/audit-log-ver i
fier.py  script, which was previously provided for this pur pose.

Option Descrip tion

-e ESN, --esn ESN The ESN of the logevents to ver ify.

-o OUTDIR, --out dir OUTDIR The path to the out put direc tory.
cef-audit-ver ify  generates output files in JSON for mat to describe the con !
tent and ver ification sta tus of the logs.

-r ROOT, --root ROOT The key for the root nShield HSM warrant
Default: KWARN-1

-w WARRANT, --war rant WAR!
RANT

The path to the war rant file or warrants directory.
If you specify a warrant file or direc tory, the util ity ver ifies up to the nShield
HSM warrant root of trust.

LOG Positional argument for you to enter the loca tion of the CEF for mat audit log
file to ver ify. This is typically either a hardserver log or a syslog log, depending
on how audit was con figured. If a hardserver log is provided, the util ity can
automatically distinguish CEF audit records from other hardserver log entries.

Help options

-h , --help Displays help for cef-audit-ver ify .

-u , --usage Displays a brief usage summary for cef-audit-ver ify .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys cef-
audit-ver ify .
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9. cfg-mkdefault
cfg-mkdefault [-r] [-f FILENAME] [-c]

Creates a default client con figuration file for the hard server configuration sections. The con
figuration file cfg-mkdefault  creates can only be transferred to net work-attached HSMs
when it is created with the --con nect-con fig  option.

Option Descrip tion

-c, --con nect_ config Creates a config file for a net work-attached HSM

-f, --default file=FILE NAME Name of the file to write the default set tings to.

Default: cardlist.default

-r, --reset master file Resets the master con fig file to the default.

Help options

-h , --help Displays help for cfg-mkdefault .

-u , --usage Displays a brief usage summary for cfg-mkdefault .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys cfg-
mkdefault .
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10. cfg-dynamicslots
Configures dynamic slots.

Option Descrip tion

-c, --count=N The number of dynamic slots to set. 0 disables dynamic slots.

-e, --esn=ESN ESN of the local module to configure. Defaults to the cur rent module 1.

-s, --map=S Swaps the local reader slot 0 with this slot. 0 disables remapping.

-U, --use file=FILE NAME Use FILENAME file as the masterconfig file.

Help options

-h , --help Displays help for cfg-dynamic slots .

-u , --usage Displays a brief usage summary for cfg-dynamic slots .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys cfg-
dynamic slots .
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11. cfg-mkcardlist
cfg-mkcardlist

Writes out a default cardlist  file for con trol ling which smart cards are allowed to be used.
To make this the default cardlist , set the name as cardlist  and ensure that the file is in
the con fig file direc tory.

Option Descrip tion

-f, --default file=FILE NAME Name of the file to write the default set tings to.

Default: cardlist.default

Help options

-h , --help Displays help for cfg-mkcardlist .

-u , --usage Displays a brief usage summary for cfg-mkcardlist .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys cfg-
mkcardlist .
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12. cfg-pushnethsm
cfg-pushnethsm [-p PORT -a ADDR -f -k -m MODULE] FILE

Copies a specified con figuration file from a remote file sys tem to the file sys tem on a speci
fied mod ule.

Some changes propagated with cfg-push nethsm need further actions. For example, you
have to clear the module after changing the dynamic slot con figuration.

¥ Remote configuration of addi tional clients .

¥ About user priv ileges.

¥ CodeSafe utilities.

Option Descrip tion

-a, --address=ADDR Net work address of the net work-attached HSM to push con figuration file to,
or ""  (quotation marks with out any content between) to just val idate the file.

cfg-pushnethsm --address=<module_IP_address> <full_path_to_config_file>

<module_IP_address> is that of the nShield Con nect on which to load the con
figuration and <ful l_path_to_config_file>  is the path to, and name of the
updated con figuration file. For example:

/opt/nfast/bin/cfg-pushnethsm Ðaddress 192.168.156.30 /opt/nfast/kmdata/hsm-49D5-C944-
F159/config/config.new

Default: "" .

-f, --force Pushes the configuration file even if val idation check fails.

-k, --use-kneti Uses a local module KNETI to authenticate this client to the net work-attached
HSM. If no KNETI is specified with this -k  option, the hardserverÕs software
KNETI is used.

-m, --mod ule=MODULE Uses this moduleÕs KNETI. This -m option is ignored unless --use-kneti  is used.

Default: 1.

-n, --no-rfs-check Overrides the RFS check.

-p, --port=PORT Sets the port to use to con nect to the net work-attached HSM.

Default: 9004

Help options
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Option Descrip tion

-h , --help Displays help for cfg-push nethsm.

-u , --usage Displays a brief usage summary for cfg-push nethsm.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys cfg-
pushnethsm.
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13. cfg-pushntp
cfg-pushntp -a ADDR [-p PORT -k -m MODULE] -1 ADDR [-2 ADDR -3 ADDR] enable
cfg-pushntp -a ADDR [-p PORT -k -m MODULE] disable

Configures time synchronisation on the nShield HSM, using NTP. Enables or disables NTP
time synchronization on the spec ified HSM. When enabling NTP synchronization, the IP
addresses of up to 3 NTP servers may be specified.

! The new NTP settings will take effect the next time the tar get HSM is
restarted.

Option Descrip tion

-1, --ntp1=ADDR IP address of NTP server.

nShield 5c:  This can be an IPv4 or an IPv6 address.

-2, --ntp2=ADDR IP address of NTP server.

nShield 5c:  This can be an IPv4 or an IPv6 address.

-3, --ntp2=ADDR IP address of NTP server.

nShield 5c:  This can be an IPv4 or an IPv6 address.

dis able Disables the NTP service on the HSM.

enable Enables the NTP service on the HSM.

-a, --address=ADDR IP address of nShield HSM to configure NTP on.

nShield 5c:  This can be an IPv4 or an IPv6 address, or it can be a hostname
that resolves to the HSMÕs IP address.

-k, --use-kneti Uses KNETI to authenticate.

-m, --mod ule=MODULE Sets the HSM to use for KNETI authentication. The default is HSM 1. This
option can only be used with the - -use-kneti  option.

-p, --port=PORT Sets the port to use to con nect to the nShield HSM (default=9004).

Help options

-h , --help Displays help for cfg-push ntp .

-u , --usage Displays a brief usage summary for cfg-push ntp .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys cfg-
pushntp .
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13.1. Example

Linux

cfg-pushntp --address=192.30.100.150 --ntp1=192.23.24.256 enable

Windows

cfg-pushntp.exe --address=192.30.100.150 --ntp1=192.23.24.256 enable

Returns:

The requested NTP configuration changes have been uploaded and will take effect when the target nShield HSM is
restarted.
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14. cfg-remoteslots
cfg-remoteslots [--export|--import|--unimport] [options]

Configures Remote Operator slot imports and exports. See Remote Operator .

14.1. cfg-remoteslot ACTIONS

Action Descrip tion

--export Allow remote read ing of a slot.

--import Import a slot from a remote machine.

--unim port Unimport a slot pre viously imported from a remote machine.

14.2. cfg-remoteslot OPTIONS

Option Descrip tion

-e, --local-esn=ESN ESN of the local module.

Default: current module 1

-p, --port=PORT
-p, --remote-ip=IPADDR
-p, --remote-esn=ESN

Port to con nect to on the remote machine.
IP address of the machine hosting the remote slot.
ESN of the remote mod ule.

-s, --slot=SLOTID SlotID  of the slot to be exported or the SlotID  used to refer to the slot when it
is imported.

-U, --use file=FILE NAME Use this file as the master con fig file.

Help options

-h , --help Displays help for cfg-remotes lots .

-u , --usage Displays a brief usage summary for cfg-remotes lots .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys cfg-
remoteslots .
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15. cfg-reread
cfg-reread

Loads the hardserver configuration from the con figuration file, which means that it recon fig
ures the hardserver according to the master con figuration file.

!
No changes are overwrit ten in the [server_s tartup]  and [remote_admin
is tra tion_ser vice_s tartup]  sections. To apply changes to these sec!
tions, you must restart the hard server or remote administration service,
respectively.

Option Descrip tion

Help options

-h , --help Displays help for cfg-reread .

-u , --usage Displays a brief usage summary for cfg-reread .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys cfg-
reread .
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16. checkmod
checkmod FILENAME...

Checks modulo exponentiations performed on the mod ule against the test data located in
opt/nfast/test data (Linux) or %NFAST_HOME%\testdata (Windows ).

Option Descrip tion

Help options

-h , --help Displays help for checkmod.

-u , --usage Displays a brief usage summary for checkmod.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
checkmod.
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17. chkserv
chkserv

Attempts to open a con nection to the hard server.

Option Descrip tion

-r, --retry Retry until success or timeout
Default: only 1 try

-t, --time out=TIME Timeout in (s)econds or (m)inutes
Default: 240s

Help options

-h , --help Displays help for chkserv .

-u , --usage Displays a brief usage summary for chkserv .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys chk!
serv .
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18. ckaesgen
ckaesgen [ -n | -p PIN ] [ -s token-name ] [ template options ]

Generates an AES secret key.

Option Descrip tion

-n, --nopin DoesnÕt call C_Login , makes key public object.

-p, --pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

-s, --slot-name=SLOT Use only named SLOT.

Template options

-l, --keylength=VAL UE_LEN Sets key length to 128 or 256.
Default: 128

-L, --label=LABEL Sets CKA_LABEL. Default: Example label

--sign Sets CKA_SIGN to true  (default).

--nosign Sets CKA_SIGN to false .

--encrypt Sets CKA_ENCRYPT and CKA_DECRYPT to true  (default).

--noencrypt Sets CKA_ENCRYPT and CKA_DECRYPT to false .

--wrap Sets CKA_WRAP and CKA_UNWRAP to true  (default).

--nowrap Sets CKA_WRAP and CKA_UNWRAP to false .

--derive Sets CKA_DERIVE to true  (default).

--noderive Sets CKA_DERIVE to false .

--sen si tive Sets CKA_SENSITIVE to true  (default).

--nosensi tive Sets CKA_SENSITIVE to false .

--extractable Sets CKA_EXTRACTABLE to true .

--noex tractable Sets CKA_EXTRACTABLE to false  (default).

--modi fi able Sets CKA_MODI FIABLE to true  (default).

--nomodi fi able Sets CKA_MODI FIABLE to false .

Help options

-h , --help Displays help for ckaesgen.

-u , --usage Displays a brief usage summary for ckaesgen.
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Option Descrip tion

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ckaesgen.
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19. ckariagen
ckariagen [ -n | -p PIN ] [ -s token-name ] [ template options ]

Generates an ARIA secret key.

Option Descrip tion

-n, --nopin DoesnÕt call C_Login , makes key public object.

-p, --pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

-s, --slot-name=SLOT Use only named SLOT.

Template options

-l, --keylength=VAL UE_LEN Sets the key length to 128, 192, or 256. Default: 128

-L, --label=LABEL Sets CKA_LABEL. Default: Example label

--encrypt Sets CKA_ENCRYPT and CKA_DECRYPT to true  (default).

--noencrypt Sets CKA_ENCRYPT and CKA_DECRYPT to false .

--wrap Sets CKA_WRAP and CKA_UNWRAP to true  (default).

--nowrap Sets CKA_WRAP and CKA_UNWRAP to false .

--sen si tive Sets CKA_SENSITIVE to true  (default).

--nosensi tive Sets CKA_SENSITIVE to false .

--extractable Sets CKA_EXTRACTABLE to true .

--noex tractable Sets CKA_EXTRACTABLE to false  (default).

--modi fi able Sets CKA_MODI FIABLE to true  (default).

--nomodi fi able Sets CKA_MODI FIABLE to false .

Help options

-h , --help Displays help for ckaria gen.

-u , --usage Displays a brief usage summary for ckaria gen.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ckaria gen.
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20. ckcerttool
ckcerttool -c CARDNAME -f FILENAME -k KMDATAKEYID [-L NAME] [-i CKA_ID]
ckcerttool -n -f FILENAME -k KMDATAKEYNAME [-L NAME] [-i CKA_ID]
ckcerttool -T -c CARDNAME -f FILENAME [-L NAME] [-i CKA_ID]

! Do not use PKCS #11 to perform any task that requires an Admin istrator
Card. Use the equivalent nShield util ities instead.

Imports a certifi cate as a PKCS #11 CKO_CERTIFI CATE object of type CKC_X_509, and option!
ally, associates it with the cor responding private key.

Option Descrip tion

Required

-c, --card set=CARDNAME Name of cardset or soft card to use

-f, --cert file=FILE NAME Name of file of cer tifi cate (pem for mat)

-k, --keyi dent=KMDATAKEYIDProvides the NFKM key ident of the cor responding key

-n, --nopin DoesnÕt call C_Login , the object will be a pub lic object.

Optional

-i --cka_id=CKA_ID Sets CKA_ID on the certifi cate.

If CKA_ID is set on the private key it must be set to the same value on the cer !
tifi cate, otherwise the import will fail.

If CKA_ID is not set on the pri vate key, using the -i  option will set CKA_ID on the
private key and, if the public key is present, on the public key as well.

-L, --cert name=NAME Gives the certifi cate a name stored as CKA_LABEL. Defaults to the value on the
private key or "ncipher-cert" if that is not set. If CKA_LA BEL is not set on the
key private key CKA_LABEL will be set to this value on the private and public
key, if present.

-T, --trusted Sets CKA_TRUSTED to true .

Help options

-h , --help Displays help for ckcert tool .

-u , --usage Displays a brief usage summary for ckcert tool .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ckcert tool .
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20.1. Import a cardset- or softcard-protected certificate

ckcerttool -c CARDNAME -f FILENAME -k KMDATAKEYID [-L NAME]

20.2. Import module-only (no passphrase or cardset name)

ckcerttool -n -f FILENAME -k KMDATAKEYNAME [-L NAME]

20.3. Import a trusted public certificate with no
corresponding private key

ckcerttool -T -c CARDNAME -f FILENAME [-L NAME]
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21. ckcmac-ctr
ckcmac-ctr [-p | -q]

Tests AES-CMAC-CTR derive known answer test.

Option Descrip tion

-n, --nopin DoesnÕt call C_Login  or list private objects.

-p, --pin-for-test ing=PIN Uses PIN for C_Login .

! This will expose the PIN to other users of your system,
use for test ing only.

-q, --quit-on-error Quit on first fail ure.

Help options

-h , --help Displays help for ckcmac-ctr .

-u , --usage Displays a brief usage summary for ckcmac-ctr .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys ckc!
mac-ctr .
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22. ckcrypt
ckcrypt [ -p PIN | -n ]

Performs some encryp tion.

Option Descrip tion

-n, --nopin DoesnÕt call C_Login  or list private objects.

-p, --pin-for-test ing=PIN Uses PIN for C_Login .

! This will expose the PIN to other users of your system,
use for test ing only.

Help options

-h , --help Displays help for ckcrypt .

-u , --usage Displays a brief usage summary for ckcrypt .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ckcrypt .
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23. ckdes3gen
ckdes3gen [ -n | -p PIN ] [ template options ]

Generates an DES3 secret key.

Option Descrip tion

-n, --nopin DoesnÕt call C_Login , makes key public object.

-p, --pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

Template options

-L, --label=LABEL Sets CKA_LABEL. Default: Example label

--sign Sets CKA_SIGN and CKA_VERIFY to true  (default).

--nosign Sets CKA_SIGN and CKA_VERIFY to false .

--encrypt Sets CKA_ENCRYPT and CKA_DECRYPT to true  (default).

--noencrypt Sets CKA_ENCRYPT and CKA_DECRYPT to false .

--wrap Sets CKA_WRAP and CKA_UNWRAP to true  (default).

--nowrap Sets CKA_WRAP and CKA_UNWRAP to false .

--derive Sets CKA_DERIVE to true  (default).

--noderive Sets CKA_DERIVE to false .

--sen si tive Sets CKA_SENSITIVE to true  (default).

--nosensi tive Sets CKA_SENSITIVE to false .

--extractable Sets CKA_EXTRACTABLE to true .

--noex tractable Sets CKA_EXTRACTABLE to false  (default).

Help options

-h , --help Displays help for ckdes3gen.

-u , --usage Displays a brief usage summary for ckdes3gen.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ckdes3gen.
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24. ck_ecedwards_gen
ck_ecedwards_gen [-p | -n]

Tests elliptic curve Edwards key generation.

Option Descrip tion

-n, --nopin DoesnÕt call C_Login , makes key public object. Forces --nosensi tive
--extractable .

-p, --pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

-s, --slot-name=SLOT Use only named SLOT.

Template options

-L, --label=LABEL Sets CKA_LABEL. Default: Example label

--wrap Sets CKA_WRAP and CKA_UNWRAP to true .

--nowrap Sets CKA_WRAP and CKA_UNWRAP to false  (default).

--sign Sets CKA_SIGN to true  (default).

--nosign Sets CKA_SIGN to false .

--sen si tive Sets CKA_SENSITIVE to true  (default).

--nosensi tive Sets CKA_SENSITIVE to false .

--extractable Sets CKA_EXTRACTABLE to true .

--noex tractable Sets CKA_EXTRACTABLE to false  (default).

Help options

-h , --help Displays help for ck_ecedwards_gen.

-u , --usage Displays a brief usage summary for ck_ecedwards_gen.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys ck_e
cedwards_gen.
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25. ckecies
ckecies [ -p PIN | -n ]

Option Descrip tion

--base-label=LABEL Base key label (default: ecies base)

--dis play-wrap Displays the public half of the wrap ping key.

--gen erate-base Generates a base key.

--gen erate-wrap Generates a wrapping key.

-n, --nopin DoesnÕt call C_Login , makes key public object.

-p, --pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

-s, --slot-name=SLOT Use only named SLOT.

--unwrap Unwraps a ciphertext with the wrap ping key.

--unwrapped-label=LABEL Unwrapped key label (default: eciesunwrapped)

--vari ant=VARIANT ECIES variant, XOR or (default) CTR.

--wrap Wraps the base key with the wrap ping key.

--wrap-file=PATH Filename to read/write wrapped data

--wrap-label=LABEL Wrapping key label (default: ecieswrap)

--wrap-pub key=PUBKEY Wrapping public key

Help options

-h , --help Displays help for ckecies .

-u , --usage Displays a brief usage summary for ckecies .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys cke!
cies .
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26. ck_ecmontgomery_gen
ck_ecmontgomery_gen [-p | -n]

Tests elliptic curve Mont gomery key generation.

Option Descrip tion

-n, --nopin DoesnÕt call C_Login , makes key public object. Forces --nosensi tive
--extractable .

-p, --pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

-s, --slot-name=SLOT Use only named SLOT.

Template options

-L, --label=LABEL Sets CKA_LABEL.
Default: Example label

--wrap Sets CKA_WRAP and CKA_UNWRAP to true  (default).

--nowrap Sets CKA_WRAP and CKA_UNWRAP to false .

--derive Sets CKA_DERIVE to true  (default).

--noderive Sets CKA_DERIVE to false .

--sen si tive Sets CKA_SENSITIVE to true  (default).

--nosensi tive Sets CKA_SENSITIVE to false .

--extractable Sets CKA_EXTRACTABLE to true .

--noex tractable Sets CKA_EXTRACTABLE to false  (default).

Help options

-h , --help Displays help for ck_ecmontgomery_gen.

-u , --usage Displays a brief usage summary for ck_ecmontgomery_gen.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ck_ecmontgomery_gen.
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27. ckhyper
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28. ckcheckinst
ckcheckinst

PKCS #11 information util ity.

! Do not use PKCS #11 to perform any task that requires an Admin istrator
Card. Use the equivalent nShield util ities instead.

For instructions how to ver ify the instal lation of the nShield PKCS #11 libraries, see Check!
ing the instal lation of the nCi pher PKCSÊ#11 library.

Option Descrip tion

-s, --slot=SLOT Uses slot SLOT for tests rather than prompt ing.

-p, --pin=PIN Uses PIN for the slot rather than prompt ing.

[WARNING] This will expose the PIN to other users of your system.

Help options

-h , --help Displays help for ckcheckinst .

-u , --usage Displays a brief usage summary for ckcheckinst .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ckcheckinst .

28.1. ckcheckinst output examples: Security World validity

If you have an invalid SecurityÊWorld (for example, if all your HSMs are in the initialization
state), ckcheckinst  quits with the fol lowing error message:

ckcheckinst: C_Initialize failed rv = 00000006
Is the security world initialized? (Use nfkminfo to check)

If your Security World is valid, ckcheckinst  displays information similar to the fol lowing:

PKCS#11 library interface version 2.40
Êflags 0
ÊmanufacturerID "nCipher Corp. Ltd "
ÊlibraryDescription "nCipher PKCS#11 1.#.# "
Êimplementation version 1.##
ÊLoad sharing and Failover enabled

slot Status Label
===== ====== ===== 0 Fixed token "accelerator "
1 Operator card "card2 "
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2 Operator card "card3 "
Select slot Number to run library test or 'R'etry or to 'E'xit:

In this example output:

¥ PKCS #11 library inter face ver sion 2.40  refers to the ver sion of the PKCSÊ#11 spec
ification supported

¥ implementa tion ver sion 1.##  refers to the ver sion of the nCipher PKCSÊ#11 library

¥ Loadsharing and Failover enabled  is shown if load-sharing has been enabled. Alterna
tively Pool mode enabled is shown if Pool mode has been enabled.

Slots that con tain a valid Operator Card are indicated by the sta tus Operator card  and the
cardÕs label. A fixed token is always available and is listed as slot 0.

28.2. ckcheckinst output examples: invalid cards

If you insert a blank card or an unrecognized card (for example, an Operator Card from a dif
ferent Security World or an Admin istrator Card), this is indicated in the Status  column. The
corresponding slot number is not available.

"

If you are using the preload command-line util ity in con junction with the
nShield PKCSÊ#11 library, you can only see the token that you loaded
with the preload  util ity. In load-sharing mode, the loaded card set is
used to set the envi ronment variable CKNFAST_CARDSET_HASH, so only this
card set is visible as a slot.

If there is no card in a slot, ckcheckinst  displays No token present  beside the relevant slot
numbers. ckcheckinst  gives you the fol lowing choices:

No removable tokens present.
Please insert an operator card into at least one available slot and
enter 'R' retry.
If you have not created an operator card or there are no physical slots, enter a fixed token slot number,
or 'E' to exit this program and create a card set before continuing.

If there are no available slots with cards in them, you can choose one of the fol lowing
actions:

¥ Insert a valid Operator Card, and press R

¥ choose a fixed token slot

¥ Press E to quit, then cre ate an OCS, and run ckcheckinst  again.

When there is at least one slot with a valid token, input a slot num ber, and press Enter . In a
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FIPS 140 Level 3 compliant Security World, ckcheckinst  prompts you to enter the
passphrase for the selected Operator Card. Type the passphrase, and press Enter .

ckcheckinst  displays the results of the tests:

Test Pass/Failed
---- -----------
1 Generate RSA key pair Pass
2 Generate DSA key pair Pass
3 Encryption/Decryption Pass
4 Signing/Verify Pass
Deleted test keys ok
PKCS11 Library test successful.

If any tests fail, ckcheckinst  displays a message indicat ing the fail ure and quits. It does not
run any subsequent tests.

If ckcheckinst  fails:

¥ Check that the hard server is running

¥ Use the enquiry  and nfk minfoÊworld.
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29. cknfkmid
cknfkmid [-p | -n] IDENT

! Do not use PKCS #11 to perform any task that requires an Admin istrator
Card. Use the equivalent nShield util ities instead.

Displays values of attrib utes of PKCS #11 objects.

Option Descrip tion

-n, --nopin DoesnÕt call C_Login , makes key public object.

-p, --pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

Help options

-h , --help Displays help for cknfk mid.

-u , --usage Displays a brief usage summary for cknfk mid.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys ckn!
fk mid.
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30. ckshahmac
ckshahmac [-p | -n]

! Do not use PKCS #11 to perform any task that requires an Admin istrator
Card. Use the equivalent nShield util ities instead.

Performs a PKCS #11 test for vendor-defined SHA1_HMAC key signing and verification capabil
ities.

Option Descrip tion

-n , nopin DoesnÕt call C_Login , makes key public object.

-p , pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

Help options

-h , --help Displays help for ckshahmac.

-u , --usage Displays a brief usage summary for ckshahmac.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ckshahmac.
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31. cksigtest
cksigtest [options]

! Do not use PKCS #11 to perform any task that requires an Admin istrator
Card. Use the equivalent nShield util ities instead.

Test cryptographic performance of attached nCi pher hardware using the nCipher PKCS #11
Library.

Option Descrip tion

Program options

-s , --sign Test sign operation (default).

-v , --ver ify Test verify oper ation.

-d , --decrypt Test decrypt oper ation.

-e , --encrypt Test encrypt oper ation (default for mechs that canÕt sign).

Key options

-S, --key-type=TYPE Select key type to use - RSA (default), DSA, KCDSA, EC, ECDSA, EDDSA, MLDSA or
SLHDSA.

-l , --key-size=BITS Sets the key size for RSA (default 2048).

-M, --mech=MECH Use mechanism MECH (RSA_PKCS_PSS, RSA_PKCS, RSA_PKCS_OAEP, RSA_X_509,
SHA256_RSA_PKCS, DSA, DSA_SHA1, KCDSA_HAS160, EC_SHA256, ECDSA, EDDSA, ML_DSA,
HASH_ML_DSA_SHA256, HASH_ML_DSA_SHA512, HASH_ML_DSA_SHAKE128, HASH_ML_D!
SA_SHAKE256, HASH_ML_DSA, SLH_DSA, HASH_SLH_DSA_SHA256, HASH_SLH_D!
SA_SHA512, HASH_SLH_DSA_SHAKE128, HASH_SLH_DSA_SHAKE256, HASH_SLH_DSA)
Default for sign / ver ify: RSA_PKCS_PSS.
Default for encrypt / decrypt: RSA_PKCS_OAEP.

--eddsa-mode=EDDSA_MODE Choose mode for EDDSA. Valid values are: pure or prehash (default).

PQC parameters
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Option Descrip tion

-P, --para meter-set=PARAME!
TER-SET

Set CKA_PARAMETER_SET. Valid values are:

¥ CKP_ML_DSA_44 (default)

¥ CKP_ML_DSA_65

¥ CKP_ML_DSA_87

¥ CKP_SLH_DSA_SHA2_128S

¥ CKP_SLH_DSA_SHA2_128F

¥ CKP_SLH_DSA_SHA2_192S

¥ CKP_SLH_DSA_SHA2_192F

¥ CKP_SLH_DSA_SHA2_256S

¥ CKP_SLH_DSA_SHA2_256F

¥ CKP_SLH_DSA_SHAKE_128S

¥ CKP_SLH_DSA_SHAKE_128F

¥ CKP_SLH_DSA_SHAKE_192S

¥ CKP_SLH_DSA_SHAKE_192F

¥ CKP_SLH_DSA_SHAKE_256S

¥ CKP_SLH_DSA_SHAKE_256F

--con text-string=CON TEXT-
STRING

Set CONTEXT-STRING (default is empty string).

Hedge vari ant selection (default hedge-preferred )

¥ --hedge-pre ferred

¥ --hedge-required

¥ --deter minis tic-
required

¥ CKH_HEDGE_PREFERRED

¥ CKH_HEDGE_REQUIRED

¥ CKH_DETERMINISTIC_REQUIRED

Other options

-c , --card set=NAME Name of cardset to use

-j , --threads=COUNT Set the max no. threads (default = 30).

-B, --unbuffered-std out Always flush stdout.

-t , --stop-after=TIME Set maximum time to run (default is 60 seconds).

-p , --pin-for-test ing=PIN Use PIN for C_Login

! Exposes PIN, use for testing only.

-n , --nopin DonÕt call C_Login , Object will be pub lic object.

--ses sion keys Generate session keys instead of token keys.

Help options

-h , --help Display help for cksigtest .
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Option Descrip tion

-V, --ver sion Display the version number of cksigtest .

-u , --usage Display a brief usage summary for cksigtest .
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32. ckinfo
ckinfo [--repeat-count=COUNT --sleep-for=SECONDS]

Displays information about the nShield PKCSÊ#11 library, slot, and token. Use this utility to
verify that the library is func tion ing correctly.

Option Descrip tion

-r, --repeat-count=COUNT Repeats the count. Default: 1.

-s, --sleep-for=SEC ONDS. Waits between repeats, in seconds. Default: 0.

Help options

-h , --help Displays help for ckinfo .

-u , --usage Displays a brief usage summary for ckinfo .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ckinfo .
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33. ckkeyloop
ckkeyloop [ -n | -p PIN ] [ -t ]

Generates AES secret keys.

Option Descrip tion

-n, --nopin DoesnÕt call C_Login , makes key public object.

-p, --pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

Template options

-t, --token Sets CKA_Token to true . Default: false .

Help options

-h , --help Displays help for ckkeyloop .

-u , --usage Displays a brief usage summary for ckkeyloop .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ckkeyloop .
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34. cklist
cklist [-p PIN | -n]

Views details of P11 objects on all slots. If invoked with a PIN argument, the util ity lists pub !
lic and private objects. If invoked with the -n  (--nopin ) option, the util ity lists only the pub !
lic objects.

This utility does not out put any poten tially sensitive attrib utes, even if the object has
CKA_SENSITIVE set to FALSE.

Option Descrip tion

-n, --nopin DoesnÕt call C_Login , doesnÕt list private objects.

-p, --pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

Template options

--cka-encrypt=ENCRYPT Matches CKA_ENCRYPT.

--cka-id=ID Matches ID (hex bytestring).

--cka-issuer=ISSUER Matches ISSUER (hex bytestring).

--cka-nfkm-hash=HASH Matches HASH.

--cka-nfkm-ident=IDENT Matches IDENT.

--cka-ser ial-num ber=NUMBER Matches NUMBER (hex bytestring).

--cka-sign=SIGN Matches CKA_SIGN.

-l, --cka-label=LABEL Matches LABEL.

-r, --repeat-count=COUNT Repeats the count. Default: 1.

-s, --slot-name=SLOT Use only named SLOT.

--ver ify-mode Flattens the out put with secu rity relevant attrib utes only.

Help options

-h , --help Displays help for cklist .

-u , --usage Displays a brief usage summary for cklist .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
cklist .
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35. ckmechinfo
ckmechinfo

Option Descrip tion

Help options

-h , --help Displays help for ckmechinfo .

-u , --usage Displays a brief usage summary for ckmechinfo .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ckmechinfo .

Displays details of the supported PKCS #11 mechanisms provided by the mod ule.
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36. ckmldsa
ckmldsa [-p PIN] [-s SLOT] [-c CONTEXT-STRING] [ template options ] [ hedge variant selection ]

Tests MLDSA key generation and use.

Option Descrip tion

-p , --pin-for-test ing=PIN Use PIN for C_Login

! Exposes PIN, use for testing only.

-s , --slot-name=SLOT Use only named SLOT.

-c , --con text-string=CON !
TEXT-STRING

Set CONTEXT-STRING (default is empty string).

Template options

-L , --label=LABEL Set CKA_LABEL (default "Example label MLDSA").

-P, --para meter-set=PARAME!
TER-SET

Set CKA_PARAMETER_SET. Valid values are:

¥ CKP_ML_DSA_44 (default)

¥ CKP_ML_DSA_65

¥ CKP_ML_DSA_87

Mechanism selection

-m, --mechanism=MLDSA-MECHA!
NISM

¥ CKM_ML_DSA (default)

¥ CKM_HASH_ML_DSA

¥ CKM_HASH_ML_DSA_SHA256

¥ CKM_HASH_ML_DSA_SHA512

¥ CKM_HASH_ML_DSA_SHAKE128

¥ CKM_HASH_ML_DSA_SHAKE256

-H, --pre hash-mechanism=PRE!
HASH-MECH

Hash mechanism for use when prehashing. Valid values are:

¥ CKM_HASH_ML_DSA_SHA256 (default)

¥ CKM_HASH_ML_DSA_SHA512

¥ CKM_HASH_ML_DSA_SHAKE128

¥ CKM_HASH_ML_DSA_SHAKE256

Hedge vari ant selection (default hedge-preferred )

¥ --hedge-pre ferred

¥ --hedge-required

¥ --deter minis tic-
required

¥ CKH_HEDGE_PREFERRED

¥ CKH_HEDGE_REQUIRED

¥ CKH_DETERMINISTIC_REQUIRED
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Option Descrip tion

Help options

-h , --help Display help for ckmldsa.

-V, --ver sion Display the version number of ckmldsa.

-u , --usage Display a brief usage summary for ckmldsa.
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37. ckrestrictkey
ckrestrictkey [ -n | -p PIN ] [ -s token-name] [-L label] [ template options ]

Sets attrib utes.

Option Descrip tion

-k , --key type=KEYTYPE Key type.
Default: AES

-L, --label=LABEL Uses key with this label.
Default: Example label

-n , --nopin DoesnÕt call C_Login , makes key public object.

-p, --pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

-s, --slot-name=SLOT Use only named SLOT.

Template options

--noencrypt Sets CKA_ENCRYPT to false .

--nodecrypt Sets CKA_DECRYPT to false .

--nosign Sets CKA_SIGN and CKA_SIGN_RECOVER to false .

--nover ify Sets CKA_VERIFY and CKA_VERI FY_RECOVER to false .

--nowrap Sets CKA_WRAP to false .

--nounwrap Sets CKA_UNWRAP to false .

--noderive Sets CKA_DERIVE to false .

--sen si tive Sets CKA_SENSITIVE to true  (default).

--noex tractable Sets CKA_EXTRACTABLE to false .

--nomodi fi able Sets CKA_MODI FIABLE to false .

Help options

-h , --help Displays help for ckrestric tkey .

-u , --usage Displays a brief usage summary for ckrestric tkey .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys ckre
stric tkey .
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38. ckrsagen
ckrsagen [-p | -n]

Tests RSA key generation. You can use specific PKCS #11 attributes for generating RSA
keys.

Option Descrip tion

-n , nopin DoesnÕt call C_Login , makes key public object.

-p , pin-for-test ing=PIN Use PIN for C_Login .

! Exposes PIN, use for testing only.

-s , slot-name=SLOT Use only named SLOT.

Template options

-l , keylength=MODULUSBITS Sets CKA_MODULUS_BITS.
Default: 128

-L , label=LABEL Sets CKA_LABEL.
Default: Example label

--sign Sets CKA_SIGN and CKA_VERIFY to true  (default).

--nosign Sets CKA_SIGN and CKA_VERIFY to false .

--encrypt Sets CKA_ENCRYPT and CKA_DECRYPT to true  (default).

--noencrypt Sets CKA_ENCRYPT and CKA_DECRYPT to false .

--wrap Sets CKA_WRAP and CKA_UNWRAP to true  (default).

--nowrap Sets CKA_WRAP and CKA_UNWRAP to false .

--sen si tive Sets CKA_SENSITIVE to true  (default).

--nosensi tive Sets CKA_SENSITIVE to false .

--extractable Sets CKA_EXTRACTABLE to true .

--noex tractable Sets CKA_EXTRACTABLE to false  (default).

--strong prime Uses CKM_RSA_X9_31_KEY_PAIR_GEN to generate the key, rather than CKM_RSA_P!
KCS_KEY_PAIR_GEN.

--pubexp17 Uses alternate public exponent 17.
Not valid in FIPS.

Help options

-h , --help Displays help for ckr sagen.
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Option Descrip tion

-u , --usage Displays a brief usage summary for ckr sagen.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys ckr !
sagen.
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39. ckslhdsa
ckslhdsa [-p PIN] [-s SLOT] [-c CONTEXT-STRING] [ template options ] [ hedge variant selection ]

Tests SLHDSA key generation and use.

Option Descrip tion

-p , --pin-for-test ing=PIN Use PIN for C_Login

! Exposes PIN, use for testing only.

-s , --slot-name=SLOT Use only named SLOT.

-c , --con text-string=CON !
TEXT-STRING

Set CONTEXT-STRING (default is empty string).

Template options

-L , --label=LABEL Set CKA_LABEL (default "Example label SLHDSA").

-P, --para meter-set=PARAME!
TER-SET

Set CKA_PARAMETER_SET. Valid values are:

¥ CKP_SLH_DSA_SHA2_128S (default)

¥ CKP_SLH_DSA_SHAKE_128S

¥ CKP_SLH_DSA_SHA2_128F

¥ CKP_SLH_DSA_SHAKE_128F

¥ CKP_SLH_DSA_SHA2_192S

¥ CKP_SLH_DSA_SHAKE_192S

¥ CKP_SLH_DSA_SHA2_192F

¥ CKP_SLH_DSA_SHAKE_192F

¥ CKP_SLH_DSA_SHA2_256S

¥ CKP_SLH_DSA_SHAKE_256S

¥ CKP_SLH_DSA_SHA2_256F

¥ CKP_SLH_DSA_SHAKE_256F

Mechanism selection

-m, --mechanism=SLHDSA-MECHA
NISM

¥ CKM_SLH_DSA (default)

¥ CKM_HASH_SLH_DSA

¥ CKM_HASH_SLH_DSA_SHA256

¥ CKM_HASH_SLH_DSA_SHA512

¥ CKM_HASH_SLH_DSA_SHAKE128

¥ CKM_HASH_SLH_DSA_SHAKE256
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Option Descrip tion

-H, --pre hash-mechanism=PRE!
HASH-MECH

Hash mechanism for use when prehashing. Valid values are:

¥ CKM_HASH_SLH_DSA_SHA256 (default)

¥ CKM_HASH_SLH_DSA_SHA512

Hedge vari ant selection (default hedge-preferred )

¥ --hedge-pre ferred

¥ --hedge-required

¥ --deter minis tic-
required

¥ CKH_HEDGE_PREFERRED

¥ CKH_HEDGE_REQUIRED

¥ CKH_DETERMINISTIC_REQUIRED

Help options

-h , --help Display help for cksl hdsa.

-V, --ver sion Display the version number of cksl hdsa.

-u , --usage Display a brief usage summary for cksl hdsa.
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40. cksotool
usage: cksotool [-h] [--version] [-m MODULE] [-c | -p | -i | --delete]

Creates a PKCSÊ#11 Security Offi cer role and manages its PIN.

Option Descrip tion

-c , --cre ate Creates the Security Offi cer role.

--delete Deletes the Security Offi cer role.

-i , --info Shows information about the Secu rity Offi cer role.

-p , --change-pin Changes the Security Offi cer PIN.

Option to address HSMs

-m, --module=<MODULE> Selects the MODULE for Security Offi cer artefact cre ation.
If you only have one module, <MODULE> is 1. If you do not specify a module num
ber, the util ity uses all modules by default.

Help options

-h , --help Displays help for cksotool .

--ver sion Displays the version number of the Security World Soft ware that deploys ckso
tool .
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41. ck-xfer-fix
ck-xfer-fix [-m MODULE] ident [ident [...]]

PKCS#11 fixup utility for migrated keys.

Option Descrip tion

Module selection

-m, --module=MODULE Specifies the number ID to use.
If you only have one module, MODULE is 1.
If you do not spec ify a module ID, ck-xfer-fix  uses all modules by default.

Help options

-h , --help Displays help for ck-xfer-fix .

-u , --usage Displays a brief usage summary for ck-xfer-fix .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys ck-
xfer-fix .
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42. config-auditlogging
config-auditlogging [OPTIONS]

Edits the [audit log_set tings]  section of the local hard server config file. Unspecified fields
are not changed. After making any changes you will be required to restart the hard server in
order for them to take effect.

Option Descrip tion

-l , --enable-log file Saves audit messages to the hardserver log.

-L , --dis able-log file Disables saving audit messages to hardserver logs.
Default: configuration as shipped

--port=PORT Specifies the UDP port to use for sys log messages.
Default: 514

-s , --enable-sys log Sends audit messages to a syslog server (requires --server )

-S, --dis able-sys log Disables sending audit messages to syslog . Default: configuration as shipped

--server=IP Specifies the syslog  server IP for syslog  messages (implies --enable-sys log ).

Help options

-h , --help Displays help for config-audit log ging .

-u , --usage Displays a brief usage summary for config-audit log ging .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys con!
fig-audit log ging .
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43. cpioc
cpioc output [file file ...]

Creates a POSIX.1 portable format CPIO archive containing the specified files. If no files are
specified, filenames are read from standard input.

Option Descrip tion

Help options

-h , --help Displays help for cpioc .

--ver sion Displays the version number of the Security World Soft ware that deploys
cpioc .
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44. cngimport
Migrates Security World, CAPI and CNG keys to the Security World Key Stor age Provider.

For more information, see:

¥ Import ing a Microsoft CAPI key into the Secu rity World Key Stor age Provider.

¥ Import ing a Microsoft CNG key into the Secu rity World Key Stor age Provider.

¥ Import ing a Security World key into the Secu rity World Key Stor age Provider

¥ cngimport

Use this helper utility to man age keys and the interfaces between the CNG library and the
HSM.

Util ity names that end with 64 run only on 64-bit ver sion of Microsoft Win dows. All other
util ities run on both 32-bit and 64-bit ver sions of Microsoft Win dows.

Standard help options:

¥ -h |--help  displays help for the util ity.

¥ -v |--ver sion  displays the version number of the util ity.

¥ -u |--usage  displays a brief usage summary for the util ity.
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45. cnginstall32, cnginstall
(nShield CNG provider installer util ity)

Removes or reinstalls the provider DLLs and associated registry entries manually.

For more information, see cnginstall.

Use this helper utility to man age keys and the interfaces between the CNG library and the
HSM. For a list of utilities specific to the nShield CNG CSP, see Util ities for the CAPIÊCSP.

Util ity names that end with 64 run only on 64-bit ver sion of Microsoft Win dows. All other
util ities run on both 32-bit and 64-bit ver sions of Microsoft Win dows.

Standard help options:

¥ -h |--help  displays help for the util ity.

¥ -v |--ver sion  displays the version number of the util ity.

¥ -u |--usage  displays a brief usage summary for the util ity.
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46. cnglist32, cnglist
Views infor mation about CNG providers.

For more information, see:

¥ Migrat ing keys for CNG.

¥ Import ing a Microsoft CAPI key into the Secu rity World Key Stor age Provider.

¥ Import ing a Microsoft CNG key into the Secu rity World Key Stor age Provider.

¥ Import ing a Security World key into the Secu rity World Key Stor age Provider

¥ cnglist .

Use this helper utility to man age keys and the interfaces between the CNG library and the
HSM. For a list of utilities specific to the nShield CNG CSP, see Util ities for the CAPIÊCSP.

Util ity names that end with 64 run only on 64-bit ver sion of Microsoft Win dows. All other
util ities run on both 32-bit and 64-bit ver sions of Microsoft Win dows.

Standard help options:

¥ -h |--help  displays help for the util ity.

¥ -v |--ver sion  displays the version number of the util ity.

¥ -u |--usage  displays a brief usage summary for the util ity.
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47. cngregister
(nShield CNG provider registration util ity) to unreg ister and re-reg ister the nShield
providers manually.

For more information, see:

¥ Register ing the CNG CSP.

¥ Unregister ing or reregister ing the CNG CSP.

¥ Uninstalling or reinstalling the CNG CSP.

¥ cngregister.

Use this helper utility to man age keys and the interfaces between the CNG library and the
HSM. For a list of utilities specific to the nShield CNG CSP, see Util ities for the CAPIÊCSP.

Util ity names that end with 64 run only on 64-bit ver sion of Microsoft Win dows. All other
util ities run on both 32-bit and 64-bit ver sions of Microsoft Win dows.

Standard help options:

¥ -h |--help  displays help for the util ity.

¥ -v |--ver sion  displays the version number of the util ity.

¥ -u |--usage  displays a brief usage summary for the util ity.
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48. cngsoak, cngsoak64
(nShield CNG soak tool)

Evaluates the performance of signing, key exchange, and key generation by using a user-
defined number of threads.

For more information, see cngsoak.

Use this helper utility to man age keys and the interfaces between the CNG library and the
HSM. For a list of utilities specific to the nShield CNG CSP, see Util ities for the CAPIÊCSP.

Util ity names that end with 64 run only on 64-bit ver sion of Microsoft Win dows. All other
util ities run on both 32-bit and 64-bit ver sions of Microsoft Win dows.

Standard help options:

¥ -h |--help  displays help for the util ity.

¥ -v |--ver sion  displays the version number of the util ity.

¥ -u |--usage  displays a brief usage summary for the util ity.

Chapter 48. cngsoak, cngsoak64

nShield v13.9.6 Utilities Reference 66/306

https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#cngsoak
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#cngsoak
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#cngsoak
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#utilities-capi-csp
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#utilities-capi-csp
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#utilities-capi-csp
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#utilities-capi-csp
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#utilities-capi-csp


49. config-serverstartup
Edits the [server_s tartup]  section of the con figuration file for the clientÕs hardserver to
enable or disable TCP sockets.

For more information, see:

¥ After soft ware installation .

¥ config-server startup .

Option Descrip tion

-p , --enable-priv i leged-tcp Enables listening for priv ileged local clients connect ing by TCP.

-P, --dis able-priv i leged-tcp Disables listening for priv ileged local clients connect ing by TCP.
Default: configuration as shipped

--port=PORT Specifies the TCP port on which to lis ten for unpriv ileged clients, if enabled.
Default: 9000

--priv port=PORT Specifies the TCP port on which to lis ten for priv ileged clients, if enabled
Default: 9001

-s , --enable-tcp Enables listening for local clients con nect ing by TCP.

-S, --dis able-tcp Disables listening for local clients con nect ing by TCP.
Default: configuration as shipped

Help options

-h , --help Displays help for rocs .

-u , --usage Displays a brief usage summary for rocs .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys rocs .
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50. configure-csp-poolmode, configure-csp-
poolmode64
Configures HSM Pool mode for the nShield CAPI CSP.

Use these utilities to migrate from Win dows registry-based CSP container storage to the
new CSP formats. They can also manage the inter faces between the MSCAPI library and
the module.

See Util ities for the CAPIÊCSP.
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51. createocs
createocs -m MODULE -Q K/N -N NAME [-MpPRqe] [-T TIME]
createocs -m MODULE -e [-e]

Creates operator cardsets or erases cards. When createocs has obtained the authorization
from a valid card or if no autho rization is required, it prompts you to insert a card.

Without -e , creates a new operator cardset. You must specify at least the mod ule (with
--module ), the quorum (with --ocs-quo rum) and the new cardset name (with --name).

By default when a new operator cardset is created:

¥ The cardset will NOT be persistent. Thus keys protected by it will only be usable while
the last card remains inserted. Use the --per sist  option to change this.

¥ Passphrase recovery is enabled. Use the --no-pp-recov ery  option to make passphrase
recovery impossible. This will make keys inaccessible if more than N-K passphrases are
forgot ten.

¥ Not remotely read able. Use the --remotely-read able  option to allow the card set to be
used in remote slots. Remotely readable cardsets are always persistent.

For more information, see:

¥ Creating an Operator Card Set from the com mand line.

¥ Erasing cards from the com mand line.

Option Descrip tion

-e, --erase Erases a card (instead of creating a card set).
This option cannot be used in conjunction with any of the 'New card set proper
ties' options.

--ee Erases several cards.
This option cannot be used in conjunction with any of the 'New card set proper
ties' options.

-M, --name-cards Names individual cards within the card set. You can only use this option after
the card set has been named by using the --name=`NAME option. `cre ateocs
prompts for the names of the cards as they are cre ated. Not all applications
can display individual card names.

-N, --name=<NAME> Specifies a name for the card set. The card set must be named with this option
before indi vidual cards can be named using the -M/ --name-cards=<NAME>
options.

-p, --per sist Creates a persistent card set.
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Option Descrip tion

-P, --no-per sist Creates a non-persistent card set.

-q, --remotely-read able Allows this card set to be read remotely. For infor mation on con figuring
Remote OCSs, see Remote Operator .

Not required for Remote Admin istration.

-Q, --ocs-quo rum=<K>/<N> <K> is the minimum required number of cards. If you do not spec ify the value
<K>, the default is 1.
Some applications do not have mech anisms for request ing that cards be
inserted. Therefore any OCSs that you create for use with these appli cations
must have <K>=1.
<N> is the total num ber of cards. If you do not spec ify the value <N>, the
default is 1.

-R, --no-pp-recov ery Specifies that passphrase replacement for this OCS is disabled. Setting this
option over rides the default set ting, which is that the card passphrases are
replaceable. You can specify the enablement of passphrase replacement explic
itly by set ting the --pp-recov ery  option.

-T, --time out=<TIME> Sets the time-out for the card set.
Use the suffix s to specify seconds, m for minutes, h for hours, and d for days. If
the time-out is set to 0, the OCS never times out. Otherwise, the hardware
security mod ule automatically unloads the OCS when the amount of time spec
ified by TIME has passed since the OCS was loaded.

Module selection

-m, --module=MODULE Specifies the number ID to use.
If you only have one module, MODULE is 1.
If you do not spec ify a module ID, createocs uses all modules by default.

Help options

-h , --help Displays help for createocs.

-u , --usage Displays a brief usage summary for createocs.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys cre !
ateocs.

51.1. Restrictions on using createocs

With Security World Soft ware v11.72 and later, passphrases are limited to a maximum length
of 254 char acters, when using createocs. See  Maximum passphrase length.

If you have created a FIPS 140 Level 3 compliant Security World, you must pro vide autho !
rization to cre ate new Operator Cards; createocs prompts you to insert a card that con tains
this autho rization. Insert any card from the Admin istrator Card Set or any Operator Card

Chapter 51. createocs

nShield v13.9.6 Utilities Reference 70/306

https://nshielddocs.entrust.com/security-world-docs/hsm-user-guide/hsm-mgmt/remote-operator.html
https://nshielddocs.entrust.com/security-world-docs/hsm-user-guide/hsm-mgmt/remote-operator.html
https://nshielddocs.entrust.com/security-world-docs/hsm-user-guide/hsm-mgmt/remote-operator.html
https://nshielddocs.entrust.com/security-world-docs/hsm-user-guide/hsm-mgmt/remote-operator.html
https://nshielddocs.entrust.com/security-world-docs/hsm-user-guide/hsm-mgmt/remote-operator.html
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/security-worlds.html#Maximum_pass_phrase_length
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/security-worlds.html#Maximum_pass_phrase_length
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/security-worlds.html#Maximum_pass_phrase_length
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/security-worlds.html#Maximum_pass_phrase_length
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/security-worlds.html#Maximum_pass_phrase_length


from the cur rent Security World.
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52. cryptest
cryptest [-esES] [-m BYTES] [-b BYTES]

! Only supported in FIPS 140-2 Level 2 Security Worlds.

Tests all defined symmetric cryp tographic mechanisms, encrypt/decrypt and sign/ver ify
operations.

Option Descrip tion

-b , --chan nel-block-
size=BYTES

Specifies the block (chunk) size when using channels.

-e , --encryp tion Tests the confidentiality (encryp tion) mech anisms.

-E, --chan nel-encrypt Uses explicit symmetric channel operations to encrypt or sign.

-m, --max-size=BYTES Specifies the maximum size of encryption tests to run.

-s , --sig nature Tests the integrity (sig nature, hash, MAC, and HMAC) mechanisms.

-S, --chan nel-decrypt Uses explicit symmetric channel operations to decrypt or ver ify.

Option to address HSMs

-M, --module=MODULE Specifies the number of the mod ule to perform the tests on.
If you only have one module, <MODULE> is 1. If you do not specify a module num
ber, the util ity uses all modules by default.

Help options

-h , --help Displays help for cryptest .

-u , --usage Displays a brief usage summary for cryptest .

--ver sion Displays the version number of the Security World Soft ware that deploys
cryptest .

Chapter 52. cryptest

nShield v13.9.6 Utilities Reference 72/306



53. csadmin
csadmin [-h] [-v] {image,load,start,stop,list,destroy,sshd,ids,log,config,stats}

Main utility to invoke Code Safe 5 sub-util ities.

Positional argu ments

Option Description

config Manages the SEE machine configuration on an nShield 5 HSM.

destroy Destroys a loaded SEE machine.

ids Manages the CodeSafe Developer Authen tication Certifi cates on an nShield 5
HSM.

image Performs tasks related to load able CodeSafe 5 images.

list Lists the SEE machines loaded on an nShield 5 HSM.

load Loads a Codesafe 5 image onto an nShield 5 HSM.

log Manages the SEE machine logging state on an nShield 5 HSM.

sshd Manages the SSH daemon dedicated to a specific SEE machine on an nShield
5 HSM.

start Starts a previously loaded image on an nShield 5 HSM.

stats Manages the SEE machine statistics on an nShield 5 HSM.

stop Stops an SEE machine running on an nShield 5 HSM.

Help options

-h , --help Displays help for csadmin.

--ver sion Displays the version number of the Security World Soft ware that deploys csad
min.
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54. cspcheck, cspcheck64
Check that CSP container files and keys in the %NFAST_KMDATA% directory are intact and
uncorrupted and that the ref erenced key files exist.

Use these utilities to migrate from Win dows registry-based CSP container storage to the
new CSP formats. They also enable you to manage the inter faces between the MSCAPI
library and the module. See Util ities for the CAPIÊCSP.
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55. cspimport, cspimport64
Insert keys manually into exist ing CSP containers. See Installing the CAPI CSP.

Use these utilities to migrate from Win dows registry-based CSP container storage to the
new CSP formats. They also enable you to manage the inter faces between the MSCAPI
library and the module. See Util ities for the CAPIÊCSP.
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56. cspmigrate, cspmigrate64
Move CSP container infor mation for an exist ing Security World from the reg istry into the
Security World.

Use these utilities to migrate from Win dows registry-based CSP container storage to the
new CSP formats. They also enable you to manage the inter faces between the MSCAPI
library and the module. See Util ities for the CAPIÊCSP.
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57. cspnvfix, cspnvfix64
Regenerate the NVRAM key counter area for a specified nShield CSP key.

Use these utilities to migrate from Win dows registry-based CSP container storage to the
new CSP formats. They also enable you to manage the inter faces between the MSCAPI
library and the module. See Util ities for the CAPIÊCSP.
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58. csptest, csptest64
Test the installed Cryptographic Service Providers.

Use these utilities to migrate from Win dows registry-based CSP container storage to the
new CSP formats. They also enable you to manage the inter faces between the MSCAPI
library and the module. See Util ities for the CAPIÊCSP.
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59. csputils, csputils64
Obtain detailed infor mation about CSP containers.

" You must have Administrator priv ileges to view or delete machine con !
tainers or containers that belong to other users.

Use these utilities to migrate from Win dows registry-based CSP container storage to the
new CSP formats. They also enable you to manage the inter faces between the MSCAPI
library and the module. See Util ities for the CAPIÊCSP.
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60. date
date [MMDDhhmm[YYYY][.ss]]

Gets or sets the HSM system time

Option Descrip tion

date Date in [MMDDhhmm[YYYY][.ss]] format.
YYYY has to be between 2000 and 2037.
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61. des_kat
des_kat

! Only supported in FIPS 140-2 Level 2 Security Worlds.

Performs DES known-answer tests and indicates if any of them fail.

Option Descrip tion

Option to address HSMs

-m, --module=<MODULE> Specifies the number of the mod ule to erase cards. May be repeated, default =
all.

Help options

-h , --help Displays help for des_kat.

-u , --usage Displays a brief usage summary for des_kat.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
des_kat.
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62. display-pubkey
display-pubkey [OPTIONS] APP IDENT

Displays the public key.

Option Descrip tion

Option to address HSMs

-m, --module=<MODULE> Specifies the number of the mod ule to erase cards. May be repeated, default =
all.

Help options

-h , --help Displays help for dis play-pub key.

-u , --usage Displays a brief usage summary for dis play-pub key.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys dis !
play-pub key.
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63. dump-marshalled
dump-marshalled [-p|-r|-i] [-a|-b TAG|-B TAG|-x TYPE] [-o FILE] [-t TAG]
Ê               TYPE [FILE...]

With the -p  option, dump-mar shalled reads binary data from each FILE on its command line
(or just standard input if no FILE is given), interprets it as an object of the given TYPE, and
writes a printed dump to stan dard output. The names in the dump are prefixed by the TYPE
name.

With -r , dump-marshalled reads a printed dump of an object of the given TYPE from each
of the FILEs on its command line (or just standard input), and writes the cor responding
binary data to standard output. The names in the dump must be prefixed by the TYPE name.

With -i , dump-marshalled reads an object of the given TYPE from standard input inter ac!
tively, and writes the cor responding binary data to standard output.

This behaviour is modified by the other options as fol lows:

¥ a TAG specified by -t  is used in place of the named TYPE as a prefix for the object`s
member names

¥ an output FILE named by -o  is used in place of standard output as the place where out
put (of what ever kind) is writ ten

¥ the -a , -b , -B and -x  options per form encod ing or decod ing of binary data, as appropri!
ate

Option Descrip tion

Mode selection

-c , --check Exits zero if TYPE is recognized, nonzero otherwise.

-i , --inter active-read Reads interactively, writes binary.

-l , --list Lists the types cur rently supported.

-p , --print Reads binary, writes print dump (default).

-r , --read Reads print dump, writes binary.

Binary encod ing options

-a , --base64 Base-64 encoding.

-b , --byte block=TAG ByteBlock, in print dump for mat, with TAG.

-B, --inter active-byte !
block=TAG

ByteBlock, reads interactively, with TAG.
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Option Descrip tion

-x , --nchex=TYPE nCHex format, with TYPE.

Other options

-o , --out put=FILE Writes the out put to FILE rather than std out .

-t , --tag=TAG Uses TAG as the prefix for tex tual data.

Help options

-h , --help Displays help for dump-marshalled .

-u , --usage Displays a brief usage summary for dump-marshalled .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
dump-marshalled .
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64. edit-world
Edits parameters on an existing security world .

edit-world [ACTION]

64.1. Prerequisites for using edit-world

¥ A pre-exist ing Security World must exist and be loaded on at least 1 HSM.

¥ If changing the world, the Admin istrative cardset will be needed to autho rize the
changes.

64.2. edit-world syntax

Without any parameters specified the edit-world  util ity will list the editable Secu rity World
parameters.

64.3. edit-world NAME=VALUE syntax

The edit-world  util ity allows the chang ing of parameters using NAME=VALUE as the input.

¥ NAME is the target parameter to be altered

¥ VALUE is either 0 (disable) or 1 (enable)

64.4. edit-world [OPTIONS]

|-h , --help  |Displays help for new-world.

|-v , --ver sion  |Displays the version number of the Security World Soft ware that deploys
edit-world .

|-u , --usage  |Displays a brief usage summary for edit-world .

64.5. edit-world examples

Example 1

edit-world
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StrictSP80056Ar3=0|1 Enforce strict SP800-56Ar3 compliance

List editable Security World parameters. Currently the only sup port parameter is SP800-
56Ar3 compliance.

Example 2

edit-world StrictSP80056Ar3=0

Disable SP800-56Ar3 com pliance in the Security World (FIPS-140 Level 3 worlds only)

Example 3

edit-world StrictSP80056Ar3=1

Enable SP800-56Ar3 compliance in the Security World (FIPS-140 Level 3 worlds only)
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65. elftool
Converts ELF format executables into a format suitable for loading as an SEE machine.
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66. enquiry
enquiry [-m MODULE]

Obtain infor mation about the hard server (Security World Soft ware server) and the modules
connected to it.

¥ Check if the soft ware has been installed correctly

¥ Check the firmware ver sion

¥ Check if the Remote Oper ator fea ture is enabled

¥ On a network-attached HSM : Check if the Serial Console feature is available

On a PCIe or USB-attached HSM: Check the hardware status of the HSM

¥ On a network-attached HSM : Check the hardware status of inter nal security mod ules

See:

¥ network-attached HSM : Testing the instal lation

¥ PCIe or USB-attached HSM : Checking the instal lation

Option Descrip tion

Connection options

--pool Views the pool of HSMs as a single resource.

Option to address HSMs

-m, --module=MODULE Specifies the number of the mod ule to perform the tests on.
If you only have one module, <MODULE> is 1.
If you specify mod ule 0, enquiry  prints data from only the hard server.
If you do not spec ify a module number, the util ity uses all modules by default.

Help options

-h , --help Displays help for enquiry .

-u , --usage Displays a brief usage summary for enquiry .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
enquiry .

66.1. enquiry output info

enquiry  displays information similar to that shown in the fol lowing example:
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" The output for remote mod ules contains the connection sta tus  and con
nection info  fields. These fields are absent for local modules.

Server:
Êenquiry reply flags    none
Êenquiry reply level    Six
Êserial number          A815-03E0-D947
Êmode                   operational
Êversion                12.81.2
Êspeed index            478
Êrec. queue             374..574
Êlevel one flags        Hardware HasTokens SupportsCommandState
Êversion string         12.81.2-393-7b3f83e, 13.3.1-210-bfe23daa, Bootloader: 1.2.3, Security Processor: 13.3.1 ,
13.4.3-349-5a0b72d8
Êchecked in             00000000623c858f Thu Mar 24 10:51:59 2022
Êlevel two flags        none
Êmax. write size        8192
Êlevel three flags      KeyStorage
Êlevel four flags       OrderlyClearUnit HasRTC HasNVRAM HasNSOPermsCmd ServerHasPollCmds FastPollSlotList HasSEE
HasKLF HasShareACL HasFeatureEnable HasFileOp HasLongJobs ServerHasLongJobs AESModuleKeys NTokenCmds
JobFragmentation LongJobsPreferred Type2Smartcard ServerHasCreateClient HasInitialiseUnitEx AlwaysUseStrongPrimes
Type3Smartcard HasKLF2
Êmodule type code       0
Êproduct name           nFast server
Êdevice name
ÊEnquirySix version     8
Êimpath kx groups
Êfeature ctrl flags     none
Êfeatures enabled       none
Êversion serial         0
Êlevel six flags        none
Êremote port (IPv4)     9004
Êkneti hash             5e2ade32b47dde562a4b3f6a9c11eb75b0f40b47
Êrec. LongJobs queue    0
ÊSEE machine type       None
Êsupported KML types
Êactive modes           none
Êremote port (IPv6)     9004

Module #1:
Êenquiry reply flags    none
Êenquiry reply level    Six
Êserial number          A815-03E0-D947
Êmode                   operational
Êversion                13.3.1
Êspeed index            478
Êrec. queue             43..152
Êlevel one flags        Hardware HasTokens SupportsCommandState SupportsHotReset
Êversion string         13.3.1-210-bfe23daa, Bootloader: 1.2.3, Security Processor: 13.3.1 , 13.4.3-349-5a0b72d8
Êchecked in             0000000063b6f493 Thu Jan 5 11:02:27 2023
Êlevel two flags        none
Êmax. write size        8192
Êlevel three flags      KeyStorage
Êlevel four flags       OrderlyClearUnit HasRTC HasNVRAM HasNSOPermsCmd ServerHasPollCmds FastPollSlotList HasSEE
HasKLF HasShareACL HasFeatureEnable HasFileOp HasLongJobs ServerHasLongJobs AESModuleKeys NTokenCmds
JobFragmentation LongJobsPreferred Type2Smartcard ServerHasCreateClient HasInitialiseUnitEx AlwaysUseStrongPrimes
Type3Smartcard HasKLF2
Êmodule type code       12
Êproduct name           nC3025E/nC4035E/nC4335N
Êdevice name            Rt1
ÊEnquirySix version     7
Êimpath kx groups       DHPrime1024 DHPrime3072 DHPrime3072Ex DHPrimeMODP3072
Êfeature ctrl flags     LongTerm
Êfeatures enabled       RemoteShare GeneralSEE StandardKM EllipticCurve ECCMQV AcceleratedECC HSMBaseSpeed
Êversion serial         37
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Êconnection status      OK
Êconnection info        esn = A815-03E0-D947; addr = INET/192.168.156.32/9004; ku hash =
3a75d883a3bca6e3d277ea3ca0f9179b31ed40c3, mech = Any
Êimage version          13.4.3-294-5a0b72d8
Êlevel six flags        SerialConsoleAvailable
Êmax exported modules   4100
Êrec. LongJobs queue    42
ÊSEE machine type       PowerPCELF
Êsupported KML types    DSAp1024s160 DSAp3072s256
Êusing impath kx grp    DHPrimeMODP3072
Êactive modes           UseFIPSApprovedInternalMechanisms AlwaysUseStrongPrimes  FIPSLevel3Enforcedv2
Êhardware status        OK

66.2. Flag explanations

66.2.1. Level one flags

Flag Explanation

Hardware Set if this is a hardware module.

HasTokens Set if the mod ule has a hardware token inter face, such as a smart card
reader.

Mainte nanceMode The module is in maintenance mode.

Ini tial i sation Mode The module is in initialisation mode.

PreMaintInit Mode The module is in pre-maintenance or pre-initialisation mode.

Unini tialised Firmware ver sions earlier than 13.5:

The module enters this state fol lowing a firmware upgrade. When in this
state it can not be used, it can only be changed into the pre-main tenance
or pre-ini tialisation states to load new firmware or be ini tialised.

Firmware ver sions 13.5 and later:

This flag is never set. The module enters pre-ini tialisation mode fol lowing
a firmware upgrade.

Support sCommandState The firmware supports the state  field in Command (for HSM Pool Mode).

Support sHotReset The firmware supports hot reset (for nopclear fail -S  with Solo XC).

66.2.2. Level two flags

These flags are not used in practise. The Level two flags  value will always be none.
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66.2.3. Level three flags

Flag Explanation

KeyStorage The module is capable of key management func tions.

66.2.4. Level four flags

Flag Explanation

Orderly ClearUnit The module supports Cmd_ClearUnit . If this flag is set, the server will clear
the module whenever the server is started.

HasRTC The module has an onboard real-time clock.

HasNVRAM The module has onboard nonvolatile memory.

HasNSOPermsCmd The module supports the SetNSOPermsCmd command.

ServerHasPollCmds The server supports the PollModuleState  and Poll SlotList  commands.

FastPoll SlotList The module issues asynchronous noti fications to the server when tokens
are inserted, removed, or modified.

HasSEE The module supports the Secure Execution Engine (SEE).

HasKLF The module has a KLF long-term fixed signing key.

HasShareACL The module supports set ting ACLs on logical token shares, the impath
commands, and the Send and Receive commands.

HasFeatureEnable The module supports fea ture-enabled func tions.

HasFileOp The module supports oper ations using nonvolatile memory, and the File !
Copy, File Create , FileErase , FileOp, LoadBlob and MakeBlob commands.

HasPCIPush The module supports the PCI push inter face. This increases the speed of
commands on the PCI bus, improving performance for certain channel
commands.

HasKernelIn ter face The module has a separate logical interface capable of receiv ing jobs
from, for instance, the OS kernel. This facility requires support from the
driver.

HasLongJobs The module supports the com mand flag Command_flags_LongJob and will
not time out com mands with this flag set.

ServerHasLongJobs The hardserver understands the command flag Command_flag_LongJobs
and will correctly wait for the mod ule to complete com mands that have
this flag set. Clients must only set the Command_flag_LongJobs flag if the
server supports it; oth erwise the server may declare the module to have
failed. For a job to be processed as a LongJob, the module and all servers
handling the job must sup port long jobs.
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Flag Explanation

AESModuleKeys The module supports AES module keys.

NTokenCmds The module is an nToken.

JobFragmenta tion The module supports frag mentation of large com mands and replies to
and from the host.

LongJobsPreferred The module is happy to receive all commands as LongJobs, that is jobs
with no time out.

Type2Smartcard The module supports type 2 (Payflex) smart cards.

ServerHasCreateClient The server can accept the CreateClient  command in place of NewClient ,
and store infor mation about the process for asso ciating connections with
applications.

HasIni tialise Uni tEx The module supports the Cmd_Initialise Uni tEx command.

AlwaysUseStrong Primes The module is behaving as if the UseStrong Primes flag was present for all
RSA key generations.

Type3Smartcard The module supports type 3 smart cards (original Remote Administration
Ready Athena Javacards supported v12.0 onwards).

HasKLF2 The module has a KLF2 long-term fixed signing key.

DisablePKCS1Padding All cryptographic mechanisms which use PKCS #1 v1.5 padding are dis!
abled. If this is enabled, raw RSA encryption/decryp tion is still supported
by the RSA OAEP mechanisms.

HasPCIPushPull The module supports the PCI push pull inter face. This increases the
speed of com mands on the PCI bus in both directions, improv ing perfor !
mance for certain channel commands.

66.2.5. Level six flags

Flag Explanation

Seri al ConsoleAvail able This is a remote module with a serial console.

Type3SmartcardRevB The module supports type 3 revi sion B smartcards (NXP JCOP Javacards,
second generation of Remote Admin istration Ready).
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67. esn
esn

Shows the Electronic Serial Number (ESN) of the HSM.

Option Descrip tion

esn Shows the Electronic Serial Number (ESN) of the HSM.
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68. factorystate
factorystate

Resets the module to its orig inal (factory) state.

Option Descrip tion

fac to rys tate Resets the module to its orig inal (factory) state.

! Also resets the IP address and the serial console set!
tings of the mod ule.
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69. fet
fet [-m MODULE] [-e ESN] [-c FILENAME] [-r|-R] [-s] [-a]

¥ Acti vates features on an nShield module connected to the host

¥ Lists the status of fea tures on a connected mod ule

¥ Verifies that a feature has been successfully enabled on a connected mod ule

To view the status of fea tures, run the tool with out a smart card. If a FEM card is not
present, or if any of the fea tures are not enabled successfully, the util ity prompts you to
indicate what to do next.

" To enable features, and view the status of or ver ify fea tures on an
nShield HSM, use the front panel rather than the fet  util ity.

For more information, see Optional fea tures

Option Descrip tion

-a , --show-all Shows all features, including obsolete ones.
Default: 0

-c , --cert=FILE NAME Certifi cate file.

-e , --esn=ESN ESN the certifi cate(s) are destined for.

-r , --reset-mod ule Forces module reset when needed.

-R, --skip-reset Does not ask for module reset.

-s , --show-only Shows the features then exits.
Default: 0

Option to address HSMs

-m, --module=MODULE Specifies the number of the mod ule to perform the tests on.
If you only have one module, <MODULE> is 1.
If you do not spec ify a module number, the util ity uses all modules by default.

Help options

-h , --help Displays help for fet .

-u , --usage Displays a brief usage summary for fet .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys fet .
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70. floodtest
floodtest [options]

Performs hardware speed-test ing by using modular exponentiation.

If skew or threshold checking is enabled (they are mutually exclusive), the average number
of operations per second is recorded at TIME.

If skew checking is enabled, each subsequent operation must be within SKEW of the
recorded average. If threshold checking is enabled, the average must stay above COUNT after
checking starts. If either of these con ditions is not met, the appli cation ter minates.

Option Descrip tion

Program options

--crt Performs Mod Exps using the Chinese Remainder Theorem (default).

--no-crt Perform Mod Exps without using CRT.

-j , --out standing-jobs=COUNT Sets the maximum number of out standing jobs.
Default: minimum number recommended for the hard server + 1.

-l , --job-size=BITS Sets the size of each ModExp in bits.
Default = 1024

-L , --longjobs Sets the LongJobs flag in crypto com mands.

-n , --jobs-count=COUNT Sets the maximum number of jobs.
Default: infi nite.

-Q, --query Uses Query mode (spinlock) rather than Wait mode.

-R, --no-round-robin Accepts replies in any order.
Default: round-robin

-t , --stop-after=LENGTH Sets the maximum time to run, in seconds.
Default: infi nite.

Auto matic check ing options

-C, --check-start=TIME Specifies when skew or threshold checking commences, in seconds.
Default: 15, rounded up to nearest multiple of INTERVAL.

-K, --skew-check=SKEW Turns skew checking on.

-T, --min-check=COUNT Turns threshold checking on.

Out put options

-o , --out put=FILE Send output to named file as well as to std out.
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Option Descrip tion

--over print Print results all on one line, using \r rather than \n.

-r , --report-inter val=INTER!
VAL

Set the statistics report ing interval in seconds (default = 1).

Help options

-h , --help Displays help for flood test .

-u , --usage Displays a brief usage summary for flood test .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
flood test .
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71. fwcheck
fwcheck [-v] [-m MODULE] [-c HEX] <firmware file>

Verifies the firmware installed on a mod ule. Supported firmware files: .nff  and .ftv .

Option Descrip tion

-c , --chal lenge=CHAL Uses CHAL as the firmware challenge.
Default: a random challenge.

Option to address HSMs

-m, --module=MODULE Specifies the number of the mod ule to perform the tests on.
If you only have one module, <MODULE> is 1.
If you do not spec ify a module number, the util ity uses all modules by default.

Help options

-h , --help Displays help for fwcheck.

-u , --usage Displays a brief usage summary for fwcheck.

-v , --ver bose Prints verbose output for fwcheck.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
fwcheck.
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72. fwversion
fwversion

Shows the firmware ver sion for nShield 5s inside the nShield 5c HSM.

Option Descrip tion

fwversion Shows the firmware ver sion for nShield 5c HSMs.
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73. gateway
gateway [address]

Gets or sets the default IPv4 gate way address.

Option Descrip tion

address The IPv4 address for the gateway.
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74. gateway6
gateway6
gateway6 [gateway=::] [linklocal_if=0]

Gets or sets the default IPv6 gate way address of the module.

Option Descrip tion

gateway IPv6 address for the gateway.

lin klo cal_if The ethernet inter face (0 or 1) to use if the IPv6 default gate way address is a
link-local address. The information is not used if the IPv6 default gate way is
not a link-local address.
Default: 0.
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75. generatekey
generatekey [OPTIONS] APP [NAME=VALUE...]

Generates, imports, or retargets keys.

This utility is included in the Core Tools  bundle, which contains all the Security World Soft !
ware util ities. For more information, see:

¥ Generating keys with the com mand line.

¥ Import ing keys from the com mand line.

¥ Example of key generation with gen eratekey, for an example of key generation in batch
mode.

¥ Example of key impor tation with gen eratekey, for an example of import ing an RSA key.

¥ Listing supported appli cations with gen eratekey.

¥ Retarget ing keys with generatekey.

Option Descrip tion

Modes of oper ation

-a , --list-apps Lists all recognised APPNAMEs.

-g , --gen erate Generates a key (default).

-i , --import Imports a key.

-l , --list-params Lists all available parameters for a given APPNAME.

-r , --retar get Retargets a key.

-t , --list-key-types Lists all available key types for a given APPNAME.

Module and cardset selection

-c , --card set=NAME Selects the cardset to pro tect key.

-m, --module=MODULE Specifies the number of the mod ule to perform the tests on.
If you only have one module, <MODULE> is 1. If you do not spec ify a module num
ber, the util ity uses all modules by default.

-s , --slot=SLOT Selects the slot to use.

Key pro tec tion options

--force-see Offers SEE options even with non-SEE modules.

--trusted-cer ti fier=HASH Trust the seeinteg cer ti fier with this hash. This option can also take a list of key
hashes separated by com mas or spaces. It instructs generatekey to regard
these keys as trusted even if they cannot be ver ified.
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Option Descrip tion

-N, --no-ver ify Does NOT verifies the security of the key.

--ver ify Verifies the security of the key (default).

Other set tings

-b , --batch Runs in non-interactive mode.

-I , --inter active Runs in interactive mode (default).

-n , --check Checks the settings.

-q , --quiet Runs in quiet mode.

-v , --ver bose Prints verbose output for generatekey.

Help options

-h , --help Displays help for generatekey.

-H, --help-para meters Lists all generatekey parameters.

-u , --usage Displays a brief usage summary for generatekey.

-v , --ver bose Prints verbose output for generatekey.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys gen!
eratekey.
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76. getrtc
getrtc

Gets the real-time clock of an nShield 5c HSM.

Option Descrip tion

getrtc Gets the real-time clock of an nShield 5c HSM.
Only supported in Security World Soft ware v13.3 or later.
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77. hakever
hakever [option|file]

Option Descrip tion

--ecr2csr Next input file is a GCR and will be converted to a stan dard CSR on stdout, if
successful.

--ecr-chk Next input file is a GCR and will only be checked.

--ev-chk Next input file is an evi dence chain and will only be checked.

--csr-chk Next input file is a stan dard X.509 certifi cate request and will only be checked
for con sistency of pub lic key value with other input files.

--cert-chk Next input file is a stan dard X.509 certifi cate and will only be checked for con !
sistency of pub lic key value with other input files.

-Vstuff Passes information as an argument to check-extract .

-T TABLE Uses TABLE instead of /opt/nfast/lib/hard key/vendors.
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78. help
help

Prints the help for the given com mand or list all commands if no command has been given.
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79. hsc_codesafe
hsc_codesafe

Automatically loads, configures, and starts a CodeSafe 5 container on a specified nShield
module. It is typically executed dur ing module startup by the hard server, but it can also be
run interactively  for trou bleshoot ing or test ing purposes.

79.1. Privileges and access requirements

All nCore operations require a privileged client. On Windows, run the command from an ele!
vated com mand prompt. On Linux, the invoking user must be a member of the nfast  group.

Launcher (csadmin) operations additionally require membership of the nfastadmin group on
Linux, or an elevated com mand prompt on Win dows.

For auto-enrollment to suc ceed with an nShield 5 HSM, the module must be enrolled as priv
ileged on the local hard server. You must run this utility as nfast  or root  on Linux, or from an
elevated com mand prompt on Win dows.

79.2. Options

Option Descrip tion

-m MODULE, --module MODULE Module number of the HSM on which to load the Code Safe container.

-c CONFIG, --con fig CONFIG Configuration file path. You only need this option if the con figuration file is not
in the standard location.

-h , --help Displays help for hsc_codesafe .

79.3. Positional arguments and interactive execution

hsc_codesafe  accepts optional posi tional arguments in the form name=value. These argu!
ments override fields from the [codesafe]  section of the con figuration file for the cur rent
invocation. The argument names must exactly match field names in the Code Safe configura
tion.

If a --  argument separator is supplied, all subsequent arguments are treated as a command
line to run after the Code Safe container has been loaded. The following special values are
supported:
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¥ pause Runs until interrupted with Ctrl-C.

¥ exit  Terminates successfully after the con tainer has finished loading.

When a command line is executed in this way, the SEEJobs SSH tunnel and any published
objects are removed after the com mand terminates. The exit code of hsc_codesafe  is the
exit code of the exe cuted com mand.

If no command line is provided, the behavior matches execution dur ing hardserver startup.
The process continues running only if an SSH tunnel has been established for SEEJobs sup!
port. In this case, any published object is removed auto matically.
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80. hsc_configurepoolmodule
hsc_configurepoolmodule

Checks a single module and either adds it to or removes it from the log ical module.

Option Descrip tion

Option to address HSMs

-m, --mod ule=MODULE Number of the mod ule to configure.
Default is to con figure all eligible.

Help options

-h , --help Displays help for hsc_config urepoolmodule .

-u , --usage Displays a brief usage summary for hsc_config urepoolmodule .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys hsc_
config urepoolmodule .
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81. hsc_configureslots
hsc_configureslots

Performs slot setup for mod ules served by this hardserver according to the val ues in the
configuration file through the fol lowing operations:

¥ Dynamic slots are created

¥ Specified remote slots are imported

¥ Specified slot exports are per mit ted

¥ Slot mapping is applied

Option Descrip tion

-c, --con fig file=FILE NAME Name of the con fig file to read.

-d, --debug Outputs debug infor mation.

Option to address HSMs

-m, --mod ule=MODULE Number of the mod ule to configure.
Default is to con figure all eligible.

Help options

-h , --help Displays help for hsc_config ureslots .

-u , --usage Displays a brief usage summary for hsc_config ureslots .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys hsc_
config ureslots .
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82. hsc_loadseemachine
hsc_loadseemachine

Loads an SEE machine into each module that is configured to receive one, then pub lishes a
newly created SEE World, if appropriate.

Option Descrip tion

-c, --con fig file=FILE NAME Name of the con fig file to read.

Option to address HSMs

-m, --mod ule=MODULE Select one module to read config data for (default = 0). Only with this option
will a SEE machine be loaded. hsc_loadseemachine  does nothing when called
with out -m.

Help options

-h , --help Displays help for hsc_loadseemachine .

-u , --usage Displays a brief usage summary for hsc_loadseemachine .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
hsc_loadseemachine .
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83. hsc_loadwarrants
hsc_loadwarrants

Loads installed warrants for mod ules served by this hardserver.

Option Descrip tion

Option to address HSMs

-m, --mod ule=MODULE Number of the mod ule to load a warrant for

Help options

-h , --help Displays help for hsc_loadwarrants .

-u , --usage Displays a brief usage summary for hsc_loadwarrants .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
hsc_loadwarrants .
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84. hsc_nethsmexports
hsc_nethsmexports

Checks the FEM certifi cate and setup hardserver permissions to reflect the exports
declared in the configuration file.

Option Descrip tion

-c, --con fig file=FILE NAME Name of the con fig file to read.

--set maxnumclients Always issue the SetMaxNumClients  command.

Option to address HSMs

-m, --mod ule=MODULE Select the mod ule to use for verification (default = 1).

Help options

-h , --help Displays help for hsc_nethsmexports .

-u , --usage Displays a brief usage summary for hsc_nethsmexports .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
hsc_nethsmexports .
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85. hsc_nethsmimports
hsc_nethsmimports

Configures the hardserver according to the [nethsm_imports]  section in the con figuration
file.

Option Descrip tion

-c, --con fig file=FILE NAME Name of the con fig file to read.

-w, --wait Waits for remote mod ules (default)

-W, --no-wait DoesnÕt wait for remote modules

Help options

-h , --help Displays help for hsc_nethsmimports .

-u , --usage Displays a brief usage summary for hsc_nethsmimports .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
hsc_nethsmimports .
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86. hsc_remotefilesystem
hsc_remotefilesystem

Configures the remote server permissions related to file trans fer in the hardserver.

Option Descrip tion

-c, --con fig file=FILE NAME Name of the con fig file to read.

Help options

-h , --help Displays help for hsc_remotefilesys tem.

-u , --usage Displays a brief usage summary for hsc_remotefilesys tem.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
hsc_remotefilesys tem.
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87. hsc_serverremotecomms
hsc_serverremotecomms

Reads the [server_re motecomms] section of con figuration file and restart the hard server if
any are different from the val ues in use.

Option Descrip tion

-c, --con fig file=FILE NAME Name of the con fig file to read.

Help options

-h , --help Displays help for hsc_serverremotecomms.

-u , --usage Displays a brief usage summary for hsc_serverremotecomms.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
hsc_serverremotecomms.
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88. hsc_serversettings
hsc_serversettings

Tells the hardserver to reread the [server_set tings]  and [module_set tings]  sections in the
configuration file.

Option Descrip tion

-n, --new config Tells the hardserver to read the proposed new configuration file.

Help options

-h , --help Displays help for hsc_serverset tings .

-u , --usage Displays a brief usage summary for hsc_serverset tings .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
hsc_serverset tings .
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89. Administration of platform services
(nShield 5 HSMs)
nShield 5s platform services are administered through the uni fied util ity hsmadmin, which
directs the com mand to the service that imple ments the com mand.

Some commands require elevated priv ileges by default because both the per missions and
the pro tec tion set tings have an impact on the usabil ity of the keys by non-admin istrative
users. Commands that create keys or modify con figuration always require elevated priv i!
leges. Elevated priv ileges mean root  on Linux, and the built-in local Administrators group
(running in an elevated shell) on Windows. If a command requires elevated priv ileges, this is
indicated in the com mand description.

You can modify the per missions and protec tion options on ser vice keys to allow partic ular
groups of users to execute com mands that require the pri vate key for a given service. See
Permissions on SSH keys and Setting pro tec tion on SSH keys.

All of the plat form services are administered by a unified util ity called hsmadmin

89.1. hsmadmin

The hsmadmin util ity manages the administration of nShield HSMs using dif ferent subcom!
mands.

hsmadmin <subcommand> [-h] [-v] [--no-reset]

You can use one of the following subcommands each time you run hsmadmin:

¥ facto rystate

¥ status

¥ npkginfo

¥ upgrade

¥ reset

¥ enroll

¥ keys

¥ logs

¥ info

¥ esn

¥ settime
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¥ get time

¥ setminvsn

¥ getenvstats

¥ cs5

¥ select

You can use the following options with hsmadmin:

¥ Reset options:

" --no-reset : Does not trigger an immediate reset of any HSM. If a reset is required
you must reboot the host sys tem.

¥ Help options:

" -h , --help : Displays help for hsmadmin.

" -v , --ver sion : Displays the version number of the Security World Soft ware that
deploys fwcheck.

89.1.1. hsmadmin factorystate

This command requires root  privileges on Linux and the privileges of the built-in local
Administrators group on Win dows.

Before running this com mand, place the unit in maintenance mode using nopclear fail -M
-m <MODULEID> -w.

This command returns an HSM to the state it was in when it left the fac tory. This securely
erases all user credentials and information. It resets the sshadmin SSH credential to the
default.

hsmadmin factorystate [-h] [--timeout <TIMEOUT>] [--esn <ESN>] [--verbose]

This command takes the fol lowing parameters:

Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.
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Parameter Descrip tion

--esn Resets specific mod ules to factory state.

You need to add --esn  before each ESN you include in the command, for
example:

hsmadmin factorystate --esn 1A23-BC45-6789 --esn 9Z87-YX65-4321

If no ESNs are specified, the com mand resets all connected mod ules.

--ver bose Prints verbose logs.

89.1.2. hsmadmin status

This command displays the ESN and currently loaded firmware ver sion for discovered
HSMs. It also displays whether the cur rent image is a primary or a recovery image. When
used with the --json  option it dis plays primary firmware version, recovery firmware version,
and uboot version.

hsmadmin status [-h] [--esn <ESN>] [--timeout <TIMEOUT>] [--verbose] [--json]

This command takes the fol lowing parameters:

Parameter Descrip tion

--ver bose Prints verbose logs.

--json Prints the HSM firmware version and image version in JSON format.

--esn Displays information for spec ified HSMs.

You need to add --esn  before each ESN you include in the command, for
example:

hsmadmin status --esn 1A23-BC45-6789 --esn 9Z87-YX65-4321

If you do not spec ify any ESNs, the command displays information for all
connected HSMs.

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

89.1.3. hsmadmin npkginfo

This command inspects the npkg file and displays the metadata.
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hsmadmin npkginfo [--json] <NPKGFILE>

This command takes the fol lowing parameters:

Parameter Descrip tion

--json Prints metadata in JSON format.

<NPKGFILE> Specifies the NPKG-for mat file to inspect.

89.1.4. hsmadmin upgrade

This command requires root  privileges on Linux and the privileges of the built-in local
Administrators group on Win dows.

Before running this com mand, place the unit in maintenance mode using nopclear fail -M
-m <MODULEID> -w.

This command installs firmware packages in npkg format. The command can install both pri
mary and recovery firmware.

hsmadmin upgrade [-h] --esn <ESN> [--timeout <TIMEOUT>] [--dry-run] [--force] [--verbose] [--json] <NPKGFILE>

This command takes the fol lowing parameters:

Parameter Descrip tion

--ver bose Prints verbose logs.

--json Prints metadata in JSON format.

--dry-run DonÕt load the package, just validate it.

--force Ignore warnings and force upgrade to pro ceed.

--esn Specifies the HSMs in which to load the NPKG file.

You need to add --esn  before each ESN you include in the command, for
example:

hsmadmin upgrade --esn 1A23-BC45-6789 --esn 9Z87-YX65-4321 <NPKGFILE>

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

<NPKGFILE> Specifies the npkg file to load in to the HSMs.
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89.1.5. hsmadmin reset

"
Before running this com mand, place the unit in maintenance mode
using nopclear fail -M -m <MOD ULEID> -w. If you run the command
while in operational mode, it cre ates a failed state and you will need to
run nopclear fail -r -m <MOD ULEID> to cor rect it.

This command resets the nShield HSM.

hsmadmin reset [-h] [--esn <ESN>]

This command takes the fol lowing parameters:

Parameter Descrip tion

--esn Specifies the HSMs to reset.

You need to add --esn  before each ESN you include in the command, for
example:

hsmadmin reset --esn 1A23-BC45-6789 --esn 9Z87-YX65-4321

If you do not spec ify any ESNs, all connected HSMs will be reset.

89.1.6. hsmadmin enroll

This command requires root  privileges on Linux and the privileges of the built-in local
Administrators group on Win dows.

Before running this com mand, place the unit in maintenance mode using nopclear fail -M
-m <MODULEID> -w.

This command configures the SSH keys for the nShield HSM.

"

Linux-only

The install script calls this command automatically as hsmadmin enroll
--sshad min-key /root/.ssh/id_n shield 5_sshadmin. This will generate
SSH client keys and register them with the units if they have not been
previously set up. If the sshadmin key is not found in its usual location
under /opt/nfast  then /root/.ssh/id_n shield 5_sshadmin will be tried
instead, so it is convenient to use hsmadmin keys backup to backup the
key to this loca tion (use the --passphrase  option to make the key
portable to other machines rather than restricted to the local machine).
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If /root/.ssh/id_n shield 5_sshadmin does not already exist, and the
/root/.ssh  directory exists, hsmadmin keys backup --local
/root/.ssh/id_n shield 5_sshadmin will be called automatically by the
install script if hsmadmin enroll  succeeds to create a backup of the
sshadmin key that is restricted to the local machine, as a precaution
against accidental deletion of the /opt/nfast/ser vices/client  direc!
tory.

hsmadmin enroll [--timeout <TIMEOUT>] [--verbose] [--sshadmin-key <SSHADMIN_KEY>]

This command takes the fol lowing parameters:

Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, minimum 3s, maxi!
mum 120s.

--ver bose Prints verbose logs.

--sshad min-key Path to backup of sshadmin key to use if not present in the stan dard location.

89.1.7. hsmadmin keys

This command requires root  privileges on Linux and the privileges of the built-in local
Administrators group on Win dows.

Before running this com mand, place the unit in maintenance mode using nopclear fail -M
-m <MODULEID> -w.

This command is used to manage the SSH keys currently loaded on a module.

hsmadmin keys [--timeout <TIMEOUT>] <subcommand>

This command takes the fol lowing parameter:

Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, minimum 3s, maxi!
mum 120s.

You can use one of the following subcommands with this com mand:

¥ show

¥ migrate
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¥ roll

¥ backup

¥ restore

¥ remote-set

¥ remote-remove

89.1.7.1. hsmadmin keys show

This subcommand displays the public client and server keys used to communicate with the
HSMs. For client keys, it also displays the time stamp held on the associated key file in the
host file system.

hsmadmin keys show [--json] [--verbose]

This subcommand takes the fol lowing parameters:

Parameter Descrip tion

--json Prints output in JSON for mat.

--ver bose Prints verbose logs.

89.1.7.2. hsmadmin keys migrate

This subcommand changes the SSHAdmin client key on all connected mod ules to match a
public key. The public key is derived from the pri vate key specified in the subcommand.

hsmadmin keys migrate --privkeyfile <PRIVKEYFILE> [--json] [--verbose]

This subcommand takes the fol lowing parameters:

Parameter Descrip tion

--json Prints output in JSON for mat.

--ver bose Prints verbose logs.

--privkey file Specifies the file con taining the pri vate key to be migrated to.

89.1.7.3. hsmadmin keys roll

This subcommand changes the client keys for all services.
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See SSH Client Key Protec tion (nShield 5s HSMs) for infor mation about pro tec tion options
that can be set on keys during generation.

hsmadmin keys roll [--json] [--verbose]

This subcommand takes the fol lowing parameters:

Parameter Descrip tion

--json Prints output in JSON for mat.

--ver bose Prints verbose logs.

On Linux, the hardserver must be restarted in order to be able to use the new ncoreapi  SSH
client key after per form ing this operation, for example, with /opt/nfast/sbin/init.d-nci !
pher restart .

89.1.7.4. hsmadmin keys backup

This subcommand makes a backup of the private client key for the sshadmin service.

"
The backup key should be protected against unau thorized access. Refer
to your security pro cedures for infor mation on how to store the backup
file.

hsmadmin keys backup [--passphrase] <FILE>

This subcommand takes the fol lowing parameters:

Parameter Descrip tion

--passphrase , -p Replace host key protec tion with passphrase pro tec tion.

<FILE> Path to file in which to store backup.

If the --passphrase  option is not sup plied, then the exist ing sshadmin key file will be copied
verbatim with what ever existing protec tions it has. By default, the sshadmin key is tied to
the host machine and OS install, and will not be usable on another machine. A warning
about this restric tion to the local machine will be printed if the --passphrase  option is omit !
ted (add --local  to indicate that this is the explicit choice in order to pre vent the warn ing).

If the --passphrase  option is used, then the sshadmin key will be loaded and re-encrypted
using a user passphrase that must be supplied at the prompt. If the exist ing sshadmin key
was also protected with a user passphrase (this is not the case by default), then there will
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be a prompt for that keyÕs passphrase too. The backup key will not be tied to the host
machine in this case, and can be used to re-install the HSM on another machine.

On Linux, the backup file will be generated with owner and group match ing the direc tory in
which it is cre ated, and readable by owner only.

89.1.7.5. hsmadmin keys restore

This subcommand restores the private client key for the sshadmin service from a backup file
that has previously been created with the hsmadmin keys backup command.

Once the private client key for the sshadmin service has been successfully restored, this
command will automatically configure all other SSH keys for the HSM.

hsmadmin keys restore <FILE>

This subcommand takes the fol lowing parameter:

Parameter Descrip tion

<FILE> Path to file previously created by hsmadmin keys backup

89.1.7.6. hsmadmin keys remote-set

This subcommand installs a specific SSH pub lic key for remote access to one HSM service.

hsmadmin keys remote-set <SERVICE> <KEYTYPE> <KEYDATA>

This subcommand takes the fol lowing parameters:

Parameter Descrip tion

<SERVICE> HSM service to be accessed remotely

<KEYTYPE> SSH public key type

<KEYDATA> SSH public key

89.1.7.7. hsmadmin keys remote-remove

This subcommand removes a specific SSH pub lic key that had previously been set for
remote access and restores the local client key.
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hsmadmin keys remote-remove <SERVICE>

This subcommand takes the fol lowing parameter:

Parameter Descrip tion

<SERVICE> HSM service from which to remove remote access

89.1.8. hsmadmin logs

This command manages the system logs of con nected HSMs. These logs are separate from
the ncoreapi  logs. See Platform services and (nShield 5 HSMs) for more infor mation about
platform services and ncoreapi .

For more information about sys tem logs, see System logging (nShield 5 HSMs).

For more information about man aging ncoreapi  logs, see Audit Log ging.

hsmadmin logs <subcommand>

You can use one of the following subcommands with this com mand:

¥ get

¥ clear

¥ export

¥ expire

¥ getkey

89.1.8.1. hsmadmin logs get

This subcommand retrieves logs from a connected HSM.

"
HSMs running firmware version 13.5 or later can produce logs in either a
signed or unsigned format. This subcommand will retrieve unsigned
logs. To retrieve logs in a signed format, use the export  subcommand.

hsmadmin logs get [-h] [--verbose] [--timeout <TIMEOUT>] --esn <ESN> --log <LOG> [--json | --out <OUTFILE>]

This subcommand takes the fol lowing parameters:
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Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--esn Specifies the HSM from which to retrieve logs. Only one ESN can be
used in the command to retrieve the logs of one spe cific HSM.

--json Prints output in JSON for mat.

--out Write logs to file spec ified by OUTFILE

--ver bose Prints verbose logs.

--log Selects log to be retrieved. Options are system, init

89.1.8.2. hsmadmin logs clear

This subcommand clears logs from connected HSMs.

"

The system log can only be cleared using this command on firmware ver
sions earlier than 13.5. The system log on HSMs running firmware version
13.5 or later is cleared using the expire  command. See Logging, debug!
ging, and diagnostics  for more infor mation. The init  log can be cleared
on all firmware versions using this command.

Before running this com mand, place the unit in maintenance mode using nopclear fail -M
-m <MODULEID> -w.

hsmadmin logs clear [-h] [--verbose] [--timeout <TIMEOUT>] [--esn <ESN] --log <LOG> [--json]

This subcommand takes the fol lowing parameters:

Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--esn Specifies the HSMs from which to clear logs.

You need to add --esn  before each ESN you include in the command, for
example:

hsmadmin logs clear --esn 1A23-BC45-6789 --esn 9Z87-YX65-4321 --log <LOG>

If you do not spec ify any ESNs, logs will be cleared from all connected
HSMs.
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Parameter Descrip tion

--json Prints output in JSON for mat.

--ver bose Prints verbose logs.

--log Selects log to be cleared. Options are system, init

89.1.8.3. hsmadmin logs export

This subcommand retrieves and validates signed logs from a connected HSM.

" The directory used for stor ing the log files must exist before run ning
this command.

hsmadmin logs export [-h] [--verbose] [--timeout <TIMEOUT>] [--esn <ESN>] [--saved] [--expire] [--json | --outdir
<OUTDIR>]

This subcommand takes the fol lowing parameters:

Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--esn Specifies the HSM from which to export logs.

--json Prints metadata in JSON format.

--out dir Write logs to direc tory spec ified by OUTDIR

--ver bose Prints verbose logs.

--expire Expire the log after export ing it

--saved If not expired, re-export a pre viously saved log

89.1.8.4. hsmadmin logs expire

This subcommand expires saved system logs from a con nected HSM.

hsmadmin logs expire [-h] [--verbose] [--timeout <TIMEOUT>] [--esn <ESN>] --seq <SEQ_NO> [--json]

This subcommand takes the fol lowing parameters:
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Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--esn Specifies the HSM from which to expire logs.

--json Prints output in JSON for mat.

--seq expire the log identi fied by <SEQ_NO>

--ver bose Prints verbose logs.

89.1.8.5. hsmadmin logs getkey

This subcommand retrieves the system log signing key from a connected HSM.

hsmadmin logs getkey [-h] [--verbose] [--timeout <TIMEOUT>] [--esn <ESN>] [--json | --out <OUTFILE>]

This subcommand takes the fol lowing parameters:

Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--esn Specifies the HSM from which to retrieve the log sign ing key

--json Prints output in JSON for mat.

--out Write key to file spec ified by <OUTFILE>.

--ver bose Prints verbose logs.

89.1.9. hsmadmin info

This command requires root  privileges on Linux and the privileges of the built-in local
Administrators group on Win dows.

This command returns infor mation that was loaded in the HSM dur ing manufactur ing. This
information is persistent even after return ing the HSM to fac tory state.

hsmadmin info [-h] [--timeout <TIMEOUT>] [--esn <ESN>] [--verbose] [--json]

This command takes the fol lowing parameters:
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Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--esn Returns information for the HSM iden ti fied by <ESN>.

You need to add --esn  before each ESN you include in the command, for
example:

hsmadmin info --esn 1A23-BC45-6789 --esn 9Z87-YX65-4321

If no ESNs are specified, the com mand returns infor mation for all con !
nected mod ules.

--ver bose Prints verbose logs.

--json Prints output in JSON for mat.

89.1.10. hsmadmin esn

This command will translate between the Elec tronic Serial Number (ESN) for a nShield 5s
HSM, and its corresponding Physical Serial Number (PSN).

hsmadmin esn [-h] [--from] [--json] serialno [serialno ...]

Parameter Descrip tion

--from If this option is given, hsmadmin esn converts the supplied PSN(s) to ESN
values. If it is not given, it will con vert ESN(s) to PSN(s).

--json If this option is given, the com mand writes a JSON object to stdout ,
which is an object map ping the input seri alno  values to their trans lated
counterparts.

seri alno If --from  is specified, this is a PSN in the format NN-AANNNN where N is a
decimal digit, and A is a letter or dec imal digit.

If --from  is not specified, this is an ESN in the format XXXX-XXXX-XXXX
where each X is a hexadecimal digit.

More than one seri alno  can be specified. These values are not case-sen!
sitive.

"
The nShield 5 HSMs use a fixed transformation to derive the ESN from
the physical serial number, which is assigned during manufactur ing. This
allows one to be derived from the other, offline, with out needing access

Chapter 89. Administration of platform services (nShield 5 HSMs)

nShield v13.9.6 Utilities Reference 131/306



to the HSM itself. The physical serial number is printed on the nShield
5sÕs label, which differs from the PSN on the outer case of a nShield 5c
or 5c 10G unit. So, hsmadmin esn is mostly useful for users of nShield 5s
HSMs.

89.1.11. hsmadmin settime

This command is used to synchronize the HSM system clock with the clock in the host PC.

See Setting the sys tem clock  for more infor mation on managing the system clock.

This command requires root  privileges on Linux and the privileges of the built-in local
Administrators group on Win dows.

To use this command with out the --adjust  parameter, the HSM must be in maintenance
mode.

! Setting the sys tem date and time with out the --adjust  parameter auto !
matically resets the HSM.

hsmadmin settime [-h] [--adjust <adjust>] [--timeout <TIMEOUT>] [--esn <ESN>] [--verbose]

This command takes the fol lowing parameters:

Parameter Descrip tion

--adjust Optional parameter. If specified an HSM System clock drift cal ibration is
executed.

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--esn Sets the system date and time of spe cific mod ules.

You need to add --esn  before each ESN you include in the command, for
example:

hsmadmin settime --esn 1A23-BC45-6789 --esn 9Z87-YX65-4321

If no ESNs are specified, the com mand resets all connected mod ules. If
the adjust parameter is specified, a module reset is not required.

--ver bose Prints verbose logs.

89.1.12. hsmadmin gettime
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This command requires root  privileges on Linux and the privileges of the built-in local
Administrators group on Win dows.

It returns the sys tem date and time of the HSM.

hsmadmin gettime [-h] [--timeout <TIMEOUT>] [--esn <ESN>] [--verbose] [--json]

This command takes the fol lowing parameters:

Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--esn Returns information for the HSM iden ti fied by <ESN>.

You need to add --esn  before each ESN you include in the command, for
example:

hsmadmin gettime --esn 1A23-BC45-6789 --esn 9Z87-YX65-4321

If no ESNs are specified, the com mand returns the HSM system date and
time for all con nected mod ules.

--ver bose Prints verbose logs.

--json Prints output in JSON for mat.

89.1.13. hsmadmin setminvsn

This command requires root  privileges on Linux and the privileges of the built-in local
Administrators group on Win dows.

Before running this com mand, place the unit in maintenance mode using nopclear fail -M
-m <MODULEID> -w.

This command sets the minimum VSN number of the firmware which the HSM will in the
future accept as an upgrade.

hsmadmin setminvsn [-h] [--timeout <TIMEOUT>] [--esn <ESN>] [--verbose] [--json] <VSN>

This command takes the fol lowing parameters:
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Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--esn Sets the minimum VSN on the HSM identi fied by <ESN>.

You need to add --esn  before each ESN you include in the command, for
example:

>hsmadmin setminvsn --esn 1A23-BC45-6789 --esn 9Z87-YX65-4321 2

If no ESNs are specified, the com mand sets the minimum VSN on all con
nected HSMs.

--ver bose Prints verbose logs.

--json Prints output in JSON for mat.

<VSN> The minimum VSN to set.

Once this command is executed, the HSM will no longer accept a com !
mand to upgrade to a firmware with a VSN lower than <VSN>.

The new minimum VSN cannot be lower than the HSMÕs current VSN,
and cannot be higher than the VSN of the firmware cur rently installed on
the HSM.

89.1.14. hsmadmin getenvstats

This command returns the environmental monitor ing statistics of the HSM.

Environmental monitor ing statistics available depend on the model of the HSM, the hard !
ware revision and the version of the firmware installed on the HSM.

For the nShield5 with firmware ver sion 13.3 the available statistics are:

uptime The time since the HSM was last rebooted, in seconds.

current_time The current system time of the HSM.

mem_to tal Total amount of phys ical RAM, in kilobytes.

msp_temp Temperature recorded by the MSP sensor, in degrees C.

cpu_temp Temperature recorded by the CPU sensor, in degrees C.

crypto_co_proc_temp Temperature recorded by the cryp tographic co-proces sor sensor, in
degrees C.

volt age_t1022_core Volt age drawn by the T1022 core chip.
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volt age_t1022_ifc_io Volt age drawn by the T1022 IFC I/O chip.

volt age_t1022_serdes Volt age drawn by the T1022 SERDES chip.

volt age_t1022_serdes_io Volt age drawn by the T1022 SERDES I/O chip.

volt age_c292_serdes Volt age drawn by the C292 SERDES chip.

volt age_fpga_serdes Volt age drawn by the FPGA SERDES chip.

volt age_c292_serdes_io Volt age drawn by the C292 SERDES I/O chip.

volt age_fpga_serdes_io Volt age drawn by the FPGA SERDES I/O chip.

volt age_msp_avcc MSP Analogue Vcc.

volt age_ddr4_io_access Volt age drawn by the DDR4 I/O access chip.

volt age_ddr4_io Volt age drawn by the DDR4 I/O chip.

volt age_battery Volt age supplied by the on-board bat tery.

volt age_pci_bus Volt age drawn by the PCI bus.

max_temp Highest temperature recorded by any tem perature sensor since statistics
were reset.

min_temp Lowest temperature recorded by any tem perature sensor since statistics
were reset.

ais31_preliminary_alarm_count AIS31 (RNG) preliminary alarm count.

spi_retries SPI protocol failure count.

sp_i2c_to tal_failures MSP430 I2C total fail ures.

sp_i2c_slave_failures MSP430 I2C slave failures.

sp_temp_failures MSP430 temperature failures.

sp_volt age_failures MSP430 voltage failures.

host_bus_exceptions PCI0 (Host) NPE and PE error count.

crypto_bus_exceptions PCI1 (Crypto) NPE error count.

sp_sensor_cmd_failures Read security proces sor handshake line failure count.

nvm_free_space Free space on user NVRAM.

nvm_wear_level Wear level on user NVRAM.

nvm_worn_blocks Worn block count on user NVRAM.

bios_code Not used; always reports 'None'

dfs_throt tling Whether CPU performance is currently degraded due to exces sive heat.
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hsmadmin getenvstats [-h] [--timeout <TIMEOUT>] [--esn <ESN>] [--verbose] [--json]

This command takes the fol lowing parameters:

Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--esn Returns information for the HSM iden ti fied by <ESN>.

You need to add --esn  before each ESN you include in the command, for
example:

>hsmadmin getenvstats --esn 1A23-BC45-6789 --esn 9Z87-YX65-4321

If no ESNs are specified, the com mand returns the environmental moni!
tor ing statistics of all con nected mod ules.

--ver bose Prints verbose logs.

--json Prints output in JSON for mat.

89.1.15. hsmadmin cs5

This command is used to manage some aspects of CodeSafe SEE machines running on the
HSM.

See also csadmin for additional com mands related to managing CodeSafe SEE machines.

hsmadmin cs5 <subcommand>

You can use the following subcommand with this com mand:

¥ stats

The following subcommands are only relevant to the nShield 5c. See CodeSafe setup for
the nShield 5c for more detail about the sub commands.

¥ clientinfo

¥ genclientinfo

¥ enroll

¥ unenroll

¥ list
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89.1.15.1. hsmadmin cs5 stats

This subcommand gets statistics from active SEE machines.

hsmadmin cs5 stats [--timeout TIMEOUT] [-u UUID] [--esn ESN] [--json]

This subcommand takes the fol lowing parameters:

Parameter Descrip tion

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.

--u UUID of SEE machine from which to obtain sta tistics.

If no UUID is specified, statistics will be retrieved for all run ning SEE
machines.

--esn Returns statistics for the HSM iden ti fied by <ESN>.

If no ESNs are specified, the com mand returns statistics for all con !
nected mod ules.

--json Prints output in JSON for mat.

89.1.16. hsmadmin select

This command is used to select configuration options that are not con trolled by licenses.

This command can only be used when the unit is in maintenance mode. It requires root  priv
ileges on Linux and the privileges of the built-in local Admin istrators group on Win dows.

hsmadmin select <option> [--esn ESN] [--json] [--timeout]

All select <option> com mands support the fol lowing parameters:

Parameter Descrip tion

--esn Select this option on the HSM iden ti fied by <ESN>.

If no ESNs are specified, the selection is applied to all con nected mod !
ules.

--json Prints output in JSON for mat.

You can use the following options with this com mand:

--time out Time to wait for ser vice response, in seconds. Default 30 seconds, mini!
mum 3s, maximum 120s.
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89.1.16.1. hsmadmin select acceleration

This option selects which algo rithms will be accelerated.

hsmadmin select acceleration [--set ID | --show]

This option takes the fol lowing parameters:

Parameter Descrip tion

--set Set the accelerator to use.

The module must be reset for the change to take effect.

--show Show the available, and the currently selected accel erators.
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90. hsmdiagnose
Runs automated health check against nShield 5s or nShield 5c HSMs and saves the informa
tion to an XML file.

! On Solo XC, Connect +, Connect XC and Edge HSMs, use nfdiag .

Option Descrip tion

-h, --help Shows the help message and exits.
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91. initunit
initunit [-m MODULE]

Re-initializes modules into their fac tory state.

For more information, see Erasing a module with ini tunit .

Option Descrip tion

-k, --kml-type=KML-TYPE Configures KML type and key hash mechanism.

-K, --list-kml-types Lists recognized KML types.

-n, --nto ken Makes the module(s) into nTokens.

Option to address HSMs

-m, --module=<MODULE> Re-initializes module <MODULE>.
If you only have one module, <MODULE> is 1. If you do not spec ify a module num
ber, the util ity re-ini tializes all suitable modules.

Help options

-h , --help Displays help for ini tu nit .

-u , --usage Displays a brief usage summary for ini tu nit .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys ini !
tu nit .
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92. killrecov
killrecov

Disables retrospective key recovery (operator cardset replacement) for Secu rity Worlds.
kill recov removes the relevant token shares from administrator cards.

! This operation cannot be undone. Contact Sup port for more infor ma!
tion about using this util ity.

Option Descrip tion

-s, --slot=SLOT Selects the slot with card to use. Default: slot 0

Option to address HSMs

-m, --module=<MODULE> Uses module <MODULE> to disable key recovery for the Security World.
If you only have one module, <MODULE> is 1. If you do not spec ify a module num
ber, kill recov uses the most suitable module.

Help options

-h , --help Displays help for kill recov.

-u , --usage Displays a brief usage summary for kill recov.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys kill
recov.

Chapter 92. killrecov

nShield v13.9.6 Utilities Reference 141/306



93. km-plode
km-plode [OPTIONS] SRCPATH/SRCFILE --dest-dir DESTDIR
km-plode [OPTIONS] SRCDIR --dest-file DESTFILE

Breaks up a kmdata file into mul tiple files.

Option Descrip tion

SRCPATH/SRCFILE --dest-dir
DESTDIR

Extracts key data from SRCPATH/SRCFILE into DESTDIR. Default: ./SRCFILE.d

SRCDIR --dest-file DEST FILE Implodes kmdata. Default: current kmdata

Help options

-h , --help Displays help for km-plode.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
fwcheck.
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94. kmfile-dump
kmfile-dump [-bpv] worldfile [worldfile ...]

Displays key management infor mation from a Security WorldÕs kmdata file.

Option Descrip tion

b, --binary Displays all entries in binary.

-N, --no-world info Does not attempt to read Secu rity World data files in the
kmdata/local direc tory. This allows kmfile-dump to work when no
hardserver is running at the cost of dis abling annotations (KM_sw) on
the out put.

-p, --plain Uses plain format for binary out put: no off setsor ASCII.

-v, --ver bose Displays binary dumps of key blobs.

<worldfile> The file storing the World data, usually
/opt/nfast/kmdata/local/world  (Linux) or %NFAST_KM!
DATA%\local\world (Windows ).
If no World Version is received as a result of the command then the
World is either version 1 or version 2.
If a World Version of either '2' or '3' is received then the World is ver !
sion 3.

Help options

-h , --help Displays help for kmfile-dump.

-u , --usage Displays a brief usage summary for kmfile-dump.

-V, --ver sion Displays the version number of the Security World Soft ware that
deploys kmfile-dump.
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95. kneti
kneti

Show the Kneti hash, which then can be used for enrolling the HSM with clients.
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96. kptest
! Only supported in FIPS 140-2 Level 2 Security Worlds.

kptest [options]

Tests the consistency of encryp tion and decryp tion, or of sig nature and verification, with
the RSA and DSA algorithms.

If skew or threshold checking is enabled (they are mutually exclusive), the average number
of operations per second is recorded at TIME.

If skew checking is enabled, each subsequent operation must be within SKEW of the
recorded average. If the condition is not met, the appli cation ter minates

If threshold checking is enabled, the average must stay above COUNT after check ing starts.
If the con dition is not met, the appli cation ter minates.

Option Descrip tion

Program options

-e, --encrypt-decrypt Tests the encrypt and decrypt oper ations.
Default: for RSA.

-i, --plain-size=SIZE Uses plaintext of SIZE sized bits. Default: 160.

-k, --key-regen erate=CHECKSRegenerates the key for every CHECKS number of checks.
Default: never.

-L, --longjobs Sets the LongJobs flag in crypto com mands.

-n, --jobs-count=COUNT Sets the maximum number of jobs.
Default: infi nite.

-s, --sign-ver ify Tests the sign and verify oper ations.
Default: for DSA/KCDSA/ECDSA.

-t, --stop-after=LENGTH Sets the maximum time to run, in seconds.
Default: infi nite.

Key options

-c, --curve=CUR VENAME Uses the curve named NAME.
Default: NISTP192.

-l, --key-size=BITS Sets the key size (default 1024).

-M, --mech anism=MECH Uses mechanism MECH.
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Option Descrip tion

-p, --plain-type=TYPE Uses plaintext type TYPE (Bignum, Hash or Bytes). The mechanism and plain!
text types must be com patible with the key type.

--pair wise-check Sets Pair wiseCheck in the key generation com mand.

-S, --key-type=TYPE Selects the key type to use #Ñ #RSA (default), DSA, KCDSA, or ECDSA

` --strong` For RSA, uses strong (ANSI X9.31) primes. For DSA, uses the Strict  flag.

Auto matic check ing options

-C, --check-start=TIME Specifies when skew or threshold checking commences, in seconds, rounded
up to nearest multiple of INTERVAL.
Default: 15.

-K, --skew-check=SKEW Turns on skew checking.

-T, --min-check=COUNT Turns on threshold checking.

Out put options

--over print Prints the results all on one line, using \r rather than \n.

-o, --out put=FILE Sends the output to a named file as well as to std out .

` -r, --report-inter val=INTER!
VAL`

Sets the statistics report ing interval in seconds.
Default: 1.

Module selection

-m, --module=MODULE Specifies the number ID to use.
If you only have one module, MODULE is 1.
If you do not spec ify a module ID, kptest  uses all modules by default.

Help options

-h , --help Displays help for kptest .

-u , --usage Displays a brief usage summary for kptest .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
kptest .
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97. keytst, keytst64
Creates, tests, and displays information about keys and CSP key containers.

Use this utility to migrate from Win dows registry-based CSP container storage to the new
CSP formats. The utility also enables you to manage the inter faces between the MSCAPI
library and the module. See Util ities for the CAPIÊCSP.
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98. loadmache
loadmache [-U|-e IDENT] [-a HASH] [OPTIONS] [MACHINE-FILENAME]

Prepares a module for SEE applications by loading an SEE machine image.

Which machine to load :

If no machine filename is specified this pro gram will pick a default as fol lows. If NFAST_SEE_!
MACHINEIMAGE_<module> is set in the environment, where <module> is the module number,
then that will be used. Oth erwise if NFAST_SEE_MACHINEIMAGE_DEFAULT is set in the environ!
ment then that will be used. Finally if even that fails then /opt/nfast/see/machine/see !
jvm.sar  is the default. If this file doesnÕt exist then loadmache will fail.

Machine encryp tion key :

If --unencrypted  is specified then the machine is assumed to be unencrypted. If --encryp !
tion key IDENT is specified the machine is assumed to be encrypted with seeconf key
IDENT.

If neither of these options are spec ified NFAST_SEE_MACHINEENCKEY_* are checked following
the same pattern as above; if no environment variables are set then the machine is assumed
to be unencrypted.

Machine sign ing key :

For encrypted machines if you are use a dynamic SEE feature enable then --sighash HASH
must be specified with the hash of the key used to sign the SEE machine. NFAST_SEE_MACHI!
NESIGHASH_* are checked following the same pattern as above. For unencrypted machines,
or if you have the General SEE feature, then this is not required at all.

Option Descrip tion

-s, --slot=SLOT Select the slot from which to load cards when - n is specified.

SEE machine loading options

-a, --sighash=HASH Loads a SEE machine signed with the key whose hash is HASH.

-e, --encryp tion key=IDENT Loads a SEE machine encrypted with key IDENT.

-n, --noprompt Never prompts for miss ing smartcards or passphrases.

-U, --unen crypted Loads an unencrypted SEE machine (default)

Module selection
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Option Descrip tion

-m, --module=MODULE Specifies the number ID to use.
If you only have one module, MODULE is 1.
If you do not spec ify a module ID, loac mache uses all modules by default.

Help options

-h , --help Displays help for loadmache.

-u , --usage Displays a brief usage summary for loadmache.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys load
mache.
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99. loadrom
¥ Obtains infor mation about the firmware installed on a mod ule

¥ Upgrades the module firmware

To determine the version security number of the firmware in a file and for more infor mation,
see Firmware on the installation media.

Option Descrip tion

-b, --maxblock size=SIZE Sets the maximum block size (in bytes) for mod ule programming.

-i, --ioboard File is I/O board reprogramming firmware.

-n, --notype check Omits the mod ule type check.

--noauditcheck Omits the check for an unfin ished audit logging session.

-v, --view Just displays information about the NFF file, it doesnÕt load it.

Module selection

-m, --module=MODULE Specifies the number ID to use.
If you only have one module, MODULE is 1.
If you do not spec ify a module ID, loadrom uses all modules by default.

Help options

-h , --help Displays help for loadrom.

-u , --usage Displays a brief usage summary for loadrom.

-V, --ver sion Displays the version number of the Security World Soft ware that deploys load
rom.
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100. loadsee-setup
loadsee-setup --setup -m MODULE <OPTIONS>
loadsee-setup --remove -m MODULE
loadsee-setup --display [-m MODULE]

Manages the configuration of auto-loaded SEE machines.

Option Descrip tion

Action selec tion

-s, --setup Installs a new auto-loaded SEE machine configuration onto the mod ule identi !
fied with the -m option in the com mand. All options except for --machine are
optional.

r, --remove Removes auto-loaded SEE machine configuration from the mod ule identi fied
with the -m option in the com mand. No SEE machines will be automatically
loaded onto that mod ule.

-d, --dis play Outputs the con figuration for auto-loaded SEE machines on the mod ule identi
fied with the -m option in the com mand.

--setup options

-M, --machine=MACHINE Filename of the SEE machine file (required).

-U, --user data=USERDATA Filename of the userdata file to pass to the SEE machine.

-k, --key=IDENT Ident of seeconf key pro tect ing SEE machine.
Required if the SEE machine is encrypted.

-S, --sighash=HASH Hash of key signing SEE machine.
Only required if the SEE machine is encrypted and you are using the dynamic
SEE feature enable rather than the sta tic fea ture.

-p, --pub lished-object=NAME Name to pub lish WorldID of the SEE machine with.

-P, --post load-prog=PROG Post-init pro gram to run after machine load.

-A, --post load-args=ARGS String to pass to --post load-prog .

General options, includ ing HSM selection

-c, --con fig file=FILE NAME Selects the con figuration file to use.
Default: NFAST_KMDATA/config/con fig .

-f, --force Allow con fig changes with out prompt ing.

-m, --mod ule=MODULE Selects the module to use when configuring auto-load SEE machines (required
for --setup  and --remove).
If you only have one module, <MODULE> is 1. If you do not specify a module num
ber, the util ity uses all modules by default.
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Option Descrip tion

--no-reset Does not reset modules with changed con figurations.

!
Unless the --no-reset  option was given loadsee-
setup will reset all modules whose configurations have
changed .

Help options

-h , --help Displays help for loadsee-setup .

-u , --usage Displays a brief usage summary for loadsee-setup .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys load
see-setup .
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101. logout
logout

Logs you out of the ser ial console session.
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102. sbin/logrotate-hardserver
Linux

Archive the exist ing hardserver log from /opt/nfast/log/hard server.log  and re-open
as a fresh log file.

When run with no arguments, it will auto matically archive the existing log to
/opt/nfast/log/archive/hard server.DATETIME.log (where DATETIME is the current
date and time). The directory /opt/nfast/log/archive/  is created if it does not already
exist.

Option ally, a single argument can be provided with the full file name to archive the exist
ing hardserver log to.

This script must be run as root.

Windows

Extract Windows event log entries and out put them to the con sole or a text file.

As required, specify:

¥ -s  \| --source : The event log source. The default is the nCipherlog

¥ -c  \| --count : The number of records read from the event log. The default is 10000

¥ -f  \| --file : The output file name.
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103. logs
logs
logs [lines=1000] [timeout=enable]

Prints logs from the HSM.

Only available for nShield 5c models.

Option Descrip tion

lines Optional argument to only print the given num ber of lines from the end of the
log.
Default: prints the whole log.

timeout Whether the log print ing should have a timeout (enable or disable). With a time
out, the log print ing will be inter rupted if it does not com plete before the nor !
mal console timeout would occur.
Default: enable timeout.
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104. maintmode
maintmode <enable/disable>

Sets the mode of the nShield 5c to Main tenance mode.

Option Descrip tion

enable Switches the nShield 5c to Main tenance mode.

dis able Switches the nShield 5c to Oper ational mode.
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105. makecspyuserdata
makecspyuserdata [options] conffile.py output.cpio

Packages Python files, and anything else required, into a userdata file for SEE machines.

Option Descrip tion

-f, --force Overwrites the exist ing output.cpio  file.

Help options

-h , --help Displays help for makecspyuserdata.

--ver sion Displays the version number of the Security World Soft ware that deploys
makecspyuserdata.
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106. migrate-world
Migrate exist ing keys to a destination Security World.

migrate-world [OPTIONS] --src-module=<source_module> --dst-module=<dest_module> --source=<source-kmdata-path>
--debug --dst-warrant=<dst-warrant-path> --src-warrant=<src-warrant-path [--plan | --perform] --key-logging

106.1. Prerequisites for using migrate-world

In order to use the migrate-world  util ity the fol lowing will be needed:

¥ Two HSMs. These can be any of the currently supported HSM types and the two HSMs
do not need to be of the same type.

¥ A quorum of ACS cards for the source world.

¥ A quorum of ACS cards for the destination world.

¥ Sufficient blank cards to cre ate new OCS cards for any keys that are OCS protected.

¥ For PCIe HSMs: Remote mode switch ing must be enabled on both HSMs used for the
migration.

¥ For network-attached HSMs : Remote mode switch ing must be enabled on both HSMs
used for the migra tion. See enable_remote_mode in the server_settings section or the
Top-level menu chapter of the HSM Install Guide .

106.2. migrate-world modes

¥ Plan mode: Returns a list of steps for migration and the required card sets and
passphrases but does not migrate any keys.

¥ Perform mode : Runs the plan mode prior to presenting the option to pro ceed and
migrate keys accord ing to the plan.

Option Descrip tion

-c <CARDSETS>|--card sets-at-
once=<CARDSETS>

Migrates keys protected by this num ber of card sets or soft cards per ACS load
ing. This is useful to pre vent ACS time-outs if you have a large num ber of dif !
ferent card sets or soft cards to migrate. (0=unlim ited, default=0).

--debug Outputs debug messages and stack traces in case of errors. It is recom!
mended to use this only for test ing as it will slow down oper ation and make
card timeouts more likely to occur. A large volume of out put is produced for
each key that is migrated, so it is recommended to migrate a single key at a
time when using this option.

--dst-mod ule=<ModuleId> Specifies which mod ule ID to use as the destination mod ule.
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Option Descrip tion

--dst-prots=<list of des ti !
nation pro tec tions>

Specifies a comma-separated list of OCS or soft card names in the destination
security world. These will be the target pro tec tions for the keys that are pro !
tected with meth ods specified with --src-prots  in the source security world.

--dst-war rant=<dst-war rant !
file>

Specifies the location of the war rant file of the des tination mod ule.

-k <KEYS> --keys-at
-once=<KEYS>

Migrates no more than this number of keys per ACS loading. This is useful to
prevent ACS time-outs if you have a large num ber of keys to migrate.
(0=unlim ited, default=0).
It is recommended to limit the num ber of keys to be migrated at any one time
to no more than 100.

--key-log ging Enables key usage logging on all migrated keys. If the destination world does
not support audit log ging the keys will still be migrated but LogKeyUsage log !
ging will not be set in the ACL of the migrated keys.

--per form Migrates keys interactively.

--plan Displays the steps that will be car ried out.

--prots-con fig=<PATH> Specifies a configuration file that lists the source and des tination pro tec tion
pairs for migration. The file must contain pairs of tab-sep arated protec tion
names src_prot dst_prot , one pair per line.

--source=<SOURCE> Specifies the path to the folder that con tains the source world data.

--src-mod ule=<MODULE> Specifies which mod ule ID to use as the source module.

--src-prots=<list of source
protec tions>

Specifies a comma-separated list of OCS or soft card names in the source secu
rity world. The keys will be migrated to the cor responding protec tions speci!
fied with --dst-prots .

--src-war rant=<src-war rant !
file>

Specifies the location of the war rant file of the source mod ule.

Help options

-h , --help Displays help for migrate-world .

-u , --usage Displays a brief usage summary for migrate-world .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
migrate-world .

"
Do not ter minate path names in the command parameters with a back !
slash character. If this is not pos sible then either ter minate with a dou !
ble backslash or insert a blank space between the backslash and the ter!
minating quotation mark.
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106.3. Restrictions on using migrate-keys

¥ The source module must be running firmware version 12.50 or later.

¥ The destination mod ule must be running firmware version 12.50 or later.

¥ Only recoverable keys can be migrated. If your source keys are non-recoverable, you
cannot use the migration util ity to migrate keys.

¥ You can change some, but not all, security world prop erties during migration:

Property Up to 13.3 13.4 and later

Key protec tion method
whether soft card or OCS is used

Fixed Fixed

Key protec tion name
soft card name or cardset name

Fixed Editable

Quorum Editable Editable

If the name or quorum is to be changed, you must create the soft card or OCS in the
destination world before migra tion begins.

¥ Replacement cards should be of the same or newer generation than the cards that
they replace.

¥ The source and destination mod ules must both have KLF2 warrants in the correct loca !
tion.

The migration process directly down loads the warrants from the mod ule for the
nShield 5s and nShield 5c HSMs. You do not need to take any action.

For pre-nShield5 HSMs:

" If one or both of the mod ules have a KLF warrant, you must request an upgrade to
a KLF2 warrant from nshield.support@entrust.com  before you start the migra tion.

" For Solo + and Solo XC, the default location is NFAST_KMDATA/warrants/  (Linux) or
NFAST_KMDATA\warrants\  (Windows ).

" For Connect + and Connect XC, the default loca tion is NFAST_KMDATA/hsm-
<ESN>/warrants/  (Linux) or NFAST_KMDATA\hsm-<ESN>\warrants\  (Windows ).

" After adding or upgrad ing to a KLF2 warrant, you must reboot the HSM before the
warrant file will appear in the war rants directory.

See Warrant Management .

¥ The operator running the migrate-world util ity must have the access rights to cre ate a
privileged connection to the hard server.
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¥ The migration tool must have exclu sive use of the modules during migration. Do not
use them for any other pur pose during migration and if either mod ule is an nShield net!
work-attached HSM, do not enter any thing via the front panel dur ing migration.

¥ If the destination world is fips-140-level-3 , then some keys that were usable in the
source world may not be usable in the destination world due to those algo rithms or key
lengths being restricted. The migra tion tool might not be able to suc cessfully migrate
these keys so they should be removed from the source world before attempt ing the
migration. Any keys of this type that do migrate suc cessfully will be restricted at the
point of use.

¥ If the destination world is fips-140-level-3  or common-cri te ria-cmts  the migration
tool will auto matically remove ExportAsPlain from the ACL of any migrated key dur ing
the migration process.

¥ If the destination world does not sup port audit log ging the migra tion tool will auto mati
cally remove LogKeyUsage from the ACL of any migrated key dur ing the migration
process.

106.4. migrate-world to migrate keys using custom
protection pairs

Regular security world migra tion will cre ate new card sets and soft cards in the destination
world with the same names as the source protec tions or it will use exist ing destination pro !
tec tions if they share a name and type (card set or soft card) with the source pro tec tion.

You can specify custom pro tec tion pairs if you want to change the name, the quo rum, or
the prop erties of the pro tec tion. You can also combine multiple source protec tions of the
same type into one destination pro tec tion. You cannot dif fuse keys from one source protec
tion to mul tiple destination pro tec tions.

The source-destination pro tec tion pairs can be selected either as:

¥ Two comma-separated lists --src-prots <source pro tec tions>  and --dst-prots <des
ti nation pro tec tions> .

¥ Tab-separated pairs "source destination", one per line, in a configuration file --prots
-config <file path> .

The protec tions can be referred to by their name, 40-char acter hash, or "c:name" and
"s:name" when a source card set and softcard share a name. The source and destination pro
tec tion types must match.

The following example shows the two ways of spec ify ing a set of protec tion pairs and the
dif ferent ways each protec tion can be referred to. The example hashes are shortened for
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readability.

Protec tion
type

Source pro tec tion to be migrated Target des ti nation pro tec tion

card set ocs 1 ocstar get1

soft card soft card 1 soft cardtar get

card set name1 (duplicate name) ocstar get1

soft card name1 (duplicate name) soft cardtar get

card set name2 (duplicate name and type) hash:
XXXXXXX1

ocstar get1

card set name2 (duplicate name and type) hash:
XXXXXXX2

ocstar get2

By specify ing the lists using the --src-prots  and --dst-prots  options:

migrate-world [OPTIONS] \
--src-prots "ocs 1,softcard 1,c:name1,s:name1,XXXXXXX1,XXXXXXX2" \
--dst-prots "ocstarget1,softcardtarget,ocstarget1,softcardtarget,ocstarget1,ocstarget2"

By using a configuration file spec ified with the --prots-con fig  option:

migrate-world [OPTIONS] --prots-config=migration.cfg

--- migration.cfg ---
ocs 1    ocstarget1
softcard 1    softcardtarget
c:name1    ocstarget1
s:name1    softcardtarget
XXXXXXX1    ocstarget1
XXXXXXX2    ocstarget2
---------------------

106.5. Troubleshoot migrate-world

If you encounter any errors that are not listed in the fol lowing table, contact Sup port.
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Error Explanation Action

There are no keys requiring migra!
tion.

Any migrate-able keys found in the
source world already exist in the
destination world. The migration util
ity returns this error if:

¥ The keys have already been
migrated

¥ All keys are non-recoverable
and therefore cannot be
migrated.

None.

Source module must be specified.
Destination mod ule must be speci!
fied.
Source and Destination mod ules
must be dif ferent.
Module is not usable.

migrate-world  requires you to spec
ify both a source and destination
module which must be dif ferent
modules and both must be usable.

Specify the cor rect mod ules.

Source world has indistinguishable
cardsets or soft cards.
Destination world has indistinguish!
able keys.

There are irregularities in one of the
worlds, but these irreg ularities do
not affect the migra tion process.

None.

Destination world has indistinguish!
able cardsets or soft cards.
Source world has indistinguishable
keys.
Cannot deter mine protec tion of
keys.

There are problems with one of the
worlds.

Contact Sup port.

Source world not recov erable. The source world is not recoverable
and the keys therefore cannot be
migrated.

If the source world is not recov er!
able, you cannot use the migration
util ity to migrate keys.
Contact Sup port.

Missing security world at PATH.
Source world must be spec ified.

The path for the source world is
wrong.
There is no world data at the loca!
tion that was spec ified when run !
ning the migration util ity.

Supply the cor rect path to the
source world. If you have supplied
the cor rect path to the direc tory
that con tains the source world data,
the migration util ity has not found a
destination world.
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Error Explanation Action

Source world is the same as the des
tination world.

An incorrect path was supplied for
the source world data when run ning
the util ity.

The destination world data does not
exist in the default loca tion defined
by the envi ronment variable NFAST_
KMLOCAL or NFAST_KMDATA.

Run the utility with the cor rect path
to the source world data.
Move the source world data to a dif
ferent location and then copy the
destination world data to the
default loca tion.
If the default loca tion is defined by
an environment variable, configure
the variable to point to the loca tion
of the des tination world, which
then becomes the new default loca
tion.

Cannot find <NAME> util ity, needed
by this util ity.
<NAME> util ity is too old, need at
least version <VERSION NUMBER>.

The software installation is partially
completed.
The path (in the environment vari!
able for the oper ating system)
might be point ing to an old version
of the soft ware.

Reinstall the soft ware.
Ensure that the path points to the
latest version of the soft ware.

nFast error: TimeLimitExceeded; in
response to SetKMÉ

The ACS time-out limit has expired. Restart the key migration process;
see Key migration .

Destination world does not sup port
audit logging.

You have specified the --key-log !
ging  option but the des tination
world does not sup port audit log !
ging.

None.
The keys will be migrated but
LogKeyUsage will not be set in the
ACL of migrated keys.

Failed to load warrant file <FILE>. There is a problem reading the war !
rant file.

Check that your war rant files are in
the cor rect loca tion and have not
been edited in any way.
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107. mkaclx
mkaclx [-kKCMrRqviGA] [-a IDENT[:MECH]] [-t TYPE] [-b BITS] [-g BITS]
Ê      [-O OPPERMS] [-m MODULE] [-N NAME] [-T TIME] [-U N] IDENT

Generates non-standard cryptographic keys that can be used to per form specific func tions,
for example, to wrap keys and derive mechanisms. This utility includes options that are not
available with the generate-key  util ity.

!
Ensure that you run mkaclx  with the options that are appro priate for
your security infra struc ture. If the appro priate options are not cho sen,
the security of exist ing keys might poten tially be compromised.

Option Descrip tion

Key generation para meters

-b , --bits=BITS Generates a key with length BITS.
Default: depends on key-type.

-g , --group-size=BITS Group size is BITS long for Diffie-Hell man keys.

-k , --key gen-cert Stores a key generation cer tifi cate (default).

-K, --no-key gen-cert DoesnÕt store a key generation cer tifi cate.

-O, --deny-opper mis!
sions=OPFLAGS

Disables listing OpPermissions  as a comma-separated list.

-t , --type=KEYTYPE Selects the type of the gen erated key.
Default: RSA.

Key pro tec tion options

-a , --see-app
-key=IDENT[:MECH]

Restricts the use of key to SEE programs signed by SEE integrity key IDENT,
option ally with mechanism MECH.

-A, --assigned Requires the key to be assigned (common-cri te ria-cmts  worlds only).

-C, --card set-pro tected Generates a cardset-pro tected key.

-G, --logkeyusage Requires logging of usage of the key.

-i , --kitb Writes the blob to the mod uleÕs NVRAM.

-M, --module-pro tected Generates a module-pro tected key (default).

-r , --recov ery Allows key to be recov erable (default).

-R, --no-recov ery DoesnÕt allow key to be recoverable.
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Option Descrip tion

-S, --soft card-pro !
tected=NAME

Generates a softcard-pro tected mod ule key using softcard NAME.

-T, --time out=TIME Sets the time limit of TIME seconds on main-use operations.

-U, --use-limit=N Sets per-auth use limit of N on main-use oper ations.

Other set tings

--con firm Shows the command and requests confirmation.

-N, --name=NAME Sets the keyÕs name.
Default: no name.

-q , --quiet Produces fewer messages on successful runs.

-v , --ver bose Produces more messages on successful runs.

Option to address HSMs

-m, --module=MODULE Specifies the number of the mod ule to use.
If you only have one module, <MODULE> is 1.
If you do not spec ify a module number, the util ity uses all modules by default.

Help options

-h , --help Displays help for mkaclx .

-u , --usage Displays a brief usage summary for mkaclx .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys mka!
clx .
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108. modstate
modstate [-m MODULE] [--kml|--klf2]

Option Descrip tion

--klf Use SignerType_KLF (deprecated).

--klf2 Use SignerType_KLF2.

--kml Use SignerType_KML (default).

Option to address HSMs

-m, --module=MODULE Specifies the number of the mod ule to use.
Default: 1.

Help options

-h , --help Displays help for modstate .

-u , --usage Displays a brief usage summary for modstate .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys mod!
state .
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109. ncdate
ncdate [-m MODULE]
Ê      ncdate --set    [-m MODULE] hh:mm:ss [yyyy.mm.dd]
Ê      ncdate --adjust [-m MODULE] hh:mm:ss [yyyy.mm.dd]

Views, sets, and updates the time on a moduleÕs real-time clock.

Option Descrip tion

-a , --adjust Adjusts the mod ule time.

-d , --dis play Displays the current module time (default).

-s , --set Sets the module time.

Option to address HSMs

-m, --module=MODULE Specifies the number of the mod ule to use.
Default: 1.

Help options

-h , --help Displays help for ncdate.

-u , --usage Displays a brief usage summary for ncdate.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
ncdate.
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110. ncperftest
ncperftest [options]

! Only supported in FIPS 140-2 Level 2 Security Worlds.

Tests the performance of various crypto com mands using attached nShield hardware.

Supported since Security World ver sion v12.10, it contains all the functionality in sigtest  and
flood test . It also supports other tests, and pro vides greater accuracy and throughput capa !
bility in per formance management.

The default action is --sign . However, if a mechanism or key type is selected, then the
default action is changed to be appro priate to the key type.

For --mechanism the default depends on the action. For example for signing the default is
RSApPKCS1.

--key-type  selects a default mechanism for the requested key type. For example -S RSA is
equivalent to -M RSApPKCS1. For -S HMAC, the default is HMACSHA256.

The default for the --key-size  option depends on the mech anism. For RSA and (KC)DSA
keys it is 1024, unless a mechanism was selected which requires a larger key. For AES it is
128.

Option Descrip tion

Action options

--chan nel-decrypt Tests the channel decrypt  operation.

-d , --decrypt Tests the Decrypt operation.

-D, --rsa-sign-decrypt Tests the RSAImmedSignDecrypt  operation.

-e , --encrypt Tests the Encrypt  operation.

-E, --rsa-ver ify-encrypt Tests the RSAImmedVeri fyEncrypt  operation.

-H, --hash Tests the Hash operation. No Key Options available, always load-balanced due
to no mod ule option.

-N, --nop Tests the NoOp operation. Load-balanced across all modules unless only one
module is specified. No Key Options available.

-R, --mod-exp-crt Test ModExpCrt oper ation. Always load-balanced.

-s , --sign Test Sign operation (default).
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Option Descrip tion

-U, --chan nel Test channel encrypt oper ation.

-v , --ver ify Tests the Verify  operation.

-x , --mod-exp Tests the ModExp operation. Always load-balanced.

Key and mechanism options

-c , --curve=CURVENAME Uses the curve named NAME. Default: NISTP192.

-l , --key-size=BITS Sets the key size.
Default: depends on the key type

-M, --mechanism=MECH Use nCore mechanism MECH.

-p , --plain-type=TYPE Uses plaintext type TYPE (Bignum, Hash, or Bytes).
The mechanism and plaintext types must be com patible with the key type.

--pair wise-check Set PairwiseCheck in key generation com mand.

-S, --key-type=TYPE Select key type to use: RSA, DSA, KCDSA, ECDSA, ECDH, X25519, Ed25519, AES, DES3,
HMAC

--strong For RSA, use strong (ANSI X9.31) primes. For DSA, use the Strict  flag.

Measurement options

--bytes Measure data throughput in (bytes/sec ond).

--ini tial-delay=SEC ONDS Starts tim ing after an initial delay of SECONDS. Default: 1 No delay: 0

--latency Measures and reports latences between submit ting jobs and receiv ing replies.

--oper ations Measures the operation through put (default).

Behavior options

--dis play-pub key Displays public keys

-F, --no-failover DoesnÕt failover if the loaded key becomes unusable.

--for mat=FORMAT Selects the out put for mat (text, json).

-G, --log ging Attempts audit log ging. For this to succeed, all specified mod ules must report
audit logging as active.

-j , --out standing-jobs=COUNT Sets the maximum number of out standing jobs shared over all threads. Default:
minimum hardserver recommended, but see also max-jobs-multi plier .

-L , --longjobs Sets the LongJobs flag in crypto com mands.

--max-jobs-mul ti plier=MULTI
PLIER

Applies a multiplier to the maximum outstanding jobs.
Default: 2, which in conjunction with the default for out standing-jobs means a
default of twice the hard serverÕs recommended minimum queue across all
threads.
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Option Descrip tion

-n, --jobs-count=COUNT Sets the maximum number of jobs.
Default: infi nite.

-t , --stop-after=LENGTH Sets the maximum time to run, in seconds. Default: infinite.

--threads=THREADS Number of threads to use. Default: 4.

Module and cardset selection

-m, --module=MODULE Specifies the number of the mod ule to perform the tests on, it can repeated.
If you only have one module, <MODULE> is 1. If you do not spec ify a module num
ber, the util ity uses all modules by default.

Help options

-h , --help Displays help for ncperftest .

-u , --usage Displays a brief usage summary for ncperftest .

-V, --ver sion Displays the version number of the Security World Soft ware that deploys
ncperftest .
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111. ncsvcdep
nShield Service dependency tool to con figure service-based applications such as Microsoft
Certifi cate Services and IIS to use the nShield CNG CSP. Use this tool to add the nFast
Server to the dependency list of such services.

For more information, see:

¥ Uninstalling or reinstalling the CNG CSP.

¥ ncsvcdep .

Use this helper utility to man age keys and the interfaces between the CNG library and the
HSM. For a list of utilities specific to the nShield CNG CSP, see Util ities for the CAPIÊCSP.

Util ity names that end with 64 run only on 64-bit ver sion of Microsoft Win dows. All other
util ities run on both 32-bit and 64-bit ver sions of Microsoft Win dows.
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112. ncversions
ncversions

Lists the fol lowing infor mation:

¥ Version of all Security World com ponents, irrespective of whether they are installed
individually or as part of a component bundle

¥ Version of each component bundle

Option Descrip tion

Help options

-h , --help Displays help for ncversions .

-u , --usage Displays a brief usage summary for ncversions .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
ncversions .
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113. ncthread-test
ncthread-test [-q] [-d THREADS] [-c SIZE] [-r THREADS] [-b SIZE] [-s FREQ]

! Only supported in FIPS 140-2 Level 2 Security Worlds.

Stress tests modules and tests the nCore API concurrent connection support.

If any threads have not returned a value since the last thread check a warning is generated.
This may simply indicate that the inter val between checks is too short. How ever, if a thread
persistently fails to return a value this indi cates that an error has occurred.

Option Descrip tion

Thread options

-d , --des-threads=THREADS Creates THREADS DES3 threads for symmetric encryp tion.
Default: 4.

-r , --rsa-threads=THREADS Creates THREADS RSA threads for digital signing.
Default: 4.

-s , --check-every=PERIOD Checks threads every PERIOD seconds.
Default: 10.

Other options

-b , --rsa-size=SIZE Uses RSA key of size SIZE bits.
Default: 1024.

-c , --block-size=SIZE Encrypts blocks of up to SIZE characters long.
Default: 16384.

-q , --quiet Runs quietly, out putting only errors and warn ings.

-t , --time=DURATION Runs test for DURATION seconds.
Default: 60.

Help options

-h , --help Displays help for ncthread-test .

-u , --usage Displays a brief usage summary for ncthread-test .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
ncthread-test .
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114. netcfg
netcfg
netcfg [iface=0]
netcfg iface=0 [addr=0.0.0.0 netmask=0.0.0.0] [linkspeed=auto]

Configures an IPv4 network inter face, one at a time.

Both addr and netmask must be specified at the same time to avoid bad net work configura!
tion. Either addr and netmask together or linkspeed  alone can be configured separately or
all at the same time for the spec ified inter face.

Option Descrip tion

iface The Ethernet inter face number (0 or 1).

¥ If iface  is not specified on the com mand line, the current set ting of both
inter faces will be displayed.

¥ If iface  is specified with out arguments, then the cur rent set ting of that
inter face will be displayed.

addr Static IPv4 address for the inter face.
Default: 0.0.0.0 .

netmask IPv4 netmask for the inter face.
Default: 0.0.0.0 .

linkspeed Link speed setting, one of: auto, 10BaseT, 10BaseT-FDX, `100BaseTX and
100BaseTX-FDX.
auto includes nego ta tion of speeds up to and includ ing 1Gb.
Default: `auto .
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115. netcfg6
netcfg6
netcfg6 [iface=0]
netcfg6 iface=0 [addr=:: netmask=64]

Configures an IPv6 network inter face, one at a time.

Both addr and netmask must be specified at the same time to avoid bad net work configura!
tion.

Option Descrip tion

iface The Ethernet inter face number (0 or 1).

¥ If iface  is not specified on the com mand line, the current set ting of both
inter faces will be displayed.

¥ If iface  is specified with out arguments, then the cur rent set ting of that
inter face will be displayed.

addr Static IPv6 address for the inter face.
Default: :: .

netmask Subnet prefix length of the sta tic IPv6 address for the inter face.
Default: 64.

Chapter 115. netcfg6

nShield v13.9.6 Utilities Reference 176/306



116. netdiagnose
netdiagnose iface=0
netdiagnose iface=1
netdiagnose iface=bond

Runs network diagnostics on the spec ified net work inter face and prints out the sta tus.

Option Descrip tion

iface The network inter face index number or bond (0, 1 or bond).
bond is only allowed if the bond link inter face is enabled.
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117. netenable
netenable
netenable [iface=0]
netenable iface=0 [enable_ipv4=yes] [enable_ipv6=no] [ipv6_conf_addr=no]

Gets or sets the nethsm_enable  configuration.

Option Descrip tion

iface The Ethernet inter face number (0 or 1).

¥ If iface  is not specified on the com mand line, the current set ting of both
inter faces will be displayed.

¥ If iface  is specified with out arguments, then the cur rent set ting of that
inter face will be displayed.

enable_ipv4 Indicator of whether the IPv4 pro tocol on the inter face is enabled.
Default: yes.

enable_ipv6 Indicator of whether the IPv6 pro tocol on the inter face is enabled.
Default: no.

ipv6_conf_addr Indicator of whether the inter face uses IPv6 static addresses or SLAAC.
Default: sta tic .
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118. nethsmadmin
nethsmadmin [-m MODULE] [-c|-w|-r|-e|-g]
nethsmadmin -l -s RFS_IP [options]                          # List images on the RFS
nethsmadmin [-m MODULE] -f -s RFS_IP [options]              # List features on the RFS
nethsmadmin [-m MODULE] -a FEATURE_FILE -s RFS_IP [options] # Apply feature file to RFS
nethsmadmin [-m MODULE] -i IMAGE                            # Upgrade image
nethsmadmin [-m MODULE] -d MMDDhhmmYYYY                     # Get date

Administers an HSM without using the front panel.

Options include:

¥ Check the Security World files on a spec ified nShield HSM.

¥ Copy Security World files from the RFS to the nShield HSM.

¥ Command the specified nShield HSM to reboot. This restarts the hard server.

¥ Command the nShield HSM to upgrade using the spec ified image file from its RFS.

¥ Retrieve a list of image files available on the RFS.

¥ Retrieve a list of feature certifi cates available on the RFS for a specified nShield HSM.

¥ Command the nShield HSM to apply a specified fea ture certifi cate from the RFS.

¥ Erase the Security World on the nShield HSM and re-ini tialize the HSM.

¥ Get the date and time on the nShield HSM.

¥ Set the date and time on the nShield HSM.

¥ Enable dynamic features, including client licenses remotely.

You must use a privileged connection to use this util ity with the fol lowing parameters:

¥ Reboot the HSM (nethsmadmin -r )

¥ Erase the Security World ( nethsmadmin -e )

¥ Upgrade the HSM firmware ( nethsmadmin -i )

For more information, see:

¥ Using nethsmadmin to copy a Security World to an nShield HSM and check the cur rent
version.

¥ Upgrading the image file and firmware from a priv ileged client .

¥ Remotely enabling dynamic feature certifi cates including nShield HSM client licenses.

Option Descrip tion

RFS options

-p , --port=PORT Overrides the default RFS port 9004.
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Option Descrip tion

-s , --rfs=RFS_IP IP address of the remote file server (RFS).

Authen ti cation options

-k , --kneti-mod ule=LOCAL_MOD
ULE

Optional.
Specifies the local mod ule whose KNETI authentication key will be used to
authenticate this client to the RFS. If omit ted or 0, this client will authen ticate
itself to the RFS using the hardserverÕs software KNETI authentication key.
Default: 0.

--rfs-esn=ESN Sets the ESN of the remote mod ule used to authenticate the RFS when using
module KNETI authentication.

--rfs-hkneti=HKNETI Required.
Sets the soft ware or module KNETI hash used to authenticate the RFS.

Admin oper ations

-a , --apply-fea ture=FEATURE_
FILENAME

Applies the specified fea ture file to the new tork-attached HSM. The path to
the feature file must be a full path as --list-fea tures  retrieved it.

-c , --check-world Prints the state of the secu rity world/files on the spec ified remote mod ule.

-d , --set-date=DATE Sets the date and time on the spec ified remote mod ule to the spec ified date.
Format: MMDDhhmmYYYY (MM is the month, mm is the minutes, YYYY must be
between 2000 and 2037).

-e , --erase-world Can only be executed as privileged user (a user with a privileged connection to
the HSM).
Erases the security world on the spec ified remote mod ule.

-f , --list-fea tures Lists the nethsm features on the remote filesys tem.

-g , --get-date Rerieves the date and time on the specified remote mod ule.

-i , --upgrade-image=IMAGE Can only be executed as privileged user (a user with a privileged connection to
the HSM).
Instructs the mod ule to upgrade using the spec ified image file from the
remote filesys tem. The path to the image must be a full path as --list-images
retrieved it.

-l , --list-images Lists the nethsm images on the remote filesys tem.

-r , --reboot Can only be executed as privileged user (a user with a privileged connection to
the HSM).
Instructs the spec ified mod ule to remotely reboot.

-w, --update-world Instruct the spec ified mod ule to fetch its world files from its RFS.

Option to address HSMs
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Option Descrip tion

-m, --module=MODULE Specifies the number of the mod ule to use.
If you only have one module, <MODULE> is 1.
Default: 1.

Help options

-h , --help Displays help for nethsmadmin.

-u , --usage Displays a brief usage summary for nethsmadmin.

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
nethsmadmin.
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119. nethsmenroll
nethsmenroll [OPTIONS] NETHSM-IP [ESN HKNETI]

As an alternative to hand-edit ing a clientÕs hardserver configuration file, you can run neths!
menroll  on a client to con figure it to access an nShield HSM. For example:

¥ Enroll an HSM, without needing to restart the hard server

¥ Unenroll an HSM (nethsmenroll -r ), then restart the hard server to update the infor ma!
tion about the HSM estate

A network-attached HSM for this kind of con figuration file edit ing can be either an nShield
Connect or nShield 5c, or a remote hardserver that has been configured to export a local
HSM. If the network-attached HSMÕs ESN and HKNETI are not specified, attempts to con !
tact the HSM to deter mine them and requests confirmation. ESN and HKNETI must be spec
ified if the HSM is a remote hardserver with more than one HSM.

For more information, see:

¥ nethsm_imports .

¥ Configuring the unit to use the client .

¥ nethsmenroll.

Option Descrip tion

-f , --force Forces reconfiguration of an already known HSM.

-n , --nto ken-esn=ESN Specifies the ESN of the nToken to be used to authen ticate this client. If the
option is omit ted, then soft ware authentication will be used instead.

--no-hkneti-con fir mation Does not request con firmation when auto matically determining the nethsmÕs
ESN and HKNETI.

! Only use this option on secure net works.

-p , --priv i leged Causes the hardserver to request a privileged connection to the HSM.
Default: unpriv ileged.

-P, --port=PORT Specifies the port to use when con nect ing to the HSM.
Default 9004.

-r , --remove Deconfigures the HSM.

-V, --ver ify-nethsm-details When the ESN and HKNETI have been provided on the com mand line, verifies
that the HSM is alive, reachable and matches those details.

Option to address HSMs
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Option Descrip tion

-m, --module=MODULE Specifies the number of the mod ule whose hardserver configuration file to
use.
If you only have one module, <MODULE> is 1.
Default: 0 for dynamic con figuration by the hard server.

Help options

-h , --help Displays help for nethsmenroll .

-u , --usage Displays a brief usage summary for nethsmenroll .

-v , --ver sion Displays the version number of the Security World Soft ware that deploys
nethsmenroll .
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120. netlink
netlink
netlink iface=0
netlink iface=1 [enable/disable]

Gets or sets the net work inter face link.

Option Descrip tion

iface The Ethernet inter face number (0 or 1).
You can enable or disable iface=1  only. iface=0  is always enabled.

¥ If iface  is not specified, the cur rent set ting of both inter faces will be dis
played.

¥ If iface  is specified with out arguments, then the cur rent set ting of that
inter face will be displayed.

action The action to take for the inter face (enable or dis able ).
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121. new-world
Creates a new security world , or adds or restores a HSM to an existing security world.

new-world [ACTION] [OPTION] [-m MODULE] [FEATURES]

121.1. Prerequisites for using new-world

¥ Most options of new-world require a privileged connection between the host machine
on which you run it and the HSM that it uses to admin ister the security world.

¥ The HSM must be in pre-initialization mode for the new-world util ity to work with the
HSM to create, configure, erase a security world or to enrol the HSM into the secu rity
world. Furthermore, if you use new-world to re-con figure an HSM, you will have to
restart the HSM into oper ational state.
If the HSM is not in the pre-ini tialization mode, new-world advises you that you must
put the HSM in this mode and waits until you have changed the HSM mode before con
tinuing. See

" Net work-attached HSMs: Checking and changing the mode on a network-
attached HSM

" nShield Solo and Solo XC: Checking and changing the mode on nShield Solo and
nShield Solo XC HSMs

" nShield 5s: nShield 5s modes of operation

" USB HSMs: Checking and changing the mode on an nShield Edge

¥ If the HSM is ready for creating, repprogramming, or erasing a security world (that is,
itÕs in the pre-initialization mode), new-world prompts you for smart cards and
passphrases as required.

¥ If new-world cannot inter pret the com mand line, it displays its usage message and
exits. It does not create a security world and does not mod ify the exist ing security
world.

¥ If you attempt to set a quo rum for a feature that you have dis abled or if you attempt to
set a quorum too high, new-world displays an error and exits.

¥ If new-world cannot find the key-man agement data, it displays the message new-world:
no exist ing world to load

121.2. new-world [ACTIONS]

You can use new-world in three dif ferent ways to per form three dif ferent ACTIONs. Each
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ACTION has its own options.

If you do not enter a spe cific action, new-world selects one of [-i]  or [-l] , depending on
whether you have already created a security world.

Action Descrip tion

-i, --ini tial ize Initializes a new security world accord ing to the spec ified parameters and pro!
grams it into the given mod ule.

new-world [-i] [-SRG] [-m MODULE] [--mode=SWORLD-MODE] [-c CIPHER-SUITE] -Q K/N [FEATURES]

Creating a new security world replaces any exist ing
/opt/nfast/kmdata/local/  (Linux) or %NFAST_KMDATA%\local (Windows ) direc!
tory.

Replacing an existing security world in this way does not delete the secu rity
worldÕs host data and recovery and replacement data, but renames the exist !
ing /opt/nfast/kmdata/local/  (Linux) or %NFAST_KMDATA%\local (Windows )
directory in which these reside as %NFAST_KMDATA%\localN (Linux) or
/opt/nfast/kmdata/localN  (Windows ) where N is an integer assigned depend
ing on how many security worlds have been previously saved during over!
writes.

-l --pro gram Programs a module with an existing security world (enrols the mod ule into the
security world).

new-world [-l] [-S] [-m MODULE]

Adds an HSM to an existing security world in the Key Management Data direc !
tory.
If you have multiple HSMs available, you can use the -m option to spec ify one
HSM. If you do not spec ify an HSM, new-world adds all available HSMs to the
security world.

-e --fac tory Restores a module to its fac tory default con dition:

¥ the only mod ule key is KM0

¥ no operations require NSO certifi cates

¥ KNSO is the single-DES key 0101010101010101

You must run new-world -m=<module-id>  separately for each HSM that you
want to fac tory state.

new-world [-e] [-m MODULE]

121.3. new-world [OPTIONS]
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Option Descrip tion

-c, --cipher-suite=<CIPHER
-SUITE>

Specifies the cipher suite and type of key that is used to pro tect the new Secu
rity World.

Permit ted values:

¥ DLf3072s256mAEScSP800131Ar1 (default)

¥ ECp521mAES

-k, --kml-type=KML-TYPE Select the KML type.

If not spec ified, the default KML type for the cipher suite is used when creating
a new world, or the KML type selected when cre ating the world is used when
loading an existing world.

Permit ted value(s):

¥ DSAp3072s256

¥ NISTp256hSHA1

¥ NISTp521hSHA1

-R, --no-recov ery Disables OCS and softcard replacement; see Replacing Operator Card Sets.

Equivalent to set ting !r .

By default, new-world creates key recovery and replacement data that is pro !
tected by the cryp tographic keys on the ACS. This option does not give
Entrust or any other third party access to your keys. Keys can only be recov !
ered if autho rization from the ACS is available. We recommend that you leave
OCS and softcard recovery and replacement func tionality enabled.

!

Entrust recommend that you do not dis able the recov!
ery and replacement option because if you set the
--no-recov ery  option, you can never replace lost or
damaged OCSs generated for that secu rity world.
Therefore, you could never recover any keys pro!
tected by lost or dam aged OCSs, even if the keys
themselves were generated as recoverable (which is
the default for key gen eration).
OCS and softcard replacement cannot be enabled
after security world cre ation with out reini tializing the
security world and dis carding all the existing keys
within it.

Default : disabled
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Option Descrip tion

--reduced-fea tures Uses a reduced default feature set when it cre ates the security world:

¥ no passphrase recovery (-R)

¥ no NVRAM

¥ no RTC

¥ no FTO

¥ no NSO delegate keys

Such a reduced-features security world can per form many operations faster
than more fully fea tured security worlds.

! This option must be the first option on the com mand
line: new-world -i --reduced-fea tures

Default : *dis*abled

-S, --no-remote share-cert Prevents the HSM from becom ing a target for remote shares. If you do not
want an HSM to be able to read remote card sets, initialize it by running `new-
world -S <mod ule-id>.

--mode=MODE Available modes:

(none specified) Compliant with FIPS 140-2 Level 2

fips-140-level-3 Compliant with FIPS 140-2 Level 3

common-criteria-cmts Supports _Common Criteria PP 419 221-5
In this mode, new-world requires a minimum
K of 2

Default : no mode is specified, a FIPS 140-2 Level 2 compliant security world is
created

121.4. new-world [FEATURE] syntax

The feature expressions in the new-world util ity is a comma-separated list of <fea ture-
terms> , each of which can option ally be flanked by an <operator>  and the <quorum-info>
for the ACS that is required to man age the feature:

<operator><feature-term><quorum-info>

Term Descrip tion

<fea ture-term> Name of the fea ture, see new-world [FEATURES].
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Term Descrip tion

<operator> double dash (-- ) to enable the feature
exclamation point ( ! ), or no- to turn off the fea ture
Three features remain available for use on presentation of the stan dard ACS
quorum, even if turned off using the !  operator. Setting the quo rum of these
features to 0 has the same effect as turning them off using the !  operator.

¥ nvram

¥ rtc

¥ fto

!

Some Linux shells interpret !  character as history
expansion. You must escape and must be
escaped with a backslash, \! . The dash may be
interpreted as being the start of an com mand-
line option unless you have used the -f  option or
specified an HSM with out includ ing the -m flag.

<quorum-info> =<n>
The quorum of cards from the ACS required to use the fea ture

121.5. new-world [FEATURES]

Feature Descrip tion

--dis ablepkcs1pad Disables the use of PKCS#1 v1.5 padding. All attempts to use PKCS#1 v1.5
padding for encryp tion or decryp tion oper ations will be rejected.
PKCS#1 v1.5 signature operations are not affected.
PSS and OAEP are not affected.
Default : enabled

--dsee Specifies that that ACS autho rization is needed to enable SEE World debug!
ging. See Debugging SEE machines.
Default : enabled
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