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Chapter 1. Introduction

1. Introduction

The nShield HSM User Guide provides useful infor mation about your nShield HSMs. You
should consult it before and while using a new HSM.

It contains a section for each type of HSM (net work-attached, PCle, and USB). There is also
a section that con tains infor mation that applies to all types of HSM.

1.1. Read this guide if E

Read this guide if you need to configure or manage an Entrust Hardware Security Mod ule
(HSM).

nShield hardware security mod ules use the Security World par adigm to pro vide a secure
environment for all your HSM and key management oper ations. Guides are also avaiéble to
help with the fol lowing tasks:

¥ Installing an nShield HSM
¥ Installing the nShield Security World soft ware for an nShield HSM

¥ Using and administrating a Security World

nShield network-attached HSMs are con nected to a net work by an Ethernet connection.
Each network-attached HSM is con figured to com municate with one or more client com put
ers on the network. You can also corfigure clients to make use of any other net work-con !
nected HSMs on the net work, as well as locally comnected HSMs.

All nShield HSMs support stan dard cryptog raphy frameworks and integrate with many stan
dards based products.

This guide assumes that:

¥ You are familiar with the basic con cepts of cryp tog raphy and Public Key Infrastructure
(PKI)
¥ You have read the relevant Security world and HSM doc umentation.

¥ You have installed your nShield HSM.

1.1.1. Terminology

Some information only applies to a specific HSM or HSM type. Where this is the case, the
relevant HSM or HSM type is mentioned by name, oth erwise the terms nShield "HSM", "hard
ware security mod ule", or "module” are used interchangeably.
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nShield HSMs by type:

nShield HSMs

Connect, Connect +, Connect XC, 5c
Solo, Solo +, Solo XC, 5s

Edge

1.2. Model numbers

Details

nShield HSM type
Network-attached HSMs
PCle HSMs

USB-attached HSMs

Model numbering conventions are used to distinguish different nShield hardware secul!

rity devices.

Model number
NH2047
NH2040
NH2033
NH2068
NH2061
NH2054
NH2075-B
NH2075-M
NH2075-H
NH2082

NH2089-B

NH2089-M

NH2089-H

NH3003-B

NH3003-M

nShield v13.9.6 HSM User Guide

Used for

nShield Connect 6000
nShield Connect 1500
nShield Connect 500
nShield Connect 6000+
nShield Connect 1500+
nShield Connect 500+
nShield Connect XC Base
nShield Connect XC Medium
nShield Connect XC High
nShield Connect XC SCAP

nShield Connect XC Base - Seiial Con!
sole

nShield Connect XC Mid - Serial Con!
sole

nShield Connect XC High - Serial Con!
sole

nShield Connect CLX Base - Seiial Con
sole

nShield Connect CLX Mid - Serial Con!
sole
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Model num ber

NH3003-H

NH2096-B

NH2096-M

NH2096-H

nC3nnnE-nnn, nC4nnnE-nnn
nC30n5E-nnn, nC40n5E-nnn
NC5536E-B

NC5536E-M

NC5536E-H

Used for

nShield Connect CLX High - Serial Con
sole

nShield 5¢c Base
nShield 5¢c Medium
nShield 5c High
nShield Solo PCle
nShield Solo XC PCle
nShield 5s Base
nShield 5s Medium

nShield 5s High

nC30nnU-10, nC40nnU-10 nShield Edge

1.3. Security World Software
PCle and USB HSMS

The hardserver software controls com munication between appli cations
. and Entrust nShield product line HSMs, which may be installed locally or
remotely. It runs as a daemon (Linux) or a sewice (Windows) on the
host com puter.

The Security World for nShield is a collection of pro grams and utilities, including the hard!
server, supplied by Entrust to install and maintain your nShield security system. The Secu
rity World Soft ware includes the fol lowing:

¥ The appropriate installer for the client plat form
¥ The client hardserver

¥ A set of util ities for con fig uring the nShield HSM

Entrust provides the firmware that runs on the nShield HSM, and soft ware to run on each
client com puter. The nShield HSM is supplied with the lat est version of the HSM firmware
installed. For more information about:

¥ Upgrading the firmware, see
# Upgrade firmware: nShield Solo, Solo XC, and Edge HSMs(Solo and Edge models).
# Upgrade firmware: nShield 5s nShield 5s.
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# Upgrading the image file and associated firmware: net work-attached HSMs (net!
work-attached HSMs).

¥ Installing and configuring the soft ware on each client com puter, see nShield Security
World Soft ware v13.9.6 Instalation Guide and Client soft ware and module configura!
tion: PCle and USB HSMs(PCle and USB HSMs) orClient soft ware and module configu
ration: network-attached HSMs (network-attached HSMs).

¥ The supplied utilities, see nShield v13.9.6 Utilties Reference.

¥ Maintenance of your nShield hardware, see Mainte nance of nShield Hardware.

1.3.1. Software architecture

The software, firmware, and utilities have version numbers and there is also a vesion num!
ber for the World which refers to the World data that is stored in encrypted form on the
client com puter, typ ically in the opt/nfast/kmdata (Linux) or C:\Pro granData\nCipher\Key
Mamagement Data (Windows) directory or on the RFS. This data includes information con'!
cerning the World itself and also con cerning each key that was created within that World.
The World version created is determined by the version numbers of the soft ware and
firmware used when it was first cre ated, see nShield Security World v13.9.6 Marmragement
Guide.

The latest World version is version 3. You can query the version of the World loaded on your
system by using the com mand kmfile-dump.

1.3.1.1. Hardserver (network-attached HSMs)

The hardserver software controls com munication between the inter nal security mod ule and
applications on the net work.

Separate instances of the hard server run on the unit and each client that is con figured to
work with the unit. There is a secure channel, known as the impath , between the two soft !
ware instances, which forms a single secure entity for trans ferring data between the unit
and the clients. See also Compatibility issues.

The unitOs harserver is config ured using the front panel on the unit, or by means of
uploaded configuration data. Configuration data is stored on the unit and in files in a spe!
cially configured file system on each client com puter. For more information about using:

¥ The front panel to con figure the unit, see Front panel controls

¥ The specially configured file system to con fig ure the unit and the client, see Client soft
ware and module config uration: net work-attached HSMs .
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1.3.1.2. Remote file system (RFS) (network-attached HSMSs)

Each unit uses aremote file system (RFS). You can corfigure the RFS on any conputer, but
it is normally located on the first client that is con figured. The RFS conains:

¥ The magder configuration infor mation for the unit
¥ The Security World files
¥ The key data.

Do not copy the master config uration to file sys tems on other clients. You can copy Secu!
rity World files and key data to other clients to allow you to man age the unit from more
than one client. To make it available to the unit, copy to the RFS the data for Secu rity
Worlds, cards or keys that you create on a client that does not con tain the RFS.

1.3.2. Default directories

The default locations for Security World Soft ware and program data directories on English-
language systems are summarized in the following table:

Directory name Default path (Linux) Environment vari ! Default path (Win dows)
able (Windows)

nShield Installation  /opt/nfast/ NFAST_HOME C:\Program Files\nCi !
pher\nfast
Key Management /opt/nfast/kmdata/ NFAST NDATA C:\Pro granData\nCipher\Key
Data Mamgement Data
Dynamic Feaure Cer /opt/nfast/fem certs/ NFAST_CHRR C:\Pro granData\nCipher\Fea!
tifi cates ture Cer tifi cates
Static Feature Certifi /opt/nfast/kmdata/hsm- %NFASTMBATA%\hsm-ESN\fea
cates ESN/fedures tures (network-attached
HSMs)

%NFASTMBATA\fedures (PCle
and USB HSMg

Log Files /opt/nfast/log NFAST_LOGDIR C:\Pro granData\nCipher\Log
Files
User Log Files /home/<user>/nshield logs NFAST_USER_LOGDIR\Users\<user>\nshield logs
Remote Static Fea!  opt/nfast/kmdata/hsm-ESN/fea ! %NFASTMBATA%\hsm-ESN\fea
ture Certifi cates tures tures (network-attached
HSMs)

%NFASTMBATA\fedures (PCle
and USB HSMg
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Directory name Default path (Linux) Environment vari ! Default path (Win dows)
able (Windows)

Remote Dynamic opt/nfast/kmdata/hsm-ESN/fea ! %NFASTMBATA%\hsm-ESN\fea
Feature Certifi cates  tures tures (network-attached
HSMs)

%NFASTMBATA\feaures (PCle
and USB HSMS

By default, the Windows C:\Pro granData\ directory is a hidden direc!
tory. To see this directory and its con tents, you must enable the dis play
of hidden files and directories in the View settings of the Folder

Options.

Dynamic feature certifi cates must be stored in the direc tory stated
above. The directory shown for sta tic feature certifi cates is an exanple
' location. You can store those certifi cates in any directory and provide

. the appro priate path when using the Feature Enable Tool. However, you
must not store sta tic feature certifi cates in the dynamic features certifi !

cates directory.

On Windows, the absolute paths to the Secu rity World Soft ware installation direc tory and
program data directories are stored in the indicated nShield environment variables at the
time of instal lation. If you are unsure of the location of any of these direc tories, check the
path set in the environment variable.

The instructions in this guide refer to the loca tions of the soft ware installation and program
data directories as follows:

¥ By name (for example, Key Management Data).
¥ Linux: By absolute path (for example, /opt/nfast/kmdata ).

¥ Windows : By nShield envronment variable names enclosed with percent signs (for
example, %NFASTMBATAY6

If the soft ware has been installed into a non-default location:

¥ Linux: Create a symbolic link from /opt/nfast/  to the direc tory where the soft ware is
actually installed.

¥ Windows: Ensure that the associated nShield environment variables are re-set with the
correct paths for your instal lation. For more information about cre ating symbolic links,
see your operating systemOs doamentation.
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1.3.3. Utility help options

Unless noted, all the executable util ities provided in the bin subdirectory of your nShield
installation have the fol lowing standard help options:

¥ -h|--help displays help for the util ity
¥ -v|--ver sion displays the version number of the util ity

¥ -u|--usage displays a brief usage summary for the util ity.

1.4. Setting the PATH for nShield utilities

It is recommended that the PATH environment variable be changed to include
opt/nfast/bin  (Linux) or <%NFAST _HOME%\ihieh is usually C:\Pro gram Files\nCi !
pher\nfast\bin  (Windows).

This is the directory in the nShield instal lation that con tains the nShield command-line util i!
ties and some DLLs.

This will allow all the nShield command-line util ities to be run with out the need to type the
full path, for example running enquiry instead of opt/nfast/bin/enquiry>  (Linux) or
<%NFAST_HOME%\bin\enqu{#ndows).

opt/nfast/bin  (Linux) or <%NFAST_HOME%\Mfirdows) must be set in the PATH in order
to use the OpenSSL module in the Python that is bundled with nShield.

The Python bundled with nShield is located in opt/nfast/python3/bin  (Linux) or
%NFAST_HOME\python3\lwimich is usually C:\Pro gram Files\nCi pher\nfast\python3\bin
(Windows). If using the nShield Python, you may addition ally want to add this direc tory to
the PATH environment variable so that you can run the nShield python as just the python
command. You may not want to do this if you are also using other Python instal lations on
the same machine.

1.5. Further information

This guide forms one part of the infor mation and support pro vided by Entrust.

If you have installed the Java Developer component, the Java Generic Stub classes, nCi
pherKM JCA/JCE provider classes, and Java Key Maragement classes are supplied with
HTML documentation in standard Javadocformat, which is installed in the appro priate
nfast/java directory when you install these classes.
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1.6. Security advisories

If Entrust becomes aware of a security issue affect ing nShield HSMs, Entrust will publish a
security advisory to customers. The security advisory will describe the issue and provide rec
ommended actions. In some circumstances the advisory may recommend you upgrade the
nShield firmware and or image file. In this situation you will need to re-present a quo rum of
administrator smart cards to the HSM to reload a Security World. As such, deployment and
mainte nance of your HSMs should consider the procedures and actions required to
upgrade devices in the field.

The Remote Administration feature supports remote firmware upgrade
of nShield HSMs, and remote ACS card presentation.

We recommend that you mon itor the Announce ments & Security Notices sec tion on
Entrust nShield, https://trustedcare.entrust.com/ , where any announcement of nShield
Security Advi sories will be made.

1.7. Recycling and disposal information

For recycling and disposal guidance, see the nShield productOs Warings and Cautions doc u
mentation.
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2. nShield Network-Attached HSMs

2.1. Physical security of the HSM

This chapter provides a brief overview of the phys ical security measures that have been
implemented to pro tect your nShield HSM. You are also shown how to check the physical
security of your nShield HSM.

The tamper detection func tion ality on the nShield HSM provides additional physical secu!
rity, over and above that pro vided by the holo graphic security seal, and alerts you to tamper
ing in an operational environment. There is a removable lid on top of the nShield HSM, pro!
tected by the secu rity seal and tamper switches. To prevent the insertion of objects into

the nShield HSM, baffles are placed behind vents.

To optimize their effec tive ness, use the physcal security measures implemented on the
nShield HSM in asscciation with your secu rity poli cies and procedures. For more informal!
tion about cre ating and managing security poli cies, see the Security Policy Guide on the
NIST CMVP website.

Currently, the FIPS 140 Level 3 boundary is at the internal module.
| Future soft ware releases may move the FIPS boundary so that it
includes the entire nShield HSM chassis.

For more information about FIPS 140, seehttp://csrc.nist.gov/pub lica!
tions/fips/fip s140- 2/fip s1402.pdf.

2.1.1. Tamper event

The nShield HSM offers several layers of tamper protection. The outer boundary of the box
is tamper-respon sive. When tampered, the unit ceases to provide cryptographic functionall
ity, alerts the oper ator of the event, and ulti mately forces the oper ator to reset the unit to
factory defaults. Move ments/vibra tions, or replacing the fan tray mod ule or a PSU, does not
activate the tam per detection func tion ality.

If a tamper event does occur, you can use the Security World data stored on the RFS and
the Administrator Card Set to recover the keys and cryp tographic data.

2.1.1.1. nShield HSM lid is closed

If the nShield HSM is powered, a tamper event has occurred, and the lid is closed, the unit
will automatically reset to a factory state.
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Should this happen, examine your unit for physical signs of tampering (see Physical security
checks).

If you discover signs of tam pering do not attempt to put the unit back into oper ation. The
date and time of the tam per event are recorded in the log (see Logging, debugging, and
diagnostics).

The tamper-respon siveness circuitry has a Real Time Clock that is syn
chronised to the system time of the nShield HSM, how ever the times

associated with events in the tam per log may still have slight off sets to
times recorded in other log files.

If there are signs of tam pering, and the tamper event occurred:

¥ During transit from Entrust, con tact Sup port.

¥ After instal lation, refer to your secu rity poli cies and procedures.

For more information about cre ating and managing security poli cies, see the Security Policy
Guide.

You require a quorum of the Admin istrator Card Set (ACS) to restore the key data and
reconnect the nShield HSM to the net work.

2.1.1.2. nShield HSM lid is open

If the nShield HSM is powered, a tamper event has occurred, and the lid is open, the fol low!
ing message is displayed onscreen:

E Unit lid is open

An open lid indicates that the phys ical security of the unit is com promised. You may want
to examine your unit for other phys ical signs of tampering (see Physical security checks).
Do not attempt to put the unit back into oper ation.

The date and time of the tam per event are recorded in the log files (see Logging, debug!
ging, and diagnostics). If the tamper event occurred:

¥ During transit from Entrust, con tact Sup port.

¥ After instal lation, refer to your secu rity policies and procedures. For more information
about creating and managing security poli cies, see the Security Policy Guide on the
NIST CMVP website.

After closing the lid you must reboot the nShield HSM. The unit will then auto matically reset
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to a factory state. If the lid remains open, the above mes sage will remain on the screen and
all button presses are ignored.

2.1.2. Physical security checks

Check the physical security of your nShield HSM before instal lation and at regular intervals
afterwards. For an altemnative pre sentation of the phys ical security checks described here,
see the Physical Security Checklist. For more information about tam per events, and what
actions to take if you dis cover signs of tam pering, see Tamper event.

To determine if the security of the nShield HSM is com promised:

1. Check that the phys ical security seal is authentic and intact. Look for the holo graphic
foil bearing the nCipher logo. Look for cuts, tears and voiding of the seal. The seal is
located on the top of the nShield HSM chas sis.

r N\
@ ENTRUST /\

Top security seal

For information about the appear ance of intact and dam aged security seals, see the
Physical Security Checklist.

2. Check that the metal lid remains flush with the nShield HSM chas sis.
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3. Check all surfaces N the top, bot tom and sides of the nShield HSM N for signs of
physical damage.

4. Check that there are no signs of physical damage to the vents, includ ing attempts to
insert objects into the vents.

OledL 1@ o] =| RRuR o
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2.1.3. Replacing the fan tray module and PSU

You can replace the fan tray module or a power supply unit (PSU) with out activating a tam!
per event as both are outside the security bound ary. You can access:

¥ The PSU(s) from the rear of the nShield HSM.

¥ The fan tray module through the remov able front vent.

Should a problem occur with the fan tray mod ule or a PSU, conact Sup port before taking
further action. For more infor mation about replac ing the fan tray mod ule or a PSU, see the
Fan Tray Module Installation Sheet or the Power Supply Unit Instal lation Sheet.

The fan tray module contains back-up batteries providing reserve capac
ity (a guaranteed minimum of 3 years) for tam per detection func tionall

ity even when the nShield HSM is in an unpowered state.

The tamper protection cir cuitry remains fully oper ational if the nShield HSM is placed on
standby while a replacement operation is performed (whether you are replac ing the fan tray
module or one of the two PSUs, in the case of dual PSU units).

Provided that the nShield HSM is con nected to the mains power sup ply,
| it displays an onscreen error message when back-up battery power is
low.

2.1.3.1. Replacing the fan tray module
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It is not nec essary to remove mains power to replace a fan tray mod ule (we recommend
that you power down the unit into standby state using the front panel power but ton). How!
ever, if mains power is removed then a replacement fan tray mod ule must be installed
within an hour to ensure that a tamper event is not acti vated. If put in standby state the
time required to change fan tray mod ule is unlimited. For more information about replac ing
the fan tray mod ule, see the Fan Tray Module Installation Sheet.

2.1.3.1.1. Fan tray module error messages

If you receive any of the fol lowing error messages on the nShield HSM display, accompa!
nied by the orange warning LED, folow the related action in the ta ble below:

Error message Action

Single fan fail Contact Sup port

Many fans fail Replace fan tray

Battery power low Consider replacing fan tray during the next sched uled service/maintenance
period.

System Shutdown Replace fan tray

Both fans in a pair had failed

If the error message is Single fan fail , the nShield HSM can continue operating under the
specified operating environment. Although you are advised to con tact Sup port, the limited
nature of such a failure means you can replace the fan tray module at your convenience.

If the error message is Many fans fail , you must replace the fan tray mod ule immediately.

If the error message is Battery Power low , this indicates that one or both of the backup bat
teries located on the fan tray mod ule (required only when the nShield HSM is removed from
mains power) is running low.

The Battery Power low indication has no detrimental affect on the nShield HSM per for!
mance whilst the unit remains pow ered. Entrust recommend customers should consider
replacing the fan tray mod ule during the next service/main te nance.

If two fans fail from a redun dant pair, the nShield HSM will display the error message Many
fans have failed for a few seconds and it will then shut down. On reboot, the nShield HSM
will then display the error messages System Shut down and Both fans in a pair had failed . In
this situation the fan tray mod ule must be replaced immediately.

2.1.3.2. Replacing the PSU
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If you have a dual PSU nShield HSM, you do not have to remove power to the functioning
PSU while repladng a faulty PSU. Tanper detection func tion ality will oper ate normally
through out the PSU replacement process. If you decide to remove power from both PSUSs,
tamper detection func tion ality will con tinue to oper ate normally for at least 3 years, as the
fan tray mod ule provides back-up capacity for this cir cuitry. For more infor mation about
replacing the PSU, see thePower Supply Unit Instal lation Sheet.

2.1.3.2.1. PSU error messages

If a PSUEfails, an orange waiting LED comes on and an error mesage is displayed on the
nShield HSM display. Although you are advised to contact Sup port, the unit can con tinue to
operate normally and you can replace the failed PSU at your convenience. There is no need
to power down the unit when you replace the failed PSU.

In addition to the orange warn ing LED, an audble warning is given when a PSU fails on an
nShield HSM. The audble warning is turned off when you nav igate to the Crit ical errors
screen.

2.1.3.3. Battery life when storing the nShield HSM

If a nShield HSM has been in storage for an extended period of time the fan tray mod ule
may need replacement.

Entrust guarantees a minimum battery life of three years, even if the nShield HSM remains
in storage and is not connected to the mains power sup ply during this time.

2.2. Front panel controls

This guide covers the following HSMs:

¥ nShield Connect
¥ nShield 5¢

— | F . / /_;\ @
W Q I@I Lo j'

O
1

E ‘\\.-_ A
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Key Description

A Power button

B Warning LED (orange)

C Display screen

D Touch wheel

E Status indicator LED (blue)

F Display navigation but ton (left)
G Display navigation but ton (right)
H Select button

| Slot for smart cards

J Clear button

This button is obsolete on the nShield 5¢c and is only retained for back ward compatibility, it has no func!
tionality.

K USB connector

o b

Use the touch wheel to change val ues or move the cursor on the display screen. To corfirm
a value, press theSelect button.

2.2.1. Display screen and controls

d k(@

When the unit is pow ered, the display screen displays a menu or a didog.

Each menu or didog includes onscreen navigation labels that appear at the bot tom of the
display screen, on either side next to the dis play navigation but tons. Press the button next
to the label to per form the action spec ified by the label.
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To go back to the previous dialog or menu screen, use the navigation but ton to the left of
the screen. To confirm a dialog value or select a menu option, either:

¥ Press the navigation but ton to the right of the screen.

¥ Touch the Select but ton.

Q)

Use the touch wheel to changes values or move the cursor on the display screen. To conl
firm a value, touch the Select but ton.

2.2.1.1. Menu screens
You can access menus from the display screen.

Menus are displayed as a list of selectable options. An onscreen arrow points to the cur !
rently selectable option. If the menu has more than four options, an arrow indi cates the
direction in which more options are avail able.

To select a menu option:

1. Move the indicator arrow up or down with the touch wheel.
2. When the indicator arrow points to the option you want to select, either:

# Press the navigation but ton to the right of the screen (labeled onscreen as
SELECT).

# Touch the Select but ton.

At the top right of the dis play screen, a number sequence indicates the path to the cur rent
option. The last digit of the sequence shows the loca tion of the menu you are cur rently
viewing. The top level menu has no nunmbers, but when you select the System menu, the
number 1is shown.
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The preceding digits in the sequence show the position of each option in turn that was
selected in previous menu screens to reach the current menu. For exanple, the sequence 1-
2 shows that the indi cator is on the second option of the menu that was reached by select !
ing the first option on the top-level menu.

For a map of the menu screens, seeTop-level menu.

2.2.1.2. Dialogs

For some tasks, a didog is displayed onscreen. When the dialog opens, the cursor is in the
first field. To change and then enter values:

1. Use the touch wheel to change the dis played value of the fields.

2. Touch the Select but ton to enter the dis played value and move to the next field in the
dialog.

Repeat the procedure to enter all necessary values in the dialog.

2.2.1.3. Information display

When you use a didog to request infor mation (for exam ple, a log or details of a key), there
is often too much infor mation to dis play onscreen. In such cases, only the first part of the
information is displayed.

To view the rest of the infor mation:

¥ Use the touch wheel to scroll the dis played infor mation in the direc tion indi cated by
the onscreen arrows.

¥ When an Options label is displayed, press the right-hand navigation but ton to see a
menu of navigation options. You can normally choose to go to the top, to the bot tom,
or to a specified line in the display.

The numbers of the lines currently being dis played onscreen are shown at the left of the
screen. They are folowed in parentheses ((E) by the total num ber of lines available for dis!

play.

2.2.2. Using the front panel controls

You can use the front panel controls to con fig ure the unit and to per form other tasks
described in this guide. When the unit is work ing over the net work with another com puter
(a client com puter), you can program and control the unit as if it were part of the client com
puter.
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If the unit is pow ered down while you are logged in, you are logged out

automatically.

2.2.2.1. Start-up information

When you turn on power to the unit and it has com pleted its initialization, the lower part of
the display screen shows basic start-up infor mation about the unit.

There is a series of start-up information top ics available. By default, the first displayed topic
is the current System time . Use the touch wheel to view the other start-up infor mation top
ics.

2.2.2.2. Administrative control of the unit

You can view and control the status of the unit by using the front panel con trols and menu
options.

Tasks Action

Understand and control the Use the Power button to power up the unit.

power status of the unit
If the Power but ton is not illu minated, the unit is not pow ered. The Power but!

ton flashes inter mittently as the unit pow ers up. It also flashes when the unit is
in standby mode. For more information about the Power but ton, see Trou!
bleshooting

Control access to the unit You can control access to the menus on the unit and the Power but ton on the
front panel by using System > System con fig uration > Login set tings .

When Ul Lockout with OCS has been enabled, you must log in with an autho!
rized Operator Card before you can access the menus. You can still view infor!
mation about the unit on the start-up screen. When you are logged in, you can
log out and leave the unit locked.

When Ul Lockout with out OCS has been enabled, you camot access the
menus, but you can still view infor mation about the nShield HSM on the start-
up screen. The only way to disable this setting (apart from return ing the HSM
to fac tory state) is to push an updated con fig uration file to the nShield HSM.
See About user privileges and ui_lockout for more infor mation.

Power but ton lock out can be enabled and disabled independently when Ul
Lockout allows access to the menus.

Unlock the unit When Ul Lockout with OCS has been enabled and you have logged out, the
display screen displays the label Login next to the right-hand nav igation but !
ton. Press the right-hand navigation but ton, then insert an Operator Card that
has been authorized for login, and follow the onscreen instruc tions.
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Tasks

Log out of the unit

Put the unit in standby mode

Restore the unit to its orig inal
config uration

Restore the unit to its fac tory
state

Clear the memory of the inter !
nal hardware security mod ule

View infor mation about the
current state of the inter nal
hardware security mod ule

View infor mation about the
current state of the sys tem

Set the Real-Time Clock on
the unit

Change the mode of the unit

Action

Select Logout .

This option is not available if Ul Lockout with OCS has not enabled.

Press the Power button or select System > Shut down/Reboot > Shut down.

Select System > System con fig uration > Default con fig .

Select System > Factory state .

Use the Clear button (nShield Connect), run nopclear fail --clear --all
(nShield 5c¢), or select HSM > HSM reset.

Select HSM > HSM infor mation .

See the next section.

Select Security World mgmt > Admin oper ations > Set secure RTC.
After setting the RTC on an nShield 5c¢, you need to reboot the mod ule.
Select HSM > Set HSM mode.

¥ Select Operational mode to run the unit nor mally.

¥ Select initialization mode to configure the unit with soft ware utilities
rather than the front panel.

2.2.2.3. Viewing the current status of the unit

To view information about the cur rent state of the sys tem, from the main menu select Sys!

tem > System infor mation . Select an option to view the asso ciated infor mation as follows:

Option

View system log
View hard server log
Display tasks

Component ver sions

Description

Displays the system log.

Displays the module hardserver log.

Displays the tasks that the system is currently performing.

Displays the version numbers of the various system soft ware components.
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Option

View h/w diag nostics

View tam per log

View unit id

Description
Displays the following environmental infor mation about the mod ule:

¥ The current tem perature at the left and right sen sors
¥ The minimum and maximum previous temperature at each sensor
¥ The voltage on each power rail

¥ The speed of each fan.
Displays the tamper log.

Displays the ID of the unit.

2.2.2.4. Viewing the mode of the unit

See ldentifying the current mode.

2.2.3. Using a keyboard to control the unit

You can connect a keyboard to the USB connector on the front panel. You can con nect

either a US or a UK keyoard. To configure the unit for your key board type, select System >

System con fig uration > Key board lay out and then choose the keyboard type you require.

When you have connected a keyboard and configured the unit for its use, you can enter

numbers and characters directly into the dis play. You can also cortrol the unit by using the

following keystrokes:

Keystroke
F1

F2

F3

Esc

Enter

Up arrow
Down arrow
Tab
Shift-Tab

PgUp

nShield v13.9.6 HSM User Guide

Use

Same as pressng the left-hand nav igation but ton on the front panel.
Same as pressng the right-hand nav igation but ton on the front panel.
Same as touching the Select but ton.

Same as pressng the left-hand nav igation but ton on the front panel.

Where the Select but ton is active, same as pressng Select: where Button B is
active, same as pressng Button B.

Moves the indicator upwards in a menu.

Moves the indicator down wards in a menu.
Moves the cursor to the next field in a dialog.
Moves the cursor to the previous field in a dialog.

Displays the previous screen.
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Keystroke Use

PgDn Displays the next screen.

2.3. Top-level menu
This guide covers the following HSMs:

¥ nShield Connect
¥ nShield 5c¢

If you select an option, the mod ule displays the menu options in the level below.
If you cancel a selected option, you return to level above.

Submenus for options marked with * depend on the settings of the mod ule.

1 System
1-1 System configuration
1-1-1 Network config
1-1-1-1 Set up interface #1
1-1-1-2 Set up interface #2
1-1-1-3 Set up bond
1-1-1-4 Set default gateway
1-1-1-5 Set up routing *
1-1-1-6 Show routing table
1-1-1-7 Ping remote host
1-1-1-8 Trace route to host
1-1-2 Hardserver config
1-1-3 Remote file system
1-1-4 Client config *
1-1-5 Resilience config
1-1-6 Config file options
1-1-6-1 Fetch configuration
1-1-6-2 Client config push
1-1-7 Log config
1-1-8 Date/time setting
1-1-9 Keyboard layout
1-1-9-1 UK keyboard
1-1-9-2 US keyboard
1-1-10 Default config
1-1-11 Remote configuration options
1-1-11-1 Remote mode change
1-2 System information
1-2-1 View system log
1-2-2 View hardserver log
1-2-3 View IPv6 addresses
1-2-4 Display tasks
1-2-5 Component versions
1-2-6 View h/w diagnostics
1-2-6-1 View power readings
1-2-6-2 View other readings
1-2-6-3 Critical Errors
1-2-7 View tamper log
1-2-8 View unit id
1-3 Login settings
1-3-1 Enable Ul Lockout
1-3-1-1 Ul Lockout with OCS

> [ > e e e me T e e e me m> e e e me m me e me me o me e me me o> me e e me oo me e e oo me o
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2.4. Basic HSM, RFS and client configuration

This guide covers the following HSMs:

1-3-1-2 Ul Lockout w/out OCS

1-3-2 Power switch lockout
1-3-3 Login control status
1-4 Upgrade system
1-5 Factory state
1-6 Shutdown/Reboot
1-6-1 Shutdown
1-6-2 Reboot
HSM
2-1 HSM information
2-1-1 Display details
2-1-2 Display secure RTC
2-1-3 Speed test
2-1-4 Display statistics
2-2 HSM reset
2-3 HSM feature enable
2-3-1 Read FEM from card
2-3-2 Read from a file
2-3-3 View current state
2-3-4 Write state to file
2-4 Set HSM mode
2-4-1 Operational
2-4-2 Initialization
Security World mgmt
3-1 Display World info
3-2 Module initialization
3-2-1 New Security World
3-2-2 Load Security World
3-2-3 Erase Security World
3-3 RFS operations
3-3-1 Update World files
3-3-2 Remove RFS lock
3-4 Admin operations
3-4-1 Replace ACS
3-4-2 Recover keys
3-4-3 Recover PIN
3-4-4 Set secure RTC
3-5 Cardset operations
3-5-1 Create OCS
3-5-2 List cardsets
3-6 Card operations
3-6-1 Card details
3-6-2 Check PIN
3-6-3 Change PIN
3-6-4 Erase card
3-7 Keys
3-7-1 List keys
3-7-2 Verify key ACLs
3-8 Set up remote slots *
3-9 Set up dynamic slots
3-9-1 Dynamic Slots
3-9-2 Slot mapping
CodeSafe *

¥ nShield Connect
¥ nShield 5¢
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The nShield nTdken has been disontinued. If you already have one
installed in your RFS, you can use the nTden options as described here.

If you do not cur rently use an nToken, you must use software-based
authentication.

This guide describes the initial nShield HSM, RFS and client conputer con figuration steps.
For more about:

¥ Security World Soft ware installation and options, see Install the Security World soft !
ware.

¥ The menu options, see Top-level menu.

¥ Advanced HSM and client config uration file options, see nShield HSM config uration

files.

An installation will have only one RFS, but may have one or more Clients.
! The RFS can also dual role as a Client. Before you can cotinue with the
. following configuration, the RFS and every Client must have the Secu!

rity World soft ware installed, see Install the Security World soft ware.

2.4.1. About nShield HSMs and client configuration

An nShield HSM and a client communicate using their hardservers. These harlle secure
transactions between the HSM and appli cations that run on the client. To enable the secure
transmission of data between an nShield HSM and each client, the hardserver uses an
impath. You must config ure:

¥ Each client hardserver to com municate with the hard server of the HSM that it needs to
use.

¥ The HSM hardserver to communicate with the hard server of the clients that are
allowed to use it.

Multiple nShield HSMs can be configured to com municate with one

client, just as multiple clients can be configured to com municate with
one HSM.

Any nShield HSM on the network can load a Security World securely over the net work, and
access its keys, wherever the HSM is installed.

Security World and key data is stored on the file system of the nShield HSM, where it is
updated when ever card or key operations are performed on the HSM. The data is also auto!
matically transferred to the remote file system (RFS). If required, you can also share the
data with client com puters that use the Security World.
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2.4.1.1. Remote file system (RFS)

Each HSM must have a remote file system (RFS) configured. This includes mader copies of
all the files that the HSM needs.

2.4.1.2. HSM configuration

The current config uration files for the hard server of an HSM are stored in its local file sys!
tem. These files are automatically:

¥ Updated when the HSM is con fig ured.
¥ Exported to the appro priate RFS direcory.

Each HSM in a Secuity World has separate configuration files on the RFS.

2.4.1.3. Client configuration

The current config uration files for the hard server of a client are stored in its local file sys!
tem.

The following steps assume that you have added the path
%NFAST_HOME%Windows) or /opt/nfast/bin/  (Linux) to the PATHys
tem variable.

2.4.2. Basic HSM and RFS configuration
After installing the Secu rity World Soft ware and the HSM, you need to do the fol lowing:

¥ Configure the HSM Ethernet inter faces.
¥ Configure the RFS.

You should complete the RFS tasks before:

¥ Configuring the HSM and client to work together.
¥ Creating a Security World and an Operator Card Set (OCS).

2.4.2.1. Configuring the Ethernet interfaces - IPv4 and IPv6

An HSM communicates with one or more clients over an Eth ernet network. You must sup!
ply IP addresses for the HSM and the client. Contact your system administrator for this
infor mation if nec essary.
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There are two network inter faces on the HSM. Three config urations are supported:

¥ Single network inter face.

¥ Two independent network inter faces.

You must connect the inter faces to physically different networks.
¥ The two network interfaces combined as a bond interface.

The bond interface can use:

# Active backup mode.

# 802.3ad mode (requires a switch that sup ports 802.3ad).

You can configure the HSM using the front panel Network con fig menu or by pushing a
config uration file to the HSM over the net work. The following can be config ured:

¥ Interface addresses
¥ Bond

¥ Default gate way

¥ Network routes

¥ Network speed.
If the HSM is already configured, you can update the displayed values.

If you ever change any of the IP addresses on the HSM, you must update the configuration
of all the clients that work with it to reflect the new IP addresses.

By default, the hardserver listens on all interfaces. However, you can
choose to set spe cific net work inter faces on which the hard server lis!
l tens. This may be usdul in cases such as if one of the Ethernet inter!
faces is to be connected to exter nal hosts. SeeOption ally configure
hardserver interfaces for more infor mation.

2.4.2.1.1. IPv4 and IPv6

Support for IPv6 is in addition to IPv4. Both Eth ernet inter faces can be configured to sup!

port:

¥ IPv4 only
¥ |IPv4 and IPv6
¥ |Pv6 only.

| Interface#1 is enabled by default and cannot be disabled. Interface #2 is
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disabled by default and can be enabled and disabled.

IPv6 addresses

An IPv4 address is 32 bits long and typically represented as 4 octets, for example
192.168.0.1. An IPv6 address is 128 bits long and is made up of a suiet prefix (n bits long)
and an interface ID (128 - n bits long).

An IPv6 address and its assaiated subnet is typically represented by the nota tion ipv6-
address/pre fix-length , where:

¥ ipv6-address is an IPv6 address repesented in any of the nota tions described below.

¥ prefix-length is a decmal value specifying how many of the left most contigu ous bits of
the address make up the prefix.

The IPv6 address notaion mirrors the way subnets are represented in the IPv4 Classless

Inter-Domain Routing (CIDR) notation.

IPv6 address notation

An HSM will accept an IPv6 address if it is entered in one of the forms shown below and if
the address is valid for context in which it is used. There are two conventional forms for rep
resenting IPv6 addresses as text strings:

¥ The long representation is x:x:x:xX:x:x:x:xX, where eachx is a field containing hexadecimal
characters (O to ffff ) for each 16 bits of the address.

For example:
1234:2345:3456:4567:5678:6789:789a:89ab
1234:5678:0:0:0:0:9abc:abcd/64

¥ If one or more consecutive fields are 0 then they can be replaced by :: .
For example:
1234:5678:0:0:0:0:9abc:abcd/64 can be written as 1234:5678::9abc:abcd/64
;. can only appear once in an IPv6 address.

Unless the address is a link-local address, the HSM front panel only allows lower-case let!
ters in an IPv6 address.

IPv6 addresses keyed marually on the HSM front panel are validated on entry by the HSM.
As well as checking that the for mat of the address is correct, the HSM also validates that
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the address entered is valid for the con text in which it will be used, see Accept able IPv6
address by use case

If State less Address Auto Configuration (SLAAC) is enabled the HSM will auto matically
form IPv6 addresses from network prefixes contained in Router Advertisements (RAs). RAs
are received directly by the HSM Oper ating System and auto matically forms IPv6 addresses
by combining the network prefixes contained in the RA with the MAC address of the receiv
ing Ethernet inter face. As they are created by the Operating System, SLAAC IPv6
addresses are not subject to the same val idation rules as addresses entered via the HSM
front panel. If SLAAC is to be used to con figure HSM IPv6 addresses in prekrence to stati!
cally entered addresses, then network planners must take care to ensure that prefixes adver
tised to the HSM are of a suitable type, see Accept able IPv6 address by use case

(nShield Connect only ) IPv6 compliance

The sub-menu (1-1-1-9 - Set IPv6 compliance) on the nShield Connect front panel menu
permits the User to select an IPv6 compliance mode for an HSM. Compliance with USGv6
or IPv6 ready can be selected.

Both these modes change the settings for the HSM fire wall so that it will pass-through pack
ets which are discarded in the normal Default mode. This behaviour is required for com pli!
ance testing but is not rec ommended for nor mal use since allowing packets with invalid
fields or parameters through the fire wall increases the attack surface. When either USGv6
or IPv6 ready are selected, a confirmation message is displayed to reduce the like lihood
that they are enabled by accident.

It is recommended that the IPv6 com pliance mode is set to Default for all normal operal
tions.

Acceptable IPv6 address by use case

The types of IPv6 which are acceptable as a staic address are given in the table below For
examples of valid IPv6 addresses, seeValid IPv6 Addresses.
Use Case Accept able Address Type

Static IPv6 Address Entry ¥ Global Unicast

¥ Local Unicast

IPv6 Default Gateway ¥ Global Unicast
¥ Local Unicast

¥ Link-local
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Use Case

IPv6 Route EntryE-EIP
Range

IPv6 Route Entry - Gate!
way

RFS Address

Client Address

Push Client Address

Ping

Accept able Address Type

¥ Unknown

¥ Loopback

¥ Global Unicast
¥ Local Unicast
¥ Link local

¥ Teredo

¥ Benchmarking
¥ Orchid

¥ 6to4

¥ Documentation

¥ Multicast

¥ Global Unicast
¥ Local Unicast

¥ Link-local

¥ Global Unicast

¥ Local Unicast

¥ Global Unicast

¥ Local Unicast

¥ Global Unicast

¥ Local Unicast

¥ Unknown

¥ Loopback

¥ Global Unicast
¥ Local Unicast
¥ Link-local

¥ Teredo

¥ Benchmarking
¥ Orchid

¥ 6to4

¥ Documentation

¥ Multicast
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Use Case Accept able Address Type
Traceroute ¥ Unknown
¥ Loopback

¥ Global Unicast
¥ Local Unicast
¥ Link-local

¥ Teredo

¥ Benchmarking
¥ Orchid

¥ 6to4

¥ Documentation

¥ Multicast

2.4.2.1.2. Stateless address auto-configuration (IPv6 only)

Unlike IPv4, IPv6 is designed to be auto-configuring. SLAAC is an IPv6 meclkanism by which
IPv6 hosts can config ure their IPv6 addresses automatically when connected to an IPv6 net
work using the Neigh bour Discovery Protocol (NDP). Using NDP IPv6 hosts are able to
solicit advertisements from on-link routers and use the net work prefix(es) contained in the
advertisements to gen erate IPv6 address(es).

SLAAC is disabled by default in the HSM, but can be selectively enabled for each Eth ernet
interface either using the front panel or by set ting the appro priate config uration item and
pushing a config uration file.

2.4.2.2. Configure Ethernet interface #1

To set up Ethernet inter face #1 (default):

2.4.2.2.1. Enable/disable IPv4

To enable/disable IPv4:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up inter face #1 > Config ure #1 IPv4 > IPv4 enable/dis able.

The following screen displays:

Network configuration
IPv4 enable/disable:

ENABLE

nShield v13.9.6 HSM User Guide 30/415



Chapter 2. nShield Network-Attached HSMs

CANCEL FINISH

2. Set the ENABLE/DISABLE field to the required option.

3. To accept, press the right-hand nav igation but ton.

2.4.2.2.2. Set up IPv4 static address
To set up IPv4 static address:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up inter face #1 > Config ure #1 IPv4 > Static IPv4 address .

The following screen displays:

Network configuration
Enter IPv4 address
for interface #1:

E 0.0 00

Enter netmask:

E 0.0.0.0
CANCEL NEXT

2. Set each field of the IP address and netmask for the interface (press the Select button
to move to the next field).

3. Once all fields have been set, press the right-hand navigation but ton to con tinue.

4. To accept the changes, press the right-hand nav igation but ton and then CONTINUE to
go back to the Static IPv4 address menu.

2.4.2.2.3. Enable/disable IPv6
To enable/disable IPv6:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up inter face #1 > Config ure #1 IPv6 > Enable/Disable IPv6.

The following screen displays:

Network configuration

IPv6 enable/disable:
DISABLE

CANCEL FINISH
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2. Set the ENABLE/DISABLE field to the required option.

3. To accept, press the right-hand nav igation but ton.

2.4.2.2.4. Set up IPv6 static address

To set up IPv6 static address:

1. From the front panel menu, select System > System con fig uration > Net work con fig

> Set up inter face #1 > Config ure #1 IPv6 > Static addr/SLAAC > Select Sta !

tic/SLAAC .

The following screen is displayed:

Network configuration
Do you want to use a
static address or
SLAAC?

Select static and press the right-hand nav igation but ton.

Then, select Static IPv6 address and press the right-hand navigation but ton.

The following screen displays:

Network configuration
Enter IPv6 address
For interface #1:

CANCEL NEXT

2. Enter the required IPv6 address.

3. When the IPv6 address is correct, press the right-hand nav igation but ton. The follow!

ing screen displays:

Network configuration
IPv6 address

XXX XXX XXXXEXXXX:
XXX XXX XXXXEXXXX

Enter prefix length:
64

BACK NEXT

4. When the IPv6 address prefix details are correct, press the right-hand nav igation but !

ton.
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5. You are asked whether you wish to accept the new inter face. To accept, press the
right-hand navigation but ton.

Enabling static IPv6 addresses on HSMOs netork inter face disables SLAAC on this inter!
face. See Enable IPv6 SLAACfor SLAAC addresses.

2.4.2.2.5. Set the link speed for interface #1
To set up the link speed for inter face #1.:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up inter face #1 > Set link speed for #1 .

2. The following screen displays:

Network configuration
Select desired link
speed:

auto / 1Gh

CANCEL NEXT

You can choose from auto / 1Gb, 10BaseT, 10BaseT-FDX 100BaseTX, or 100BaseTX-
FDX.

Entrust recommends that you con fig ure your network speed for
automatic negotiation, using the auto / 1Gb or auto option. You will

be asked to confirm the changes if auto / 1Gb is not selected.
Selecting auto / 1Gb is the only means of achieving 1Gb link speed.

3. Press the right-hand navigation but ton and you will be returned to the Set up inter face
#1 screen and you can then continue with the con figuration.

2.4.2.3. Configure Ethernet interface #2
To set up the Ethernet inter face #2, if required:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up inter face #2 .

2. Enter the detalils for inter face #2 in the same manner that you entered the details for
interface #1.

3. Once the inter face #2 details have been entered you need to explic itly enable interface
#2. Select System > System con fig uration > Net work con fig > Set up inter face #2 >
Enable/Disable Int #2 .

nShield v13.9.6 HSM User Guide 33/415



Chapter 2. nShield Network-Attached HSMs

4. The following screen displays:

Network configuration

Interface #2
DISABLE

CANCEL FINISH

5. Select the ENABLE option.

6. Press the right-hand navigation but ton to accept. A screen similar to that used for inter
face #1 is displayed.

2.4.2.4. Configure an Ethernet bond interface

2.4.2.4.1. Enable or disable the use of a bond interface

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up bond > Enable/dis able bond.

The following screen displays:

Network configuration
Bond Interface
DISABLE

CANCEL FINISH

2. Set the ENABLE/DISABLE field to the required option.

3. To accept, press the right-hand nav igation but ton.

2.4.2.4.2. Set up a bond interface

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up bond > Config ure bond.

The following screen displays:

Bond interface config
will use the ethO
IPv4 and IPv6 config
if they are enabled

CANCEL NEXT
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2. Press the right-hand navigation but ton.

The following screen displays:

Bond interface config
Update parameter

mode: 802.3ad

BACK NEXT

3. Set the mode field to the required option, either 802.3ad or active-backup .

4. To accept, press the right-hand nav igation but ton.

The following screen displays:

Bond interface config
Update parameter

miimon: 100
BACK NEXT
5. Set the miimonfield to the required value, the range is 0 - 10000milliseconds.

Setting the miimonvalue to 0 disables it. This can prevent the bond ing resilience from
functioning correctly in active-backup mode.

6. To accept, press the right-hand nav igation but ton.

The following screen displays:

Bond interface config
Update parameter

lacp_rate: slow

only valid for
802.3ad (LACP) mode

BACK NEXT

7. Set the lacp_rate field to the required option, either slow or fast .
This parameter is only valid for 802.3ad mode. This setting is ignored in other modes.
slow request LACPDUs to be transmitted every 30 seconds
fast request LACPDUs to be transmitted every 1 second

8. To accept, press the right-hand nav igation but ton.
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The following screen displays:

Bond interface config
Update parameter
xmit hash policy:
layer2

only valid for
802.3ad (LACP) mode

BACK NEXT

9. Set the xmit hash pol icy field to the required option.
This parameter is only valid for 802.3ad mode. This setting is ignored in other modes.
Options:

# layer2
# encap2+3
# layer2+3.

For more information, see https://www.kernel.org/ doc/ Documentation/ networking/
bonding.txt

10. To accept, press the right-hand nav igation but ton.

The following screen displays:

Bond interface config
Update parameter

primary device: ethO

only valid for
active-backup mode

BACK NEXT

11.Set the pri mary device field to the required option, either ethO or ethl.

This parameter is only valid for active backup mode. This seting is ignored in other
modes.

12. To accept, press the right-hand nav igation but ton.

The following screen displays:
Bond interface config
Update parameter

resend igmp: 1

nShield v13.9.6 HSM User Guide 36/415


https://www.kernel.org/doc/Documentation/networking/bonding.txt
https://www.kernel.org/doc/Documentation/networking/bonding.txt
https://www.kernel.org/doc/Documentation/networking/bonding.txt
https://www.kernel.org/doc/Documentation/networking/bonding.txt
https://www.kernel.org/doc/Documentation/networking/bonding.txt
https://www.kernel.org/doc/Documentation/networking/bonding.txt
https://www.kernel.org/doc/Documentation/networking/bonding.txt
https://www.kernel.org/doc/Documentation/networking/bonding.txt
https://www.kernel.org/doc/Documentation/networking/bonding.txt

Chapter 2. nShield Network-Attached HSMs

only valid for
active-backup mode

BACK NEXT

13. Set the resend igmp field to the required value. Range: 0 - 255

This parameter is only valid for active backup mode. This setting is ignored in other

modes.
14. To accept, press the right-hand nav igation but ton.
The following screen displays:

Bond interface config

Are you sure you wish
to change the config ?

CANCEL CONFIRM
15. To accept and apply changes to the bond con fig, press the right-hand nav igation but !
ton.

The following confirmation screen displays:

Bond interface
config completed OK

CONFIRM

2.4.2.5. Default gateway

2.4.2.5.1. Set default gateway for IPv4
To set a default gateway for IPv4:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set default gate way > IPv4 Gate way .

The following screen is displayed:

Gateway configuration

Enter IPv4 address of
the default gateway:

0.0.0.0
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CANCEL NEXT

2. Enter the IPv4 address of the default gate way.
3. Press the right-hand navigation but ton NEXT and then FINISH to accept.

2.4.2.5.2. Set default gateway for IPv6
To set a default gateway for IPv6:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set default gate way > IPv6 gate way .

The following screen is displayed:
Gateway configuration

Enter IPv6 address of
the default gateway:

CANCEL NEXT

Enter the address for the gate way. Press the right-hand navigation but ton. The follow!
ing screen is displayed if the address entered was a link-local address:

Gateway configuration

Select an interface for link-local address:

CANCEL NEXT

Select the inter face for the IPv6 gate way. Press the right-hand navigation but ton to
accept.

2.4.2.6. Set up Routing

2.4.2.6.1. Set up routing for IPv4

To set a new route entry for IPv4:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up rout ing > New IPv4 route entry .

The following screen is displayed:
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Edit route entry

Enter IP range
and mask length:
0. 0. 0. 0/0
Enter the gateway:
0.0.0.0

CANCEL FINISH

2. Enter the IPv4 address range details for the route. Press the right-hand navigation but !

ton to accept.

2.4.2.6.2. Set up routing for IPv6

To set a new route entry for IPv6:

1. From the front panel menu, select System > System con fig uration > Net work con fig

> Set up rout ing > New IPv6 route entry .

The following screen is displayed:

Edit route entry
Enter the IP range
and prefix length:
;1164

CANCEL NEXT

2. Enter the IPv6 address range details for the route. Press the right-hand navigation but !

ton to accept. The fol lowing screen is displayed:

Edit route entry
XXXXEXXXXEXXXKEXXXX:
EXXXX XXX XXX XXXX
E/xxx

Enter the gateway:

BACK NEXT

3. Enter the gateway address; if it is a link local address, the following screen is displayed.

Edit route entry

Select an interface
for link-local address:
FEB0:IXXXX:XXXX:XXXX:
XXX XXXKEXXXXXXXX
E Interface #1
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BACK NEXT

4. Select the inter face for the IPv6 gate way and press the right-hand navigation but ton
to accept.

5. If the new route entry entered for IPv6 is incor rect an error message is displayed on the
next screen, select BACK to go to the route entry screen. The new IPv6 route entry will
need to be entered again.

2.4.2.7. Edit route entry

2.4.2.7.1. Edit IPv4 route entry

To edit a route entry for IPv4:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up rout ing > Edit route entry .

The following screen is displayed:

$ 1.1.1.1/1
3.3.3.3/3
1111:1111:121112:11121:
1111:1111:1111:1111
E/128

BACK SELECT

2. Select the IPv4 route to be edited. Press the right-hand nav igation but ton. The follow!
ing screen is displayed:

Edit route entry

Enter the IP range
and mask length:
1.1.1.1/1

Enter the gateway
2.2.2.2

CANCEL FINISH

3. Edit the IPv4 route entry. Press the right-hand nav igation but ton to accept the
changes.

2.4.2.7.2. Edit IPv6 route entry

To edit a route entry for IPv6:
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1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up rout ing > Edit route entry .

The following screen is displayed:

Edit route entry

$ 1.1.1.1/1
3.3.3.3/3
1111:1111:1111:1111:
1111:1111:1111:1111
/128

BACK SELECT

2. Select the IPv6 route to be edited. Press the right-hand nav igation but ton. The follow!
ing screen is displayed:

Edit route entry

Enter the IP range

and prefix length:
1111:11211::11211:1111:
E1111:1111:1111:1111/128

CANCEL NEXT

3. Edit the IPv6 route entry. Press the right-hand nav igation but ton.

Edit route entry
1111:1111:1212:1111:
E1111:1111:1111:1111/128

Enter the gateway
2222:2222:2222:2222

BACK NEXT

4. Enter the IPv6 route gateway. If a link-local address is entered for the IPv6 route gate!
way the screen below will be dis played.

Edit route entry

Select an interface
for link-local address:
fe80:2222:2222:2222:
2222:2222:2222:2222
Interface #1

BACK NEXT

5. Select the inter face for the IPv6 gate way. Press the right-hand navigation but ton to
accept.
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2.4.2.8. Remove route entry
To remove a route entry:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up rout ing > Remove route entry .

The following screen is displayed:

$ 1.1.1.1/1
3.3.3.3/3
1111:12122:22121:1111:
1111:1111:1111:1111
/128

BACK SELECT

2. Select the IPv4/IPv6 route to be removed. Press the right-hand nav igation but ton.

3. The selected route will be displayed. Press the right-hand navigation but ton to remove
the route.

2.4.2.9. Enable IPv6 SLAAC
SLAAC can be enabled/disabled independently on each of the two inter faces.
To enable SLAAC:

1. From the front panel menu, select System > System con fig uration > Net work con fig
> Set up inter face #1 > Config ure #1 IPv6 > Static addr/SLAAC > Select Sta !
tic/SLAAC .

The following screen is displayed:

Network configuration
Do you want to use a
static address or
SLAAC?

2. Select SLAAC and press the right-hand navigation but ton.

3. The IPv6 address config selected screen is displayed. Press the right-hand navigation
button to accept.

4. Select the required state and press the right-hand nav igation but ton.

5. The SLAAC config uration com pleted OK screen is displayed. Press the right-hand nav
igation but ton to accept.

I Enabling SLAAC on the HSMOs netork inter face disables the use of sta

nShield v13.9.6 HSM User Guide 42/415



Chapter 2. nShield Network-Attached HSMs

tic IPv6 addresses on this interface.

2.4.2.10. Configuring the Remote File System (RFS)

The RFS cortains the master copy of the Secu rity World data for backup pur poses. The RFS
can be a standalone machine, and can also dual role as a client. If the RFS duals as a client, a
common file struc ture serves both the RFS and the configuration files for the client.

The HSM must be able to connect to TCP port 9004 of the RFS. If nec essary, modify the
firewall config uration to allow this con nection on either the RFS itself, or on a router
between the RFS and the HSM, or both.

Obtain the fol lowing infor mation about the HSM before you set up an RFS for the first time:
¥ The IP address.
The following infor mation can be obtained auto matically (or manually):

¥ The electronic serial number (ESN).

¥ The hash of the Ker key (HKer). The Ker key authenticates the HSM to clients. It is gen
erated when the HSM is first ini tialized from fac tory state.

If your network is secure and you know the IP address of the HSM, you can use the
anonkneti utility to obtain the ESN and hash of the Kyer key.

Alter natively, you can find this infor mation on the HSM startup screen. Use the touch wheel
to scroll to the appro priate infor mation.

When you have the necessary information, set up an RFS and HSM in the folowing order:

1. Prepare the RFS by ruming the fol lowing command on that com puter:

rfs-setup <Unit IP> A285-4F5A-7500 2418ec85c86027eb2d5959fef35edc5e1b3b698f

In this command:

# <Unit IP> is the IP address of the HSM.
# A285-4F5A-7500s the ESN of the HSM.
# keyhashis the hash of the K key.

2. On the HSM display screen, use the right-hand navigation but ton to select System >
System con fig uration > Remote file sys tem, and enter the IP address of the client
computer on which you set up the RFS:

E Remote File System
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Enter IP address:

CANCEL CONTINUE

3. The next screen asks for the port number on which the RFS is ligening. Enter the port
number and press the right-hand navigation but ton to con tinue:

E Remote File System

Enter port number:
E 9004

CANCEL CONTINUE

| Leave the port number at the default set ting of 9004.

4. Select the config push mode and press the right-hand nav igation but ton to con tinue:

E Remote File System

Set RFS config push
mode to:

E AUTO

CANCEL CONTINUE

Three options are available:

# AUTOThe RFS is only allowed to push corfig uration files to the HSM if secure
authentication is enabled. This is the default value.

# ONThe RFS is allowed to push corfig uration files to the HSM.
# OFEThe RFS is not allowed to push corfig uration files to the HSM.

5. You must then choose whether to enable or dis able secure authentication when set!
ting up the RFS. The folowing screen is displayed:

E Remote File System
Do you want secure
authentication enabled
on the RFS?

E YES
CANCEL CONTINUE

a. Select Noand press the right-hand navigation but ton to con figure the RFS without
secure authentication. The authentication of the RFS will be based on the IP
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address only.

b. Select Yesand press the right-hand navigation but ton to con figure the RFS with
secure authentication.

6. Skip this step if you have not selected secure authen tication.

If an nToken is installed in the RFS, you will be asked to choose which authertication
key to use. Select the desired option and press the right-hand nav igation but ton:

>0DA8-A5AE-BAOD
ESoftware Key

BACK SELECT

a. The ESN of the nToken installed in the RFS.
b. "Software Key" for software-based authentication.

If no nToken is installed in the RFS, then software-based authentication is auto mati!
cally selected.

7. Skip this step if you have not selected secure authen tication.

The next screen will ask you to verify that the key hash dis played by the HSM matches
the RFS key hash:

Remote 0DA8-ASAE-BAOD
reported the key hash:
E9e0020264af732933574
EOcfe10446d33cea33f4a
Is this EXACTLY right?

CANCEL CONFIRM
The RFS key hash is obtained by ruming the com mands described below. Take a copy
of the returned key hash and com pare it to the value reported on the HSM dis play.

With software-based authentication

Run the following command on the RFS:

enquiry -m0

This command returns the soft ware key hash, tagged askneti hash , as part of its
output, for example:

Server:

E enquiry reply flags none
E enquiry reply level Six
E..
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kneti hash d4c3d757a67416ch9ba31f33febd6ead688629e5

m m

With nToken authentication

Run the following command on the RFS:

ntokenenroll -H

This command produces output of the form:

nToken module #1

nToken ESN: ODA8-A5AE-BAOD
nToken key hash: 9e0020264af732933574
E Ocfe10446d33cea33fda

Check that the ESN also matches the one reported on the HSM dis play.

If the RFS key hash matches the one reported on the HSM display, press the right-hand
navigation but ton to con tinue the RFS configuration. Oth erwise press the left-hand
navigation but ton to can cel the operation.

8. The HSM displays "Tranderring filesE" followed by a message reporting that the RFS
has been set up. Press the right-hand navigation but ton again to exit.

After you have defined the RFS, the HSM configuration files are exported auto matically.

To modify the RFS at a later date, select System > System con fig uration > Remote file sys
tem, and then select the required action.

2.4.2.10.1. Systems configured for Remote Administration

Before using Remote Administration or configuring NTP, enableconfig push on the HSM for
the RFS or client computer you intend to use for con figuration. The RFS corfig push is pre!
ferred unless the config push client is not actu ally the same machine as the RFS. The RFS
config push is recommended at least when securely boot strapping the con figuration of the
system from the HSM front panel.

2.4.2.11. Enabling config push from the RFS

On the HSM display, use the right-hand navigation but ton to select System > System con'!
fig uration > Remote File System, and follow the steps described in Configuring the
Remote File Sygem (RFS). To enable corfig push from the RFS, set the push mode to
AUTO with RFS secure authentication enabled (recommended), or to ON.
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The RFS corfig push supports specifying secure authentication from
the HSM front panel, whereas the client con fig push only supports spec

ifying authentication either from the HSM Ser ial Console pushcom!
mand, or from the config file itself.

2.4.2.12. Enabling config push from a client computer

To enable config push from a client com puter, on the HSM display, use the right-hand navi!
gation but ton to select System > System con fig uration > Con fig file options > Client con !
fig push > Con fig push mode , set ON or OFF, then select CONFIRM. A confirmation mes!
sage will be displayed.

After enabling con fig push, specify the IP address of the client to push the con figuration
from. On the HSM display, use the right-hand navigation but ton to select System > System
config uration > Con fig file options > Client con fig push > Client address . Enter the IP
address and select CONFIRM. A message is displayed confirming your chosen IP address.
Select CONTINUE.

" Any remote com puter is allowed to push con figuration files if no IP
address or the 0.0.0.0 address is specified.

After enabling con fig push, complete the con fig uration steps by edit ing the config uration
files, rather than by using HSM front panel. See nShield HSM config uration files for more
infor mation.

2.4.3. Basic configuration of the client to use the HSM

2.4.3.1. Client configuration utilities

Entrust provides the fol lowing utilities for client con fig uration:

Util ity Description
nethsmenmoll Used to config ure the client to com municate with the HSM.
corfig-server startup Used to config ure the hardserver of the client to enable TCP sock

ets.

2.4.3.1.1. nethsmenroll

The nethsmemoll  command-line utility edits the client hard serverOs cofig uration file to add
the specified HSM. If the HSMO£SNand HKNETare not specified, nethsmemoll  attempts to
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contact the HSM to deter mine what they are, and requests confirmation.

Usage:

nethsmenroll [Options] --privileged <hsm-ip> <hsm-esn> <hsm-kneti-hash>

Options:

-m--module=MODLE Specifies the local mod ule number that should be used (default is
0 for dynamic con fig uration by hard server).

-p|--priv ileged Makes the hardserver request a privileged connection to the HSM
(default unpriv i leged).

-<hsm-ip> The IP address of the HSM, which could be one of the following:

¥ an IPv4 address
¥ an IPv6 address, includng a link-local IPv6 address
¥ a hostname

-r |--remove Removes the config uration of the spec ified HSM.

-f |--force Forces reconfig uration of an HSM already known.

--no-hkneti-con fir maion Does not request confirmation when auto matically deter mining
the HSMO€ESNand HKNETI

This option is potentially insecure and
should only be used on secure networks

1 where there is no possibility of a man-in-
the-mid dle attack. For guidance on net!
work security, see the nShield Security
Manual.

-V|--ver ify-nethsm-details When the ESNand HKNEThave been provided on the com mand
line, verifies that the selected HSM is online, reachable and
matches those details.

-P|--port=PORT Specifies the port to use when con necting to the given HSM
(default 9004).

-n|--nto ken-esn=ESN Specifies the ESNof the nToken to be used to authenticate this

client. If the option is omit ted, then soft ware authentication will
be used instead.

2.4.3.1.2. config-serverstartup

The config-server startup command-line utility auto matically edits the [server_s tartup]
section in the local hard server config uration file in order to enable TCP ports for Java. Any
fields for which val ues are not specified remain unchanged. After making any changes you
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are prompted to restart the hard server.

Run config-server startup using the following commands:

config-serverstartup [OPTIONS]

For more information about the options avail able to use with config-server startup , run the
command:

config-serverstartup --help

2.4.3.2. Configuring a client to communicate through an nToken

You can configure a client to use its nToken to communicate with an HSM, if it has one
installed. When this happens, the HSM:

¥ Examines the IP address of the client.

¥ Requires the client to identify itself using a sign ing key.

If an nToken is installed in a client, it can be used to both generate and

' protect a key that is then used for the impath com munication between

. the HSM and the client. A strongly pro tected key is used at both ends of
the impath as a result.

2.4.3.3. Enrolling the client from the command line

Complete the fol lowing steps to initially configure a client computer to com municate with
and use an HSM. SeeBasic HSM, RFS and client coriig uration for more about the avail able
options.

Do the following:

1. On the client, open a command line window, and run the command:

nethsmenroll --help

2. Retrieve the ESNand HKNETof the HSM:

anonkneti <ip-address>

If the ESNand HKNET&re not specified, nethsmemoll  attempts to con tact the HSM to
determine what they are, and requests confirmation.
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3. Do one of the fol lowing:
If you are enrolling a client with an nToken installed, run the command:

nethsmenroll --ntoken-esn <nToken ESN> [Options] --privileged <Unit IP> <Unit ESN> <Unit KNETI HASH>

If you are enrolling a client with out an nToken installed, run the command:

nethsmenroll [Options] --privileged < Unit IP> < Unit ESN> < Unit KNETI HASH>

The following is an exanple of the out put:

OK configuring hardserver's nethsm imports.

2.4.3.4. Configure the TCP sockets on the client for Java applications
To configure the TCP sockets on the client for Java appli cations:

1. Run the command:

config-serverstartup --enable-tcp --enable-privileged-tcp

2.4.4. Basic configuration of an HSM to use a client
Do the following:

1. On the HSM front panel, use the right-hand nav igation but ton to select System > Sys!
tem con fig uration > Client con fig > New client .

The following screen is displayed:
Client configuration

Please enter your
client IP address:

CANCEL NEXT

Enter the IP address of the client, and press the right-hand nav igation but ton.

2. Use the touch wheel to con firm whether you want to save the IP or not, and press the
right-hand navigation but ton.
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Client configuration
Do you want to save
the IP in the config?
(No for dynamic client
IPs)

E No

BACK NEXT

3. Use the touch wheel to select the con nection type between the HSM and the client.

Client configuration

Please choose the
client permissions

E Unprivileged

BACK NEXT

The following options are available:

Option Description

Unprivileged Privileged connections are never allowed.

Priv. on low ports Privileged connections are allowed only from ports num bered
less than 1024. These ports are reserved for use by root on
Linux.

Priv. on any ports Privileged connections are allowed on all ports.

A privileged connection is required to admin ister the HSM, for

example to initialize a Security World. If privileged connections are
allowed, the client can issue commands (such as cleating the HSM)
which inter fere with the nor mal operation of the HSM. Entrust rec !

ommends that you allow only unpriv ileged connections unless you
are performing administrative tasks.

4. When you have selected a connection option, press the right-hand nav igation but ton.

The following screen is displayed:

Client configuration

Do you want secure
authentication enabled
on this client?

E Yes

BACK NEXT
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a. Select Noand press the right-hand navigation but ton to con fig ure the client with !
out secure authentication. The authentication of the client will be based on the IP
address only.

b. Select Yesand press the right-hand navigation but ton to con fig ure the client with
secure authentication.

5. On the HSM, enter the number of the port on which the client is lis tening (the default
is 9004), and press the right-hand nav igation but ton. The following screen is displayed:

Client configuration

On what port is the
client listening?

E 9004

CANCEL NEXT

6. Skip this step if you have not selected secure authen tication.

If an nToken is installed in the client, you will be asked to choose which authen tication
key to use. Select the desired option and press the right-hand nav igation but ton:

>3138-147F-2D64
ESoftware Key

BACK SELECT

a. The ESN of the nToken installed in the client.
b. "Software Key" for software-based authentication.

If no nToken is installed in the client, then soft ware-based authentication is auto mati!
cally selected.

Software-based authentication is only supported from ver sion
12.60.

7. Skip this step if you have not selected secure authen tication.

The next screen will ask you to verify that the key hash dis played by the HSM matches
the client key hash:

Remote 3138-147F-2D64
reported the key hash:
E691be427bb125f387686
E38a18bfd2eab75623320
Is this EXACTLY right?

CANCEL CONFIRM
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The client key hash is obtained by running the com mands described below. Take a
copy of the returned key hash and com pare it to the value reported on the HSM dis !

play.
With software-based authentication

Run the following command on the client:

enquiry -m0

This command returns the soft ware key hash, tagged askneti hash , as part of its
output, for example:

Server:
E enquiry reply flags none
E enquiry reply level Six

m

E kneti hash f8222fc007be38b78ebf442697e244dabded38a8

m

With nToken authentication

Run the following command on the client:

ntokenenroll -H

This command produces output of the form:

nToken module #1
nToken ESN:  3138-147F-2D64
nToken key hash: 691be427bb125f387686

E 38a18bfd2eab75623320

Check that the ESN also matches the one reported on the HSM dis play.

If the client key hash matches the one reported on the HSM dis play, press the right-
hand navigation but ton to con tinue the RFS config uration. Oth erwise press the left-
hand navigation but ton to can cel the operation.

8. The HSM displays a message reporting that the client has been con figured. Press the
right-hand navigation but ton again.

2.4.5. Restarting the hardserver

In order to establish any configuration changes you may have entered, you must restart the
hardserver (also called the nfast server).
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1. Do one of the fol lowing to stop and restart the hard server, according to your oper ating
system:

a. Windows::

net stop "nfast server"
net start "nfast server"

b. Linux:

/opt/nfast/sbin/init.d-ncipher restart

2.4.6. Zero touch configuration of an HSM

On a serial-enabled HSM (see Model numbers) you can configure the HSM and set up the
RFS by using the HSM Seral Console rather than the front panel. See Config uring an
nShield HSM using the Serial Console for your HSM for more infor mation on the Serial Con!
sole.

Once the HSMOs power, Etarnet and serial cables have been comected, to allow zero
touch con figuration of the HSM (no fur ther use of the front panel required), fol low these
steps:

2.4.6.1. Configuring the network interfaces via the Serial Console

1. Log in to the HSM Serial Console.
2. Configure networking on Ethernet Inter face #1.:

a. Set the IP address and netmask of the inter face:

(cli) netcfg iface=0 addr=0.0.0.0 netmask=0.0.0.0

b. Set the IP address of the gateway for the HSM:

(cli) gateway 0.0.0.0

If your network environment requires you to con fig ure static routes you may also
use the HSM Serial Console to config ure static routes for the HSM at this stage.

2.4.6.2. Allowing configuration files to be pushed to the HSM via the Serial Console

To allow the Remote File Sygem (RFS) to push config uration files to the HSM, con figure
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the RFS using therfsaddr command. To allow other remote computers to push configura!
tion files to the HSM, use the pushcommand.

2.4.6.2.1. Configuring the Remote File System (RFS) via the Serial Console

1. Log in to the HSM Serial Console, and run the following commands to obtain the HSM
ESN and KNETI hash, for exarple:

(cli) esn

ESN: 6B1D-03CE-2F9A

(cli) kneti

Kneti hash: 56304e3f752cd13d219fa47ad27d56bb6a6642aa

2. Run the rfs-setup command on the RFS with the IP address of the HSM and the values
previously returned by the esnand kneti commands:

rfs-setup <Unit IP address> <ESN> <KNETI hash>

For information on running rfs-setup , see Configuring the Remote File System (RFS).

3. In the HSM Serial Console, configure the RFS using therfsaddr command.

(cli) rfsaddr address[:port] [keyhash [esn]] [push]

In this command:

# address is the RFS IP address.

# port is the RFS port number (default is 9004).

# keyhashis the RFS KNETI hash (default is 40 zeroes).

# esnis the RFS nTden ESN (default is ™", that is, no ESN).

# pushspecifies if the RFS can push config uration files to the HSM:
% ONThe RFS is allowed to push corfig uration files.
% OFFEFThe RFS is not allowed to push corfiguration files.

% AUTOThe RFS is allowed to push corfig uration files if RFS secure authentical!
tion is enabled. This is the default option.
The keyhashand esn are optional, and can be used to enable the RFS secure authertica
tion:

a. No RFS secure authertication (not rec ommended): The keyhashand esn parame!
ters are not specified.

b. RFS software-based authentication: Only the keyhash parameter is specified. The
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RFS software KNETI hash is obtained by ruming the enquiry -m0 command on the
RFS. The value is tagged akneti hash in the command output.

¢. RFS nTken authentication: The keyhashand esn parameters are specified. The
RFS nTdken KNETI hash and ESN are obtained by ruming the ntokenerroll -H
command on the RFS.

2.4.6.2.2. Allowing configuration files to be pushed to the HSM from a remote computer via the Serial Console

In addition to the RFS, the pushserial command can be used to allow a remote computer to
push configuration files.

(cli) push ON [address] [keyhash]

In this command;:

¥ address is the remote com puter IP address. It defaults to 0.0.0.0 which allows any
address to push. It is not recommended to leave the IP address unrestricted, unless key
hashis specified for authen tication.

¥ keyhashis the hash of the key with which the autho rized client is to authen ticate itself
(defaults to no key authen tication required).

Enabling the push feature allows remote com puters to change the HSM
config uration file and make configuration changes that are nor mally
only available through the HSM secure user interface.

After you enable the HSM for zero touch con figuration, everything that can be con figured
using the front panel can be con figured remotely using one of the fol lowing meth ods:

¥ The HSM Seial Console.

¥ The cfg-push nethsm utility to push an updated con fig uration file to the HSM. From the
config uration file you can con figure the RFS, add clients, or change the network config
uration.

¥ The nethsmadmin utility.

2.4.7. Checking the installation
To check that the mod ule is installed and config ured correctly on the client:

1. Log in as a user and open a conmand window.

2. Run the command:
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enquiry
For an exanple of the out put fol lowing a successful enquiry command. See Enquiry
utility .

If you are config uring a client belonging to an HSM, the response to the enquiry com!
mand should be populated and the hardware sta tus shown as OK

If the modds operational the HSM has been installed correctly.

If the modasini tial ization , the HSM has been installed correctly, but you must
change the mode to operational .

If the out put from the enquiry command says that the module is not found, first restart
your computer, then re-run the enquiry command.

2.4.8. Using a Security World

You can update the Security World on the host using:

¥ The nShield HSM front panel controls
¥ The command-line util ities

¥ The Crypto graphic Service Provider wizard

You can also use these tools to create keys or cards. If you perform such tasks on a client
other than the com puter on which the RFS is installed, you must transfer the updated files
to the RFS before they are available to the HSM.

For more about using Security Worlds, refer to nShield Security World v13.9.6 Management
Guide.

2.5. Client software and module configuration: network-
attached HSMs

This chapter describes how to con figure the inter nal security mod ule of the nShield HSM
and the client to com municate with each other, after you have installed the HSM and the
Security World Soft ware.

For more information about installing the HSM, see nShield v13.9.6 Hardvare Install and
Setup Guides.

| The nShield HSM provides significant performance improve ments, and
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can be deployed successfully with exist ing nShield products. Customers
wishing to take advantage of these per formance improve ments must
update their client machines with the lat est Security World Soft ware.

Linux

There are three lewels of user:

¥ Superuser
¥ nfast group user

¥ normal

Typically, normal users can carry out operations involving Security Worlds, cardsets and
keys, but not create Security Worlds, keys and cardsets. nfast group users have
enhanced access, enabling them to create Security Worlds, cardsets and keys. For exam
ple, encrypted copies of keys are held in kmdata(/opt/nfast’/kmdata ). Normal users only
have read access to the files, whereas nfast group users have read and write access,
enabling them to cre ate and use keys. nfast group users can also change the mode of
an HSM remotely.

Superuser access (for example, root ) is required for such tasks as software installation,
starting and stop ping the hardserver and SNMP.

Windows

There are two levels of user in Windows:

¥ Administrator access

¥ Normal
Administrator access (an Administrator on Windows) is required for such tasks as:

¥ Software installation, starting and stopping the hardserver and SNMP.

¥ Typically, any operation that requires write access, such as the cre ation of Security
Worlds, card sets and keys.

Typically, normal users can only carry out read only operations involving Security
Worlds, card sets and keys. For exanple, encrypted copies of keys are held in Key Man!
agement Data (C:\Pro granData\nCipher\Key Maragement Data). The default permis!
sions allow all users to read these files, enabling them to use keys but not create them.
File permissions can be altered to restrict access to spe cific keys to spe cific
users/groups.

You should use the nt_privpipe_users option to define the name of
. the user who can carry out privileged operations, for example, using
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‘ the nopclear fail utility. See nt_privpipe_users for more infor mation.

2.5.1. About user privileges

Cryptographic security does not depend on con trolling user privileges or access but main!
taining the integrity of your sys tem from both delib erate or accidental acts can be
enhanced by appropriate use of (OS) user privileges.

2.5.2. About client configuration

You can add more HSMs to a client and more clients to an HSM at any

. time.

The HSM and a client communicate by means of the hard server, which handles secure trans
actions between the HSM and appli cations that run on the client. You must con figure:

¥ Each client hardserver to com municate with the HSM that the client needs to use

¥ The HSM to communicate with clients that are allowed to use the HSM.

Information about the cur rent configuration of the HSM or a client is stored in con figuration
files that are stored in specified file systems on the clients and on the HSM. For more infor!
mation about the con tents of con fig uration files, see nShield HSM config uration files.

For information about con fig uring the HSM by import ing an edited config uration file, see
About user privileges.

2.5.2.1. Remote file system (RFS)

Each HSM must have a remote file system (RFS) configured. The RFS cortains master
copies of all the files that the HSM needs:

¥ The HSM config uration file
¥ Feature-enabling cer tifi cates

¥ The encrypted Security World and key data for Secu rity Worlds cre ated on the HSM.

The RFS nomally resides on a client computer, but it can be located on any com puter that
is accessible on the network.

For more information about set ting up the remote file sys tem, see Configuring the Remote
File Sygem (RFS).
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2.5.2.2. HSM configuration

The data that defines the con fig uration of the HSM hard server is stored in a file on the
HSM. This file is automatically:

¥ Updated when the HSM is configured from the front panel
¥ Exported to the remote file sys tem (RFS) directory.

Each HSM has semrate config uration files on the RFS, stored in the directories with names
of the form /opt/nfast/kmdata/hsm-ESN/con fig (Linux) or %NFASTMBATA%\hsm-ESN\dign
(Windows) where ESNepresents the electronic serial number of the HSM from which the
files were exported. These directories can contain the fol lowing files:

Option Description

config The mager config uration file. This contains the current configuration for the
HSM. It is always present in the directory.

config-name An alternative con fig uration file saved by the system.

config.new A hand-edited con fig uration file that can be read by the HSM.

You normally configure the HSM using the front panel con trols. However, in some cases
(for example, if you need to configure an HSM remotely, or if you are importing a number of
clients), you may prefer to edit the exported con figuration file and then re-import the file
into the HSM. For more infor mation, see:

¥ About user privileges

¥ nShield HSM config uration files .

2.5.2.3. Client configuration

The data that defines the con fig uration of the client hard server is stored in a file on the
clientOs file syem.

You must load the configuration file for the con fig uration to take effect. For infor mation
about loading a client config uration remotely, see Remote config uration of addi tional
clients.

You can configure a client to use multiple HSMs. All the HSMs configured for use by a client
can fail over if the application that uses them is set up appro priately.

For more information about the con tents of the client con fig uration file, see nShield HSM
configuration files.

| You can also config ure the clientOs harderver by setting environment
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variables, as described inSetting environmental variables. Envronment
variable settings override settings in the client con fig uration files.

2.5.3. Basic HSM and remote file system (RFS) configuration

After installing the HSM hard ware and software, there are several HSM and RFS corfig ura!
tion tasks you must per form. You perform these RFS tasks before:

¥ Creating the Security World and an Operator Card Set (OCS)

¥ Completing the process of con figuring the HSM and client to work together.

2.5.3.1. Configuring the Ethernet interfaces

The HSM communicates with one or more clients. Each client is an Ethernet connected
computer that has the Security World Soft ware installed and configured. You must supply
Internet Proto col (IP) addresses for the HSM and the client. Contact your system administra
tor for this infor mation if nec essary.

To configure the Ethernet inter faces (IPv4 and IPv6), seeBasic HSM, RFS and client coriigu
ration.

2.5.3.2. Optionally configure hardserver interfaces

By default, the hardserver listens on all interfaces. However, you can alter the hardserver
settings. Altering the hardserver settings would prove nec essary, for example, if you
wanted to con nect one of the Eth ernet inter faces to exter nal hosts.

Ensure that you have configured the Ethernet inter faces on the HSM before attempt ing to
configure the hardserver.

You can configure the following options to spec ify net work inter faces on which the hard!
server listens:
Option Description

All inter faces This option (which is the default) spec ifies that the
hardserver listens on all interfaces.

IP address of interface #1 This option specifies that the hard server listens only
on interface 1. This option only appears if interface 1
has been configured.
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Option Description

IP address of interface #2 This option specifies that the hard server listens only
on interface 2. This option only appears if interface 2
has been configured.

Will not lis ten This option specifies that the hard server does not lis!
ten on any interfaces.

To define the inter face and port on which the hard server listens:

1. From the main menu, select System > System con fig uration > Hard server config. The
following screen appears:

Hardserver config

E Select network I/F

E hardserver listens on:
E All interfaces

E Select TCP port: 9004
E CANCEL FINISH

2. Select the net work inter faces on which the hard server is to listen.

n For security reasons, do not allow the hardserver to listen on any
interface that is to con nect to the pub lic Internet.

3. Press the Select button to move to the TCP port field, and set the port on which the
hardserver is to listen. The default is 9004.

Make sure that your firewall settings are consistent with your port

settings. See Before you install the soft ware for more about fire wall
settings.

4. When the network interface and port are correct, press the right-hand nav igation but !
ton.

5. Press the right-hand navigation but ton again to continue.

6. You are asked if you wish to reboot the system now or later. Press the right-hand navi!
gation but ton to reboot now.

2.5.3.3. Configuring the Remote File System (RFS)

The RFS conains the master copy of the Secu rity World data for backup pur poses. The RFS
can be located on either a client or another net work-acces sible computer where the Secu!
rity World Soft ware is installed. If the RFS is on a client, the same file strudure also contains
the configuration files for that client.
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We recommend that you reg ularly back up the entire contents of the
RFS. Thekmdata(Linux) or %6 NFASTMBATAYVindows) directory is
required to restore the nShield HSM, or a replacement, to its cur rent

state, in case of failure.

You can specify a new remote file system, and modify or delete an existing remote file sys!
tem configuration. To create or modify a remote file system configuration, specify the IP
address of the com puter on which the file sys tem resides.

You must have created an RFS on the client computer before you spec !
ify the IP address of the client.

For more information about the RFS and its contents, see:

¥ Remote file system (RFS)
¥ Security World Files

The nShield HSM must be able to connect to TCP port 9004 of the RFS. If nec essary, mod!
ify the fire wall config uration to allow this con nection on either the RFS itself or on a router
between the RFS and the nShield HSM.

You can configure the connection to use secure authentication using soft ware-based
authentication or with an nToken (or local HSM) installed in the RFS. When enabled the
nShield HSM not only examines the RFSOs IP address, but also requires the RFS to idify
itself using a signing key.

If an nToken is installed in the RFS, it can be used to both generate and
protect a key that is used for the impath com munication between the
nShield HSM and the RFS. Thus a strongly preéected key is used at both
ends of the impath. A local nShield PCle or USB-attached HSM can also
be used to perform the role of the nTo ken.

Obtain the fol lowing infor mation about the nShield HSM before you set up an RFS for the
first time:

¥ The IP address
¥ The electronic serial number (ESN)

¥ The hash of the Kery key (HKer). The Ker key authenticates the nShield HSM to clients.
It is generated when the nShield HSM is first initialized from fac tory state.

If your network is secure and you know the IP address of the HSM, you can use the
anonkneti utility to obtain the ESN and hash of the Kyer, key.
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Alternatively, you can find this infor mation on the nShield HSM startup screen. Use the
touch wheel to scroll to the appro priate infor mation.

When you have the necessary information, set up an RFS as folows:

1. Prepare the RFS on the client computer (or another appro priate com puter) by running
the following command on that com puter:

rfs-setup <Unit IP> <EEEE-SSSS-NNNN> <keyhash>

In this command:

# <Unit IP> is the IP address of the nShield HSM.
# <EEEE-SSSS-NNNN-> is the ESN of the nShield HSM.
# <keyhash> is the hash of the Kz, key.

2. On the nShield HSM display screen, use the right-hand navigation but ton to select Sys
tem > System con fig uration > Remote file sys tem, and enter the IP address of the
client com puter on which you set up the RFS:

E Remote File System

Enter IP address:

CANCEL CONTINUE

3. The next screen asks for the port number on which the RFS is ligening. Enter the port
number and press the right-hand navigation but ton to con tinue:

E Remote File System

Enter port number:
E 9004

CANCEL CONTINUE

| Leave the port number at the default set ting of 9004.

4. Select the config push mode and press the right-hand nav igation but ton to con tinue:

E Remote File System

Set RFS config push
mode to:

E AUTO
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CANCEL CONTINUE

Three options are available:

# AUTOThe RFS is only allowed to push corfig uration files to the nShield HSM if
secure authentication is enabled. This is the default value.

# ONThe RFS is allowed to push corfig uration files to the nShield HSM.
# OFEThe RFS is not allowed to push corfig uration files to the nShield HSM.

5. You must confirm whether to enable or dis able secure authentication when setting up
the RFS. The folowing screen is displayed:

E Remote File System
Do you want secure
authentication enabled
on the RFS?

E YES
CANCEL CONTINUE

a. Select Noand press the right-hand navigation but ton to con fig ure the RFS without
secure authentication. The authentication of the RFS will be based on the IP
address only.

b. Select Yesand press the right-hand navigation but ton to con figure the RFS with
secure authentication.

6. Skip this step if you have not selected secure authen tication.

If an nToken is installed in the RFS, you will be asked to choose which authertication
key to use. Select the desired option and press the right-hand nav igation but ton:

>0DA8-A5AE-BAOD
ESoftware Key

BACK SELECT

a. The ESN of the nToken installed in the RFS.
b. "Software Key" for software-based authentication.

If no nToken is installed in the RFS, then software-based authentication is auto mati!
cally selected.

7. Skip this step if you have not selected secure authen tication.

At the next screen, verify that the key hash dis played by the nShield HSM matches the
RFS key hash:
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Remote 0DA8-A5AE-BAOD
reported the key hash:
E9e0020264af732933574
EO0cfe10446d33cea3sfda
Is this EXACTLY right?

CANCEL CONFIRM

The RFS key hash is obtained by ruming the com mands described below. Take a copy
of the returned key hash and com pare it to the value reported on the nShield HSM dis !

play.
With software-based authentication

Run the following command on the RFS:

enquiry -m0

This command returns the soft ware key hash, tagged askneti hash , as part of its
output, for example:

Server:
E enquiry reply flags none
E enquiry reply level Six

M

E kneti hash d4c3d757a67416ch9ba31f33febd6ead688629e5

T

With nToken authentication

Run the following command on the RFS:

ntokenenroll -H

This command produces output of the form:

nToken module #1

nToken ESN:  ODA8-A5AE-BAOD
nToken key hash: 9e0020264af732933574
E Ocfe10446d33cea33fda

Check that the ESN also matches the one reported on the nShield HSM dis play.

If the RFS key hash matches the one reported on the nShield HSM display, press the
right-hand navigation but ton to con tinue the RFS config uration. Oth erwise press the
left-hand nav igation but ton to can cel the operation.

8. The nShield HSM displays "Tranderring filesE" followed by a message reporting that
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the RFS has been set up. Press the right-hand navgation but ton again to exit.

After you have defined the RFS, the nShield HSM config uration files are exported auto mati!
cally. SeenShield HSM config uration files for more about con fig uration files.

To modify the RFS at a later date, select System > System con fig uration > Remote file sys
tem, and then select the required action.

You can allow other clients to access the remote file sys tem and share
Security World and key data that is stored in the kmdata(Linux) or
%NFASTMBATAYVindows) directory in the same way as the HSM.

| Clients that access data in this way are described as cooperating
clients. To config ure client coop eration, you need to know the details of
each client including IP address and optionally their key hash and nTd
ken ESN.

2.5.3.4. Configuring log file storage
You can choose to store log files on both the HSM and RFS or on the HSM only.

To configure log file storage, use the right-hand navigation but ton to select System > Sys!
tem con fig uration > Log con fig . Then select one of:

1. Log to store log files on the HSM only.

2. Append to store log files on both the HSM and remote file sys tem.

We recommend selecting Append because if you select Log you can only view the log file
from the nShield HSM front panel. More over, the log file stored on the HSM is cleared every
time it is pow ered down.

You may also addtionally configure the logs to be sent to a remote sys log server, see Con!
figuring Remote Syslog.

2.5.3.5. Setting the time and date

If you do not intend to use NTP time syn chronization, set the time and date as described in
this section. If you con figure the nShield HSM to use NTP time synchronization, then the
time and date will be maintained by NTP.

To set the time and date on the HSM as UTC:

1. Use the right-hand navigation but ton to select and dis play the System menu:

1-1
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System configuration
System information
Login settings

Upgrade system

Factory state
Shutdown/Reboot

BACK SELECT

2. Select System con fig uration to display the System con fig uration menu:

1-1-1

Network config
Hardserver config
Remote file system
Client config

Resilience config

Config file options

BACK SELECT

3. Use the touch wheel to move the arrow to Date/time set ting, and press the right-hand
navigation but ton to select it. The Set system date screen is displayed:

Set system date

Please enter the
current UTC date as
DD/MM/YYYY:
E27/5/2013

CANCEL NEXT

4. For each date field, use the touch wheel to set the value and move the cur sor to the
next field.

When you have completed all the fields, press the right-hand nav igation but ton to con !
firm the date. The Set system time screen is displayed:

Set system time

Please enter the

current UTC time as
hour/mins/seconds:
£18:08:19

CANCEL FINISH

Setting the time and date of the HSM as UTC does not reset the
value of the Real Time Clock (RTC) on the HSM. The UTC date and
time settings are used only in log messages.

2.5.3.6. Keyboard layout

You can connect a keyboard to the USB connector on the nShield HSM front panel. This
enables you to control the nShield HSM using a special set of keystrokes instead of the stan
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dard front panel con trols.

You can connect either a US or a UK keyboard. To configure the nShield HSM for your key!
board type, select System > System con fig uration > Key board lay out and then choose the
keyboard type you require.

2.5.4. Configuring the nShield HSM to use the client
You must inform the HSM hard server of the location of the client com puter.

You can configure the connection to use secure authentication using soft ware-based
authentication or with an nToken (or local PCle HSM) installed in the client. When enabled
the nShield HSM not only examines the client IP address, but also requires the client to iden
tify itself using a sign ing key.

If an nToken is installed in a client, it can be used to both generate and
protect a key that is used for the impath com munication between the
nShield HSM and the client. Thus a strongly protected key is used at
both ends of the impath. A local PCle HSM can also be used to perform

the role of the nToken.

Software-based authentication is only supported from ver sion 12.60.

! Previously enrolled clients using soft ware-based authentication will
. need to be re-enrolled if an earlier version of Security World soft ware is
installed.

The client config uration process varies slightly depend ing on whether you are enrolling the
client with or with out secure client authen tication:

1. On the nShield HSM front panel, use the right-hand nav igation but ton to select Sys!
tem > System con fig uration > Client con fig > New client .

The following screen is displayed:

Client configuration

Please enter your
client IP address:

CANCEL NEXT

Enter the IP address of the client, and press the right-hand nav igation but ton.
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2. Use the touch wheel to con firm whether you want to save the IP or not, and press the
right-hand navigation but ton.

Client configuration
Do you want to save
the IP in the config?
(No for dynamic client
IPs)

E No

BACK NEXT

3. Use the touch wheel to select the con nection type between the nShield HSM and the
client.

Client configuration

Please choose the
client permissions

E Unprivileged

BACK NEXT

The following options are available:

Option Description

Unprivileged Privileged connections are never allowed.

Priv. on low ports Privileged connections are allowed only from ports num bered
less than 1024. These ports are reserved for use by root on
Linux.

Priv. on any ports Privileged connections are allowed on all ports.

A privileged connection is required to admin ister the nShield HSM
(for example, to initialize a Security World). If priv ileged connec!
tions are allowed, the client can issue commands that can interfere

with the nor mal operation of the nShield HSM, such as clearing it.
Entrust recommends that you allow only unpriv ileged connections

unless you are performing administrative tasks.

4. When you have selected a connection option, press the right-hand nav igation but ton.

The following screen is displayed:

Client configuration

Do you want secure
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authentication enabled
on this client?

E Yes
BACK NEXT

a. Select Noand press the right-hand navigation but ton to con fig ure the client with !
out secure authentication. The authentication of the client will be based on the IP
address only.

b. Select Yesand press the right-hand navigation but ton to con figure the client with
secure authentication.

5. On the nShield HSM, enter the number of the port on which the client is lis tening (the
default is 9004), and press the right-hand nav igation but ton. The following screen is
displayed:

Client configuration

On what port is the
client listening?

E 9004

CANCEL NEXT

6. Skip this step if you have not selected secure authen tication.

If an nToken is installed in the client, you will be asked to choose which authen tication
key to use. Select the desired option and press the right-hand nav igation but ton:

>3138-147F-2D64
ESoftware Key

BACK SELECT

a. The ESN of the nToken installed in the client.
b. "Software Key" for software-based authentication.

If no nToken is installed in the client, then soft ware-based authentication is auto mati!
cally selected.

Software-based authentication is only supported from ver sion
12.60.

7. Skip this step if you have not selected secure authen tication.

nShield v13.9.6 HSM User Guide

The next screen asks you to velify that the key hash dis played by the nShield HSM
matches the client key hash:

71/415



Chapter 2. nShield Network-Attached HSMs

Remote 3138-147F-2D64
reported the key hash:
E691be427bb125f387686
E38a18bfd2eabh75623320
Is this EXACTLY right?

CANCEL CONFIRM

The client key hash is obtained by running the com mands described below. Take a
copy of the returned key hash and com pare it to the value reported on the nShield
HSM display.

With software-based authentication

Run the following command on the client:

enquiry -m0

This command returns the soft ware key hash, tagged askneti hash , as part of its
output, for example:

Server:
E enquiry reply flags none
E enquiry reply level Six

M

E kneti hash f8222fc007be38b78ebf442697e244dabded38a8

T

With nToken authentication

Run the following command on the client:

ntokenenroll -H

This command produces output of the form:

nToken module #1

nToken ESN: 3138-147F-2D64

nToken key hash: 691be427bb125f387686
E 38al8bfd2eab75623320

Check that the ESN also matches the one reported on the nShield HSM dis play.

If the client key hash matches the one reported on the nShield HSM dis play, press the
right-hand navigation but ton to con tinue the RFS config uration. Oth erwise press the
left-hand nav igation but ton to can cel the operation.

8. The nShield HSM digplays a message reporting that the client has been con fig ured.
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Press the right-hand navigation but ton again.

To modify or delete an existing client, select System > System con fig uration > Client con !
fig and perform the appro priate procedure.

If you want to use mul tiple clients with the nShield HSM, you must enable additional client
licenses (see Optional features). When you have addiional client licenses enabled, to con!
figure more clients, repeat the appro priate steps of the pro cedure described in this section
for each client.

2.5.4.1. Remote configuration of additional clients

Additional clients can be added remotely pro vided that con fig push is enabled. This can be
done from the RFS or a client computer.

| Before you can use multiple clients with the nShield HSM, you must
. enable the additional clients as described in Optional features.

To add clients remotely:

1. Copy the HSM config uration file, NFAST NDATA/hsm-ESN/cig/con fig (Linux) or
NFAST NDATA\hsm-ESN\cbig\con fig (Windows), to config.new in the same directory.

The path to the new file will be NFAST NDATA/hsm-ESN/cbg/con fig.new (Linux) or
NFAST NDATA\hsm-ESN\cfig\con fig.new (Windows).

2. Add a new entry to corfig.new in the hs_clients section to con tain the details of the
client to be added.

The following two entries must exist in the con fig uration file:

addr=<client_IP>
clientperm=permission_type

Where:

<clien t_IP> can be either the IP address of the client or 0.0.0.0 , :: , or blank if the
HSM is to accept clients iden tified by their key hash instead of their IP address.

0.0.0.0 or:: , and blank result in the same behavor. You can only use them in the con!
figuration file, you cannot enter these values in the front-panel user inter face.

The default is blank.

If you set both the <clien t_IP> field (the clientOs IP address) and the key hash, the
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HSM must identify clients from both of these fields.

permission_type defines the type of com mands the client can issue (unpriv , priv or
priv_low port ).

a. If the client is using an nToken, two additional entries will need to be added to the
config uration file:

esn=nToken_ESN
keyhash=nToken_keyhash

Where nTdken_ESNs the ESN of the clientOs nTken and nTdken_keyhashis the
hash of the key that the clientOs nTden should authenticate itself with.

b. If the client is using soft ware-based authentication, one additional entry will need
to be added to the con figuration file:

keyhash=software_keyhash

Where soft ware_keyhashis the hash of the soft ware generated key that the client
should authenticate itself with. The ESNentry must be blank or omit ted for soft !
ware-based authentication.

Each client entry after the first must be intro duced by a line

consisting of one or more hyphens.

3. Load the updated con fig uration file on to the nShield HSM. To do this, run the fol low!
ing command:

cfg-pushnethsm --address=<module_IP_address> <new_config_file>

In this command, <modle_IP_address> is the IP address of the nShield HSM and<new _
config__ file> is the location of the updated con figuration file (config.new ).

Alternatively, you can load the configuration file using the nShield HSM front panel

with out enabling config push. The configuration file ( config.new ) must be in the
lopt/nfast/kmdata/hsm-ESN/con fig (Linux) or %NFASTMBATA%\hsm-ESN\dign (Win!
dows) directory on the remote file sys tem. To do this, select System > System configu
ration > Con fig file options > Fetch con fig uration .

An SEE machine camot be installed or con fig ured using the fetch
configuration option from the front panel, the con fig push feature

must be used for this. See Remotely loading and updating SEE

nShield v13.9.6 HSM User Guide 741415


https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#RemoteLoadSEE
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#RemoteLoadSEE
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#RemoteLoadSEE
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#RemoteLoadSEE
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/application-interfaces.html#RemoteLoadSEE

Chapter 2. nShield Network-Attached HSMs

‘ machines for more infor mation.

2.5.5. Changing the nShield HSM configuration from the Front Panel to
use a client

From the Front Panel, you can change the settings that your nShield HSM stores about its

client.

The Front Panel does not display all current prop erties for the client.
Entrust recommends that you retrieve the cur rent client set tings before
you start the update. See nShield HSM config uration files . Duiing the
config uration update, check the cur rent config uration file against the
values displayed on the Front Panel. Check the values at each configura
tion step before pro ceeding to the next step and finally con firming the

changes.

2.5.6. Configuring client computers to use the nShield HSM

Each client computer must be con figured to use the inter nal security mod ule of your
nShield HSM. There are two methods for achieving this:

¥ Enrolling the client with the con fig uration file.

¥ Enrolling the client with com mand-line util ities.

2.5.6.1. Enralling the client with the client configuration file

The client config uration files are in the /opt/nfast/kmdata/con fig (Linux) or %NFASTMK
DATA%\cdig (Windows) directory on the client com puterOs file sygem.

For this release, you must generate a new client configuration file to
take advantage of the new func tionality. To generate a new client con!
I fig uration file, back up your existing config uration file and run cfg-mkde
fault. This gererates a template for the con fig uration file into which you
can copy the settings from your old con figuration file.

The nethsm_inports section defines the net work HSMs that the client imports (See
nethsm_imports). It can also be set up by the nethsmemoll utility.

¥ Edit the fol lowing mandatory fields: local_ modile, remote_ip, remote_esn remote_key
hashand priv i leged. The default value for remote_keyhash (40 zeros) specifies that no

authentication should occur.
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¥ The ESNand hashof the HSM to import can be retrieved by run ning the command

anonkneti remote_ip

¥ If the client is to be enrolled with an nTo ken, open a command line window, and run the
command: ntokenerroll --H . This command produces output of the form:

nToken module #1
nToken ESN: 3138-147F-2D64
nToken key hash: 691be427bh125f3876838a18bfd2eab75623320

¥ Enter the nTokenO&SNn the field ntoken_esnin the config file.

¥ Each HSM entry after the first must be intro duced by a line consisting of one or more
hyphens, for example --- .

¥ At the com mand line run cfg-reread to reload the hardserverOs cofig uration.

¥ Verify that the client can use the nShield HSM by run ning enquiry , which reports the
HSMOs sts.

If the client is to be enrolled with either soft ware-based authentication

or no authentication, the ntoken_esnfield must be left empty .

For information about con fig uration file con tents, see nShield HSM config uration files.

2.5.6.2. Enrolling the client from the command line

The nethsmemoll  command-line util ity edits the client hard serverOs cofig uration file to add
the specified nShield HSM. For more information about the options avail able to use with
nethsmemoll , read the following section Client configuration util ities, or run the command:

nethsmenroll --help

To retrieve the ESNand HKNETof the HSM, run the com mand

anonkneti <ip-address>

This command produces out put of the form:

3138-147F-2D64 691be427bb125f38768638al18bfd2eab75623320

If the nShield HSMO£SNand HKNE Tare not specified, nethsmenoll  attempts to con tact
the HSM to deter mine what they are, and requests confirmation.
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1. If you are enrolling the client with an nToken, run the command:

nethsmenroll --ntoken-esn <nToken ESN> [Options] --privileged <Unit IP> <Unit ESN> <Unit KNETI HASH>

2. If you are enrolling the client with out an nToken, that is, you are using software-based
authentication or no authentication, run the com mand:

nethsmenroll [Options] --privileged <Unit IP> <Unit ESN> <Unit KNETI HASH>
These commands produce out put of the form:

OK configuring hardserver's nethsm imports.

2.5.6.3. Client configuration utilities

We provide the fol lowing utilities for client con fig uration:

Util ity Description

nethsmennoll This utility is used to configure the client to com municate with the nShield
HSM.

corfig-server startup This utility is used to con figure the clientOs harderver to enable TCP soclets.

2.5.6.3.1. nethsmenroll

The nethsmemoll  command-line utility edits the client hard serverOs cofig uration file to add
the specified nShield HSM. If the nShield HSMO&SNand HKNETare not specified, nethsmemh
roll attempts to con tact the nShield HSM to deter mine what they are, and requests confir!
mation.

Usage:

nethsmenroll [Options] --privileged <hsm-ip> <hsm-esn> <hsm-kneti-hash>

Options Description

-m--module=MODLE Specifies the local HSM number to use (default is 0 for dynamic con!
figuration by hard server).

-p|--priv ileged Causes the hardserver to request a privileged connection to the
nShield HSM (default unpriv i leged).
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Options Description
-<hsm-ip> The IP address of the nShield HSM, which could be one of the follow
ing:

¥ an IPv4 address
¥ an IPv6 address, includng a link-local IPv6 address

¥ a hostname

-r |--remove Deconfig ures the specified nShield HSM.
-f |--force Forces reconfig uration of an nShield HSM already known.
--no-hkneti-con fir maion Does not request confirmation when auto matically determining the

nShield HSMO&SNand HKNETI

This option is potentially insecure and
should only be used on secure networks

11 . . .
where there is no possibility of a man-in-
the-mid dle attack. For guidance on network

security, see the nShield Security Man ual.

-V|--ver ify-nethsm-details When the ESNand HKNEThave been provided on the com mand line,
verifies that the selected HSM is alive, reachable and matches those
details.

-P|--port=PORT Specifies the port to use when con necting to the given nShield HSM

(default 9004).

-n|--nto ken-esn=ESN Specifies the ESNof the nToken to be used to authenticate this
client. If the option is omit ted, then soft ware authentication will be
used instead.

2.5.6.3.2. config-serverstartup

The corfig-server startup command-line utility auto matically edits the [server_s tartup]
section in the local hard server config uration file in order to enable TCP ports for Java. Any
fields for which val ues are not specified remain unchanged. After making any changes you
are prompted to restart the hard server.

Run config-server startup using commands of the form:

config-serverstartup [OPTIONS]

For more information about the options avail able to use with config-server startup , run the
command:

config-serverstartup --help
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2.5.7. Client Session Resumption (Impath Resilience)

Client Session Resumption (Impath Resilience) is a mechanism which mitigates brief net !
work disruption between the nShield HSM and the client. When the hard server on the
nShield HSM detects that the client con nection is lost, it will "park” the client ses sion for a
limited time enabling it to be resumed when the net work recovers. The parked sesion
(resumable session) holds state such as the loaded keys so that applications on the client
machine can resume automatically when network recov ers, without the need to re-load
keys or other objects.

From v13.6 of the nShield HSM image, clients that share the same IP address, for examle
those behind NAT (Net work Address Trandation), or which share the same KNETI (network
authentication key) will be treated as distinct ses sions and will all berefit from Client Ses !
sion Resumption. This supports sce narios such as dynamically spun-up clients running in
VMs or containers. Prior to v13.6, only one client sesion for a given client "identity" was
parked and benefited from ses sion resumption.

2.5.8. Client Licensing

The license model, from v13.6 of the nShield HSM image, is based on the nunier of concur!
rent client con nections rather than the num ber of clients con figured in the hs_clients sec!
tion in the nShield HSM config uration file. Prior to v13.6, licenses were enforced based on
the number of clients con figured; from v13.6 onwards, any nunber of clients may be con fig
ured in the nShield HSM config uration file, inde pendently of the license limit.

The behavior in v13.6 onwards means that clients count towards the license limit only when
they are actually running.

A licensable client (also referred to as a crypto client) is a client hard server that creates a
privileged or unprivileged nCore client con nection to the nShield HSM. This is typically con!
figured by running nethsmemoll on the client machine, or editing the nethsm_inports sec!
tion of the client con figuration file.

The license utilization can be queried using the stat tree tool. The MaXrypto Clients field
reports the num ber of crypto clients per mitted by the license. The Crypto Client Countfield
reports the cur rent usage, that is the number of currently live network connections from
crypto clients plus any parked sessions. SeeCrypto ClientCount.

+#RemoteServers:

E +#1:

E +#ServerGlobals:

E -Uptime 1805

E -CmdCount 1604
E -CmdBytes 65724
E

-CmdMarshalErrors 0
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E -ReplyCount 1604
E -ReplyBytes 81512
E -ReplyMarshalErrors 0
E -ClientCount 2

E -MaxClients 2

E -DeviceFails 0

E -DeviceRestarts 0

E -CryptoClientCount 2

E -MaxCryptoClients 3

When a client session has been parked as a result ofClient Session Resumption (Impath
Resilience), the parked session will hold the license until either the parked ses sion expires or
a new client requires a license. If there is otherwise no license slot available for the new
client, the old est parked session will be evicted and the recov ered license is given to the
new client.

2.5.8.1. License grace allowances

The licensing enforce ment on nShield Connect XC and 5¢c HSMs allows an extra "grace"
license count of 20%, rounded up, of the acti vated license count. A single additional license
is allowed for privileged clients, because the RFS may be used for remote administration,
rather than cryp to graphic, operations. This means that a network-attached HSM with the
default client license count of three licenses gets one addi tional "grace" license, plus the
license for privileged clients. A 100-client license would per mit 121 clients, allowing an extra
20 tem porary clients from the grace license count, and one extra priv ileged client.

Each grace license included in the grace license count is just like any other client license,
with out time lim its or restric tions. Grace licenses are an interim convenience to guarantee
stability and proper session management of client con nections to the HSM. You are permit!
ted to use grace licenses tem porarily, for example, when migrating clients to new machines,
or to cope with unin tended and brief over lap of ephemeral clients (such as dynamically
spun up containers) when new clients are connecting while existing clients are still shutting
down.

The grace license usage can be reviewed in the stat tree tool when the Crypto Client Count
field is greater than the Maxrypto Clients field. In the hardserver logs, when a crypto client
connects, a logging entry states the license usage against the maximum number of crypto
clients permitted by the license: Crypto client (Rs8-unpriv) con nected and will use a
license (4 used, max 3)

The use of grace licenses is not pemitted for long-term use as addi tional activated
licenses. Extra client licenses should be purchased if the grace licenses are being used regu
larly. The grace license count mechanism may change in future versions.
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2.5.8.2. Sharing KNETI (network authentication key)

Sharing the KNETI key may be us€ul in scenarios where multiple instances of the same

client configuration are spun-up such as in containers or virtual environments. For security,
it is recommended to always require KNETI authentication for clients even if the IP address
is static, and even if multiple instances of the same client con figuration are being spun-up.

Each crypto client that con nects to the nShield HSM will occupy a license, even if it shares
an IP address and/or KNETI with another crypto client.

A shared KNETI nework authentication key is configured in the hs_clients section of the
configuration by setting the keyhashfield. If the client IP address is dynamic, the addr is con
figured as0.0.0.0 , :: , blank or omitted. If the clients share the same IP address, for exam
ple those behind NAT (Net work Address Trandlation), then the addr is configured with the
shared IP address.

For example, clients are in containers (or virtual machines), connected to a NAT virtual net!
work on a host, the hostOs IP address i$92.30.100.100. Theaddr is configured with the
hosts IP address as it is shared with the clients. Thekeyhashfield is added with the clientOs
kneti hash , found in the response of the enquiry -m0 command, executed on the client.

[hs_clients]
addr=192.30.100.100
clientperm=permission_type
keyhash=software_keyhash

In another case, clients have dynamic IP addresses on the same netvork as the nShield
HSM. Theaddr field can be removed from the hs_clients section as it is not needed. The
keyhashfield is required and can be shared between multiple clients.

[hs_clients]
clientperm=permission_type
keyhash=software_keyhash

For multiple clients to share the same KNETI (spedfied via its keyhash), they must share the
same kneti-hard server key file. This key could be from an already enrolled client and can
be copied from (and to) the /opt/nfast/hard server.d directory (Linux) or %NFAST
DATA _HOME%\sardger.d directory (Windows, C:\Pro granData\nCipher\hard server.d by
default). The existing permissions (ACLs on Windows) and file own ership must be pre!
served when copying the KNETI file. If updating an existing client hard server to use a
shared kneti-hard server file it would have to be restated; details can be found in the Stop!
ping and restarting the hardserver section. The clients can be enrolled using nethsmeoll

or by editing the nethsm_inports section of the client config file as usual; if deploying a
shared configuration to a con tainer, this configuration is likely to be pre pared in advance
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and then included as part of the con tainer image or mounted from the host.

2.5.9. Configuring NTP in the nShield HSM

The nShield HSM has a stamard NTP client that can be configured to support synchroniza!
tion of system time on the HSM with one or more NTP servers. Network Time Proto col
(NTP) is intended to synchronize all partic ipating computers to within a few mil liseconds of
Coordinated Universal Time (UTC). Sysem time on the nShield HSM is inde pendent of the
Real Time Clock (RTC) in the HSM and is used for log mesages and front panel display.

Entrust recommends that the NTP Server(s) are trusted servers within
. your local network, not inter net time servers.

After con figuring NTP the HSM has to be re-started for the con fig uration to take effect.
When starting up after being con figured, the NTP client can make a step change to the sys!
tem time to bring it into line with that of the NTP server(s). At all other times, the NTP client
will only slew (gradually change) the system time. When using NTP there should be no need
to set the system time by set ting time and date from the front panel of the nShield HSM.

Before configuring NTP you must ensure the following:

¥ config push is enabled for the remote com puter used to con figure NTP. SeeEnable
config push on nShield Connect for more infor mation.

¥ The client computer enabled for auto push is configured for Privileged connections,
see Configuring the nShield HSM to use the client, so that the nShield HSM can be
rebooted from the client com puter.

2.5.9.1. Using the NTP configuration tool

NTP is configured using the cfg-push ntp utility on a client com puter.

2.5.9.2. Restarting the nShield HSM

After con figuring NTP, restart the nShield HSM, for example using nethsmadahin --mod!
ule=<MOOLE> --reboot (see nethsmadmin). Once the HSM has rebooted and the syslog
output is available, check that there are no NTP failures reported in the syslog out put.

2.5.9.3. Enable NTP for IPv6 (nShield 5c)

You can use HSM images that were built with buil droot from ver sion 13 onwards with NTP
over IPv6.
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To run ntpd as a non-root user, start ntpd as root and use switch -u on the command line
to change to the "ntp:ntp" non-root user.

To set NTP up for IPv6:

1. Reset the HSM to factory state using the Ul (menu: 1-5). See
2. Assign an IPv6 address to the HSM on interface #1 (eth0).

For example: fd01:11::260:e0ff:fe81:4acl

3. Assign an IPv6 address on the same sulmet to the RFS host machine that will act as the
NTP server.

For example: fd01:11::ae9f:98bc:e202:9941 .
4. Enroll the HSM on the RFS using the folowing commands:

Ensure that the displayed kneti hash is not just a string of zeroes. If it is, reset the HSM
to factory state.

opt/nfast/bin/anonketi <HSM IP>
opt/nfast/bin anonketi <HSM IPv6 address>
sudo /opt/nfast/bin/rfs-setup --force <HSM IPv6 address> “/opt/nfast/bin/anonketi <HSM IPv6 address>"

sudo /opt/nfast/bin/nethsmenroll -fp <HSM IPv6 address>

5. Add the RFS IPv6 address to the HSM (menu: 1-1-3)
# RFS IP address<RFS IPv6 address>
# Set RFS corfig push mode to: AUTO
# Do you want secure authentication enabled on RFS?YES
6. Add the RFS IPv6 address to the HSM as a client (menu: 1-1-4)
# Client IP address: <RFS IPv6 address>
# Do you want to save IP in the config? Yes
# Client permissions: Priv on any port
# Do you want secure authentication enabled on this client? No

7. Check that the RFS can detect the HSM. If any errors appear, such asAccesDaied,
wait for one minute and then run the com mand again.

/opt/nfast/bin/enquiry

8. Ensure that auto-push is enabled on the HSM. If auto-push is not enabled, cfg-push ntp
reports an UnknowHostVolumeerror.
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a. Toggle auto-push on:

System > System con fig uration > Con fig file options > Setup auto push > Yes
b. Add the RFS IPv6 address:

System > System con fig uration > Con fig file options

9. Using the HSM front panel, set the date and time to be dif ferent from those on the RFS
host machine. This will help you verify that HSM is updat ing from the RFS when com!
pleting this task.

You can view the HSMOs sttaus, including the date and time, by scrolling through the
front (top) menu on the front panel.

10. Set up NTP on the RFS.
a. Install NTP on the RFS. Refer to theNTP documentation for more infor mation.

b. Add the fol lowing lines to the /etc/ntp.conf file.

0.au.pool.ntp.org
1.au.pool.ntp.org
2.au.pool.ntp.org
3.au.pool.ntp.org

c. Restart the NTP service, for example:

sudo systemctl restart ntp

d. Verify that the ser vice successfully restarted and is running, for example:

sudo systemctl status ntp

e. Check that the fire wall is not blocking UDP and TCP ports 123.
11.Push the NTP corfiguration to the HSM from the RFS host machine:

lopt/nfast/bin/cfg-pushntp --address=<HSM IPv6 address> --ntp1=<RFS IPv6 address> enable

12. Reboot the HSM from the RFS host machine. The HSM updates its sysem time from
the NTP server by running the /shin/setostime  script when it starts up from the
letc/init  tab file.

sudo opt/nfast/bin/nethsmadmin --reboot --module 1
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13. When the HSM has rebooted, check that the date and time in the front (top) menu
match the date and time on the RFS host machine.

2.5.10. Configuring Remote Syslog

The nShield HSM can be corfigured to send logs directly to a remote sys log server, listen!
ing on a User Datagram Proto col (UDP) port, by editing the remote_sys_log section of the
config file: remote_sydog_ip can be an IPv4 or IPv6 address.

This behavior can be configured in addition to stor ing the log files on the RFS. This means
that you can con fig ure the logs to be sent to a remote sys log server regardless of whether
the nShield HSM logs are config ured to be stored on the HSM or the RFS. For further infor !
mation see Configuring log file stor age.

There is no addtional for matting of log mes sages (the logs sent are the same log messages
that will appear on the unit or the RFS). It is the responsibility of the remote sys log server /
SIEM application to for mat, sort and aggregate the incom ing log messages.

To configure an HSM to send logs to a remote syslog server:
1. Config ure the remote host to receive logs from the HSM.
For instructions, see the documentation for the oper ating system of the remote host.

2. Make sure that the HSM can communicate with an RFS host so that you can push the
new configuration file to the HSM. See Basic HSM, RFS and client corfig uration for
more infor mation.

3. If your HSM config uration file pre dates the func tionality to send logs to a remote sys !
log server, manually create the remote_sys_log section in the con fig file for the remote
module.

Seeremote_sys_log.

4. In the remote_sys_log section, add the fol lowing settings:

remote_sys_log_ip=REMOTE_SYSLOG_SERVER_IP
remote_sys_log_port=REMOTE_SYSLOG_SERVER_PORT

5. Run the following command to push the new con fig file to the HSM:

cfg-pushnethsm

If you are using an older version of the Security World soft ware

with a Connect image that sup ports remote syslog, you will see an
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error message: unrecognized section name: 'remote_sys_log' . Use
the following command to push the updated con fig uration file:

cfg-pushnethsh --force
If you are using a version of the Security World soft ware that sup!

ports remote syslog with an image that does not sup port remote
syslog, the configuration file will be pushed to the HSM but the

HSM will reject it. You will see that the upgraded con fig uration file
on the RFS is unchanged.

To turn off sending logs to a remote syslog server, remove the entries from the
remote_sys_log section of the con fig uration file and push the updated con figuration file.

2.5.11. Set up client cooperation

If you do not need to allow mul tiple clients access to your remote file sys tem (RFS), you
only need to fol low the instruc tions provided in Config uring the Remote File System (RFS)
to initialize your RFS. If you need to allow other clients to access your RFS (that is, able to
access the RFS to share key data), seeClient coop eration .

2.5.11.1. Useful utilities

¥ anonkneti

¥ rfs-sync

2.5.11.2. Setting environmental variables

This section describes how to set Secu rity World Soft ware-spe cific environment variables.
You can find detailed infor mation about the envi ronment variables used by Security World
Software in Environment variables.

Linux

You can set Security World Soft ware-specific environment variables in the file
/etc/nfast.conf . This file is not created by the instal lation process: you must cre ate it
yourself. /etc/nfast.conf  is executed by the start-up scripts of nShield HSM ser vices
as the root user. This file should only contain shell commands that can safely be run in
this context. /etc/nfast.conf  should be created with access permissions that allow
only the root user to write to the file.
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I Ensure that all variables are exported as well as set.

Windows

You can set Security World Soft ware-specific environment variables as follows:

1. Open the System dialog by clicking System in the control panel menu.
2. Select the Advanced tab and click the Environment Vari ables button.

3. To add a varable, click New . Alternatively, to edit an existing variable select an
entry in the System Vari ables list and click Edit.

4. In the Variable Name field, type or edit the name of the envi ronment variable (for
example, NFAST_HOME).

5. In the Variable Value field, type or edit the value to use.

6. Click the OK button to set the value, and then click the OK button to close the dia!
log.

7. Open the Administrative Tools dialog by clicking the Administrative Tools icon in
the Control Panel

8. Open the Services console by clicking the Services icon.

9. From the displayed list of services, select the nFast Server icon, and select Restart
the service.

2.5.11.3. Logging and debugging

Net work-attached HSMs: You can view logs generated by the nShield HSM and applica!
tions that use it on the unit front panel. Appli cation log messages are hardled on the client.

The Security World Soft ware generates logging infor mation that is con fig ured through a
set of four envi ronment variables:

¥ NFLOGILE

¥ NFLOGEVHERY

¥ NFLOG_DAIL

¥ NFLO@®AEGORIES

If none of these log ging environment variables are set, the default behavior is to log noth'!
ing, unless this is overidden by any individual library. If any of the four log ging variables are
set, all unset variables are given default values.

Detailed infor mation about con trolling logging infor mation by means of these environment
variables is supplied in Logging, debugging, and diagnostics.

Some components of the Secu rity World Soft ware generate separate debugging infor ma!
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tion which you can man age differently. On network-attached HSMs, debug ging infor mation
for applications is handled on the client.

If you are setting up the unit or the client to develop soft ware that uses it, you should con!
figure debugging before com mencing soft ware development.

2.5.12. Routing

If you have config ured only one network interface, you do not need to con figure a static
route for the unit, although you can do so if you wish. If you have con figured a second net!
work interface, you can choose to configure a static route.

If the unit is to con nect to a remote host or net work that is unreachable through the default
gateway, you must set up extra static routes in the system routing table.

To set up the Ethernet inter faces (IPv4 and IPv6), seeBasic HSM, RFS and client coriig ura!
tion.

After you have defined sta tic routes, you should test them as described in Testing routes.

If you define, edit, or delete a route, you must reboot the unit before the

route can be used and the routing table is updated.

2.5.12.1. Testing routes

When you have set up or edited a route, you should test the route.

2.5.12.1.1. Testing a route between the unit and the client

When you have installed the unit in its final location, you should test the con nection
between the unit and the client. You can do this from the client, as described in this sec tion,
or by using the Ping remote host option on the unit. To do this from the unit, select System
> System con fig uration > Net work con fig > Ping remote host.

You can also use the method described in this section to test the route between the client
and a remote computer.

To test the route from the client to the unit, issue a ping command from the client for the IP
address that you specified for the unit. (The for mat of the com mand and results may vary
according to the plat form that you are using.)

PING <XXX.XXX.XXX.XXX>
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If the ping operation is successful, a message similar to the fol lowing is displayed:

Pinging xxx.xxx.xxx.xxx with 32 bytes of data

Reply from xxx.xxx.xxx.xxx: bytes=32 time=10ms TTL=125
Reply from xxx.xxx.xxx.xxx: bytes=32 time=10ms TTL=125
Reply from xxx.xxx.xxx.xxx10ms TTL=125

Reply from xxx.xxx.xxx.xxx10ms TTL=125

2.5.12.1.2. Testing a route between the unit and a remote host

When you have defined or edited a route from the unit to a remote com puter, you should
test it. To do this you can issue a ping command from the unit to the IP address of the host.

You can also use this method to test the con nection between the unit and the client.
To test a route from the unit to a host:;

1. Select System > System con fig uration > Net work con fig > Ping remote host . The fol!
lowing screen appears:

Ping remote host
Select IP address:
£0.0.0.0
RESET FINISH

2. Enter the IP address of the remote host.

3. PressFINISH to issue the ping. The following message appears:

Please wait, running ping

4. After a short wait, a display similar to the fol lowing should appear, showing that the
unit has managed to com municate with the host:

Ping XXX.XXX.XXX.XXX:
#0: rtt=0.0503 ms

#1: rtt=0.0503 ms

#2: rtt=0.0503 ms

#3: rtt=0.0503 ms

4 of 4 packets back.
Emin avg max SD
£0.29 0.36 0.50 0.09 ms

If not all of the infor mation is visible onscreen, use the touch wheel to scroll up and
down the page.

5. Press the left-hand navigation but ton to return to the Network con fig menu.
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2.5.12.2. Tracing network routes

You can trace network routes from the unit and from clients.

2.5.12.2.1. Tracing the route from the unit

You can trace the route taken from the unit to a remote com puter. You can also use this
method to trace the route from the unit to the client.

1. Select System > System con fig uration > Net work con fig > Trace route to host . The
following screen appears:

Trace route
Select IP address:
£0.0.0.0
CANCEL FINISH

2. Press the right-hand navigation but ton to issue the tracer oute. The following message
appears:

Please wait, running traceroute.

3. After a short wait, a dis play similar to the fol lowing should appear, showing the IP
addresses encountered along the route:

11 XXX XX XXX.X
E0.40 ms

2:*

31 XX XXX XX XXX
E2.1ms

47 XXX XX XXX XXX
E2.4ms

BACK

If not all of the infor mation is visible onscreen, use the touch wheel to scroll up and
down the page.

4. Press the left-hand navigation but ton to return to the Network con fig menu.

2.5.12.2.2. Tracing the route from the client

You can trace the route from the client to the unit or (if the client is con nected to the pub !
lic Internet) to a remote com puter.

To trace the route from the client to the unit, issue a tracer oute command from the client
for the IP address of the unit. (The format of the com mand, and results, may vary dependng
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upon the platform that you are using.)

tracert <XXX.XXX.XXX.XXX>

After a short wait, a display similar to the fol lowing should appear, showing the IP addresses
encountered along the route:

Tracing route to modulename (XXX.XXX.XxX.xxx)/ over a maximum of 30 hops:
1 XXX XXX XXX XXX (XXX XXX XXX.XXX) 1.457 ms 0.513 ms 0.311 ms
2 XXX XXX XXX XXX (XXX XXX.XXX.XXX) 0.773 ms 0.523 ms 1.615 ms

2.5.12.2.3. Displaying the routing table

You can view details of all the IP addresses for which the internal security mod ule has a
route stored. The routing table includes entries for static routes (which are stored per ma!
nently) and local hosts to which the mod ule has set up temporary routing entries.

To view the routing table:

1. Select System > System con fig uration > Net work con fig > Show rout ing table. A dis
play similar to the fol lowing appears:

Dest Gateway Flg

1 XXX XXX XXX XXX
Exxx. xxx.xxx.xxx UG
2 XXX XX.XX.X
Exxx.x.x.xxx UG
BACK

If not all of the infor mation is visible on the unit display screen, use the touch wheel to
scroll up and down the page.

2. Press the left-hand navigation but ton to return to the Network con fig menu.

2.5.13. Configuring an nShield HSM using the Serial Console

On supported hardware variants (see Model numbers) there is an RJ45 seiial port connec!
tor at the rear of the nShield HSM marked Console. The seial port provides access to a ser
ial console command line interface that enables remote con fig uration of the unit whilst also
facilitating status monitoring. Tasks which would typically require a physical presence in
front of the HSM, includ ing setting IP addresses, can be done remotely using the serial con!
sole.
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Serial port (if fitted)

Ethernet port

Rear Panel

This function ality can help provide separation of duty between the data cen ter tech nician
installing the nShield HSM and the administrator con figuring and using the HSM. The only
required local activity is to con nect the nShield HSM to power and to ser ial and Ethernet
ports. Everything that can be con figured using the front panel can then be con figured
remotely either over the ser ial interface, by using the nethsmadhin utility (see nethsmadmin)
or by pushing an updated config uration file to the nShield HSM (see nShield HSM config ura
tion files for more infor mation).

The Seral Console supports IPv4 and IPv6 addresses.

2.5.13.1. Serial port configuration

The RJ45 connector can be directly con nected to your client machine or con nected to a
serial port aggregator for remote access.

To access the serial console command line interface, first deter mine the device name of the
serial connection once it is con nected to your client machine. Then con figure the serial port
connection in your serial port com munication soft ware with the fol lowing parameters:

¥ Line Speed (baud): 115200
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This is the default baud rate. If you have manually changed the baud rate to 9600 (see
here), enter this value instead.

¥ Data bits: 8
¥ Paiity: None
¥ Stop bits: 1.

Once the connection is established, pressReturn until a login prompt is dis played. The login
prompt should look like:

nethsm login:

2.5.13.2. Change the baud rate

To change the baud rate using the front panel, navigate to System > System con fig uration
> Remote config options > Serial Console > Serial baud rate and select the required baud
rate.

to change the baud rate remotely:

1. Copy the config file to config.new .

2. If the config.new file does not already contain the fol lowing section, add it to the file.

[cli]

# Start of the cli section

# The serial CLI baud rate configuration. Restart your CLI connection after
# changing.

# Each entry has the following fields:

#

# Set to "115200" or "9600" to select the relevant baud rate for the serial
# CLI connection. Note active CLI serial connections are broken upon the
# setting of a new baud rate.

baud_map=BAUDRATE

3. Edit the baud_mapalue.
4. Pushconfig.new to the HSM using cfg_ pushnethsm

Changing the baud rate using the front panel cre ates the [cli] section
in the config file if it does not already exist.

2.5.13.2.1. Troubleshooting
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Error Action
Nothing on the screen PressEnter a few times.

Make sure that the RJ45 connector is properly con!
nected and that remote con figuration is enabled on
the nShield HSM, see Enabling and disabling the serial
console.

The serial console appears frozen and itOs not posible  Frequent log ging in and out of the serial console will
to log into it for up to five min utes tem porarily disable it for five min utes.

Miscellaneous characters displayed on the screen Make sure the serial port connection is configured cor
rectly, see Serial port config uration.

2.5.13.3. Creating a serial console session
The usemame for accessing the serial console iscli and the default password is admin

On first login you will be prompted to change the pass word for the cli user. The mirimum
length of the new password is 5 characters.

For guidance on selecting a password, see the nShield Security Man ual.

nShield 5¢c: You must enter a new password. You cannot reuse adminthe first time you
change the password.

Once you are successfully logged in to a serial console session you will see the welcome
message:

Welcome to the nShield HSM Serial Console. Type help or ? to list commands.

(cli)

The seilial console session will automatically log out after 240 sec onds of inactivity. To end
a session manually, use thelogout command.

2.5.13.4. Enabling and disabling the serial console
The serial console interface can be enabled and disabled using the nShield HSM front panel.

¥ To enable the seral console interface, navigate to System > System con fig uration >
Remote config options > Serial Console and set to On.

¥ To disable the serial console interface, set Serial Console to Off .

The seral interface is enabled by default and will turn back on with the default pass word if
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the unit is reset to its fac tory state. This means if you do not want the ser ial console

enabled you will need to disable it after each fac tory state.

If you do not see the menu option System > System con fig uration > Remote con fig

options > Serial Console on the front panel then this means that your nShield HSM does

not sup port the serial console feature (the hard ware does not support serial access).

The avaibbility of the ser ial console feature can also be checked remotely from an enrolled

client by running the enquiry util ity.

Feature avail ability

Serial console available

Serial console not available

Enquiry out put

E

level six flags SerialConsoleAvailable
E

E

level six flags none

E

2.5.13.5. Serial console commands

The seiial console command line interface provides the fol lowing commands:

Command

bawrate

bondt:fg
bondlink
cs5

date
enquiry
esn
expose

factorystate

Description

Set the CLI serial baud rate.

Accept able baud rates are 9600 or 115200 (default).
Get/set the HSM bond inter face configuration

Get/set the bond inter face link

Configures CodeSafe function ality on the nShield 5c
Get/set the HSM sys tem time

Prints enquiry data from the HSM

Show the Electronic Serial Number (ESN) of the HSM
Get/set the expose NIC nethsm_setings configuration
Reset unit to its orig inal (factory) state

| | This will reset the IP and seiial console settings
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Command Description

fwversion Display the firmware ver sion for the nShield 5¢

Only available on the nShield 5¢

gateway Get/set the default IPv4 gate way address
gateway6 Get/set the default IPv6 gate way address
getrtc Get the real time clock (RTC) of the nShield 5c¢

Only available on the nShield 5c

help or ? List available commands with help or detailed help with help cmd
hsndli agnose Runs hsnmdiagnose on the embedded HSM

kneti Show the (hash of) Kneti (used for enrolling the HSM with clients)
ks5agent Manage the KeySafe 5 agent

Configure and enable a KeySafe 5 agent on this Comect to report to a cen tral
KeySafe 5 management plat form

logout Log out of the nShield HSM Serial Console

logs Print nShield 5c diagnostic logs

Only available on the nShield 5¢

maintmode Enable/disable maintenance mode

Only available on the nShield 5c

netcfg Get/set the IPv4 net work inter face configuration

netcfg6 Get/set the IPv6 net work inter face configuration

netdi agnose Print network inter face statistics

netenable Enable IPv6

netlink Get/set the net work inter face link, get the net work interface MAC address

passwd Set the serial console password

ping Ping a remote host

push Get/set the con fig push setting

reboot Reboot the HSM

rfsaddr Get/set the RFS IP address, port, optional secure authentication and push
mode

route Get/set IPv4 net work routes
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Command Description

route6 Get/set IPv6 net work routes

rout ing Show the IPv4 routing table

rout ing6 Show the IPv6 routing table

setminvsn Set the minimum VSN for the nShield 5c¢ firmware

Only available on the nShield 5¢

Before you can use this command, you must put the nShield 5c into main te!
nance mode with maintmoderhe new minimum VSN must be equal to or higher
than the current minimum VSN and equal to or lower than the current VSN.

setrtc Set the RTC on the nShield 5c

Only available on the nShield 5¢

Before you can use this command, you must put the nShield 5¢ into main te!
nance mode with maintmode

stat tree Run the stat tree command

sworld check Check for any Security World data on the HSM

tamperlog Show the nShield HSM tamper log

uptime Show how long the nShield HSM has been running (since last boot)
version Show nShield HSM Serial Console version information

watchdog Get/set the nethsm_watclklog config uration

For additional help on a command, run help command to see additional guidance on com!
mand usage, syrtax and parameter doc umentation.

2.5.13.6. Using multiple modules

The hardserver can communicate with mul tiple modules connected to the host. By default,
the server accepts requests from appli cations and submits each request to the first avail !
able module. The server can share load across buses, which includes the abity to share load
across more than one module.

If your application is multi-threaded, you can add addi tional mod ules and expect perfor!
mance to increase proportionally until you reach the point where cryp tog raphy no longer
forms a bottleneck in the system.
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2.5.13.6.1. Identifying modules
Modules are idertified in two ways:

¥ By serial number
¥ By ModlelD.

You can obtain the ModilelD 's and setial numbers of all your modules by running the
enquiry command-line utility.

2.5.13.6.2. Electronic Serial Number (ESN)

The seiial number is a unique 12-digit number that is permanently encoded into each mod !
ule. Quote this number in any correspondence with Sup port.

ModulelD

The ModlelD is an integer assigned to the mod ule by the server when it starts. The first
module it finds is given a ModilelD of 1, the next is given aModlelD of 2, and this pattern of
assigning ModlelD numbers continues for additional mod ules.

The order in which buses are searched and the order of modules on a bus depends on the
exact configuration of the host. If you add or remove a mod ule, this can change the allocal!
tion of Mod ulelDs to all the modules on your system.

You can use the enquiry command-line utility to iden tify the PCI bus and slot number asso!
ciated with a mod ule.

All commands sent to nShield modules require aModilelD . Many Security World Soft ware
commands, including all acceleration-only com mands, can be called with a ModlelD of 0.
Such a call causes the hardserver to send the command to the first avail able module. If you
purchased a developer kit, you can refer to the devel oper documentation for infor mation
about the com mands that are available on nShield modules.

In general, the hardserver determines which modules can perform a given command. If no
module contains all the objects that are referred to in a given com mand, the server returns
an error status.

How ever, some key-management oper ations must be performed together on the same
module. In such cases, your applcation must spec ify the ModilelD .

To be able to share OCSs and keys between modules, the modules must be in the same
Security World.
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2.5.13.6.3. Adding a module

If you have a module installed, you can add further mod ules without reinstalling the server
soft ware.

How ever, we recommend that you always upgrade to the lat est server software and
upgrade the firmware in existing modules to the latest firmware.

1. Install the module hardware.
2. (Linux) Run the script /opt/nfast/sbin/install

3. Add the mod ule to the Security World. Refer to Adding or restoring an HSM to the
Security World .

2.5.13.6.4. Module fail-over

The Security World Soft ware supports fail-over: if a mod ule fails, its processing can be
transferred auto matically to another mod ule provided the nec essary keys have been
loaded. Depending on the mode of fail ure, however, the underlying bus and operating sys!
tem may not be able to recover and con tinue oper ating with the remain ing devices.

To maximize uptime, we recommend that you fit any addi tional nShield modules for failover
on a bus that is physically separate from that of the pri mary modules.

2.5.14. Stopping and restarting the hardserver

If necessary, you can stop the hardserver on the client, and where applicable the Remote
Administration Service, by running the fol lowing command. On Windows, this must be a
command window with admin istrative privileges.

Linux

/opt/nfast/sbin/init.d-ncipher stop

Windows

net stop "nfast server"
If the Remote Admin istration Service is running, you will be warned and given the
option of con tinuing or not.

Similarly, you can start the hardserver on the client, and where applicable the Remote
Administration Service, by running the fol lowing command. On Windows, this must be a
command window with admin istrative privileges.
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Linux

lopt/nfast/sbin/init.d-ncipher start

You can also restart the hardserver on the client, and where applicable the Remote
Administration Service, by running the fol lowing command:

lopt/nfast/sbin/init.d-ncipher restart

Windows

net start "nfast server"
net start "nfast Remote Administration Service"

On Windows, you can also stop, start, or restart the hardserver, and where applicable the
Remote Administration Service, from the Win dows Control Panel:

1. From the Windows Start menu, open the Win dows Control Panel.
2. Double-click Admin istrative Tools.

3. Double-click Services.

4. Locate nFast Server or nFast Remote Admin istration Service in the list of services,
and from the Action menu, select Stop, Start, or Restart as required.

The nFast Remote Admin istration Service, where applicable, is
dependent on the nFast Server so should be started or restarted
after the nFast Server.

2.5.15. Resetting and testing the nShield HSM

2.5.15.1. Default configuration

To reset the unit to its default con figuration, select System > System con fig uration >
Default con fig and confirm that you want to set the default con fig uration.

This removes the config uration of the mod ule but does not change its Kyer.

2.5.15.2. Factory state

To reset the unit to its orig inal (factory) state, select Factory state from the main menu and
confirm that you want to return the unit to its fac tory state.

This gives a newKer, to the unit, which means that you must update the key hash field of
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the unitOs entry in thenethsm_inports section of the con figuration file of all the clients that
use it.

After a fac tory reset, ensure you re-enable any dynamic features. See Remotely enabling
dynamic feature certifi cates including nShield HSM client licenses.

For more information about;

¥ The contents of the con fig uration files, see Module and client configuration files

¥ Configuring a new remote file system for the unit, see Configuring the Remote File Sys
tem (RFS).

2.5.15.3. Testing the installation
To test the instal lation and config uration, fol low these steps:

1. sign in to the client com puter as a regular user, and open a command window.

2. Run the command:

Linux

opt/nfast/bin/enquiry

Windows

enquiry
A successful enquiry command returns an output of the fol lowing form:

Server:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number — #HH-#HEH-HHHE

Emode operational
Eversion #H-#-#
Espeed index HHHHHH
Erec. queue HHHHE M
E---

Eversion serial ~ #
Eremote port (PV4) ####

Module ##:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number  #HHH-HEH-HHHEE

Emode operational
Eversion #H-#-#
Espeed index HHHHH
Erec. queue . HH
E---

Erec. LongJobs queue ##
ESEE machine type  PowerPCELF
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Esupported KML types DSAp1024s160 DSAp30725256
Ehardware status ~ OK

If the mode is operational , the unit is installed correctly.
If the enquiry command says that the unit is not found:

a. Restart the client com puter.

b. Re-run the enquiry command.

2.6. Checking and changing the mode on a network-
attached HSM

This appendix tells you how to check and change the mode on the nShield HSM. You must
change the mode to per form certain configuration tasks.

2.6.1. Front panel controls

See Front panel controls for a description of the nShield HSM user inter face, including the
front panel controls.

We recommend that you use a keyboard to manage the front panel
menu options and enter text. See Using a keyboard to control the unit

for more infor mation.

2.6.2. Available modes
The following modes are availble:
Operational The default setting for day-to-day use.

Initialization Sets the nShield HSM to start in pre-ini tialization mode. This allows
you to use the nShield HSM to cre ate a Security World or add the
module to an existing one.

Maintenance You cannot select this mode man ually. It is managed by the nShield
HSM and cannot be set by a user.

2.6.3. Identifying the current mode

You can check the current mode of the nShield HSM:
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¥ At the nShield HSM itself

¥ By using the enquiry command-line util ity from a client com puter

2.6.3.1. Checking the mode at the nShield HSM

2.6.3.1.1. The status LED

The nShield HSM Staus LED indicates the oper ational status of the mod ule.

Status LED

On, occasionally blinks off.

Flashes two short pulses, followed by a
short pause.

Flashes two long pulses followed by a
pause.

2.6.3.1.2. The front panel display screen

Description
Status: Oper ational mode

The module is in Operational mode and accepting commands. The
more frequently the Status LED blinks off, the greater the load on
the module.

Status: Initial ization mode

Existing Security World data on the mod ule has been erased. The
module is automatically placed in Initialization mode after a Security
World is created.

Status: Mainte nance mode

Used for reprogramming the mod ule with new firmware. The module
only goes into Maintenance mode during a software upgrade.

The nShield HSM screen shows a color-coded footer at the bot tom of the dis play when it is

not in Operational mode.

Footer color Text in footer
Yellow Initialization
Blue Mainte nance
Red HSM Failed

Meaning

The system is reboot ing or waiting for an Administra!
tor Card to be inserted.

An administrative task is being performed. This mode
is only entered during firmware upgrades.

The internal module has failed.

2.6.3.2. Checking the mode using enquiry

You can use the enquiry command-line utility to dis play information about the hard server

and the status of the nShield HSM.
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pher directory. This is usually /opt/nfast

dows)

To check the mode using enquiry :

(Linux) or C:\Pro gram Files\nCi pher\nfast (Win!

1. Sign in to the client com puter as a user, and open a command window.

2. Run the command:

Linux

opt/nfast/bin/enquiry

Windows

enquiry
Example out put:

Server:
enquiry reply flags  none
enquiry reply level  Six

serial number - R T
mode operational

version #AH

speed index Hitt

rec. queue #i.

version serial #

remote port (IPv4)  ###

Module #1:
enquiry reply flags  none
enquiry reply level  Six

serial number - HHEHE- Rt
mode operational

version #AH

speed index Hitt

rec. queue .

rec. LongJobs queue  ##

SEE machine type PowerPCSXF

In this example, the moddine shows that the nShield HSM is in operational mode.

2.6.4. Changing the mode

You can change the mode using:

¥ The front panel controls of the nShield HSM

¥ The nopclear fail  command-line utility from a client com puter
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2.6.4.1. Changing the mode using the front panel controls
To change the mode, use the front panel menu screens and dialogs to do the fol lowing:

1. Navigate to HSM > Set HSM mode.

2. Select Initialisation or Operational as required.

2.6.4.2. Changing the mode using remote mode and nopclearfail

You can enable or disable changing the mode remotely, see enable_remote modédn the
server_settings section or the Top-level menu chapter of the HSM Install Guide. Once you
have enabled remote mode changes, you can change the mode of the nShield HSM from a
computer using the nopclear fail command, without accessing the unit itself.

2.6.4.2.1. Available commands

You can use the following commands to change the mode of a mod ule:

Command Resulting mode
nopclear fail --oper ational | -O Operational
nopclear fail --ini tial ization | -I Pre-initialization

To change the mode, do the following:
1. Run either:

a. The nopclear fail --oper ational | -O  command.
or:

b. The nopclear fail --ini tial ization|-I ~ command.
When finished, the system responds with OK

The sysem responds with OKregardless of whether the mode of
| the nShield HSM has changed or not. To confirm that state of the
module, do the following:

2. Run the enquiry command.
The moddine of the Modile section displays the current mode.

2.7. Upgrading the image file and associated firmware:
network-attached HSMs
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2.7.1. Version Security Number (VSN)

Each Connect image file has a Version Security Num ber (VSN). In addition, the inter nal
module (HSM) firmware has its own individual VSN. This nunber is increased whenever we
improve the security of the image file and/or firmware.

We supply several versions of the mod ule firmware. You can always upgrade to firmware
with an equal or higher VSN than that cur rently installed on your mod ule.

The Version Security Num ber (VSN) stands as a safeguard to prevent earlier and potentially
less secure images and acconpanying firmware from being loaded onto the nShield HSM. It
prevents the loading of an image file with a lower VSN than the exist ing VSN. The VSN is
not incre mented with every release, but only in the event of a sig nificant security enhance!
ment to the nShield HSM and / or its inter nal module.

| The Connect image VSN is only available from the nShield HSM Front
- Panel UL.

2.7.2. Key data

During an upgrade Security World and key data are preserved on the RFS host computer.
Once you have upgraded the Connect image you must restore the unit to the Secu rity
World if you wish to con tinue using the key data.

' Adding or restoring a module will require authorisation from a quo rum of
. Administrator cards.

When upgrading the nShield HSM image file, client licenses and feal!

tures activations on the HSM will per sist. However, if you factory state

the unit dynamic fea tures are lost and must be re-enabled.

For more information, see Adding or restoring an HSM to the Security World .

Ensure you have a quaum of the ACS and that the ACS is available and

n operating correctly prior to com mencing any firmware upgrade. If you
do not, you will not be able to reload your Secu rity World on your
nShield HSM and you will not be able to use any of your keys.

2.7.3. Upgrading the Connect image

The Connect image (identified by the file exten sion .nff) is located on the .iso or DVD in the
nethsm-firmware directory. The image file contains all necessary components required to

nShield v13.9.6 HSM User Guide 106/415


https://nshielddocs.entrust.com/security-world-docs/secworld-admin/add-hsm-to-secworld.html#AddRestoreHSM
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/add-hsm-to-secworld.html#AddRestoreHSM
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/add-hsm-to-secworld.html#AddRestoreHSM
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/add-hsm-to-secworld.html#AddRestoreHSM
https://nshielddocs.entrust.com/security-world-docs/secworld-admin/add-hsm-to-secworld.html#AddRestoreHSM

Chapter 2. nShield Network-Attached HSMs

upgrade the nShield HSM.

Before upgrading, copy the direc tory con taining the .nff file from the .iso or DVD to the
nethsm-firmware directory on the Remote File System of the nShield HSM.

The following sections describe how to load this firmware pack age onto your nShield HSM.

2.7.4. Upgrading the Connect image using the front panel

Before upgrading your Connect image ensure that you have a working quorum of Adminis!
trator Cards from the ACS. You need these together with the files in /local to restore your
Security World on your nShield HSM after the upgrade.

To upgrade the Connect image:

1. Ensure that the Connect image file is named nCx3N.nff and located in the fol lowing
directory:

# Windows: %NFAST_HOME%\nethsm-firmware\sieer-\nCx3N.nff .

# Linux: /opt/nfast/nethsm-firmware/<ver  sion>/nCx3N.nff .

Where <version> is a subfolder containing the firmware image to be used for the
upgrade. There can be more than one<version> subfolder.

The directory <version> should match the image version string identified on the firmware
ISO. If you are not sure on the details, contact Entrust nShield Sup port,
https://trustedcare.entrust.com/

1. From the main menu on the unit, select System > Upgrade system.
2. Confirm that you want to upgrade the image file.

3. Select the direc tory that con tains the image file or firmware that you require. If mul ti!
ple Connect image directories are displayed, scroll to the relevant directory and select
it.

You are informed that the files are being trans ferred. The nShield HSM will disconnect
from the net work during the upgrade pro cedure and reconnect once the upgrade is
complete.

4. Verify the image version, HSM (firmware) version, and image VSN that are displayed,
and confirm the upgrade when prompted.

2.7.5. Upgrading the nShield HSM from a privileged client

The following description assumes the RFS and Client are sef@rate machines which an
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nShield HSM has already been corfigured to use. If you are using a combined RFS/Client,
then apply the fol lowing instructions to the same machine. The Client must have privileged
access to the nShield HSM.

The image upgrade file may be supplied as a separate item that must be copied into the sub
folder for its respec tive version. The default file name is NnCx3N.nff.

1. Ensure that the new image file is in the fol lowing folder on the RFS:
# Windows: %NFAST_ HOME%\nethsm-firmware\sioer

# Linux: /opt/nfast/nethsm-firmware/<ver  sion>

Where <version> is a sulfolder containing the image for the respec tive version.
There can be more than one <version> subfolder. The string <version> should
match the name of the ver sion folder in which the image is located on the ver !
sionOs firmware 1SO0.

If the <version> subfolder does not already exist on the RFS, it must be created by
a user with the necessary privileges.

2. List the image file(s) available on the RFS, run the folowing command from the Client:

>nethsmadminEm<n> -s <RFS_IP> -|

Where:

# <n>is the module number for the tar get nShield HSM
# <RFS_|IP3s the IP address of the RFS.

# Additionally the --rfs-hkneti=<RFS_HKNETI>and --rfs-esn=<RFS_ESN>ptions can
be set to enable secure authentication of the RFS. There are three possible cases:

% With out secure authen tication : The authentication of the RFS will be based
on the IP address only if the --rfs-hkneti  and --rfs-esn  options are not spec
ified.

% Soft ware-based authen tication : The--rfs-hkneti  option specifies the soft !
ware KNETI hash of the RFS. The-rfs-esn option shall not be specified.

<RFS_HKNETdan be obtained by running anonkneti -mO0 local host on the
RFS.

% nToken authentication : Only if an nToken (or local HSM) is installed in the
RFS. The--rfs-hkneti  and --rfs-esn  options specify the KNETI hash and
ESN of the nToken.

<RFS_HKNETdrd <RFS_ESNan be obtained by running ntokenerroll -H on
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the RFS.

For example, when the image file is located in the appro priately named <ver!
sion> folder:

>nethsmadmin -m1 -s 194.28.158.146 -|

Initiating RFS nethsm image check on 194.28.158.146...

Checking the nethsm-firmware directory on the RFS.

nethsm-firmware/VersionName/nCx3N.nff

nethsm-firmware/AnotherVersionName/nCx3N.nff

Images were successfully found on the RFS (194.28.158.146).

For example, if the version folder does not exist or its name is not cor rect, the
nethsmadnin command cannot find the image:

>nethsmadmin -m1 -s 194.28.158.146 -|
Initiating RFS nethsm image check on 194.28.158.146...

Checking the nethsm-firmware directory on the RFS.
No images found on the RFS (194.28.158.146).

3. In order to load (or upgrade) the Con nect image run the fol lowing command from the
Client:

>nethsmadminBEm<n> --upgrade-image=nethsm-firmware/<selected-image-version>/nCx3N.nff

Where:

# <n>is the module number for the tar get nShield HSM

# <selected-image-ver sion> specifies the version subfolder on the RFS containing
the firmware image you wish to load (upgrade) onto the nShield HSM.

For example

>nethsmadmin -m1 --upgrade-image=nethsm-firmware/VersionName/nCx3N.nff

Copy the path to the required image file as pro vided by the
available image list above. (Linux style path separators are used
irrespective of whether the Client or RFS are Windows or Linux
based).

For example:

>nethsmadmin -m1 -s 194.28.158.14 --upgrade-image=nethsm-firmware/VersionName/nCx3N.nff
Initiating appliance image upgrade using file nethsm-firmware/VersionName/nCx3N.nff...
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Upgrade operation state changed to: Image Transfer Initiated

Upgrade operation state changed to: Image Transferred

Upgrade operation state changed to: Image Verified

Not able to contact appliance because of reason(23): CrossModule,#1-ExplicitRequest,#2-Mode
Upgrade operation final state: Image Verified

Image upgrade completed.

Please wait for appliance to reboot.

Please wait for approximately half an hour for the appliance to internally upgrade.

The following line is expected and requires no action:

Not able to contact appliance because of reason(23): CrossModule,#1-ExplicitRequest,#2-Mode

The notification appears because the RFS/client cannot contact the nShield HSM.
Once the image is copied across, the nShield HSM will disconnect from the net !
work for the duration of the upgrade and recon nect once the upgrade is com !
pleted.

If the nShield HSM suffers a loss of power while you are
upgrading the image file or inter nal module firmware, exit the

nethsmadhin utility, wait until power is restored to the HSM,
then try to restart the process as shown above.

4. After the image upgrade has com pleted, run the enquiry utility to check the image ver!
sion of the tar get nShield HSM is as expected.

2.7.5.1. Enabling and disabling remote upgrade

You can enable or disable upgrading an nShield HSM remotely, seeenable_remote moddn
the server_settings section or the Top-level menu chapter of the HSM Install Guide. Once
you have enabled remote upgrade, you can upgrade an nShield HSM from a computer using
the nethsmadhin command, with out accessing the unit itself.

2.7.6. After firmware installation

After you have installed new firmware and ini tialized the HSM, you can create a hew Secul!
rity World with the HSM or reini tialize the HSM into an existing Security World.

If you are initializing the HSM into a new Security World, see Create a new Security World .

If you are re-initializing the HSM into an existing Security World, see Adding or restoring an
HSM to the Security World .
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2.8. Troubleshooting
This guide covers the following HSMs:

¥ nShield Connect
¥ nShield 5¢

It describes what to do if you have an issue with your HSM, or your Secu rity World Soft !
ware.

2.8.1. Checking operational status

Use the following methods to check the oper ational status of the mod ule.

2.8.1.1. Enquiry utility

Run the enquiry utility to check that your mod ule is working correctly. The enquiry utility is
in the bin subdirectory of the nCipher directory. This is usually:

¥ C:\Program Files\nCi pher\nfast for Windows.
¥ /opt/nfast  for Linux.

If the mod ule is working correctly, the enquiry utility returns the mes sage:

Server:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number — ##H-HiH-HHHH

Emode operational
Eversion #H-#-#
Espeed index HHHHHH
Erec. queue HHHHE HHH
E...

Eversion serial ~ #
Eremote port (IPv4) ###H

Module ##:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number HHH- -

Emode operational
Eversion H-#-#
Espeed index it
Erec. queue Hit, HHH

=

Erec. LongJobs queue ##

ESEE machine type  PowerPCELF

Esupported KML types DSAp1024s160 DSAp3072s256
Ehardware status ~ OK

If the out put from the enquiry utility does not show mode opeagtional , you can use the Sta
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tus LED to discover the status of the mod ule.

2.8.1.2. Status LED

The blue Status LED indicates the oper ational status of the mod ule.

Status LED Description
Off. Status: Power off or Standby mode

There is either no power supply to the mod ule or the module is in
Standby mode. If you suspect that there is no power sup ply,
check that the mod ule is properly connected and switched on.

If you believe the mod uleOs power suply unit has failed, contact
Support.

On, occasionally blinks off. Status: Oper ational mode

The module is in Operational mode and accepting commands.
The more frequently the Status LED blinks off, the greater the
load on the module.

Flashes two short pulses, followed by a Status: Initialization mode

short pause.
Existing Security World data on the mod ule has been erased.

The module is automatically placed in Initialization mode after a
Security World is cre ated.

On, occasionally blinks off. Status: Oper ational mode

The module is in Operational mode and accepting commands.
The more frequently the Status LED blinks off, the greater the
load on the module.

Status: Initial ization mode
Existing Security World data on the mod ule has been erased.

The module is automatically placed in Initialization mode after a
Security World is cre ated.

Flashes two long pulses followed by a Status: Mainte nance mode

pause.
Used for reprogramming the mod ule with new firmware.

(nShield Connect only ) . . .
The module only goes into Mainte nance mode during a software

upgrade.
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Status LED Description
Blue LED. Status: Mainte nance mode
(nShield 5c only ) Used for reprogramming the mod ule with new firmware.

The module only goes into Maintenance mode during a software
upgrade.

Flashes SOS, the Morse code digress code Status: Error mode

(three short pulses, three long pulses, three

short pulses). If the mod ule encounters an unrecoverable error, it enters Error
mode. In Error mode, the module does not respond to com mands

After flashing SOS, the Status LED flashes and does not write data to the bus.

a Morse code letter which identifies the

error. For internal security mod ules running firmware 2.6.1.2 and above,
the error code is also reported by the enquiry utility in the hard!

(nShield Connect only ) ware status field of the Modle and under hardware errors in

the hardserver log.

If a command does not complete successfully, the mod ule nor!
mally writes an error message to the log file and continues to
accept fur ther commands. It does not enter Error mode.

Flashes BIOS code. Status: Error mode

(nShield 5¢ only) If the mod ule encounters an unrecoverable error, it enters Error
mode. In Error mode, the module does not respond to com mands
and does not write data to the bus.

The error code is also reported by the enquiry utility in the hard!
ware sta tus field of the Modle and under hardware errors in
the hardserver log.

If a command does not complete successfully, the mod ule nor!
mally writes an error message to the log file and continues to
accept fur ther commands. It does not enter Error mode.

2.8.1.3. Audible warning

An audible warning sounds for some critical errors relating to the PSUs on the module. The
orange warning LED (seeOrange warning LED) accompanies the audible warning.

The warning sounds when only one of the two PSUs is powered and turned on. Check that:

¥ The rocker switch on both PSUs is in the on position.

¥ Both PSUs are comected to the mains sup ply.

If the audible warning continues, there might be a fault with one or both PSUs. Before inves
tigating further, switch off the audi ble alarm by navigating to the 1-2-5-3 Crit ical Errors
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screen. The orange warnng LED remains on until you resolve the issue.

For more information about iden tifying and replacing a failed PSU, see thenShield Power
Supply Unit Instal lation Sheet for your HSM.

2.8.1.4. Orange warning LED

If the orange warning LED is on, the module has encountered a critical error (for example,
overheating or PSU failure) that may require immediate action. To find the cause of a critical
error, navigate to System infor mation > View h/w diag nostics > Crit ical Errors.

2.8.1.5. Checking the physical security of the module

The physical security measures implemented on the mod ule include tamper detection. This
warns you of tam pering in an operational environment. For more information about tam per
detection, including the tam per warning messages, see thePhysical Security Checklist or
the Physical security of the HSM .

2.8.1.6. Display screen

When the module is in Mainte nance or Initialization mode, there is a color-coded footer at
the bot tom of the dis play screen. There is no footer when the module is in Operational

mode.

Footer color Text in footer Meaning

Yellow Initialization The system is reboot ing or waiting for an Administra!
tor Card to be inserted.

Blue Mainte nance An administrative task is being performed. This mode
is only entered during firmware upgrades.

Red HSM Failed The internal module has failed. SeeOrange warning

LED for more infor mation.

I ‘ Do not inter rupt power to the mod ule during a firmware upgrade.

The blue Status LED flashes to indicate the status of the inter nal secu!

rity mod ule.

2.8.1.7. Power button

The Power button, in combination with the dis play screen, indicates the general status of
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the module.

The display screen turns off auto matically if the front panel but tons are

| inactive for more than three min utes. Use the touch wheel to turn the

display screen back on.

Power but ton

On, flashes occasionally

Mostly off, flashes occa sionally

Flashes regularly

Flashes irreqularly

2.8.1.8. Ethernet LEDs

Display screen
On, displaying menus and dialogs

On, displaying messages but not dis
playing labels for the navigation but
tons

On, displaying messages but not dis
playing labels for the navigation but
tons

Off

On, with OCritcal ErrorO mesage

Off

Status
The module is operational.

The module is running an upgrade.
A color-coded footer indi cates the
specific status: yellow for initializa!
tion, red (maintenance) for upgrade.

The module is performing start-up.

The module is in Standby mode
(that is, it has been powered down
from the front panel using the
Power button). Press the Power but
ton to turn it on.

The module is unable to start-up or
has failed. The error mesage
describes the problem. If you can
remedy the problem, do so, and
press the Power button to restart
the module. Otherwise, contact Sup
port.

A low-level crit ical error has
occurred.

There are four Ethernet LEDs, two for each of the two Eth ernet ports on the mod ule. The

Ethernet LEDs indicate the status of the con nection with other Eth ernet devices.

Ethernet LEDs

Flashes reqularly
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(the Ethernet LEDs flash when the module is powering

up).
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Ethernet LEDs

Off

On, green only

On, green and orange

2.8.2. Module overheating

Status

There is no Ethernet link. The Ethernet cable is either
not con nected to the mod ule or the cable is not con!
nected to a func tioning Ethernet device.

Indicates a 10Mb or 100Mb Ethernet link.

Indicates a 1Gb Ethernet link.

If the inter nal module of the HSM exceeds the safe operating temperature, the unit stops
operating and displays the SOS-Terror message on the Status LED. SeeStatus LED for

details of the SOS-Terror message.

2.8.3. Log messages for the module

To view log messages from the main menu of the mod ule:

1. Select System > System infor mation .

2. Select either:
# View system log .

# View hard server log.

The client can store logs, and can config ure them to con tain dif ferent types of mes sage.

2.8.3.1. Information

This type of message indicates routine events:

nFast Server service: about to start
nFast Server service version starting

nFast server: Information: New client clientid connected

nFast server: Information: New client clientid connected - privileged

nFast server: Information: Client clientid disconnected

nFast Server service stopping

2.8.3.2. Notice

This type of message is sent for information only:

nFast server: Notice: message
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2.8.3.3. Client

This type of message indicates that the server has detected an error in the data sent by the
client (but other clients are unaf fected):

nFast server: Detected error in client behaviour: message

2.8.3.4. Serious error

This type of message indicates a serious error, such as a communications or memory failure:

nFast server: Serious error, trying to continue: message

If you receive a serious error, even if you are able to recover, contact Sup port.

2.8.3.5. Serious internal error

This type of message indicates that the server has detected a serious error in the reply from
the module. These mesages indicate a failure of either the mod ule or the server:

nFast server: Serious internal error, trying to continue: message

If you receive a serious internal error, contact Sup port.

2.8.3.6. Start-up errors

This type of message indicates that the server was unable to start:

nFast server: Fatal error during startup: message nFast Server service version failed init.
nFast Server service version failed to read registry

Reinstall the Security World soft ware, seelnstall the Security World soft ware. If reinstalla!
tion does not solve the prob lem, contact Sup port.

2.8.3.7. Fatal errors

This type of message indicates a fatal error for which no fur ther report ing is available:

nFast server: Fatal internal error

or
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nFast server: Fatal runtime error

If you receive either of these errors, con tact Sup port.

2.8.4. Utility error messages

This type of message might indicate an error status when you run a command line utility.

2.8.4.1. BadTokenData error in nShield modules

Some nShield modules are equipped with a rechargeable backup battery for main taining
Real Time Clock (RTC) opeation when the mod ule is powered down. This battery nor mally
lasts for up to two weeks if no power is sup plied to the HSM.

If the mod ule is without power for an extended period, the RTC time is lost. When this hap!
pens, attempts to read the clock (for exam ple, using the ncdate or rtc utilities) return a Bad
TdkenDataerror status.

The correct pro cedure in this case is to leave the HSM powered up for at least 10 hours to
recharge the battery, and then reset the clock. No other non volatile data is lost when this
occurs.

2.8.5. Storage error

This type of message might indicate that the HSM is run ning out of disc space. It is possible
that the logs gen erated by the HSM are taking up disc space. This type of error can be fixed
using the nShield Log Service. This sewice runs in the background and will auto matically
retrieves and removes audit logs from the HSM. To learn more about this service, see
nShield Audit Log Service

2.9. HSM maintenance

This guide covers the following HSMs:

¥ nShield Connect
¥ nShield 5c¢

The HSMs contain only two user-replace able parts:

¥ The PSUs.
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¥ The fan tray module.

Replacing a PSU or fan tray module does not affect FIPS 140 validations for the HSM, or
result in a tamper event. However, in the very rare event that a PSU or fan tray module
requires replacement, contact Sup port before car rying out the replace ment pro cedure.

Do not allow a fan tray to be removed from the HSM for longer than 30
minutes, otherwise a tamper event will occur.

For more information about replac ing either a PSU or the fan tray module, see the Instala!
tion Sheet that accom panies the replacement part.

! Breaking the security seal or dismantling the HSM voids your war ranty
cover, and any existing maintenance and support agree ments.

2.9.1. Flash testing the module

The module is designed to comply with IEC/EN/UL 62368-1 but should be tested only by
trained safety pro fessionals. Because the module is fitted with radio fre quency inter ference
suppressors, it is recommended that only a DC test be per formed.

I ‘ Repeated application of the flash test can dam age safety insulation.

2.10. Approved accessories
This guide covers the following HSMs:

¥ nShield Connect
¥ nShield 5¢

The following parts can be ordered with the HSM or sep arately.

Part Part number Comments

Slide rail assenbly AC2050 Optional slide rail assembly and fixing kit. For details of
contents, see the nShield Connect and nShield 5c
Slide Rails Instructions.

USB keyboard M-030099-L For more information about using a USB keyboard with
the HSM, see Connecting the optional USB keyboard.

Replacement fan tray mod AC2064 Includes installation instruc tions.
ule
Replacement PSU AC2057 Includes installation instruc tions.
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If you have an enquiry about any of the parts listed, con tact Sup port.

2.11. Resource Watchdog

The Resource Watchdog monitors useful infor mation such as CPU usage, ethernet inter!
face states and addresses, and reports it in the syslog of the Con nect. The Watchdog is
entirely con fig urable with its own bespoke con fig uration file.

It is possible to redirect the syslog of the Con nect to either the RFS or a client, for more
infor mation, see sys_log.

2.11.1. Enabling or disabling the Watchdog

The Resource Watchdog is disabled by default and starts auto matically at Connect boot. To
disable it, or to re-enable it, go in the FPUI to Menu System > System Con fig uration >
Watch dog Config > Enable watch dog and select the appropriate setting (ENABLE or DIS!
ABLE).

I ‘ Connect needs to reboot before Enable or Dis able setting takes place.

You can also modify the nethsm_watchdog section in the Connect con figuration file by set
ting enable_watch dog to yes or no. Then, push it to the Connect as usual using cfg-push !
nethsm.

The watchdog auto matically applies the new setting after a cycle (usu ally up to a minute).

2.11.2. Understanding the default settings

The default Watch dog Configuration File is as follows:

Network Devices:

- ethO

- ethl

- nshield0

Monitored Processes:

- hardserver

- netui

- cosmod

System Information Report:
E enabled: False

E interval: 1h

CPU Usage Monitoring:
E threshold: 180%

E interval: 60s

E frequency: 1h
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2.11.2.1. Network Devices

The Watchdog monitors when the eth ernet inter faces listed in its con figuration file change
state. By default, it monitors ethO , ethl and nshield0 (only available on nShield 5c). You can
add or remove ethernet inter faces from the con fig uration file.

A typical report looks like this:

Mar 13 10:47:50 nethsm nfwatchdog: Interface eth0 is now up.
Mar 13 10:47:50 nethsm nfwatchdog: Interface ethl is now down.

The Watchdog also monitors address changes on these interfaces. A typical report looks
like this:

Mar 13 10:47:50 nethsm nfwatchdog: The addresses of interface ethO have been set to ['00:60:€0:87:a1:59",
"172.23.135.129"].

Mar 13 13:58:25 nethsm nfwatchdog: The addresses of interface ethO have changed from ['00:60:€0:87:a1:59",
"172.23.135.8"] to ['00:60:€0:87:a1:59", "172.23.135.129"].

2.11.2.2. Monitored Processes

The Watchdog monitors when the processes listed in its con fig uration file start and stop.
By default, it monitors harderver, netui and cosmod. You can add or remove processes
from the con fig uration file. Please provide only the process name, do not include the path.

A typical report looks like this:

Mar 13 10:47:50 nethsm nfwatchdog: Process netui is not running.

Mar 13 10:47:50 nethsm nfwatchdog: Process hardserver is running: {"arguments": ["../sbin/hardserver", "-
Llogfile"], “children": [{"arguments": ["/opt/nfast/python3/bin/python3", "-ulBm", "nshield.entrypoint", "--",
"lopt/nfast/bin/hsc_servicehosts"], "children”: [], "name": "python3", "pid": 607, "status": "running", "uptime":
"0:00:01"}], "name": "hardserver", "pid": 598, "status": "sleeping”, "uptime": "0:00:01"}

If the process is running, the Watch dog reports, in JSON for mat, the process name, argul
ments, PID, uptime, status and children, if any.

2.11.2.3. System Information Report

The Watchdog can report System Infor mation. By default, the report is dis abled. To enable
it, set System Infor mation Report > enabled to yes.

By default, the System Infor mation Report is printed every hour (if enabled). To change the
interval, set System Infor mation Report > inter val to the desired inter val. This field can be
expressed in seconds, minutes, hours, or days. Exanples: 8h, 2d8h5m20s, 2m4s. A unit is
required.

nShield v13.9.6 HSM User Guide 121/415



Chapter 2. nShield Network-Attached HSMs

A typical report looks like this:

Mar 13 14:05:32 nethsm nfwatchdog: System Report for the Connect is {"system_uptime": "3:20:13.930539",
"virtual_memory": {"total": 8253513728, "free": 7962390528, "available": 7996977152, "used": 173985792},
"load_avg": [0.09, 0.04, 0.01]}

It contains the fol lowing infor mation in JSON for mat: * system up time * vir tual memory in
bytes (total, free and avail able, as defined in psutil) * system load over the last 1, 5 and 15
minutes, as defined in psutil. * The OloadO repsents the processes which are in a runnable
state, either using the CPU or waiting to use the CPU (for example, waiting for disk 1/O).

Field Value Comment

enabled True or False, default: False. Whether the System Infor mation Report is enabled.

interval An interval in seconds, minutes, The interval at which the System Infor mation Report is
hours or days, default: 1h. printed, if enabled. A unit (s, m, h or d) is required.

2.11.2.4. CPU Usage Monitoring

The Watchdog monitors both the global CPU usage on the Connect and the CPU usage per
process. Should the total CPU usage or the CPU usage of any process (as conputed with
psutilOs cpu_pesent func tion) be above the thresh old (default: 180%) for a sustained inter!
val (default: 60s), then the Watch dog will report it. This check is performed every hour by
default (CPU Usage Monitor ing > fre quency ).

A typical report looks like this:

Mar 13 10:48:44 nethsm nfwatchdog: Global CPU usage for the Connect is 92.1%, higher than the threshold of 90%.
Mar 13 10:48:44 nethsm nfwatchdog: CPU usage for the following processes is higher than the threshold of 90%.
Mar 13 10:48:44 nethsm nfwatchdog: Process hardserver, 90.5%: {"arguments": ["../sbin/hardserver", "-Llogfile"],
"children": [{"arguments": ["../sbin/hardserver", "--spawn-svc"], “children™: [], "name": "hardserver", "pid":

620, "status": "sleeping”, "uptime": "0:00:54"} {"arguments": ["/opt/nfast/bin/ncssh", "-id",
"lopt/nfast/services/client/ncoreapi/ssh/id_ecdsa", "-known-hosts", "/opt/nfast/services/module/5CA8-5A32-
80F2/ncoreapi/known_hosts", "-hosts", "/opt/nfast/services/module/hosts.txt", "-hostname", "nshield-5CA8-5A32-
80F2.local", "-port", "2203", "-user", "ncoreapi”, "ncoreapi", "operational"], "children": [], "name": "ncssh",

"pid": 626, "status": "sleeping"”, "uptime": "0:00:54"}], "name": "hardserver", "pid": 598, "status": "sleeping",

"uptime": "0:00:55"}

For each process, the Watchdog reports the process name, the CPU usage as reported by
psutilOs cpu_pesent, and in JSON format: the process name, arguments, PID, chidren, stal
tus and uptime.

The threshold must be a number between 0% and 100% x (number of CPUs on the Con!
nect). The % sign is optional. The default is 180%.

The interval is the time during which the Watch dog samples the CPU usage. This intewal is
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blocking, that is to say that the Watch dog is not able to perform any other mon itoring while
the sampling is happening. The default is 60s. This field can be expressed in seonds, min!
utes, hours, or days. Exanples: 8h, 2d8h5m20s, 2m4s. A unit is required.

The frequency sets how often the Watch dog performs the sampling. By default, the Watch
dog performs the CPU usage sanmpling for 60s every hour (fre quency = 1h). This field can be
expressed in seconds, minutes, hours, or days. Exanples: 8h, 2d8h5m20s, 2m4s. A unit is
required.

Field Value Comment

threshold A percentage between 0% and Threshold above which global CPU and process CPU
100% x number of CPU, default: usage is reported. The % sign is optional.
180%.

interval An interval in seconds, minutes, The interval during which the Watch dog com puted the
hours or days, default: 60s. CPU usage (both total and per process). A unit (s, m, h

or d) is required.

frequency A frequency in seconds, minutes, The frequency at which the Watch dog monitors the
hours or days, default: 1h. CPU usage. A unit (s, m, h or d) is required.

2.11.2.5. Other features

2.11.2.5.1. Zombie processes

On top of the afore mentioned con fig urable features, the Watch dog also monitors zombie
processes, or processes that are waiting for their par ent.

A typical report looks like this:

Aug 7 03:47:46 nethsm nfwatchdog: Information: Process netui exited, awaiting parent.
Aug 7 03:47:51 nethsm nfwatchdog: Information: 3 processes (netui, cosmod, hardserver) exited, awaiting parent.

2.11.2.5.2. Report filtering

Should any Watchdog event occur sev eral times in a row, the reports will be fil tered out, so
as not to flood the log. This will be reported by the Watch dog in the fol lowing way:

May 9 09:35:47 nethsm nfwatchdog: Global CPU usage for the Connect is 200.0%, higher than the threshold of
180.0%.

2.11.3. Reading or modifying the Watchdog Configuration File
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1. Create a Watchdog Config uration file called nfwatchdog.yml.new on your client with
your changes.

2. Prepare to push the new con figuration file. Perform one of the fol lowing:
# On the Connect UI:

I. On Menu System > System Con fig uration > Watch dog Config > Config
push mode, set push to on.

ii. On Menu System > System Con fig uration > Watch dog Config > Client
address, set the address of your client.

# Update the Con nect Configuration File directly:
i. Open the file and locate the [nethsm_watchdog] section.
ii. Set push to on.
iii. Set remote_ip to the IP of your client.
iv. (Option ally) Set remote_key hash as well. For more information, see con!
fig_op.
3. Push the Connect Configuration File as usual, for exanple using cfg-push nethsm.

4. Use the following command to send your new Watch dog Configuration File to the Con
nect:

sudo nfcp ./nfwatchdog.yml.new <connect_ip>:cfg-nfwatchdog

The Connect will pick up the new con figuration and the Watch dog will apply it after a
cycle (usually up to 1 minute). The sydog should show:

Feb 10 13:22:36 nethsm ../shin/config-update: found new pushed watchdog config, attempting to install
Feb 10 13:22:36 nethsm ../shin/config-update: successfully installed new watchdog config

The Connect will then push the cur rent configuration back to /opt/nfast’/kmdata/hsm-
<esn>/corfig on your client, alongside the Connect Config uration File, if you have
enabled [config_op] push.

2.11.3.1. Configuring via hardserver configuration file

The Watchdog can be configured using the hardserver config uration file, in the fol lowing
steps.

1. Set the Watch dog entries in the hard server config uration file.

[nethsm_watchdog]

# Start of the nethsm_watchdog section

# Connect Watchdog configuration. This section allows you to enable or disable
# the Connect Watchdog and set up config file push.
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# Each entry has the following fields:

#

# Enable the Connect watchdog. (default=no)

# enable_watchdog=ENUM

#

# Whether to allow a client to push new watchdog config files to the netHSM.
# If "on" then this effectively allows a client to remotely configure the

# nethsm_watchdog. (default=0ff)

# push=ENUM

#

# The IP address of the client allowed to push watchdog config files. If not
# set, or set to 0.0.0.0 or ::, allows ANY IP address to push on a new config
# file.

# remote_ip=ADDR

#

# The hash of the key that the authorised client should use to authenticate
# itself, or 40 zeros to indicate no key authentication required. (Default is

# 40 zeros).

# remote_keyhash=KEYHASH

enable_watchdog  This section allows you to enable or disable the Connect
Watchdog and set up config file push. The default is 'no'.

push Whether to allow a client to push new Watch dog config files
to the netHSM. If this is "on", it allows a client to remotely con
figure the nethsm_watch dog. The default is 'off'.

remote_ip The IP address of the client allowed to push Watch dog config
files. If this is not set, or set to 0.0.0.0 or :;, it allows any IP
address to push a new config file.

remote_keyhash  The hash of the key that the autho rised client should use to
authenticate itself, or 40 zeros to indi cate no key authentica!
tion required. The default is 40 zeros.

2. Restart the hardserver to load the updated con fig uration file.

3. Reboot the con nect if enabling or dis abling the Watch dog.

2.11.4. Troubleshooting

The Watchdog is designed to fall back to its default val ues in case the Watchdog Configura
tion File is missing or malformed. If the Watch dog does not behave as you intended, exam!
ine the syslog for clues.

| Factory stat ing the Connect makes the Watch dog Config uration File
. revert to its defaults.
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Error message

Could not open Watch dog Config uration File. Watch!
dog Configuration File has been restored to its default

state.

Watchdog Config uration File was unexpect edly
empty. Watch dog Config uration File has been

restored to its default state.

Could not read missing E field. Using default E instead.

Ignoring unrecognized category E from Watch dog
Configuration File. Valid categories are E

Ignoring unrecognized subcategory E from Watch dog
Config uration File. Valid subcategories are E

Could not parse any time infor mation from E in the
Watchdog Config uration File. Exanples of valid
strings: E Could not use E as E Using default E

instead.

Could not parse 'CPU Usage Monitoring/thresh old":

must be a number, not E

Could not parse 'CPU Usage Monitoring/thresh old'":
must be between 0% and 200%, not E

Likely cause

Watchdog Config uration
File is missng or contains
a YAML syrtax error.

Watchdog Config uration
File is missng or empty.

The field is missing or
there is a typo.

There is a typo in the cate
gory or it is out-of-date.

There is a typo in the sub!
category or it is out-of-
date.

The string is not a valid
time.

The threshold provided is
not a valid number.

The threshold provided is
not a number.

Solution

Push a new Watchdog
Config uration File.

Push a new Watchdog
Configuration File.

Update the Watch dog
Configuration File and
push it again.

Update the Watch dog
Configuration File and
push it again.

Update the Watch dog
Configuration File and
push it again.

Update the Watch dog
Configuration File and
push it again.

Update the Watch dog
Configuration File and
push it again.

Update the Watch dog
Configuration File and
push it again.

The intervals and frequencies at which the Watch dog works cannot be

available.

2.12. Valid IPv6 Addresses

This guide covers the following HSMs:

¥ nShield Connect
¥ nShield 5¢

enforced. That is, if the Watch dog is computing CPU usage and is due
to com pute the System Infor mation Report, it will do so as soon as it is

The following table provides a list of valid IPv6 addresses for each of the types of addresses
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recognized by certain parts of the system. For information on setting up IPv6 addresses,

see Configuring the Ethernet inter faces - IPv4 and IPv6.

Address type Address Range (inclusive) (FromEE|EEToExample
Unspecified
Loopback a1 a1 ul
Local Unicast fc00:: fAff. ffff ffff. ffff . £ fff fdf8:f53b:82e4::53
f:ffff
Link-local fe80:: febf: ffff. ffff. ffff. . . fff fe80::200:5aee:feaa:20a2
f:ffff
Site-local (depre ciated) fecO:: feff:ffff: ffff ffff: fff . ff fec0::100:abc:22
f:ffff
Teredo 2001:: 2001 O:ffff . ffff. fff: ffff: ffff 2001:0:4136:e378:8000:63bf:3fff:fdd2
ffff
Benchmarking 2001:2: 2001:2:0:ffff: ffff. ffff ffff. ff 2001:2:0:6¢::430
ff
Orchid 2001:10:: 2001 1. FFff Ffff: fff; fiff 2001:10:240:ab::a
ffff
6to4 2002:: 2002:ffff.fiff. fff: fff . f 2002:ch0Oa:3cdd:1::1
fff ffff
Documentation 2001:db8::  2001:db8:ffff:ffff: ffff . ffff.f 2001:db8:8:4::2
fff: ffff
Global Unicast 2000:: RilRiiniiRiiRiiisiiinii 20ab:45:fa::adb5
f:ffff
Multicast ff00:: iR RuRRR ff01::2
ffff
I ‘ The availble addresses in the Global Uncast range are not contigu ous.

2.13. Remote File System Volumes

The hardserver (Linux) or nFast Server (Windows) service restricts the paths that can be

shared as RFS (Remote File Syem) volumes using the remote_file_sys temsection of the

config file or using the rserver perm --accessfiles command-line configuration.

By default, the fol lowing paths are permitted:

¥ /opt/nfast/kmdata  (Linux).
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¥ %NFASTMBATA%ypically C:\Pro granData\nCipher\Key Maragement Data (Windows).

¥ Any path that was cre ated by the rfs-setup utility and associated with RFS volumes to
prepare an RFS for an nShield HSM or for use with therfs-sync utility.

¥ Subdirectories of permitted paths.

If you want to add cus tom paths not included in this list as RFS volumes, you must add
them to the list of per mitted paths before start ing the hardserver (Linux) or nFast Server
(Windows) service. If you make these changes after starting the service, you need to
restart it for the changes to take effect.

You can update the list of per mitted paths by either set ting the NFSERV_RFS_ALLOWED !
PATHS envronment variable (see Allow custom RFS paths with an environment variable) or
by creating an additional config.secure configuration file (see Allow custom RFS paths
with a configuration file .)

2.13.1. Allow custom RFS paths with an environment variable

Linux

1. If the /etc/nfast.conf file does not already exist, create it.
This file must only be writable by root. This is enforced by nShield start-up scripts.

2. Add the NFSERV_KFALOWEBATHS®Snvironment variable to the nfast.conf file
with a colon-sep arated list of paths (/<path>/share ).

For example, to share pathl and path 2 (spaces are pemitted):

export NFSERV_RFS_ALLOWED_PATHS=/pathl/share:/path 2/share

Windows

Create the NFSERV_RFALOWEBATHSNvironment variable in the global system envi!
ronment variables with a semicolon-sep arated list of paths (\<path>\share ).

For example, to share pathl and path 2 (spaces are pemitted):

C:\pathl\share;D:\path 2\share

2.13.2. Allow custom RFS paths with a configuration file

1. Create the config.secure in/opt/nfast/hard server.d (Linux) or the %PRERAM
DATA%\n@hernhard server.d directory, which is typ ically C:\Pro granData\nCi!
pher\hard server.d\con fig.secure .
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2. Add the paths as values in anrfs_al lowed paths JSON array. The JSON must be valid.
For example, to share pathl and path 2 (spaces are pemitted):

Linux

{
E "rfs_allowed_paths" : ["/path1/share", "/path 2/share"]

}

Windows

{
E "rfs_allowed_paths" : ['C:\\path1\\share", "D:\\path 2\\share"]

}

You must use a backslash (\) to escape the backslashes in the
. path.
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3. nShield PCle HSMs

3.1. Client software and module configuration: PCle and
USB HSMs

This chapter describes soft ware and module config uration tasks that you can choose to per
form after the ini tial installation of Secu rity World Soft ware and hardware.

You must determine whether partic ular config uration options are nec essary or appropriate
for your instal lation. The additional configuration options described in this chap ter can be
performed either before or after the cre ation of a Security World (as described in Create a
new Security World ) and an OCS (as described inCreating Operator Card Sets (OCSs)).

3.1.1. About user privileges

Cryptographic security does not depend on con trolling user privileges or access but main!
taining the integrity of your sys tem from both delib erate or accidental acts can be
enhanced by appropriate use of (OS) user privileges.

3.1.2. Set up client cooperation

You can allow an nShield HSM to automatically access the remote file system (RFS) belong
ing to another nShield HSM and share the Security World and key data stored in the Key
Management Data directory. Client hardware security mod ules that access data in this way
are described as coop erating clients.

To configure client coop eration for other clients or hard ware security mod ules that are not
nShield HSMs, seeClient coop eration.

3.1.2.1. Useful utilities

¥ anonkneti

¥ rfs-sync

3.1.2.2. Setting environmental variables

This section describes how to set Secu rity World Soft ware-spe cific environment variables.
You can find detailed infor mation about the envi ronment variables used by Security World
Software in Environment variables.
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Linux

You can set Security World Soft ware-specific environment variables in the file
/etc/nfast.conf . This file is not created by the instal lation process: you must cre ate it
yourself. /etc/nfast.conf  is executed by the start-up scripts of nShield HSM ser vices
as the root user. This file should only contain shell commands that can safely be run in
this context. /etc/nfast.conf  should be created with access per missions that allow
only the root user to write to the file.

I Ensure that all variables are exported as well as set.

Windows

You can set Security World Soft ware-specific environment variables as follows:

1. Open the System dialog by clicking System in the control panel menu.
2. Select the Advanced tab and click the Environment Vari ables button.

3. To add a varable, click New . Alternatively, to edit an exist ing variable select an
entry in the System Vari ables list and click Edit.

4. In the Variable Name field, type or edit the name of the envi ronment variable (for
example, NFAST_HOME).

5. In the Variable Value field, type or edit the value to use.

6. Click the OK button to set the value, and then click the OK button to close the dia!
log.

7. Open the Administrative Tools dialog by clicking the Administrative Tools icon in
the Control Panel

8. Open the Services console by clicking the Services icon.

9. From the displayed list of services, select the nFast Server icon, and select Restart
the service.

3.1.2.3. Logging and debugging

Net work-attached HSMs: You can view logs generated by the nShield HSM and applica!
tions that use it on the unit front panel. Appli cation log messages are hardled on the client.

The Security World Soft ware generates logging infor mation that is con fig ured through a
set of four envi ronment variables:

¥ NFLOGILE
¥ NFLOGEVHERY
¥ NFLOG_DAIL
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¥ NFLO@®AEGORIES

If none of these log ging environment variables are set, the default behavior is to log noth'!
ing, unless this is overidden by any individual library. If any of the four log ging variables are
set, all unset variables are given default values.

Detailed infor mation about con trolling logging infor mation by means of these environment
variables is supplied in Logging, debugging, and diagnostics.

Some components of the Secu rity World Soft ware generate separate debugging infor ma!
tion which you can man age differently. On network-attached HSMs, debug ging infor mation
for applications is handled on the client.

If you are setting up the unit or the client to develop soft ware that uses it, you should con!
figure debugging before com mencing soft ware development.

3.1.3. Configuring the hardserver

The hardserver handles secure transactions between the HSMs con nected to the host com
puter and applications that run on the host com puter. In addition, the hardserver, for exam!

ple:

¥ Controls any Remote Operator slots that the HSM uses
¥ Loads any SEE (Secure Exeution Engine) machines that are to run on the HSM

¥ Enables Remote Administration and provides the com munication channel between the
Remote Administration Service and the HSM

The hardserver can handle transactions for multiple HSMs. This does not require configura!
tion of the hard server. For more information, see Using multiple modules.

The hardserver must be configured to control:

¥ The way the hardserver communicates with remote HSMs

¥ The way the hardserver communicates with local HSMs

¥ The import and export of Remote Oper ator slots

¥ The loading of SEE machines on to the HSM when the hardserver starts up
¥ The number of Dynamic Slots available on the HSM

¥ The port used to con nect to the Remote Admin istration Service

¥ Whether a Dynamic Slot needs to be exchanged with slot 0 of an HSM

¥ Timeout values for nShield Remote Administration Card presence assurance

¥ Configuring the audit log ging destination.
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The hardserver configuration file defines the con fig uration of the hard server. By default, it
is stored in /opt/nfast/kmdata/con fig/ (Linux) or %NFASTMBATA%\cdig (Windows), and
a default version of this file is cre ated when the Security World Soft ware is installed. See
Overview of hard server config uration file sections for an overview of the hard server config!
uration file, and see nShield HSM config uration files for detailed infor mation about the var i!
ous options available through it.

In some previous releases of the Security World Soft ware, hardserver
configuration was controlled by environment variables. The use of these

variables has been deprecated. If any of these environment variables are
still set, they override the settings in the con figuration file.

You must load the config uration file for the changes to the con figuration to take effect.
To configure the hardserver, follow these steps:

1. Save a copy of the configuration file, /opt/nfast/kmdata/con fig/ (Linux) or %NFASTVK
DATA%\cdig\con fig (Windows), so that the configuration can be restored if nec es!
sary.

2. Edit the configuration file to con tain the required con fig uration. (See "Hardserver con!
fig uration files" for descrip tions of the options in the con figuration file.)

3. Runcfg-reread to load the new con fig uration.

If you changed the server_startup section of the hard server configu
ration file, you must restart the hard server instead of running cfg-

reread. For more information, see Stopping and restarting the hard!
server.

4. Test that the hard server is configured correctly by run ning the enquiry command-line
utility.

Check that an HSM with the cor rect characteristics appears in the out put.

5. Test that the client has access to the Secu rity World data by run ning the nfk minfo com
mand-line util ity.

Check that an HSM with the cor rect ESN appears in the output and has the state 0x2
Usable.

3.1.3.1. Overview of hardserver configuration file sections

See nShield HSM config uration files for a full explanation of the con fig uration files.
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3.1.3.1.1. Configure remote HSM connections

You configure the hardserverOs comunications with remote HSMs in the server _re !
motecommsection of the hard server config uration file. This section defines the port on
which the hard server listens for com munications from remote HSMs. You need to edit this
section only if the default port (9004) is not avail able.

For detailed descriptions of the options in this sec tion, see server_remotecomms .

For information about con fig uring the Remote Operator feature (Remote Operator slots),
as opposed to remote HSMs, see Remote Operator .

3.1.3.1.2. Hardserver settings

You configure the hardserverOs seings in the server_set tings section of the con fig uration
file.

This section defines how con nections and hardserver logging are handled. These setings
can be changed while the hardserver is running.

For detailed descriptions of the options in this sec tion, see server_settings.

3.1.3.1.3. Hardserver performance settings

You config ure the hardserver performance settings in the server_performance section of
the configuration file.

This section deter mines whether multi-threaded per formance scaling is enabled or not. By
default, scaling is not enabled. Any changes you make to the settings in this section do not
take effect until after you restart the hard server.

For detailed descriptions of the options in this sec tion, see server_perfor mance.

3.1.3.1.4. HSM settings
You configure the HSMOs seings in the modile_set tings section of the con fig uration file.

This section defines the set tings for the HSM that can be changed while the hard server is
running.

For detailed descriptions of the options in this sec tion, see module_settings.

3.1.3.1.5. Hardserver start-up settings

nShield v13.9.6 HSM User Guide 134/415



Chapter 3. nShield PCle HSMs

You configure the hardserverOs start-up setings in the server_startup section of the con fig
uration file.

This section defines the sock ets and ports used by the hardserver. You need to change this
section only if the default ports for priv ileged or unprivileged connections (9000 and 9001)
are not available.

Windows only

You should use the nt_privpipe_users option to define the name of the

user who is allowed to carry out priv ileged operations, for example,
using the nopclear fail utility. See nt_privpipe_users for more infor mal

tion.

For detailed descriptions of the options in this sec tion, see server_dartup .

3.1.3.1.6. SEE machines

You config ure the hardserver to load SEE machines on start-up in the load_seemahine sec!
tion of the con fig uration file. The SEE Activation feature must be enabled on the HSM, as
described in Optional features.

This section defines the SEE machines and optional user data to be loaded, as well any
other applications to be run in order to ini tialize the machine after it is loaded.

For detailed descriptions of the options in this sec tion, see load_seemachine.

For information about SEE machines, seeCodeSafe applications.

3.1.3.1.7. Remote Operator slots

You configure Remote Operator slots in the slot_im ports and slot_ exports sections of the
config uration file. These sections define the slots that are imported to or exported from the
HSM. This applies to the Remote Operator feature only.

For detailed descriptions of the options in these sec tions, see slot_imports and slot_ex!
ports.

The Remote Operator feature must be enabled on the HSM, as described in Optional fea!
tures.

3.1.3.1.8. Remote file system

Each clientOs remote file sytem is defined separately in the remote file_sys temsection of
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the configuration file with a list of HSMs that are allowed to access the file sys tem on the
given client. For infor mation about set ting up client coop eration, see Client coop eration.

Theremote_file_sys temsection is updated auto matically when the

" rfs-setup utility is run. Do not edit the remote_file_sys temsection man

ually.

As a reference, for detailed descrip tions of the options in this sec tion, see remote_file_sys!
tem.

3.1.3.1.9. Audit logging

You config ure the hardserverOs audit loging in the audit log_set tings section of the con fig
uration file.

This section defines the host IP address and port used as the destination for the sys log out!
put of the audit log ging capability. Option ally, the audit logging messages can be copied to
the hardserverOs log file.

For further details see Audit Logging.

I The hardserver needs to be restarted for these set tings to take effect.

3.1.3.2. Using multiple modules

The hardserver can communicate with mul tiple modules connected to the host. By default,
the server accepts requests from appli cations and submits each request to the first avail !
able module. The server can share load across buses, which includes the abity to share load
across more than one module.

If your application is multi-threaded, you can add addi tional mod ules and expect perfor!
mance to increase proportionally until you reach the point where cryp tog raphy no longer
forms a bottleneck in the system.

3.1.3.2.1. Identifying modules
Modules are identified in two ways:

¥ By serial number
¥ By ModlelD.

You can obtain the ModilelD 's and seiial numbers of all your modules by running the
enquiry command-line utility.
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