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Chapter Preface

This guide describes how to write appli cations using the nCore API, the native application
programming inter face for nShield mod ules. It also describes vaiious programming libraries
and utility func tions that Entrust sup plies.

Read this guide in conjunction with the nCore APl doc umentation located in:

¥ Windows: %NFAST_ HOME%hdect\ncore\htmi\index.html  (C) and
%NFAST_HOME%\java\docs\index.htfdava)

¥ Linux: /opt/nfast/doc  ument/ncore/html/index.html  (C) and
/opt/nfast/java/docs/index.html (Java).
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Chapter 1. Read this guide if E

1. Read this guide if E

Read this guide if you are an application devel oper who is writing crypto graphic applica!
tions using the nCore API.

If you are writing an application using a standard API, such as Java JCE/JCA, MS CAPI,
CAPI NG or PKCS #11, use the apprpriate nShield API guide.

The nCore Developer Tutorial:

¥ explains the nCore programming architecture
¥ presents a tuto rial on using the nCore APl in C

¥ presents a tutorial on using the nCore API in Java
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Chapter 2. Further information

2. Further information

This guide forms one part of the infor mation and support pro vided by Entrust.
The nCore APl Documentation is supplied as HTML files installed in the following locations:

¥ Windows:
" API reference for host: %NFAST HOME%hdeat\ncore\html\index.html
" API reference for SEE: %NFAST HOME%haect\csddoc\html\index.html
¥ Linux:
" API reference for host: /opt/nfast/doc ument/ncore/html/index.html

" API reference for SEE:/opt/nfast/doc  ument/csddoc/html/index.html

The Java Generic Stub classes, nCpherKM JCA/JCE provider classes, and Java Key Marage
ment classes are supplied with HTML doc umentation in standard Javadocformat, which is
installed in the appropriate nfast\java or nfast/java directory when you install these
classes.
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Chapter 3. Security advisories

3. Security advisories

If Entrust becomes aware of a security issue affect ing nShield HSMs, Entrust will publish a
security advisory to customers. The security advisory will describe the issue and provide rec
ommended actions. In some circumstances the advisory may recommend you upgrade the
nShield firmware and or image file. In this situation you will need to re-present a quo rum of
administrator smart cards to the HSM to reload a Security World. As such, deployment and
mainte nance of your HSMs should consider the procedures and actions required to
upgrade devices in the field.

The Remote Administration feature supports remote firmware upgrade

of nShield HSMs, and remote ACS card presentation.

We recommend that you mon itor the Announce ments & Security Notices sec tion on
Entrust nShield, https://trustedcare.entrust.com/ , where any announcement of nShield
Security Advi sories will be made.

3.1. Contacting Entrust nShield Support

To obtain support for your prod uct, contact Entrust nShield Sup port,
https://trustedcare.entrust.com/
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Chapter 4. nCore architecture

4. nCore architecture

This section describes the inter action between your appli cation and an nShield module that
occurs when performing the fol lowing crypto graphic tasks:

¥ generating a key
¥ |loading a key

¥ transacting a command on a module

4.1. Programming environment architecture

The following diagram illustrates typ ical architecture in which one would use the nCore API:

Client

/— Cryptographic aprp]ir:alion-\ Hard disk

4 hardserver N
N J

i Module 1 *-.I Il Module n i

)

In the typical programming environment architecture diagram:

¥ Client :EThe corputer on which your cryp tographic application runs.

¥ hardserver:EAn intemediary between applications and module. The hardserver is
responsible for routing commands to modules, and returning the reply from the mod ule
to the calling application.

¥ Module:EThe hardiare that performs cryp to graphic tasks.

4.2. Generating a key

Keys generated using the nCore API are generally stored in encrypted form on the hard disk
of the com puter running the cryp tographic application. The key blob that contains the
encrypted key infor mation is generated by a module when an application uses the module
to generate a key.
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Chapter 4. nCore architecture

The following diagram illustrates the inter action between your cryp to graphic application
and the Security World that occurs dur ing the key-gen eration process:

4 Client N\
,/_ Cryptographic application Hard disk
i Raves ::T:khlﬂhm J - Key hiab \
/ hardserver
¥
Forwards the Fetums key blob o
reqquest 1o an requesting
appropriate module appl ication
(/ Module \

T

Ghereraties sl
mirypls reguesbed
key

Retlums key bloh 1o
hardserver

&

# Creates key blob

o /

A key blob can only be decrypted by a mod ule that has a record of the key that was used to

encrypt the infor mation in the key blob. A key blob contains key information and an Access
Control List (ACL) which defines who can use the key and what oper ations the key can be
used for.

4.3. Loading a key

Because key information is encrypted in a key blob, the key itself can not be used to per!
form a cryptographic operation until it is decrypted. To use a key, you first need to load the
encrypted key blob into a mod ule. The key blob is decrypted using a key stored on the mod
ule, and a hardle or object ref erence to the key is returned to your appli cation.

In most cases it is necessary to provide authentication in the form of a smart card and/or a
passphrase before using a key. The user inteaction that prompts for authen tication to be
provided is handled by the nCore API.

The following diagram illustrates the key loading process:
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Chapter 4. nCore architecture

4 Client N

r’/- Cryptographic application -\\

Oibinin sutharization
10 band the key / Hard disk '-.

b4

Serwd hizy Il 10
hardserver
Use key handle
. f / -
(/ hardserver \\
¥
Route key blob to Foute key handle to
apprapriate module callimg applicoiion
F 1
/ Module \
T
Decrypl key Blok i ,
i s ey ¥ Rolum koy handle

4.4. Transacting a command

After an application has loaded a key, it can instruct a module to use the key to perform
cryptographic operations such as encryption, decryp tion, signing and verification. The fol!
lowing diagram illustrates the process of trans acting a command.
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Chapter 4. nCore architecture

/ Cryptographic application \\\
Fropare comimand —
i ki b ™ Foceve result
i 1
/ hardserver ‘\\
¥
Ronite cornmard oo K!.H.‘I.' r\cm_:l.l I.-n
appropriate module calling applicatson
F Y
,/’_ Module —‘\,
¥
Lookup key
¥
Perlorm commind
using key | Retum result

\ U

C tuto rial explains how to write a C application that:

¥ creates a connection to the hard server
¥ generates a key
¥ loads a key onto a module

¥ transacts a command with the mod ule to use the key to encrypt a file. Java tutorial
explains how to write a similar Java application which signs a file.
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Chapter 5. C tutorial

5. C tutorial

5.1. Overview

This overview section provides a description of how to achieve two fun damental nCore API
programming tasks: connecting to the hard server and transacting a command. These two
tasks are common to almost all cryp tographic applications. The rest of this chapter works
through a simple example of a basic crypto graphic application.

All applications that require nCore func tion ality first need to cre ate a connection to a hard!
server running on an nShield module. The folowing diagram illustrates the steps required to
create a connection to a hardserver running on Entrust hardware:

Drefine call conbext structhure
NFast_Call_Context

T

Define memony allocation upcalls
NFast_Malloc_Lpcalls

T

Drefine thread handing upcalls
NFast_MewThreadUpcalls

T
Initialize the apphcation hande

NFast_Application
Passing upcall structures

L

Connect o the hardserver using
MFastApp_Connect

When connected to the hard server, an application can send an M_Camando a module. The
module processes the command and then returns the results along with any rel evant error
and status codes. The following diagram illustrates the process of trans acting a crypto!
graphic operation with the mod ule:
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Chapter 5. C tutorial

/ Client "

Populate
M _Compnand

Al

Transact

T

Wait until reply is

I module Y

Perform operation

T

Papulate M_Sestus

received —
T
Check M_Stane
code and use Fﬂalnla.mli R.cll.urn
M Reply | Reply structure

./ —_

The M_Rgly structure contains the results of the oper ation and an M_$ tus message that
indicates the out come of the oper ation. If a problem was encountered, the M_% tus value
gives an indication of what went wrong. The M_Rply contains the results of the com mand,
for example, a key hardle or the bytes of an encrypted file.

5.1.1. nCore API functionality used in this tutorial

This tutorial uses the following libraries from the nCore API. You may find it useful to famil !
iarize yourself with these libraries by reading the API documentation, which is located at
<nfast_dir>/doc ument/ncore/html/index.html

¥ nfkm.h

This library provides Security World func tion ality, for example, card-loading libraries,
key-generation, and key-loading.

¥ nfint types.h

This library is a utilty library that pro vides standard integer types.
¥ nffile.h

This library is a utilty library that pro vides file manipulation func tion ality.
¥ simplebignum.h

This library is a utiity imple mentation of bignum func tion ality.

nCore v13.9.6 Developer Tutorial 10/247



Chapter 5. C tutorial

¥ ncthread-upcalls.h

This library is a thread-handling library.
¥ rgcard-applic.h

This library is a card-loading library.
¥ rqcard-fips.h

This library is a card-loading library for use in a FIPS 140 Level 3 (Feéral Information
Processing Standards) environment.

5.1.2. Variables used in this tutorial

The following table lists and describes the variables used in this tutorial. Throughout this
tuto rial you may wish to refer to this ta ble. You may also find it useful to con sult the API
documentation of the listed types.

Variable Name Variable Type Description

rc M_Stus Status code returned by oper ations

worldinfo NFK Worldinfo Information about a Security World

app NFast_ApHamulle The application handle

app_init_args NFastAplni tArgs Used to initialize the application

conn NFastAp_Comection The connection to a hardserver

modile info NFH#1 Modile Info Contains infor mation about the mod ule being used

keyi dent NFK_Keydlent The name of the key

keyinfo NFH#I_Key Information about the key

keyid M_KeylID The key loaded into the module

Itid M_KeyID The card set loaded into the mod ule

keytype M_KeYype The cryptographic key type, for example, KeyType!
_DSA

mech M_Mech The encryption mech anism used, for example,
Mech_DSA

sig bytes M_Byt8lock The marshaled signature

iv M_IV The initialization vec tor

conmand M_Camand The command sent to mod ule
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Variable Name Variable Type Description

reply M_Rely The reply returned by the mod ule

idch M_KeylID The ID of the channel used for streaming

rgcard RQCard The card-loader handle

rqcard_fips RQCardrIPS The card-loader handle used in a FIPS 140 Level 3 envi
ronment

5.2. Before connecting to the hardserver

The nCore API provides mechanisms that allow you to con trol how thread ing, memory allo!
cation, and numbers larger than the available C data types are handled, through an upcall
mechanism. Specifying these upcalls is optional. Also optional is the call context struc ture,
which can contain any contextual infor mation that your appli cation might require to keep
track of. If you define your own upcalls and call con text they must be sup plied as argu!
ments when initializing a handle to the hard server.

5.2.1. Declaring a call context

Many nCore functions take a call context argument, cctx or ctx , which is passed on to
upcalls. The call cortext struc ture can be used for any purpose required by an application.
For example, the call context could iden tify an appli cation thread.

The following code shows an example declaration of a call context struc ture:

struct NFast_Call_Context {
E int notused;

h

5.2.2. Declaring memory allocation upcalls

By default the nCore APl manages memory by using the standard C library functions mall
loc, real loc, andfree . To cugomize memory management, define a collection of mem ory
allocation upcalls and pass this collection when initializing the application handle. For exam
ple, a heanily threaded application may allocate memory per thread, and have separate appli
cation handles per thread, to avoid contention. In this code exam ple the memory allocation
upcalls re-direct back to the default mem ory application func tions. The call context cctx
and the transaction context tctx can contain any context infor mation required by your
application.
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const NFast_MallocUpcalls mallocupcalls = {
E local_malloc,

E local_realloc,

E local_free

b

static void *local_malloc(size_t nbytes,

E struct NFast_Call_Context *cctx,

E struct NFast_Transaction_Context *tctx) {
E return malloc(nbytes);

}

static void *local_realloc(void *ptr,

E size tnbytes,

E struct NFast_Call_Context *cctx,

E struct NFast_Transaction_Context *tctx) {
E return realloc(ptr, nbytes);

}

static void local_free(void *ptr,

E struct NFast_Call_Context *cctx,

E struct NFast_Transaction_Context *tctx) {
E free(ptr);

}

5.2.3. Declaring threading upcalls

ncthread upcalls provides a mechanism to specify how threads are imple mented on the
target plat form. If an application needs to use a non-native thread model then the appli ca!
tion can either:

¥ fill in an nf_thread _upcalls structure with suit able upcalls and optionally write a transla
tion func tion xlate_c ctx_to_ncthread()

¥ or fill in an NFast_ThreadJgralls structure, and use NFAP_IF_THREADthe code exam!
ple below instead of NFAP_IF_NEWTHREAD

const NFast_NewThreadUpcalls newthreadupcalls = {

E &ncthread_upcalls,

E xlate_cctx_to_ncthread

b

static void xlate_cctx_to_ncthread(NFast_AppHandle app,
E struct NFast_Call_Context *cc,

E struct nf_lock_cctx **lcc_r) {

E *lcc_r=0;

}

5.2.4. Initializing the nFast application handle

The hardserver application handle is the main access point to nCore func tionality. The fol!
lowing code specifies the application initialization arguments and initializes the application
handle. The flags sent to the application initialization func tion in the fol lowing code exam!
ple are:
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¥ NFAP_IF_MALOGndicates that an application is setting its own mem ory allocation
upcalls

¥ NFAP_IF_BIGNUid necessary for any bignumoperations to work. The following code
example uses simplebignum upcalls

¥ One of NFAP_IF_ NEWTHRBANFAST _IF_THREABequired in threaded applications.
This code example does not perform any multi-threaded oper ations but the set ting are
included anyway for the pur poses of the example.

memset(&app_init_args, 0, sizeof app_init_args);

app_init_args.flags = NFAPP_IF_MALLOC|NFAPP_IF_BIGNUM|NFAPP_IF_NEWTHREAD;
app_init_args.mallocupcalls = &mallocupcalls;

app_init_args.bignumupcalls = &sbn_upcalls;

app_init_args.newthreadupcalls = &newthreadupcalls;

rc = NFastApp_InitEx(&app, &app_init_args, cctx);

5.3. Connecting to the hardserver

Now that appli cation handle is initialized, create a connection to the hard server, as shown
in the following code example. The NFastAp_Comect() automatically determines whether
to use pipes, local sockets, or TCP sockets, as appropriate.

rc = NFastApp_Connect(app, &conn, 0, cctx);

if(rc) {

E NFast_Perror("error calling NFastApp_Connect", rc);
E goto cleanup;

}

5.3.1. Getting Security World information

The following code reads in the Security World infor mation that is associated with the appli
cation handle. An application handle will only ever be associated with a single Security
World, which consists of one or more modules.

rc = NFKM_getinfo(app, &worldinfo, cctx);

if(rc) {

E NFast_Perror(“error calling NFKM_getinfo", rc);
E goto cleanup;

}

5.3.2. Setting up the authorization mechanism

The nCore API suports three types of key pro tection:
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¥ module protection
¥ passphrase protection

¥ card set protection.

The following three code examples demonstrate how to set up an appli cation to use card
set protection.

5.3.2.1. Initializing the card-loading libraries

The following code initializes the card-loading libraries, which are used later in the exanmple.
Card-loading libraries are bound to a single connection and to a single Security World.

rc = RQCard_init(&rgcard, app, conn, worldinfo, cctx);
if(rc) {

E NFast_Perror("error calling RQCard_init", rc);

E goto cleanup;

}

rqcard_initialized = 1;

5.3.2.2. Obtaining additional FIPS authorization

FIPS 140 Level 3 mode requires authaization for key-gen eration, which can be obtained
from either an Operator Card or an Administrator Card. The following code initializes the
FIPS 140 Level 3 code library, which seeks FIPS 140 Level 3 authazation when this is
required:

rc = RQCard_fips_init(&rqcard, &rqcard_fips);

if(rc) {

E NFast_Perror("error calling RQCard_fips_init", rc);
E goto cleanup;

}

rqcard_fips_initialized = 1;

5.3.2.3. Selecting a user interface

The following code selects the default user inter face for the plat form on which the exam ple
is running. The user interface will be displayed to the user when autho rization is required to
perform an operation.

rc = RQCard_ui_default(&rgcard);

if(rc) {

E NFast_Perror("error calling RQCard_ui_default", rc);
E goto cleanup;

}
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5.4. Generating a symmetric key

This section describes the key-gen eration process in detail. The process of generating a
symmetric key differs slightly from the process of gen erating an asymmetric key, so each is
described in a separate section. There is some repetition in the two sec tions.

This section does not explain how to use soft cards to protect keys. Soft
cards can be listed with NFKA_list soft cards() and loaded with NFK
M_loadsoft card() . For more information about using soft cards, see the

infor mation about nfkm.h in the nCore API documentation.

The following diagram illustrates the key-gen eration process:
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The code in this section makes use of the fol lowing variables:

Variable Name Variable Type Description

acl_params NFK1 Make&L Params Used to construct ACLs
blob_params NF#I Mak®lobs_Params Used when making blobs
keyinfo NFH#A_Key Information about a key
modile info NFK1 Modile Info The module to use
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Variable Name Variable Type Description

mc M_Made Cert A certifi cate from a mod ule
fip s140auh hardle NF#1 FIPS140Ath Harlle FIPS authaization

Itid M_KeyID A loaded card set

cardset NFH# CardSet Infor mation about a card set
modileid M_MadelD The ID of a module
cardhash NFK CardSel dent A hash of a card set

rc M_8tus A command return code
conmand M_Camand A command structure

reply M_Rely A command reply

5.4.1. Obtaining authorization and selecting a module

Keys are gererated on a specific mod ule and protected by some form of autho rization.
When a key is gererated the type of autho rization that is required to use the key is defined,
as well as the purposes for which the key is allowed to be used, for exam ple, only for encryp
tion and decryp tion, or only for signing and verification.

5.4.1.1. Using card set protection

The following code prompts the user to pro vide a card to protect the key that will be gen er
ated. The card set hash populates cardhashwhen the card-loader com pletes.

rc = RQCard_logic_ocs_anyone(rqcard, &cardhash,

E "Insert a card set to protect the new key");
if(rc) {

E NFast_Perror("error calling RQCard_logic_ocs_anyone", rc);
E goto cleanup;

}

5.4.1.2. Selecting a Security World module

Now that autho rization has been obtained, prompt the user to select a mod ule in the Secu!
rity World on which to gen erate the key. Alternatively you could use the RQCard_whiahod
ule_specific()  function to dic tate which mod ule will be used, or the NFK/_gé&us able modi
ule() function to use the first avail able module.

The module ID and a key ID for the desired card set on that module are assigned to the modl
uleid andltid variables when the card-loader com pletes.
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rc = RQCard_whichmodule_anyone(rqcard, &moduleid, &ltid);
if(rc) {

E NFast_Perror("error calling RQCard_whichmodule_anyone", rc);
E goto cleanup;

}

rc = rqcard->uf->eventloop(rqcard);

if(rc) {

E NFast_Perror("error running card loader", rc);
E goto cleanup;

}

The modileid ,id, andltid variables are now populated. Next, populate the modile info vari!
able for the cho sen module, and create a card set handle.

for(n = 0; n < worldinfo->n_modules; ++n)

E if(worldinfo->modules[n]->module == moduleid)
E break;

assert(n < worldinfo->n_modules);

moduleinfo = worldinfo->modules[n];

rc = NFKM_findcardset(app, &cardhash, &cardset, cctx);
if(rc) {

E NFast_Perror("error calling NFKM_findcardset", rc);

E goto cleanup;

}

Up to now in this example the application has performed actions com !
mon to generating either a symmetric key or an asymmetric key. The

process from here on dif fers depending on which key type is gen erated.

5.4.2. Preparing the key-generation command and ACL

Start by setting up some com mand parameters based on the infor mation we have already
gathered.

command.cmd = Cmd_GenerateKeyPair;
command.args.generatekey.params.type = keytype;
command.args.generatekey.flags = Cmd_GenerateKey_Args_flags_Certify;
command.args.generatekey.module = moduleinfo->module;

Keys are stored with an ACL, which defines which entities can perform oper ations with the
key. The next step is to populate the acl_paramsvariable with the infor mation needed to cre
ate the ACL that will be stored in the key blob along with the key we gen erate. In this exam!
ple the application sets the acl_params.f flags parameter to enable key recovery and spec!
ify the type of key pro tection to use. There are three options:

¥ card set protection

¥ module protection
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¥ passphrase protection.

This following code demon strates how to indi cate that a key should be protected by a card
set. In this case, the card set is the one selected earlier by the user in Selecting a Security
World module.

acl_params.f = NFKM_NKF_RecoveryEnabled|protection;
acl_params.cs = cardset;

The make ACL blob flags @acl_params.f) parameter must be same as the make blob flags
parameter (blob_params.f), so is set accordingly.

blob_params.f = acl_params.f;

The next step is to define in the ACL for which oper ations the key is allowed to be used. In
this example, the application specifies that the key can be used to sign, verify, encrypt, or
decrypt.

acl_params.op_base = (NFKM_DEFOPPERMS_SIGN
|INFKM_DEFOPPERMS_VERIFY
|INFKM_DEFOPPERMS_ENCRYPT
|INFKM_DEFOPPERMS_DECRYPT);

m m> m

The application is now ready to gen erate the ACL:

rc = NFKM_newkey_makeaclx(app, conn, worldinfo, &acl_params,

E &command.args.generatekey.acl, cctx);

The following code sets up further generate key command parameters. The parameters that
are required differ according to key type. For example, if an application is generating a Rijn!
dael key, you need to specify the length of the key required, in bytes:

command.args.generatekey.params.params.random.lenbytes = 128/8;

Generating a key in a FIF5140 Level 3 envionment requires that an application obtains
authorization (in this case, card set authorization) before attempt ing to generate a key. It is
possible that the card loader has already obtained the nec essary authorization from a prior
card-loading operation. In this case, the following call will retrieve this autho rization:

rc = RQCard_fips_get(rgcard_fips, moduleinfo->module, &fips140authhandle,
E 0);

If this call returns Status_ R@ardviusiCortinue , an application must explic itly attempt to

nCore v13.9.6 Developer Tutorial 19/247



Chapter 5. C tutorial

obtain the cor rect autho rization as follows:

rc = RQCard_fips_logic(rgcard);

if(rc) {

E NFast_Perror("error calling RQCard_fips_logic", rc);

E goto cleanup;

}

rc = RQCard_whichmodule_specific(rqcard, moduleinfo->module, 0);
if(rc) {

E NFast_Perror("error calling RQCard_whichmodule_anyone", rc);
E goto cleanup;

}

rc = rqcard->uf->eventloop(rqcard);

if(rc) {

E NFast_Perror(“error running card loader", rc);
E goto cleanup;

}
rc = RQCard_fips_get(rgcard_fips, moduleinfo->module, &fips140authhandle,
E 0);

Now that the appli cation has obtained the nec essary FIPS 140 Level 3 autheization (or can
celled the operation if the cor rect autho rization could not be obtained), it can use the autho
rization to autho rize the creation of the key.

rc = NFKM_newkey_makeauth(app, worldinfo, &command.flags, &command.certs,
E fips140authhandle, cctx);

if(rc) {

E NFast_Perror("error calling NFKM_newkey makeauth", rc);

E goto cleanup;

}

With or with out FIPS authorization, the application has now obtained all the infor mation nec
essary to transact a key-generation oper ation, so is now ready to send the key-gen eration
command to the selected mod ule. The reply is checked using the reply checking utility func
tion mentioned at the begin ning of the chap ter.

rc = NFastApp_Transact(conn, cctx, &command, &reply, 0);
rc = check_reply(rc, &reply, "error generating new key");
if(rc)

E goto cleanup;

The application has now generated a new key, but as yet the key exists only in the moduleOs
memory. Next, construct an NFKA_Kexkey information struc ture (keyinfo ) and then save it
to disk.

keyinfo->v = 8;

keyinfo->appname = keyident.appname;
keyinfo->ident = keyident.ident;
time(&keyinfo->gentime);
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The next step is to pop ulate the parameters of the blob_paramsstructure, which contains
the infor mation that is to be writ ten to the key blob. The following code also checks that a
key-generation certifi cate was included in the reply. The NFi1 Mak®lobsParamdflags blob_!
params.f must be the same as the flags passed to NFI_newkeynakealx() when the appli!
cation cre ated the private ACL.

mc =0;

blob_params.kpriv = reply.reply.generatekey.key;
if(reply.reply.generatekey.flags & Cmd_GenerateKey_Reply_flags_cert_present)
E mc = reply.reply.generatekey.cert;

if(cardset) {

E blob_params.It = Itid;
E blob_params.cs = cardset;

}
blob_params.fips = fips140authhandle;

The parameters required for the NFK_newkeynakélobsx() are now populated, and the
application is ready to cre ate the key blob. As this is a symmetric key type the appli cation
need only save a private key blob.

rc = NFKM_newkey_makeblobsx(app, conn, worldinfo, &blob_params, keyinfo, cctx);
if(rc) {

E NFast_Perror("error calling NFKM_newkey _makeblobsx", rc);

E goto cleanup;

}

if(mc) {

E rc = NFKM_newkey_writecert(app, conn, moduleinfo, blob_params.kpriv, mc,
E keyinfo, cctx);

E if(rc) {

E NFast_Perror("error calling NFKM_newkey_writecert", rc);

E goto cleanup;

E}
}

The keyinfo structure is now ready to be saved to disk.

rc = NFKM_recordkey(app, keyinfo, cctx);

if(rc) {

E NFast_Perror("error calling NFKM_recordkey", rc);
E goto cleanup;

}
rc = Status_OK;

5.4.3. Freeing memory

The final part of the key-gen eration process is the impor tant step of unload ing the key infor
mation in the mod ule.

NFastApp_FreeACL(app, cctx, 0, &command.args.generatekey.acl);
NFKM_cmd_destroy(app, conn, 0, reply.reply.generatekey.key,
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E "generatekey.key", cctx);
if(Itid) NFKM_cmd_destroy(app, conn, 0, Itid, "ltid", cctx);

If you are running your application in FIPS 140 Level 3 mode, NFK/_newkeynakeauth() cre!
ates a certifi cate list, which also needs to be freed:

if(command.flags & Command_flags_certs_present)
E NFastApp_Free_CertificateList(app, cctx, 0, command.certs);

NFastApp_Free_Reply(app, cctx, 0, &reply);
keyinfo->appname = 0;

keyinfo->ident = 0;

NFKM_freekey(app, keyinfo, cctx);
NFKM_freecardset(app, cardset, cctx);

This concludes the explanation of sym metric key-gen eration. The next section describes
the process of gen erating asymmetric keys.

5.5. Generating an asymmetric key

This section describes the asymmetric key-gen eration process in detail. The process of gen
erating a symmetric key differs slightly from the process of gen erating an asymmetric key,
so each is described in a separate section. There is some repetition in the two sec tions.

This section does not explain how to use soft cards to protect keys. Soft
| cards can be listed with NFHKA_list soft cards() and loaded with NFK
. M_loadsoft card() . See the nCore APl doaumentation of nfkm.h for more
infor mation about using soft cards.

The following diagram illustrates the key-gen eration process:
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The code in this section makes use of the fol lowing variables:

Variable Name
acl_params
blob_params
keyinfo

modie info

mc

fip s140auh hardle
Itid

cardset
modileid
cardhash

rc

conmand

reply

Variable Type

NFKI Make&L Params
NF#I Mak8lobs_Params
NF#I_Key

NFK Modile Info
M_Made Cert

NF#1 FIPS140Ath Harlle
M_KeylID

NFKA CardSet
M_MadelD

NFH#1 CardSetl dent
M_8tus

M_Camand

M_Rely

Description

Used to construct ACLs
Used when making blobs
Information about a key
The module to use

A certifi cate from a mod ule
FIPS autharization

A loaded card set

Infor mation about a card set
The ID of a module

A hash of a card set

A command return code

A command structure

A command reply

5.5.1. Obtaining authorization and selecting a module

Keys are gererated on a specific mod ule and protected by some form of autho rization.

When a key is gererated the type of autho rization that is required to use the key is defined,

as well as the purposes for which the key is allowed to be used, for exam ple, only for encryp

tion and decryp tion, or only for signing and verification.

5.5.1.1. Using card set protection

Proper authorization is required to gen erate a key. This exanple handles card set authoriza!

tion. The following code prompts the user to pro vide a card to protect the key that is to be
generated. The card set hash populates cardhashwhen the card-loader com pletes.

rc = RQCard_logic_ocs_anyone(rqcard, &cardhash,
E "Insert a cardset to protect the new key");

if(rc) {

E NFast_Perror("error calling RQCard_logic_ocs_anyone", rc);

E goto cleanup;

}
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5.5.1.2. Selecting a Security World module

Now that autho rization has been obtained, prompt the user to select a mod ule in the Secul!
rity World on which to gen erate the key. Alternatively you could use the RQCard_whiahodl
ule_specific()  function to dic tate which mod ule to use or the NFK_géus able modile()
function to use the first avail able module.

The module ID and a key ID for the desired card set on that module are assigned to the modi
uleid andltid variables when the card-loader com pletes.

rc = RQCard_whichmodule_anyone(rgcard, &moduleid, &ltid);
if(rc) {

E NFast_Perror("error calling RQCard_whichmodule_anyone", rc);
E goto cleanup;

}

rc = rqcard->uf->eventloop(rqcard);

if(rc) {

E NFast_Perror("error running card loader", rc);
E goto cleanup;

}

The modileid ,id andltid are now populated. The next step is to populate the modile info
variable for the cho sen module, and create a card set handle.

for(n = 0; n < worldinfo->n_modules; ++n)

E if(worldinfo->modules[n]->module == moduleid)
E break;

assert(n < worldinfo->n_modules);

moduleinfo = worldinfo->modules|n];

rc = NFKM_findcardset(app, &cardhash, &cardset, cctx);
if(rc) {

E NFast_Perror(“error calling NFKM_findcardset", rc);

E goto cleanup;

}

Up to now in this example the application has performed actions com !

mon to generating either a symmetric key or an asymmetric key. The
process from here on dif fers depending on which key type is gen erated.

5.5.2. Preparing the key-generation command and ACL

Start by setting up some com mand parameters based on the infor mation we have already
gathered.

command.cmd = Cmd_GenerateKeyPair;
command.args.generatekeypair.params.type = keytype;
command.args.generatekeypair.flags = Cmd_GenerateKeyPair_Args_flags_Certify;
command.args.generatekeypair.module = moduleinfo->module;
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Keys are stored with an ACL which defines which enti ties can perform oper ations with the
key. The next step is to populate the acl_paramsvariable with the infor mation needed to cre
ate the ACL that is stored in the key blob along with the key we gen erate. The application
sets the acl_params.f flags parameter to enable key recov ery, and specify the type of key
protection to use. There are three options:

¥ card set protection
¥ module protection

¥ passphrase protection.

This following code demon strates how to indi cate that a key should be protected by a card
set. In this case the card set is the one selected earlier by the user in Selecting a Security
World module.

acl_params.f = NFKM_NKF_RecoveryEnabled|protection;
acl_params.cs = cardset;

The make ACL blob flags acl_params.f) must be same as the make blob flags (blob_!
params.f), so it is set accordingly.

blob_params.f = acl_params.f;

The next step is to define in the ACL which oper ations the key is allowed to be used for.
Firstly the application defines the allowed uses for the pri vate key ACL. Theis_sign ing_on!
ly _keytype() function is not an nCore func tion:

if(is_signing_only_keytype(keytype))

E acl_params.op_base = NFKM_DEFOPPERMS_SIGN;

else if(is_encryption_only_keytype(keytype))

E acl_params.op_base = NFKM_DEFOPPERMS_DECRYPT;
else

E acl_params.op_base = (NFKM_DEFOPPERMS_SIGN

E INFKM_DEFOPPERMS_DECRYPT);

The application is now ready to gen erate the private key ACL.:

rc = NFKM_newkey_makeaclx(app, conn, worldinfo, &acl_params,
E &command.args.generatekeypair.aclpriv, cctx);

For asymmetric keys the application also defines a public key ACL.

acl_params.f = NFKM_NKF_PublicKey;
if(is_signing_only_keytype(keytype))

E acl_params.op_base = NFKM_DEFOPPERMS_VERIFY;
else if(is_encryption_only_keytype(keytype))

E acl_params.op_base = NFKM_DEFOPPERMS_ENCRYPT;
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else
E acl_params.op_base = (NFKM_DEFOPPERMS_VERIFY
E INFKM_DEFOPPERMS_ENCRYPT);

The public key ACL is created in the same manner as the private key ACL:

rc = NFKM_newkey_makeaclx(app, conn, worldinfo, &acl_params,

E &command.args.generatekeypair.aclpub, cctx);

The following code sets up further key generation com mand parameters. The parameters
that are required dif fer according to key type. For example, an application might use the fol
lowing code when generating a 1024 bit DSA key using strict key verification. For details of
the parameters required for the types of key you want to gen erate, see the relevant nCore
API documentation.

command.args.generatekeypair.params.params.dsaprivate.flags =
E KeyType_DSAPrivate_GenParams_flags_Strict;
command.args.generatekeypair.params.params.dsaprivate.lenbits = 1024;

Generating a key in a FIPS 140 Level 3 envbnment requires that an application obtains
authorization (in this case, card set authorization) before attempt ing to generate a key. It is
possible that the card loader has already obtained the nec essary authorization from a prior
card-loading operation. In this case, the following call retrieves this autho rization:

rc = RQCard_fips_get(rgcard_fips, moduleinfo->module, &fips140authhandle,
E 0);

If this call returns Status_ R@ardVviusiCortinue , an application must explic itly attempt to
obtain the cor rect autho rization as follows:

rc = RQCard_fips_logic(rqgcard);

if(rc) {

E NFast_Perror("error calling RQCard_fips_logic", rc);

E goto cleanup;

}

rc = RQCard_whichmodule_specific(rqcard, moduleinfo->module, 0);
if(rc) {

E NFast_Perror("error calling RQCard_whichmodule_anyone", rc);

E goto cleanup;

}

rc = rqcard->uf->eventloop(rqcard);

if(rc) {

E NFast_Perror("error running card loader", rc);

E goto cleanup;

}

rc = RQCard_fips_get(rgcard_fips, moduleinfo->module, &fips140authhandle,
E 0);

Now that the appli cation has obtained the nec essary FIPS 140 Level 3 autheization (or can
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celled the operation if the cor rect autho rization could not be obtained), it can use the autho
rization to autho rize the creation of the key.

rc = NFKM_newkey_makeauth(app, worldinfo, &command.flags, &command.certs,
E fips140authhandle, cctx);

if(rc) {

E NFast_Perror("error calling NFKM_newkey makeauth", rc);

E goto cleanup;

}

With or with out FIPS authorization, the application has now obtained all the infor mation nec
essary to transact a key-generation oper ation, so is now ready to send the key-gen eration
command to the selected mod ule. The reply is checked using the reply checking utility func
tion mentioned at the begin ning of the chap ter.

rc = NFastApp_Transact(conn, cctx, &command, &reply, 0);
rc = check_reply(rc, &reply, "error generating new key");
if(rc)

E goto cleanup;

The application has now generated a new key, but as yet the key exists only in the moduleOs
memory. Next, construct an NFK1_Kexkey information struc ture (keyinfo ) and then save it
to disk.

keyinfo->v = 8;

keyinfo->appname = keyident.appname;
keyinfo->ident = keyident.ident;
time(&keyinfo->gentime);

The next step is to pop ulate the parameters of the blob_paramsstructure, which contains
the infor mation that will be writ ten to the key blob. The fol lowing code also checks that a
key-generation certifi cate was included in the reply. The NFi1 Mak®lobsParamdflags blob_!
params.f must be the same as the flags passed to NFIKA_newkeynakealx() when the appli!
cation cre ated the private ACL.

mc =0;

blob_params.kpriv = reply.reply.generatekeypair.keypriv;

blob_params.kpub = reply.reply.generatekeypair.keypub;
if(reply.reply.generatekeypair.flags & Cmd_GenerateKeyPair_Reply_flags_certpriv_present)
E mc = reply.reply.generatekeypair.certpriv;

if(cardset) {

E blob_params.|t = Itid;

E blob_params.cs = cardset;

}

blob_params.fips = fips140authhandle;

The parameters required for the NFK_newkeynakélobsx() are now populated and the
application can now cre ate the key blob.
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rc = NFKM_newkey_makeblobsx(app, conn, worldinfo, &blob_params, keyinfo, cctx);
if(rc) {

E NFast_Perror("error calling NFKM_newkey makeblobsx", rc);

E goto cleanup;

}

if(mc) {

E rc = NFKM_newkey_writecert(app, conn, moduleinfo, blob_params.kpriv, mc,
E keyinfo, cctx);

E if(rc) {

E NFast_Perror("error calling NFKM_newkey writecert", rc);
E goto cleanup;

E}
}

The keyinfo structure is now ready to be saved to disk.

rc = NFKM_recordkey(app, keyinfo, cctx);

if(rc) {

E NFast_Perror("error calling NFKM_recordkey", rc);
E goto cleanup;

}
rc = Status_OK;

5.5.3. Freeing memory

The final part of the key-gen eration process is the impor tant step of free ing the memory

used by the application, so that no key infor mation remains in memory, which would make

the key vulnerable to attack ers.

NFastApp_FreeACL(app, cctx, 0, &command.args.generatekeypair.aclpriv);
NFastApp_FreeACL(app, cctx, 0, &command.args.generatekeypair.aclpub);
NFKM_cmd_destroy(app, conn, 0, reply.reply.generatekeypair.keypriv,

E "generatekeypair.keypriv", cctx);
NFKM_cmd_destroy(app, conn, 0, reply.reply.generatekeypair.keypub,
E "generatekeypair.keypub", cctx);

if(Itid) NFKM_cmd_destroy(app, conn, 0, ltid, "ltid", cctx);

If you are running your application in FIPS 140 Level 3 mode,NFK1_newkeynakeauth() will

have created a certifi cate list, which also needs to be freed:

if(command.flags & Command_flags_certs_present)
E NFastApp_Free_CertificateList(app, cctx, 0, command.certs);

NFastApp_Free_Reply(app, cctx, 0, &reply);
keyinfo->appname = 0;

keyinfo->ident = 0;

NFKM_freekey(app, keyinfo, cctx);
NFKM_freecardset(app, cardset, cctx);

This concludes the explanation of asym metric key-gen eration.
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5.6. Using a key

Once a key has been gererated on a module the encrypted key infor mation, or key blob, is
stored on the hard disk of the appli cation that requested it. For your appli cation to use a
key, you first need to pass the infor mation contained in the key blob to the hard server,
which will use a module to decrypt the key and return a key handle to your application.

The following diagram illustrates the process of load ing a key:
I Application Y

Locaie the key blah
using
MEFM_findkey

b

Cibsinin necessary
aulsarizalon

b

Sedect & module o

liaad the kew anbo
I Module %

Pass an
M_ByieBlock |
painter fo the key
blob i the neadule

Lol kazy

Ulse the M_KeviD -
pointer to the key m | < t Return key handle
the moduls .

5.6.1. Finding a key

To load a key, first locate the key blob. A key is identified by the name of the appli cation
that cre ated it and the key identifier. The following code tries to find an exist ing key blob of
the requested type. If a key of this type can not be found, the code gen erates a new key.

The following code uses a function called gererate_key() to generate a key if a key cannot
be found.

rc = NFKM_findkey(app, keyident, &keyinfo, cctx);

if(rc) {

E NFast_Perror(“error calling NFKM_findkey", rc);

E goto cleanup;

}

if('keyinfo) {

E rc = generate_key(app, conn, worldinfo, &rqcard, &rqcard_fips, opt_protect,
E keyident, keytype, cctx);
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if(rc)
goto cleanup;
rc = NFKM_findkey(app, keyident, &keyinfo, cctx);
if(rc) {
NFast_Perror("error calling NFKM_findkey", rc);
goto cleanup;
}
if(keyinfo == 0) {
fprintf(stderr,
"NFKM_findkey could not find key even after generating it.\n");
rc=-1,
goto cleanup;

}

=7 [T [T [T [T [T M T T [T T me me m

5.6.2. Loading a key

Before a key can be loaded into a module, an application must obtain the appro priate autho
rization. In this example the authorization required comes from a card in a card set, so the

application must first ini tialize the card-loading libraries:

if(keyinfo->flags & Key_flags_ProtectionCardSet) {

E M_ModulelD moduleid;

Eintn;

E rc = RQCard_logic_ocs_specific(&rqcard, &keyinfo->cardset,
E "Load cardset");

E if(rc) {

E NFast_Perror("error calling RQCard_logic_ocs_specific", rc);
E goto cleanup;

E

}

}

A Security World often con tains multiple modules, many of which may have the key that is
needed to decrypt the key blob an appli cation wants to load. For this example the user is
prompted to choose a mod ule that contains the necessary key, and then prompted to pro!

vide the card that autho rizes the use of the key:

rc = RQCard_whichmodule_anyone(&rgcard, &moduleid, &ltid);
if(rc) {

E NFast_Perror("error calling RQCard_whichmodule_anyone", rc);
E goto cleanup;

}

rc = rqcard.uf->eventloop(&rgcard);

if(rc) {

E NFast_Perror("error running card loader", rc);

E goto cleanup;

}

It is also possible for an application to ask the Security World to nom inate a usable module

by using the NFKA_geus ablemodle() function:

rc = NFKM_getusablemodule(worldinfo, 0, &moduleinfo);

if(rc) {
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E NFast_Perror("error calling NFKM_getusablemodule”, rc);
E goto cleanup;

}

Now that the user has selected a mod ule, an application can pop ulate the modile info vari!
able, which is later used as a paraneter to the NFK_cmd_loaudlob() function.

for(n = 0; n < worldinfo->n_modules; ++n)

E if(worldinfo->modules[n]->module == moduleid)
E break;

Eassert(n < worldinfo->n_modules);

Emoduleinfo = worldinfo->modules|n];

The application has now gath ered all the information it needs to load the key onto a mod ule
using the NF#1_cmd_loddlob() function. The next step is to pre pare a pointer to the key
that will be loaded into the mod ule. The folowing code loads the public key blob. An applica
tion can load the private key blob in similar fashion using &keyinfo->privblob

const M_ByteBlock *blobptr;
blobptr = &keyinfo->pubblob;

The following code attempts to load the key blob. NFK_cmd_loadob() fills in the com!
mand structure and handles the reply. Assuming that the com mand executes successfully,
you will now have a handle on the key loaded onto the selected mod ule.

It is possible to construct an M_Camandstructure by using Cmd_Lodd

Blob() directly instead.

= NFKM_cmd_loadblob(app,
conn,
moduleinfo->module,
blobptr,
Itid,
&keyid,
"loading key blob",
cctx);

> [T [T M [T M M S

if(rc) {
E NFast_Perror(“error calling NFKM_cmd_loadblob", rc);
E goto cleanup;

}

5.7. Encrypting a file

This section demon strates how to encrypt the con tents of a text file by using a secure chan
nel. For the sake of sinplicity, this example has no error hardling.

First, generate an appropriate initialization vector:
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iv.mech = Mech_RijndaelmCBCi128pPKCS5;
for (i=0; i<sizeof iv->generic128.iv.bytes; i++)
E iv.iv->generic128.iv.bytes[i]=(unsigned char)((i*19) ~ iv.mech);

Next, open a channel to use to encrypt the file. The mech anism that the channel uses to
encrypt the file is spec ified when the chan nel is opened:

M_Command channel_open_command;

M_Reply channel_open_reply;

M_Status channel_open_rc;

channel_open_command.cmd = Cmd_ChannelOpen;
channel_open_command.args.channelopen.type = ChannelType_Any;
channel_open_command.args.channelopen.mode = ChannelMode_Encrypt;
channel_open_command.args.channelopen.mech = mech;

Some M_Camancdcarguments are optional. In this example, the application specifies both the
key to be used to encrypt the file and the ini tialization vector and indicates which optional
arguments have been specified by setting the appro priate flags:

channel_open_command.args.channelopen.flags |[= Cmd_ChannelOpen_Args_flags_key_present;
channel_open_command.args.channelopen.key = &keyid;
channel_open_command.args.channelopen.flags |= Cmd_ChannelOpen_Args_flags_given_iv_present;
channel_open_command.args.channelopen.given_iv = iv;

To open the channel, transact the M_Camandn the usual way and then set the channel ID
pointer idch:

channel_open_rc = NFastApp_Transact(conn, cctx, &channel_open_command, &channel_open_reply, 0);
idch = channel_open_reply.reply.channelopen.idch;

The next step is to load the input file (the file to be encrypted) into a file stream ( input !
stream) and prepare the output file stream (outputstream) to which the encrypted file is
going to be writ ten.

inputstream = fopen(“file_in.txt", "rb");
outputstream = fopen(“file_out.txt", "wb");

Now that the appli cation has opened the channel and prepared the input and out put
streams, start to pre pare an M_Camando process the input stream through the chan nel.

M_Command channel_process_stream_command;
M_Reply channel_process_stream_reply;
M_Status channel_process_stream_rc;

int eof = 0;

unsigned char buffer[6144];

size_t bytes_read;
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Next, read the bytes of the input stream into a char buffer, updat ing the channel on each
read.

do {

E bytes_read = fread(buffer, 1, sizeof buffer, inputstream);

E if(ferror(inputstream)) {

fprintf(stderr, "error reading from %s: %s\n",
input_path, strerror(errno));

rc=-1;

goto cleanup;

}

m

m m m> m

E if(feof(inputstream))
E eof=1;

E command.cmd = Cmd_ChannelUpdate;

E if(eof)

E command.args.channelupdate.flags |= Cmd_ChannelUpdate_Args_flags_final;
E command.args.channelupdate.idch = idch;

E command.args.channelupdate.input.ptr = buffer;

E command.args.channelupdate.input.len = (M_Word)bytes_read;

E rc = NFastApp_Transact(conn, cctx, &command, &reply, 0);
E rc = check_reply(rc, 0, "Cmd_ChannelUpdate");

E if(rc)

E goto cleanup;

™

if(reply.reply.channelupdate.output.len) {
if(outputstream) {
fwrite(reply.reply.channelupdate.output.ptr,
1, reply.reply.channelupdate.output.len,
outputstream);
/* Check for a write error */
if(ferror(outputstream)) {
fprintf(stderr, "error writing to %s: %s\n",
output_path, strerror(errno));
rc=-1;
NFastApp_Free_Reply(app, cctx, 0, &reply);
goto cleanup;
}
}
if(outputdstr) {
if(nf_dstr_putm(outputdstr, reply.reply.channelupdate.output.ptr,
reply.reply.channelupdate.output.len)) {
fprintf(stderr, "error writing to dstr: %s\n", strerror(errno));
rc=-1;
goto cleanup;
}
}
}

™
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ENFastApp_Free_Reply(app, cctx, 0, &reply);
Ememset(&reply, 0, sizeof reply);
} while(leof);

If the file was suc cessfully encrypted, save the file to disk:

=

if(channel_process_stream_reply.reply.channelupdate.output.len) {
if(outputstream) {
fwrite(channel_process_stream_reply.reply.channelupdate.output.ptr,
1, channel_process_stream_reply.reply.channelupdate.output.len,
outputstream);

writefile(ciphertext_path,

> [ M M e
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reply->reply.encrypt.cipher.data.generic128.cipher.ptr,
reply->reply.encrypt.cipher.data.generic128.cipher.len);

" [T> 1> T

The final step is to free memory and close the outputstream.

NFastApp_Free_Reply(app, cctx, 0, &reply);
memset(&reply, 0, sizeof reply);
fclose(outputstream);

5.8. Cleaning up resources

Memory leaks and objects left in mem ory constitute a security risk. The following code

removes all sensitive infor mation from mem ory and cleanly shuts down the con nection to

the hardserver.

free(sigbytes.ptr);

if(keyid) NFKM_cmd_destroy(app, conn, 0, keyid, "keyid", cctx);
if(idch) NFKM_cmd_destroy(app, conn, 0, idch, "idch", cctx);
NFastApp_Free_Reply(app, cctx, 0, &reply);
if(rgcard_fips_initialized) RQCard_fips_free(&rqcard, &rqcard_fips);
if(rgcard_initialized) RQCard_destroy(&rqcard);
NFKM_freekey(app, keyinfo, cctx);

NFKM_freeinfo(app, &worldinfo, cctx);

if(conn) NFastApp_Disconnect(conn, cctx);
NFastApp_Finish(app, cctx);

if(inputstream) fclose(inputstream);

if(outputstream) fclose(outputstream);
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6. Java tutorial

6.1. Overview

This overview section provides a description of how to achieve two fun damental nCore API
programming tasks: connecting to the hard server and transacting a command. These two
tasks are common to almost all cryp tographic applications. The rest of this chapter works
through a simple example of a basic crypto graphic application.

All applications that require nCore func tion ality will first need to cre ate a connection to a
hardserver running on a nShield module. The folowing diagram illustrates the steps required
to cre ate a connection to a hard server running on Entrust hardware:

Define calibacks class

T

Instantiate callbacks class and
Security World class

Create new EasyConnection object

Once connected to the hard server, an application can send an M_Camando a module. The
module processes the command and then returns the results along with any rel evant error
and status codes. The following diagram illustrates the process of trans acting a crypto!
graphic operation with a mod ule:
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The M_Rgly structure contains the results of the oper ation and an M_$ tus message that
indicates the out come of the oper ation. If a problem is encountered, the M_8tus value
gives an indication of what went wrong. The M_Rply contains the results of the com mand,
for example, a key hardle or the bytes of an encrypted file.

6.1.1. Creating a softcard

This tutorial demonstrates how to pro tect a key using a soft card. Use the command line util
ity ppmko create a softcard in a manner similar to the fol lowing:

In a terminal window, type:

ppmk --new --non-recoverable WorkedExampleSoftcard

ppmkprompts you to pro vide a passphrase. Type a passphrase and pres&nter.

ppmkprompts you to con firm the passphrase you have entered. Type the passphrase again
to confirm it, and press Enter.

6.1.2. nCore classes used in this tutorial

This tutorial describes some of the func tion ality in the fol lowing nCore classes. You may
find it use ful to famil iarize yourself with these classes by reading the APl documentation,
which can be found at <nfast_dir>/java/docs/index.html|
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¥ com.ncipher.km.nfkm.*
Security World classes.
¥ com.ncipher.km.marshall.*
Marshals Secuity World objects.
¥ com.ncipher.jutils.*
Various utility classes provided by Entrust.
¥ com.ncipher.nfast.*
More utility classes.
¥ com.ncipher.nfast.mar shall.*

Classes which represent nCore commands and related data structures, and which can
be used to marshal and unmarshal them from the nShield byte stream for mat for trans!
mission.

¥ com.ncipher.nfast.con nect.utils.*

Connection and Channel utility classes. The code in this chapter also uses two connec!
tion util ity classes, Chamel and EasyComection . The source code for these examples
can be found at <nfast_dir>/java/exam ples/con nutils

6.1.3. Variables used in this tutorial

The following table lists and describes the variables used in this tutorial. You may also find it
useful to view the API doc umentation of these classes.

Variable name Variable type Variable descrip tion

kid M_KeyID Public key ID

c EasyComection Connection to the hard server

wch WorldCall backs Callback object which defines how user inter action is
handled

world Secui ty World Security World object

apmame String Application name

ident String Key identity

type String Key type
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Variable name

Variable type

Variable descrip tion

size int Key size in bytes

charmech int Cryptographic mechanism used by the secure channel
chanop int Secure channel ID

iv M_IV Initialization vec tor

ch Chamel Secure channel object

soft card Soft Card Softcard object

6.2. Before connecting to the hardserver

The WorldCall backs class defines how the hardserver interacts with the user when obtain !
ing authorization to cre ate or use a key. TheWorldCall backs class extends the Default Call !
Backclass to customize how the user will be prompted to enter a soft card passphrase. An
instance of this class is used as a paraneter when instantiating a Secui ty World object. If
you do not pass an instance of a similar class the behavior defined in the Default Call Back
class is used.

class WorldCallbacks extends DefaultCallBack {
E public SoftCard configured_softcard = null;
E public String reqPPCallBack(String ReqPPAction) throws NFException {
try {
return Passphrase.readPassphrase("Enter softcard passphrase: ");
} catch(IOException €) {
throw new NFException(e.toString());
}
}

m m > m e e

E // Callback to choose a softcard
E public SoftCard getSoftCardCallback() throws NFException {
E return configured_softcard;

E};
h

Before connecting to the hard server, instantiate a WorldCall Backsobject and a Secui ty !
World object as fol lows:

WorldCallbacks wcb = new WorldCallbacks();
SecurityWorld world = new SecurityWorld(null, wcb,
E null,

true);

T m

6.3. Connecting to the hardserver
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The following code creates the connection to the hard server using the EasyComection util!
ity class constructor to wrap an NFComection object:

¢ = new EasyConnection(world.getConnection());

6.4. Generating a key

The first step is to spec ify the parameters of a key that can be used to sign a file. In this
case we choose to generate a DSA key. We spedfy the key-gen eration parameters as fol!
lows:

appname = "simple";

ident = "worked-example-sign";
type = "DSA";

size = 1024;

chanmech = M_Mech.SHA1Hash;
sigmech = M_Mech.DSA;
iv=new M_IV();

chanop = M_ChannelMode.Sign;

Before attempt ing to generate a key, use the getKey() method of the Secui ty World class
to check if a key with the given appnameand ident already exists. ThegetKey() method
returns null if it cannot find the spec ified key.

Key k = world.getKey(appname, ident);

If getKey() returns null this example attempts to gen erate a key. If no softcard has been
named to protect this key, the key is pro tected using mod ule protection.

if(k == null) {
E if(softcard_name !="") {

E k= generate_key(wch, world, type, size,

E NFKM_Key _flags.f_ProtectionPassPhrase,
E softcard_name,

E appname, ident);

E}else{

E k= generate_key(wch, world, type, size,

E NFKM_Key flags.f_ProtectionModule,
E null,

E appname, ident);

E}

}

gererate_key() is a utility func tion writ ten specif ically for this example. gererate_key()
uses anApKeyGerrrator object which is obtained by call ing the getAppKeyGerr ator()
method of the Secui ty World object.

The ApfKeyGerrator class requires aApKeyGerProperty[] array which contains the parame
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ters that spec ify the key you want to gen erate. If a key cannot be generated using the spec
ified parameters, ApgKeyGerrator throws an nfk minvalid PropValuesException . You can call
the check() method to test whether the ApKeyGerrroperty[] contains valid values. The
properties them selves differ accord ing to your Security World con fig uration.

The gererate_key method uses two util ity func tions writ ten specif ically for this tuto rial, set
String Property() and setMenuProerty() , which are used to set the ApKeyGerProperty|[]
array. The folowing diagram illustrates the process of gen erating a key:

Deternuine if key is
cardsel, module o
passphirase proteched
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7 Pasphnase

s
T

Prompt the wser i
sipply the
pasiphrase

nix

X

A AuhorEation .

. valid - 1 ¥ D mol generale kiy

Gienerate public o Wit ke blob and

anil { ar puiblic key certificate to dek ™ Freememony

B Fined uzable modube -

I This tutorial does not cover details of ACL generation.

The parameters of the gererate_key() function are:

Parameter name Parameter Type Parameter descrip tion

wch WorldCall backs Callback class that defines user interaction behavior.

world Secui ty World Contains infor mation about the Secu rity World you are
using.

type String The type of key, for example, AES, RSA, DSA.

len int The length of the key you want to gen erate, in bits.
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Parameter name Parameter Type Parameter descrip tion

protection int The type of key protection to be used. This can be any
of the flags defined in NFK M_Key_flags

prot_name String The name of the softcard / module / card that is used
to protect the key you want to gen erate.

appame String The name of the application that is request ing that a
key is generated. The key name is formed by a combi!
nation of the apmameand the ident .

ident String An arbitrary string that becomes part of the key name.
The key name is formed by a combination of the app
nameand the ident .

The first step is to obtain an ApKeyGemrator object from the Secui ty World object:

AppKeyGenerator akg = world.getAppKeyGenerator(appname);

Next, as a safety measure we check that all the required key prop erties are supported by
this ApgKeyGerrator object. In this example, the most likely reason that required key prop er
ties are not supported is that no soft card which can be used to protect the key to be gen er
ated exists in the Security World:

String[] properties = new String[] {
E "ident",

“type”,

"size",

"protect"

T M me M

-

for (inti=0; i< properties.length; i++) {

E if (akg.getProperty(properties]i]) == null) {

System.out.printin("Property " + properties[i] + " does not exist." +
"Does your security world contain a usable softcard?");

E System.exit(0);

}

m mp

-~ m

If all properties exist, populate the ApKeyGerProperty[] using the set String Property() and
setMenuProerty() functions. The protect property is set, dependent on how the key is to
be protected. This example expects the key to be soft card protected. Failing that the exam!
ple defaults to mod ule protection. Card set protection is not sup ported in this example.

setStringProperty(akg, "ident", ident);
setMenuProperty(akg, "type", type);
setStringProperty(akg, "size", Integer.toString(len));
switch(protection) {

case NFKM_Key_flags.f_ProtectionModule:

E setMenuProperty(akg, "protect”, "module");

E break;

case NFKM_Key_flags.f _ProtectionPassPhrase:
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E setMenuProperty(akg, "protect”, "softcard");
E SoftCard cards[] = world.getSoftCards();
E wcb.configured_softcard = null;
E for(int n = 0; n < cards.length; ++n) {
E if(cards[n].getName().equals(prot_name)) {
E  wch.configured_softcard = cards[n;
E}
E if(wcb.configured_softcard == null) {
E throw new NoSuchSoftCard(prot_name);
break;
}
}

S~ [T> [T> T»

Before calling the gererate() function of the AppgKeyGermrator class to generate the key, it
is good practice to check that the val ues assigned to the properties are valid. If the proper!
ties are valid, call the gererate() function, which returns a ref erence to the newly cre ated
key:

InvalidPropValue badprops[] = akg.check();
if(badprops.length > 0) {

E throw new BadKeyGenProperties(badprops);
}

return akg.generate(getUsableModule(world), null);

Finally, call the cancel() method to destroy key infor mation that is resident in memory.

akg.cancel();

6.4.1. Methods used in generate_key()

The getUsable Modle() method was writ ten for the pur poses of this example and simply
cycles through all the mod ules in the Security World until it finds one that is suit able:

public static Module getUsableModule(SecurityWorld world)
E throws NFException {

E Module modules[] = world.getModules();

E for(int m = 0; m < modules.length; ++m)

E if(modules[m].isUsable())

E return modules[my;

E throw new NoUsableModules();

}

To select a specific mod ule, use the getModile() function of the Secui ty World class. The
getModle() function is overloaded to accept either a mod ule number or a module Elec!
tronic Serial Number (ESN) as a paraneter.

The set String Property() method was writ ten for the pur poses of this example and sets a
string prop erty.
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public static void setStringProperty(AppKeyGenerator akg,

E String propname,

E String propvalue)

E throws NFException {

E PropValueString pvs = (PropValueString)akg.getProperty(propname).getValue();
E pvs.value = propvalue;

}

The set MenuProerty() method was writ ten for the pur poses of this example and sets a
menu property.

public static void setMenuProperty(AppKeyGenerator akg,

E String propname,

String propvalue)

throws NFException {

EPropValueMenu pvm = (PropValueMenu)akg.getProperty(propname).getValue();
EMenuOption options[] = pvm.getOptions();

Efor(int i = 0; i < options.length; ++i)

E if(options]i].getName().equals(propvalue)) {

pvm.value = i;

return;

}

> > T

}
t

hrow new InvalidMenultem(propvalue);

=7 MM [T T [T M M

6.5. Using a key

Before using a key the key must be loaded onto a module. In this example we expect the
key being loaded to be soft card protected, or fail ing that, mod ule protected.

Module module = getUsableModule(world);
SoftCard softcard = k.getSoftCard();
if(softcard !=null) {

E softcard.load(module, wcb);

E kid = k.load(softcard, module);

}else {

E kid = k.load(module);

}

6.6. Signing a file

Now that the key is loaded onto the mod ule, open a secure chamel to use to sign a text
file.

Channel ch = c.openChannel(chanop, kid, chanmech, iv, true, true);

The operChamel() method of the EasyComection class returns a sulclassed Chamel
object. For this example, the operChamel() function transacts an M_Cmd.ChaelOpencom!
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mand and uses the M_Cmd_plg ChamelOpenaobject returned in the reply to instan tiate and
then return a Chamel.Sign object.

M_Cmd_Args_ChannelOpen args = new M_Cmd_Args_ChannelOpen(
E new M_ModulelD(0), M_ChannelType.Simple, 0, how, mech);

if ('keyless) {

E args.set_key(key);

}

if ('generatelV) {

E args.set_given_iv(given_iv);

}

M_Reply rep = transactChecked(new M_Command(M_Cmd.ChannelOpen, 0,args));
M_Cmd_Reply_ChannelOpen corep = (M_Cmd_Reply_ChannelOpen) rep.reply;

if (0 !=(corep.flags & corep.flags_new_iv) ) {

E given_iv.mech = corep.new_iv.mech;

E given_iv.iv = corep.new_iv.iv;

}

return new Channel.Sign(mech, key, corep.new_iv, corep.idch, this);

Chamel.Sign extends the abstract Chamel class. Theupdate() function reads the specified
byte[] into the channel. TheupdateFinal() method reads the specified byte array into the
channel, but should only be called when reading the final byte[] array that you want to
process through the chan nel.

public static class Sign extends Channel {
E public Sign(long mech, M_KeyID keyID, M_IV iv, M_KeyID channellD, EasyConnection parent) {
E super(M_ChannelMode.Sign, mech, keyID, iv,channellD, parent);
E}
E public void update(byte[] input) throws MarshallTypeError,
= CommandTooBig,
ClientException,
ConnectionClosed,
StatusNotOK {
super.update(input, false, false);

}
public byte[] updateFinal(byte[] input) throws MarshallTypeError,
CommandTooBig,
ClientException,
ConnectionClosed,
StatusNotOK {
return super.update(input, true, false);

}

=7 [T [T [T [T [T T [T [T T [T [T T M

Now that the sign ing channel is open, open the input file to be signed, and a File Output!
Streamfor the signature.

FilelnputStream input = null;
FileOutputStream output = null;
input = new FilelnputStream(plaintext_path);

Finally, use the chamel to read in the input file bytes:

byte inputbytes[] = new byte[4096];
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int len = input.read(inputbytes);

while(len !=-1) {

E byte outputbytes[] = ch.update(arrayTruncate(inputbytes, len),
= false,

false);

T M

E if(output != null)
E output.write(outputbytes);
E len = input.read(inputbytes);

E}

}

byte outputbytes[] = ch.update(new byte[0],
E true,

E false);

The arrayTruncate() function was writ ten specif ically for this example, and ensures that
the byte[] used to update the channel is consistently chun ked.

static byte[] arrayTruncate(byte[] in, int len) {
E byte out[] = new byte[len];
E for(inti = 0; i < len; ++i)

E out[i] = in[i;
E return out;
}

Next, create the hashand plain text objects.

hash = new M_Hash(outputbytes);
plaintext = new M_PlainText(M_PlainTextType.Hash,
E new M_PlainTextType_Data_Hash(hash));

Transact an M_Cmd.Sigoperation to sign the hashed plain text:

cmd = new M_Command(M_Cmd.Sign,

E 0,

E new M_Cmd_Args_Sign(0,
E kid,

E sigmech,

E plaintext));

try {

E reply = c.transactChecked(cmd);
} catch (StatusNotOK sno) {

E System.exit(0);

}

If the M_Cmd.Sigoperation suc ceeded, marshal the sig nature to a stream of bytes, and
saves the bytes as a signature file:

signature = ((M_Cmd_Reply_Sign)reply.reply).sig;
MarshallContext mc = new MarshallContext();
signature.marshall(mc);

output = new FileOutputStream(signature_path);
output.write(mc.getBytes());

if(output != null) output.close();
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6.7. Cleaning up resources

Finally, unload the keys in the module memory.

if(kid != null) c.destroy(kid);
if(pubkid != null) c.destroy(pubkid);
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/. Python 3 tutorial

7.1. Prerequisites

Operating systems
¥ Linux on x86_64
¥ Windows on x86_64

nShield software

¥ Security World 13.6 or later.

User permissions

¥ A user permitted to con nect to the local hard server and read the Security World key
management data (kmdata) files.

Supported Python ver sion

¥ Python 3.11

7.2. Set up the environment for nfpython

To use nShield Python 3 support with another ver sion of Python 3, con!
I tact Entrust Sup port. Other Python ver sions are not covered by this
guide.

The recommended way of devel oping and deploying an nShield Python 3 application is
using the Python virtualenv created from the nShield Python 3 con taining the packages
your project requires.

Before you begin, install the optional "Cipher Tools" (Windows) or "ctd" (Linux) com ponent
as this contains the Python wheel files you require.

Entrust recommends the fol lowing directory layout:

B application

E ! venv

E ! mypackage

E " __init__.py

E " code.py

E ! tests

E " test_mypackage.py
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mp

script.py
setup.py

mp

7.3. Create and configure the virtualenv

You do not need administrator access to cre ate a virtualenv. When launching production
applications, you must use the virtualenv that was cre ated for them.

1. Start a command-line shell.
2. Change to the direc tory where you want to store your appli cation files.
3. Run:

Linux

/opt/nfast/python3/bin/python3 -m venv venv

Windows

c:\Program Files\nCipher\nfast\python3\python --copies -m venv venv

4. Install all required Python packages into the virtualenv, for example:
Linux

. venv/bin/activate
pip install /opt/nfast/python3/additional-packages/nfpython*.whl

Windows (PowerShell)

venv\Scripts\activate.psl
pip install c:\Program Files\nCipher\nfast\python3\additional-packages\nfpython*.whl

Entrust recommendeds that you use a require ments.txt file or

setup.py /setup.cfg to define your depen dencies, including the
nfpython pack age.

To run your application:

¥ If your application uses setup.py entrypoint scripts, execute them directly.

¥ If you do not use entry points, you will need cre ate your own scripts:

These exanples assume that your program is called appli cation.py

and your virtualenv is in the venv directory.
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Linux - application.sh

#!/bin/sh

HERE=$(dirname $(readlink -f $0))
. ${HERE}/venv/bin/activate
python3 ${HERE}/application.py

Windows - appli cation.psl

$PSScriptRoot\venv\Scripts\activate.ps1
python $PSScriptRoot\application.py

7.4. nfpython connections and commands
Send nCore commands to the hardserver or attached HSMs:

1. Import the nShield python mod ule.

import nfpython

2. Set up a connection

conn = nfpython . connection ()

3. Construct an nCore com mand:

¢ = nfpython. Commagd
c.cmd= "NewEnquiry
c.args. module = 1
c.args. version =1

The eadest way to define a new com mand to send is to create a Command() object, set
the attrib utes starting with the cmdname, then set the args attrib utes as required.

4. Send the command, wait for the reply, and then print it:

reply = conn transact (c)
print (reply . reply . data. one)

This command prints a reply similar to the fol lowing out put.

EnquiryDataOne.releasemajor= 13

.releaseminor= 6

.releasepatch=5

.checkintimehigh= 0

.checkintimelow= 1620223158

flags= Hardware|HasTokens|SupportsCommandState

T M M M T
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.speedindex= 14200
.recommendedming= 9
.recommendedmaxq= 152
.hardwareserial= ABCD-8287-C172
.softwaredetails= 13.6.5-120-a44e176921

T M > T me

If the com mand results in a reply with a status value other than OKthe trans act() connec!
tion method raises an NF& tusError exception.

To suppress the exception and obtain the orig inal reply regardless of status, use the
ignoresta tus=True keyword argument:

import nfpython

conn = nfpython . connection ()

¢ = nfpython. Commafd

c.cmd= "NewEnquiry

c. args. module = 1000

reply = conn transact (c, ignorestatus =True)
print (reply )

This prints:

Reply.cmd= ErrorReturn
E .status= InvalidModule
E .flags= 0x0

7.5. Worked nfpython example for hash, sign, and verify
nShield Security World soft ware includes several Python 3 exanmple files.
The default location for these files is:

¥ Linux: /opt/nfast/python3/exam ples
¥ Windows: C:\Pro gram Files\nCi pher\nfast\python3\exam ples

The files hashing.py , keys.py and signing.py make up a sanple application that signs data
using a previously generated RSA key. The applcation performs the fol lowing steps: load
keys, digest data, and perform a sign and verify operation using an attached HSM.

1. Generate a module-protected RSA key:
Linux

/opt/nfast/bin/generatekey -b simple protect=module type=RSA size=2048 ident=signer

Windows

c:\Program Files\nCipher\nfast\bin\generatekey -b simple protect=module type=RSA size=2048 ident=signer
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2. Find and load the keys
Finding saved keys requires the nfpython and nfkmmodules.

To load an existing key, you need to know the appmameand ident of the saved key, and
you need the nfpython connection.

import nfpython
import  nfkm

appname= "simple"
ident = "signer "
module = 1

conn = nfpython . connection (needworldinfo =True)
appident = nfkm Keyldent(appnameappname ident =ident )
keydata = nfkm findkey (conn appident)

# load the private key from keydata.privblob
# or public key from keydata.pubblob

cmd= nfpython. Commagdme" LoadBlobB')
cmdargs. blob = keydata. privblob
cmdargs. module = module

# load the blob and get a Key ID
rep = conn transact (cmd
keyid = rep.reply .idka

3. Process the data.

For large amounts of data, nShield software provides channels to perform crypto oper a
tions in an incremental stream.

This exanple uses the ChamelOpenand ChamelUpdate commands to com pute a
SHA256 hash with the HSM.

Entrust typ ically recommends a ChamelUpdate size of around 8000 bytes. How ever,
you might find that larger or smaller sizes give bet ter results depending on network
conditions or HSM speed ratings.

message= b"hello world " * 10240
chunksize = 8000

conn = nfpython. connection (needworldinfo =True)
¢ = nfpython. Commagd

c.cmd= "ChannelOpeh

c.args. type = "simple"

c. args. mode= "sign"

c. args. mech= "SHA256Hash

rep = conn transact (c)
channel = rep. reply .idch

¢ = nfpython. Commagd

c.cmd= "ChannelUpdaté

# split the message up into small chunks and transmit each in sequence

for chunk in (messagpi:i+chunksize] for i in range(0, len(messagg chunksize)):
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c.args. idch = channel

m> M m

conn transact (c)

# obtain the hash value by setting the final flag
c.args. input = nfpython . ByteBlock()
c.args.flags |= "final "

rep = conn transact (c)

digest = rep. reply . output

4. Sign the digest using the loaded pri vate key:

# compute the hash (either using nfpython or hashlib)
digest = digest_messagd conn message

# perform a signature

plain = nfpython. Hash32digest )

¢ = nfpython. Commagd

.cmd= "Sign"

. args. mech= "RSAhSHA256pPKCS1
.args. key = privkey

.args. plain . type = "Hash32

.args. plain . data. data = plain

O 00 00

rep = conn transact (c)
signature = rep. reply . sig

5. Verify the sig nature.

Verification requires a public key, the signature plaintext, and the signature data.

digest = nfpython. Hash32hashbytes)

= nfpython. Commagd

.cmd= "Verify "

.args. key = pubkey

.args. plain . type = "Hash32
.args. plain . data. data = digest
.args. sig = signature

O 000 00

conn transact (c)

The full example would use the fol lowing code:

keys.py

import nfpython
import nfkm

def load_key(conn appname str, ident: str, module0, private =True) -> nfpython. KeylD

Load a key given an appname and ident
:param conn:

> > T
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c.args. input = nfpython. ByteBlock(chunk fromraw=True)

If the signature is invalid, trans act(cmd) raises anNF& tuskEr ror
exception with its sta tus attribute setto "Veri fy Failed" .
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E :param appname: Key appname, eg "simple"
E :param ident: Key ident
E :param module: module to load the key on (default 0 = any)
E :param private: load the private blob if true
E :return: the loaded key
E i
E appident = nfkm Keyldent(appnanwappname ident =ident )
E keydata = nfkm findkey (conn appident)
E cmd= nfpython. Commagdme" LoadBlob')
E if private :
E cmdargs. blob = keydata. privblob
E else:
E cmdargs. blob = keydata. pubblob
E cmdargs. module = module
E rep = conn transact (cmd
E keyid = rep.reply .idka
E return keyid
hashing.py

import nfpython

def digest_messagd conn message bytes, module0, meck"Sha256Hash chunksize=8000 -> bytes:
Hash a binary string using the HSM and ChannelUpdate commands
:param conn:
:param message: binary message to hash.
:param module: HSM to sign with (default 0 = any)
:param mech: hash mechanism name
:param chunksize: digest block size
‘return:
¢ = nfpython. Commagd
c.cmd= "ChannelOpeh
c.args. type = "simple"
c. args. mode= "sign"
c. args. mech= mech
c. args. module = module

> M > > e e me m e e me meom» e e

rep = conn transact (c)
channel = rep. reply .idch

m mp

¢ = nfpython. Commagd

¢. cmd= "ChannelUpdaté

# split the message up into small chunks and transmit each in sequence

for chunk in (messaggi:i+chunksize] for i in range(0, len(messagg chunksize)):
c.args. idch = channel
c. args. input = nfpython . ByteBlock(chunk fromraw=True)
conn transact (c)

T [ > me e e mp

# obtain the hash value by setting the final flag
c. args. input = nfpython . ByteBlock()
c.args.flags |= "final "

rep = conn transact (c)

digest = rep. reply . output

return digest

T [ M > e me

signing.py

#!/usr/bin/env python3
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import nfpython
from keys import load_key
from hashing import digest_message

def sign_messagéconn, privkey : nfpython.KeylD, message bytes) -> (nfpython.Hash32 nfpython. CipherText):
Hash and sign a binary string using the HSM and a loaded RSA private key
:param conn:

:param privkey: KeylD of loaded key
:param message: bytes to sign
:return: the digest hash and signature

digest = digest_messag€ conn, messagg

plain = nfpython. Hash32digest )

¢ = nfpython. Commagd

c.cmd= "Sign"

c. args. mech= "RSAhSHA256pPKCS1

c. args. key = privkey

c. args. plain . type = "Hash32

c. args. plain . data. data = plain

[T [T M > [ e e me m e e me e me m

rep = conn transact (c)
signature = rep. reply . sig
return plain , signature

[ e M

def verify_signature (conn pubkey nfpython.KeylD, digest, signature ) -> bool:
Verify a signature using the HSM and a loaded public key
:param conn:

:param pubkey:

:param digest:

:param signature:

‘return:

cmd= nfpython. Commagd

cmdcmd= " Verify "

cmdargs. key = pubkey

cmdargs. plain . type = "Hash32

cmdargs. plain . data. data = digest

cmdargs. sig = signature

[T [T [ M M e me T m e e me me e

m

conn transact (cmd

D
=

run():

conn = nfpython. connection (needworldinfo =True)

privkey = load_key(conn appname'simple”, ident ='signer ")

pubkey = load_key(conn appnan'simple”, ident ="signer"”, private =False)

™ M m

message_bytes= b"hello world " * 1024

print (f"Hash and Sign {len (message_byte}} bytes.. ")

digest , signature = sign_messagéconn privkey , message_bytey
print ("Verifying.. ")

verify_signature (conn, pubkey digest, signature )

print ("Done!)

[T [T [ M M [T

f __name_=="__main
E run(
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8. Java examples

The example programs and source code described in this section are supplied on your
Developer installation media. Several of the util ities are not designed to be exe cuted
directly but are used by other pro grams. For more information on these examples, see the
in-line com ments in the example source code and the Javadocs installed in your nfast direc
tory.

8.1. Extract and compile the Java examples

The Java exanple files are in subdirectories of the %NFAST_HOME%\java\plesmn(Windows)
or /opt/nfast/java/exam ples (Linux) directory.

1. Extract the example files:

jar xf <path-to-examples-jar-file>

The JCE-related examples extract into the com/ncipher/provider/exam ples subtree.

2. Compile the examples:

a. If using Java 8 or earlier (using "--class-path or -cp")

javac -cp <fully-qualified-path-to-JCE-provider-jar-file> *.java

For example:

javac -cp /opt/nfast/java/classes/nCipherKM.jar *.java
javac -cp /opt/nfast/javal/classes/nCipherKM.jar com/ncipher/provider/examples/*.java

b. If using Java 9 or later (using "--mod ule-path or -p")

javac -p <fully-qualified-path-to-JCE-provider-jar-file> --add-modules ALL-MODULE-PATH * java

For example:

javac -p /opt/nfast/javal/classes --add-modules ALL-MODULE-PATH *.java
javac -p /opt/nfast/java/classes --add-modules ALL-MODULE-PATH com/ncipher/provider/examples/*.java

8.2. Java key management example utilities
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8.2.1. AppKeyGen.java

This exanmple utility demon strates application key generation and import.

8.2.2. GenerateExport.java

This exanple utility generates an RSA Key and optiorally exports the public key out of a
module as plain text.

It demon strates the cre ation of an OCS.

8.2.3. KMJavaFloodTest.java
This exanple utility demon strates the use of the mergeKeylDsnethod in the Keyclass.

This method merges all the loaded private keyid s into a single keyid that can be used in
nCore API calls when load-shaiing is required.

8.2.4. NFKMInfo.java
Displays information about the Secu rity World.

This exanple Java utility is analogous to its C version except that NF#Info.java does not
return infor mation on world/mod ule generation.

8.2.5. NVRamRTCUtil.java

This is an exanple program to demon strate inter acting with the NVRAM and RTC. The prd
gram allows you to list all files in NVRAM, delete a file in NVRAM, delete all the files in
NVRAM, display the current time in the RTC and to set the RTC to the system clock.

8.2.6. SimpleCrypt.java

This is a sinple example that graphically encrypts and decrypts data with a Triple-DES
(DES3) key from the Security World. Cipher Block Chaining mode (CBC) and initialization
vectors are selected randomly. This information is prefixed to the cipher text.

Sinple Crypt.java only works with mod ule protected Triple-DES (DES3) keys.

8.2.7. SlotPoller.java
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This exanple utility polls all the available slots.

You can determine whether the state of the slot has changed by call ing getlC() on the slot.
This method is more efficient than using update() . The module serial number, slot number,
and insertion count are dis played when a card is inserted or removed.

8.3. Java JCE/CSP example utilities

8.3.1. AsymmetricEncryptionExample.java

This exanple generates an RSA key pair and an X509 pullic key specification. It performs
encryption and decryp tion of random plain text.

8.3.2. DK_ECDHKAExample.java
This exanmple utility demon strates:

¥ Creation of two ECDH key pairs.
¥ Key agreement using ECDHWITHSHA1KDF between two parties.

¥ Encryption/Decryp tion using the shared secret key.

8.3.3. ECDHExample.java

This exanple utility demon strates:

¥ Creation of an ECDH key.
¥ ECDH key agreement.

¥ Encryption / decryp tion of a message using AES.

8.3.4. ECIESExample.java
This exanmple utility demon strates:

¥ Creation of an ECDH key pair by the receiver.

¥ Key wrapping by the sender using the agreed ECIES parameters and the public half of
receiverOs ECDH key pair.

¥ Key unwrapping by the receiver using the agreed ECIES parameters.

¥ Encryption/Decryp tion using the shared secret key.
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8.3.5. EdDSAExample.java

This exanmple utility demon strates how to gen erate and store key for use in Ed25519 and
Ed25519ph operations.

The example generates an Ed25519 key pair, crates a KeyStore and stores both halves of
the key pair.

I ‘ This exanple may require sudo permissions on Linux machines.

8.3.6. JCEChanTest.java

This exanple measures the data rate achieved by different symmetric encryption and
decryption oper ations. You can use optional program arguments to change the cipher, key,
data, and provider parameters.

8.3.7. JCEFloodTest.java

This exanple utility does performance testing for RSA, DSA, ECDSA and Ed25519 pviate
key operations.

It demon strates:

¥ RSA/DSA/ECDSA/Ed25519 Key Pair gemration.

¥ RSA/DSA/ECDSA/EdDSA signing.

¥ RSA encryption/decryp tion.

¥ Use of the kmjava classes to load a key to use with the nCipherKM JCE provider.

¥ Load-balancing using kmjavaand KeyStore-loaded keys.

8.3.8. JCEKDFExample.java
This exanple utility demon strates:

¥ Generation and saving of an HMAC key to be used with the KDF.
¥ Derivation of a key using the KDF.

¥ Implementation of a Known Answer Test for the KDF.

8.3.9. JCESigTest.java

This exanple measures the data rate achieved by many threads simultaneously performing
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signing and verifying operations. You can use optional program arguments to change the
thread, key, data, provider , and sanpling parameters.

8.3.10. MLDSAExample.java
This exanmple demonstrates the fol lowing:

¥ ML-DSA key pair generation.

¥ ML-DSA signing and verification.

¥ ML-DSA parameter set selection using MLDSAPaameter Spec.

¥ Hedged ML-DSA signing using the standard ML-DSA signature algorithms.
¥ Deterministic signing option using the -DETsignature variants.

¥ Pre-hash signature option using SHA512withML-DSA

¥ Selection between para meter-set-spe cific sig nature names, such as ML-DSA-65, and
parameter-set-inde pendent signature names, such as ML-DSA.

¥ Optional ML-DSA context usage with MLD SAAlgorithm Parameter Spec.
The exanple uses standard Java key interfaces, PrivateKey and PublicKey.

By default, the example generates an ML-DSA-65 key and uses the ML-DSA-65 signature
algorithm.

Change the example constants and recompile to try dif ferent ML-DSA
options.

MLDSAPaameter Spec and MLDSAAIgorithm Parameter Spec are pro!
vided by nCipherKM.

SHA512withML-DSA performs SHA-512 pre-hashing as part of the sig!
nature oper ation.

The ML-DSA context used for ver ification must match the con text used

for signing.

8.3.11. KeyLoadTimer.java

This exanmple measures the time taken to get many keys from an nCipher.sworld key store.
It also demonstrates how to cre ate, load and store key stores, as well as how to set and get
key entries.

I This exanple may require sudo permissions on Linux machines.
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8.3.12. KeyStorageExample.java

This exanple creates a new KeyStore containing an AES key. It peforms load-bal anced
encryption and decryp tion of ran dom plain text using a KeyStore loaded key.

I ‘ This exanple may require sudo permissions on Linux machines.

8.3.13. NCipherLibrarylnteropExample.java

This exanple loads an existing AES key from the Security World across all usable modules
and performs load-balanced encryption and decryp tion of random plain text.

8.3.14. SignaturesExample.java

This exanple generates RSA, DSA, ECDSA and Ed25519 key pairs. For the asstated mech!
anism of each key type, it performs signing and verification of random plain text.

8.3.15. SsIClientExample.java

Before building this example, the user will need to edit SsIClien tExanple.java to insert an

appropriate https web site address in the two rel evant places. When run, this exanple con!
nects to the user-spec ified secure web site over an encrypted SSL con nection and dumps

the index page to the con sole.

Before running this example, you must run PrepareSs|Exanples.java .EFor more infomation,
see Java JCE/CSP exanple utilities

8.3.16. SslServerExample.java

This exanple creates a simple SSL Web server instance on the local host that can be
accessed with a Web browser.

Before running this example, you must run PrepareSs|Exanples.java .EFor more infomation,
see Java JCE/CSP exanple utilities

8.3.17. SymmetricEncryptionExample.java

This exanmple generates symmetric keys and uses them to perform encryp tion and decryp!
tion of ran dom plain text with dif ferent cipher modes and padding types.

nCore v13.9.6 Developer Tutorial 61/247



Chapter 8. Java examples

8.3.18. SignatureTest.java
This exanmple utility demon strates:

¥ generation of an RSA/DSA/ECDSA Key Pair
¥ export of the PubicKey using X509 encoding
¥ signing some random data

¥ decoding the PubicKey

¥ verification of the sig nature.

| This exanple requires the Bouncy Cadle security provider to be loaded
. and configured to run prop erly.

8.4. Java generic stub examples

The exanple utilities described in this section are directly analogous to

their namesake C exanple utilities supplied with the nShield C generic
stub. The Java incamations are shipped as source code only.

8.4.1. BloblInfo.java

This exanple utility dis plays information in a blob. It demon strates how to deter mine infor!
mation about the con tents of a blob.

BlobInfo.java is anabgous to the C Generic Stub call NFast_ExanneBlob .

8.4.2. Channel.java

This exanple utility is a function-based wrap per to symmetric bulk-encryp tion channels for
use by EasyComection.java .

8.4.3. CheckMod.java

This exanple utility checks mod ulo-expo nentiation oper ations against a test file.

8.4.4. CrypTest.java

This exanple utility is a test pro gram for some module algorithms. It demon strates:
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¥ the use of EasyComection

¥ symmetric cryptog raphy and channels.

8.4.5. DesKat.java
This exanple utility is for DES known answer tests.

It demon strates simple nCore key management usage.

8.4.6. DKTest.java

This exanmple utility provides a simple demonstration of the use of DeriveKey.

8.4.7. EasyConnection.java

This exanple utility is a function-based inter face to a subset of nCore.

8.4.8. Enquiry.java
This exanmple utility displays enquiry information.
It demon strates:

¥ simple nCore usage

¥ the enquiry command.

8.4.9. FloodTest.java
This exanple utility does performance testing for mod exp code.
It demon strates:

¥ simple bignum usage

¥ asynchronous command processing (NFastAp_Waitand NFastAp_Query).

8.4.10. GenCert.java
This exanple utility generates a certifi cate.

It demon strates the use of the Build Cm@ert class.
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8.4.11. InitUnit.java

This exanmple utility initializes a module with a dummy HKNS(ike the C ini tunit utility).

8.4.12. NFEnum.java

This exanple utility is a helper class used by SigTest. It is an exanple extension to jnfopt
for looking up an nCore Enumeration class. It cannot be invoked by itself.

8.4.13. ReportVersion.java

This exanple utility reports the embed ded version information from the cur rent nfiava com
ponent. ReportVersion.java outputs the version of the nfjava library found on the class
path.

These exanples are not intended to be invoked directly. They are called by other pro grams.
The following two util ities, EasyComection and Chamel, form a Java andog of the nCore
simple command functions as shipped to C developers inlibex anples.a . You can compare
and contrast this example with the C example simplecmd.h.

You cannot invoke EasyComection and Chamel directly; CrypTest invokes them. For more
infor mation, see the Javadoc doc umentation.

8.4.14. ScoreKeeper.java

This exanple utility is shared code used by SigTest and FloodTest and cannot be invoked
on its own. It has helper classes for output report ing by SigTest and FloodTest.

8.4.15. SigTest.java
This exanmple utility does signature performance testing.
It demon strates asynchronous command processing (NFastAp_Waitand NFastAp_Query).

Java is not a high-performance language. On slow host systems or sys!
tems with mul tiple modules, it is very common to be limited by the CPU
' of the host machine. As a result, this example often does not show the

. true performance capabilities of the mod ule. If you want to test mod ule
performance, as diginct from appli cation performance, use the C verl
sion of SigTest instead.
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9. Key structures

This chapter describes the data struc tures used by the nShield module to represent keys
and their ACLs. It includes information about:

¥ meclanisms which are the combination of algo rithm, padding, and mode that are used
to transform plain text into cipher text or cipher text into plain text.

¥ plain texts  which are the messages being processed. This chaper lists the plain text
formats that are supported by the nShield mod ule.

¥ keys which are the secret and public values used in an algaithm. The section of this
chapter about keys describes:

" the for mat for each key type
" the mechanisms supported for that key type
" the parameters required to gen erate a key or key pair of this type.

¥ hash functions which return a fixed-length string from arbi trary-length input. Hash
functions can be used to identify a doc ument with out revealing its contents.

¥ Access Cortrol Lists (ACLs)  which describe the actions that can be per formed with
a specific key. This chapter describes the for mat of an ACL.

¥ certifi cates which are used to authorize actions on keys.

9.1. Mechanisms

A mechanism is a combination of padding, algo rithm, mode, and so forth, which, together
with a key, transforms a plaintext into a cipher text (or a ciphertext into a plain text).

‘Raw’
plaintext

Y

—> —>
Plaintext Padding Algorithm Ciphertext
<« «— [
M T A
Key

Each mechanism has a sirgle ciphertext for mat represented by M_CpherText, a tagged
union type for which the tag is an M_MeclA mechanism may accept or generate various dif!
ferent plain text for mats. The details of the padding and other pro cessing may vary depend
ing on the plain text for mat supplied or requested.

Mechanisms with similar forms share the same member name in this union. For exanple, the
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64-bit block ciphers all use Mech_Generic64 .

c

nion M_Mech__Cipher {

E M_Mech_SHA384Hash_Cipher sha384hash;
M_Mech_DSA_Cipher dsa;
M_Mech_SHA256Hash_Cipher sha256hash;
M_Mech_DLIESe3DEShSHA1_Cipher dliese3deshshal;
M_Mech_TigerHash_Cipher tigerhash;
M_Mech_DHKeyExchange_Cipher dhkeyexchange;
M_Mech_HAS160Hash_Cipher has160hash;
M_Mech_ECDHKeyExchange_Cipher ecdhkeyexchange;
M_Mech_RSApPKCS1_Cipher rsappkcsi;
M_Mech_Imech_Cipher imech;
M_Mech_ArcFourpNONE_Cipher arcfourpnone;
M_Mech_Generic256MAC_Cipher generic256mac;
M_Mech_ElGamal_Cipher elgamal;
M_Mech_RSApPKCS1pPKCS11_Cipher rsappkcslppkcsli;
M_Mech_BlobCrypt_Cipher blobcrypt;
M_Mech_Generic128_Cipher generic128;
M_Mech_Generic192MAC_Cipher generic192mac;
M_Mech_ECDSA_Cipher ecdsa;
M_Mech_Generic64_Cipher generic64;
M_Mech_SHA512Hash_Cipher sha512hash;
M_Mech_SHA224Hash_Cipher sha224hash;
M_Mech_Generic256_Cipher generic256;
M_Mech_Generic192_Cipher generic192;
M_Mech_KCDSAHAS160_Cipher kcdsahas160;
M_Mech_Generic64MAC_Cipher generic64mac;
M_Mech_GenericGCM128_Cipher genericgcm128;
M_Mech_RIPEMD160Hash_Cipher ripemd160hash;
M_Mech_Generic128MAC_Cipher generic128mac;
M_Mech_MD5Hash_Cipher md5hash;
M_Mech_SHA1Hash_Cipher shalhash;

m m m me me me m m me m me m m m o oe o m me o oe o o o oeoe o oo

EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE
EE

T [ > > e e T m me e e me m e e e me m> e e e me m> me e e me m e

)

If you require the enum or #define value for a mechanism, refer to the nCore API documen!
tation. See nShield Security World: nCore v13.9.6 Devebper Tutorial for the APl documenta
tion locations.

9.1.1Mech_Any

Instead of explicitly specifying a mechanism, you can let the module select the mechanism
by specifying Mech_AnyThe nShield module selects the mechanism as follows:

¥ for decryp tion or signature verification, the mod ule uses the mechanism that is defined
in the cipher text

¥ for encryp tion or signature generation, the mod ule selects an appropriate mechanism
based on the key type and the operation as listed in the fol lowing table. If an IV is
given, the mechanism specified in the IV is used.
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Key Type Encryption mech anism Signing mech anism Verifi cation mech anism

RSAPublic Mech_BApRG10AERIech_R
SApRCG10AEPhSHAZ24ch_R
SApRG10AEPhSHA28éch_R
SApRCG10AEPhSHARB4
Mech_BApRG10AEPhSHA512
chosen based on size of key.

RSAPrvate Mech_RAhSHA1pRPS&ch_R
SAhSHA224pR8&&ch_R
SAhSHA256pR&&ch_R
SAhSHA384pP&3Mech_R
SAhSHAS512pP&®sen based
on size of key.

DHPublic Mech_EGanal
DSAPrvate Mech_DSMech BAhSHA224
Mech_BAhSHA25Blech_D
SAhSHA38dr Mech_BAhSHA512
chosen based on size of key.
MLDSAPublic Mech_MLDSWech_MLILD
SAhSHA258lech_MILD
SAhSHA256devlech_MILD
SAhSHA51®Rlech_MILD
SAhSHA512devlech_MILD
SAhSHAKE128b2§6Mech_MILD
SAhSHAKE128h256det
MLDSAPrivate Mech_MLDSvech_MLD
SAhSHA256lech_MILD
SAhSHA256deWlech_MILD
SAhSHA51Rlech_MILD
SAhSHA512deWlech_MILLD
SAhSHAKE128b2&6Mech_MID
SAhSHAKE128b256det
SLHDSAPublic Mech_SHDSAMech SHISAdet

Mech_SHIBAhSHA25Blech_SIL
HIBAhSHA256ddvlech_SHD
SAhSHAS51Rlech SHD
SAhSHA512ddvlech_SHD
SAhSHAKE128b28®ch_SHD
SAhSHAKE128b256ddech_SL
HBAhSHAKE256b5tr2Mech_SL
HI3AhSHAKE256b512det
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Key Type Encryption mech anism Signing mech anism Verifi cation mech anism
SLHDSAPTil Mech_SHDSAech_SHIBAdet
vate Mech_SHISAhSHA25Klech_SL

HI3AhSHA256delech_SHD
SAhSHA51Rlech_SHD
SAhSHA512déWlech_SHD
SAhSHAKE128b25®@ch_SHD
SAhSHAKE128b256ddech_SL
HBAhSHAKE256b5fr2Mech_SL
HIBAhSHAKE256b512dého
mechanism is specified then
Mech_SHDS#s used as the
default. The SLHDSA scheme
name is retrieved from the
SLHDSA private key data.

ECDSAPrivate Mech_ECDSVech_ECD
SAhSHA22Mlech_ EEAhSHA256
Mech_EGEAhSHA384r
Mech_E@EAhSHA5Xhosen
based on size of key.

DES(not avail Mech_DESMTi64pRKCS5 Mech_DESBMACIOpRCS5

able in FIPS

140 Level 3

operational

mode)

DES2 Mech_DESERTi64pRAKCS5 Mech_DESZB®ACIOpRCS5

DES3 Mech_DESGRi64pRKCS5 Mech_DESBRBMACIOpRCS5

CAST MechCASTGECi64pRKCS5 MechCASTGBMACIOpRCS5

CAST256 MechCAST256ECi128pAKCS5 MechCAST25@BMACIOpRCSS

ArcFour Mech_AcFourpNone

Rijndael Mech_Rn daelnCECi128pAKCSE Mech_Rh daelnCB®IACIOpP
KCS5

Blowfish Mech_Blofishm CECi64pRKCS5 Mech_Blofishm CBMACiOpP
KCS5

Twofish Mech_WofishmCECi128pAKCS5 Mech_ofishmCB®IACIOpRCSS

Serpent Mech_SearentnCECi128pAKCS5 Mech_SearentnCB®IACIOpRCSE

Key Type Encapsulation mech anism Decapsulation mech anism

MLKEMPublic Derive Mech_MKB/Enaps
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Key Type Encapsulation mech anism Decapsulation mech anism

MLKEMPrivate Derive Mech_MKEMBaps

9.2. Key Types

The following sections list the keys types for the dif ferent algorithms and mechanisms that
are supported by the mod ule. The table below shows which mech anisms are supported by
which key types.

Key type Block size Encrypt Decrypt Sign Verify Encapsula Decapsu!
tion lation
ArcFour - Y Y - - - -
Blowfish 64 - - - - - -
- - Y Y - - - -
CBC MAC - - - Y Y - -
ECB - Y Y - - - -
CAST 64 - - - - - -
CBC - Y Y - - - -
CBC MAC - - - Y Y - -
ECB - Y Y - - - -
Cast256 128 - - - - - -
CBC - Y Y - - - -
CBC MAC - - - Y Y - -
ECB - Y Y - - - -
DES 64 - . . . . )
CBC - Y Y - - - -
CBC MAC - - - Y Y - -
ECB - Y Y - - - -
DES2 64 - - - - - -
CBC - Y Y - - - -
CBC MAC - - - Y Y - -
ECB - Y Y - - - -
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Key type

Triple DES
CBC

CBC MAC
ECB
SEED
CBC

CBC MAC
ECB
Serpent
CBC

CBC MAC
ECB

Rijn dael
CBC

CBC MAC
ECB

GCM
Twofish
CBC

CBC MAC
ECB
Diffie-Hell man
Key Exchange
ElGamal
DSA
MLDSA
SLHDSA

MLKEM

Block size

64
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Key type

ECDSA

ECDH

Key Exchange
KCDSA

RSA

HMAC
HMACMD2
HMACMD5
HMACSHA-1
HMACRIPEMD160
HMACSHA224
HMACSHA256
HMACSHA384
HMACSHA512
HMACSHA3b224
HMACSHA3b256
HMACSHA3b384
HMACSHA3b512
HMACTiger
Rardom

Temlate

Wrapped

Block size

Encrypt

For each key type, the tables below list:

Decrypt

Sign

Verify

Encapsula
tion

Decapsu!
lation

¥ the data that is stored in the key (sep arately for pub lic and private halves of key pairs)

¥ the parameters required to gen erate the key (or key pair):

typedef struct {
EEE
EEE
EEE

7 M M

u
EM_PlainText ;

EM_KeyType type;
nion M_KeyType__Data data;
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Etypedef struct {

EEEEM_KeyType type;

EEEEunion M_KeyType__GenParams params;
} EEEEM_KeyGenParams;

Key types with similar forms for key data or generation parameters share the same member
name in these unions. For exanple, keys whose data is a sirgle block of random bytes
(CAST, ArcFour, Rardom, HMACMD2, HMACMD5, HMACRIPEMD160, and Wrapped) all use
the Rardommembers of these unions.

9.2.1. Random

9.2.1.1. Key data

typedef struct {
EEEEM_ByteBlock kEEEEdata
} M_KeyType_Random_Data;

9.2.1.2. Key generation parameters

typedef struct {
EEEEM_Word lenbytes; length in bytes
} M_KeyType_Random_GenParams;

9.2.1.3. Notes

The FIPS 46-3 vaidation requires DES keys to have valid paiity bits for which bit O of each
byte is set to give odd par ity. If you attempt to import a Triple DES key that does not have
the parity set cor rectly, the mod ule returns Status_In valid Data.

9.2.2. ArcFour

This key type is a symmetric algorithm that is com patible with Ron RivestOs RC4 cipher. It
uses the key data M_KeVype RamlomData.
9.2.2.1. Key data

struct M_Mech_ArcFourpNONE_Cipher {
E M_ByteBlock cipher; 192-hit key
b
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9.2.2.2. Key generation parameters

typedef struct {
E M_Word lenbytes; length in bytes
} M_KeyType_Random_GenParams;

9.2.2.3. Mechanisms

¥ Mech_AcFourpNONE
The cipher text is a byte block. This mechanism has no IV.

9.2.3. Blowfish

Blowfish uses the key data M_KeVyype RamlomData. The key data length must be at least
one byte. The maximum permitted key data length is 56 bytes. Recommended key lengths
are 16, 24, 32 and 56 bytes.

9.2.3.1. Key data

typedef struct {
EEEEM_ByteBlock k; data
} M_KeyType_Random_Data;

9.2.3.2. Key generation parameters

typedef struct {
EEEEM_Word lenbytes; length in bytes
} M_KeyType_Random_GenParams;

9.2.3.3. Mechanisms

¥ Mech_Blofish mECB{ONECB
¥ Mech_Blofishm CBCNONECBC
¥ Mech_Blofishm CECi64PKCS5CBC

¥ Mech_Blofishm CBMACiI64RCS5CBC MAC
This mechanism is deprecated and may be with drawn in future firmware.

¥ Mech_Blofish mECBBES5ECB
¥ Mech_Blofishm CBMACIORCS5CBC MAC
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9.2.4. CAST

This key type uses the key data M_KeVype RamlomData, with a key length from 5 to 16
bytes as specified in RFC2144.

9.2.4.1. Mechanisms

¥ MechCASTBEi64pAKCS5CBC

¥ MechCAST@GB®IACI64pRCS5
This mechanism is deprecated and may be with drawn in future firmware.

¥ MechCASTECBBRESSECB
¥ MechCAST@B®IACIOpRCS5CBC MAC

The cipher text and initialization vectors are the same as for the equivalent DES mecha!
nisms.

9.2.5. CAST256

This uses the same key gereration parameters and data as KeyType Ramlomand allows key
lengths of 16, 20, 24, 28 or 32 bytes as specified in RFC2612.

9.2.5.1. Mechanisms

¥ MechCAST256Ci128pKCS5CBC with PKCS #5 padding
¥ MechCAST256mECREBB5ECB with PKCS #5 padding

¥ MechCAST25@BCNONECBC with no padding

¥ MechCAST256mEGEBINEECB with no padding

¥ MechCAST256B®IACI128aRCS5
This mechanism is deprecated and may be with drawn in future ver sions.

¥ MechCAST25@B®ACIOpRCS5CBC MAC

9.2.6. DES
The implementation of DES that is used in the nShield module has been valdated by NIST

as conforming to FIPS 46-2 and FIPS 81, cetifi cate number 24.

9.2.6.1. Key data
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typedef struct {
EEEEM_DESKey k; 64 bit key
} M_KeyType_DES Data;

typedef union {
EEEEunsigned char bytes|[8];
EEEEM_Word words[2];

} M_DESKey;

56 bits plus 8 parity bits

9.2.6.2. Key generation parameters

typedef struct {
EEEEM_Word lenbytes; length in bytes
} M_KeyType_Random_GenParams;

9.2.6.3. Notes

The FIPS 46-2 valdation requires DES keys to have valid paiity bits for which bit O of each
byte is set to give odd par ity. If you attempt to import a DES key that does not have the par
ity set cor rectly, the mod ule will return Status_In valid Data.

9.2.6.4. Mechanisms

¥ Mech_DESBCRONECBC no padding
¥ Mech_DESITi64pAKCS5CBC with PKCS5 padding

¥ Mech_DESB®IACI64pRCS5
This mechanism is deprecated and may be with drawn in future ver sions.

¥ Mech_DESmMERBNEECB no padding

¥ Mech_DESmEG8pBE5ECB with PKCS5 padding

¥ Mech_DESBGIACIOpPRCS5CBC MAC with PKCS5 padding
¥ Mech DESRBRMACIONONECBC MAC with no padding

PKCS5 padding is 1 to 8 bytes, valied 1 to 8

9.2.6.5.CBC

9.2.6.5.1. Cipher text
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typedef struct {
EEEEM_ByteBlock cipher;
} M_Mech_Generic64_Cipher;

9.2.6.5.2. IV

typedef struct {
EEEEM_Blocké4 iv;
} M_Mech_Generic64_1V;

9.2.6.6. CBC MAC

9.2.6.6.1. Cipher text

typedef struct {
EEEEM_Block64 mac;
} M_Mech_Generic64MAC_Cipher;

The DES@B®IACIOpRCS3nechanism uses anlV of all zero bytes. This replaces the DES@BC
MACIi64pRCS53nechanism, which required the IV to be passed in. This mechanism is depre!
cated: if an attacker is able to manip ulate this data he is able to forge a message. For this
reason, if you use -i64 mechanisms you must ensure the 1V data is fixed.

9.2.7. DES2

The implementation of DES used in the nShield module has been valdated by NIST as con!
forming to FIPS 46-3 certifi cate numbers 24 and 173.

9.2.7.1. Key data

typedef struct {

} M_KeyType_DES2_Data;

typedef union {
E
E
}

EEunsigned char bytes[16];
EEM_Word words[4];
M_DESKey;

E
E

112 bit plus 16 paity bits.
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9.2.7.2. Key generation parameters

There are no key gereration parameters.

9.2.7.3. Notes

The FIPS 46-2 valdation requires DES2 keys to have valid paity bits for which bit 0 of each
byte is set to give odd par ity. If you attempt to import a DES2 key that does not have the
parity set cor rectly, the mod ule will return Status_In valid Data.

9.2.7.4. Mechanisms

¥ Mech_DES@BCNONECBC no padding
¥ Mech_DES@RTi64pRAKCS5CBC with PKCS5 padding

¥ Mech_ DESECREIACI64pRCS5
This mechanism is deprecated and may be with drawn in future ver sions.

¥ Mech_DES2mENBNEECB no padding

¥ Mech_DES2mECEBRFSECB with PKCS5 padding

¥ Mech_DESE@RB®ACIOpRCS5CBCMAC with PKCS5 padding
¥ Mech_DESZBMACIODONEEBC MAC with no padding

9.2.7.5.CBC

9.2.7.5.1. Cipher text

typedef struct {
EEEEM_ByteBlock cipher;
} M_Mech_Generic64_Cipher;

9.2.75.2. IV

typedef struct {
EEEEM_Block64 iv;
} M_Mech_Generic64_1V;

9.2.8. Triple DES

The implementation of DES used in the module has been valdated by NIST as conforming
to FIPS 46-3 certifi cate numbers 24 and 173.
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9.2.8.1. Key data

typedef struct {
EEEEM_DES3Key kEEEE 192 bit key
} M_KeyType_DES3_Data;

typedef union {

E unsigned char bytes[24];
EEEEM_Word words[6];

} M_DES3Key;

The key is 3 x(56+8) bits. nShield performs Triple DES as encrypt, decrypt, and encrypt
(using separate keys for each stage).

9.2.8.2. Key generation parameters

There are no key gereration parameters.

9.2.8.3. Mechanisms

¥ Mech_DESGREi64pRKCS5CBC with PKCS #5 padding

¥ Mech_DESGBBM®ACI64pRCS5
This mechanism is deprecated and may be with drawn in future ver sions.

¥ Mech_DESGBCRNONECBC with no padding

¥ Mech_DES3mENBMEECB with no padding

¥ Mech_DES3mECGERF5ECB with PKCS #5 padding

¥ Mech_DESBBM™ACIOpRCS5CBCMAC with PKCS #5 padding
¥ Mech_DESGBM®IACIONONEBC MAC with no padding

The cipher text and initialization vec tors are the same as for the equivalent DES mecha!
nisms.

nShield uses outer CBC.

9.2.9. Rijndael

Rijndael is now FIPS approved as the AES. The implmentation has been validated by NIST
as conforming to FIPS 197, cetifi cate number 15.

This key type uses the key data M_Keyype RamlomData.
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9.2.9.1. Mechanisms

¥ Mech_Rin daelnCBCNONECBC
¥ Mech_Rhn daelnCECi128pKCS5CBC with PKCS5 padding

¥ Mech_Rh daelmCBMACIi128pRCS5
This mechanism is deprecated and may be with drawn in future ver sions.

¥ Mech_Rin daelmECBYONECB

¥ Mech_Rn daelmECBMTS5ECB with PKCS5 padding

¥ Mech_Rn daelnCB®ACi128pRCS5CBC MAC with PKCS5 padding
¥ Mech_Rn daelnCBMACi1288one CBC MAC with no padding

¥ Mech_Rih daeImGCNECM

These mechanisms use the Generic128 cipher text and initialization vectors, except Mech_Ri
jn daelmGCMhich uses GenericGCM128.

9.2.9.2. Key generation

Rijndael keys use the same key gereration parameters and data format as the Random key
type. They must be either 128, 192, or 256 bits (that is, 16, 24 or 32 bytes long).

9.2.10. SEED

The SEED algeithm was developed by KISA (Korea Information Security Agency) and a
group of experts. SEED is a Korean national indusrial association standard (TTA KO-
12.0004, 1999) and was set as a Korean Infomation Com munication Standard (KICS) in the
year 2000. This standard is promoted by the Korean Ministry of Infor mation and Communi!
cation.

SEED has been optimized for the security systems most widely used in Korea, in partic ular
the S-boxes and config urations associated with cur rent com puting tech nology.

If you wish to use the SEED algorithm, you must order and enable it as part of the nShield
KISAAQorithms feature.

9.2.10.1. Key data

typedef struct {
E M_ByteBlock k; fixed-length 128-bit key
} M_KeyType_SEED;
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9.2.10.2. Key generation parameters

typedef struct {

E M_Word lenbytes; must be 16 bytes

} M_KeyType_SEED_GenParams;

9.2.10.3. Mechanisms

¥ Mech_SEBIECBYONECB with no padding

¥ Mech_SEBIECBBES5ECB with PKCS #5 padding

¥ Mech_SEEDBCRNONECBC with no padding

¥ Mech_SEEDREi128pRKCS5CBC with PKCS #5 padding

¥ Mech_SEEDBMIACIi128pRCS5

This mechanism is deprecated and may be with drawn in future ver sions.
¥ Mech_SEEDBMACIOpRCS5CBCMAC

9.2.11. Serpent

Serpent uses the key data M_KeVyype RamlomData. The maxmum permitted key data length

is 32 bytes. Recommended key lengths are 16, 24 and 32 bytes.

A change was made to the inter pretation of the Ser pent algorithm specification regarding

byte ordering, which occurred between ver sions 2.12.x and edier, and 2.18.x and later, of

module firmware. Thus, later versions of firmware are incom patible with earlier versions

when using Serpent mech anisms.

9.2.11.1. Key data

typedef struct {
E M_ByteBlock k; data
} M_KeyType_Random_Data;

9.2.11.2. Key generation parameters

typedef struct {
E M_Word lenbytes; length in bytes
} M_KeyType_Random_GenParams;

9.2.11.3. Mechanisms
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¥ Mech_SerentmECBYONEECB with no padding
¥ Mech_SgrentnCBCNONECBC with no padding
¥ Mech_SgrentnCECi128RKCS5CBC with PKCS #5 padding

¥ Mech_SgrentmtCBMACI128RCS5
This mechanism is deprecated and may be with drawn in future ver sions.

¥ Mech_SgrentmECBBES5ECB with PKCS #5 padding
¥ Mech_SgrentnCB®ACIORCS5CBCMAC

9.2.12. Twofish

Twofish uses the key data M_KeVype RamlomData. The madxmum permitted key data length
is 32 bytes. Recommended key lengths are 16, 24 and 32 bytes.

9.2.12.1. Key data

typedef struct {
EEEEM_ByteBlock KEEEEdata
} M_KeyType_Random_Data;

9.2.12.2. Key generation parameters

typedef struct {
EEEEM_Word lenbytes; length in bytes
} M_KeyType_Random_GenParams;

9.2.12.3. Mechanisms

¥ Mech_Wwofish mMECBYONEECB with no padding
¥ Mech_WwofishmCBCHONECBC with no padding
¥ Mech_WofishmCECi128RKCS5CBC with PKCS #5 padding

¥ Mech_ivofishmCBMACIi128RCS5
This mechanism is deprecated and may be with drawn in future ver sions.

¥ Mech_Wofish mECBCS5ECB with PKCS #5 padding
¥ Mech_WofishmCBMACIORCS5CBCMAC

9.2.13. Diffie-Hellman and ElGamal

Diffie-Hell man key exchange shares a common key type with EIGamal encryption and
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decryption.

9.2.13.1. Private key

typedef struct {
EEEEM_DiscreteLogGroup dlg;
EEEEM_Bignum x;

} M_KeyType_DHPrivate_Data

M_DigreteL ogGroupis a discrete log group that may be shared between users.

9.2.13.2. Public key

typedef struct {
EEEEM_DiscreteLogGroup dlg;
EEEEM_Bignum gx;

} M_KeyType_DHPublic_Data

M_DigreteL ogGroupis a discrete log group that may be shared between users.

9.2.13.3. Key generation parameters

typedef struct {
FEEM_Word flags;
EM_Word plength;
EM_Word xlength;

EM_DiscreteLogGroup *dlg;
_KeyType_DHPrivate_GenParams;

E
E
E
E

> T T Ty e

E
E
E
E
M

¥ The following flags are defined:

" Keylype DWri vate_GerParams_flags dlg_present (If this is set, the specified Dis!
creteL ogGroupwill be used.)

" KeyType DHiPri vate _GerParams_flags_SafePrimes(If this is set, the mod ule will gen
erate the key, so that the key validation code can verify that the key has known
good sub-group.)

" KeyType DI®ri vate_GerParams_flags__all flags

¥ plength is key size in bits up to a maxmum of 4096.

The present implementation uses the DSA/FIPS algarithm for gen erating Gand P paral
meters, such that Pmust be a multiple of 64 bits in length and at least 512 bits long.

¥ xlength is the length in bits of pri vate key X . DSA spedfies 160 bits.

There is no upper limit on the length of P.(P - 1) will have one prime factor of at least
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160 bits, which is required in order to make Pohlig-Hellman discrete logs unwork able.
The length of the private exponent Xcan be specified separately.

¥ M_DisreteL ogGroupis a discrete log group that may be shared between users.

typedef struct {

EEEEM_Bignum pEE
EEEEM_Bignum gEE
} M_DiscreteLogGroup;

prime

EE
EE generator mod P

DSA considers an exponent of 160 bits to be suf ficient for secu rity. An attempt to
make the length of Xgreater than the length of Pwill have no effect.

9.2.13.4. Mechanisms

¥ Mech_DHKeythange

¥ Mech_EGamal

¥ Mech_DIESe3DEShSHA1
¥ Mech_DIESeAEShSHAl

9.2.13.4.1. Diffie-Hellman

There is only one crypto graphic operation, Decrypt, which is supported with the mech anism
DHKeyEhangeand the key type DHPrivate. A Diffie-Hellman key exchange goes as folows:

1. Alice generates a DH key pair and exports her public key.

2. Bob generates a DH key pair by using AliceO&and P values and by setting the dig_pre!
sent bit in the flags to GerrateKeyPair . He then exports his public key.

3. Alice takes BobOs pulic key and passes it as a ciphetext to Decrypt using her private
key. This returns, in bignum format:

(G*4)*B = G(X 4 X ) mod P

4. Bob takes AliceOs pulic key and passes it to Decrypt using his private key. This returns,
in bignum for mat:

(G*B)* = G(XpX4) = G(X4Xp)mod P
This result is the same as that which Alice derived.

5. The session key can then be derived from this multi-pre cision number.

9.2.13.4.2. EIGamal
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At present, EIGamal encryption only takes nShield bignums as the plain text input and the
output for mat.

9.2.13.4.3. DLIES

The DLIESe3DEShSH#U DLIESeAEShSHM&chanisms implement the DLIES encryption
and decryption primitive as described in IEEE P1363A (Draft 11, Decelver 16 2002), with
the fol lowing options:

¥ DLSVDP-DH as the secret value derivaion primitive
¥ KDF2 key derivation func tion, using SHA-1 as the underlying hash function

¥ Triple-DES-CBC-IVO with 24-byte keys ( Mech_DIESe3DEShSHAlL AES256-CBC-1VO0
with 16-byte keys (Mech_DIESeAEShSHy¥ds the symmetric encryption scheme

¥ MAC1 based on SHA-1 as the mesage authentication scheme, with 160-bit out put
length and 160-bit key length

The Asymmetric Encryption Scheme (DHAES) mode is not used.

9.2.13.5. Cipher text

9.2.13.5.1. Diffie-Hellman

typedef struct {
EEEEM_Bignum gx;
} M_Mech_DHKeyExchange_Cipher;

9.2.13.5.2. ElIGamal

typedef struct {

EEEEM_Bignum aEEEE[gk mod p]
EEEEM_Bignum bEEEEM * (gxk) mod p
} M_Mech_EIGamal_Cipher;

where k is arardom integer 1 <k < (p N 1)

ElGamal signature creation and verification are not cur rently imple mented.

9.2.14. DSA

DSA enables users to share Disrete Log parameters, with each user having their own pub lic
and private key. DSA has 'communities', which are sets of keys that share a common DSADis
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creteL ogGroupbut that have dif ferent (x, y) pairs. These are repesented by the key type
DSAConwhich consists of a DSADisretel. ogGroupset of values together with the ini tializa!
tion values (seed h, and counter) from which the DSADisretelL ogGroupvalues were derived
(as specified by the FIPS DSA spedfication).

A DSAConkey can be generated once, and then the DSADisreteL ogGroupfrom this DSAComm
generation can be used in subsequent DSAPrate generations.

DSAConkey generation also allows seed values to be checked as follows:

1. When generating a DSAConkey, set the iv_present flag bit, and pass in the seed,
counter, and h values.

2. GerrateKey will follow the FIPS algorithm to gen erate a p, g, and g set, together with
the associated h and counter values.

3. You can now export the resulting DSAConkey and check that p, g, g, h, and counter are
what you were expect ing.

4. GermrrateKey will return Status_In valid Dataif the given seed cannot be used to pro!
duce a valid p, g, or g value.

The implementation of DSA that is used in mod ules has been valdated by NIST as conform
ing to FIPS 186, cetifi cate number 11.

9.2.14.1. DSA keys

9.2.14.1.1. DSA common key

typedef struct {
EEEEM_DSAInitValues iv;
EEEEM_DSADiscreteLogGroup dlg;
} M_KeyType_DSAComm_Data;

9.2.14.1.2. DSA private key

typedef struct {
EEEEM_DSADiscreteLogGroup dlg;
EEEEM_Bignum x;

} M_KeyType_DSAPublic_Data;

9.2.14.1.3. DSA public key

typedef struct {
EEEEM_DSADiscreteLogGroup dlg;
EEEEM_Bignum y;
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} M_KeyType_DSAPrivate_Data;

M_BAlInit Values:

EEM_Hash seedEE
EEM_Word counterE
E

typedef struct {
E
E
E
M

Eseed
EEEcounter
EM_Word hEEEEh

DSAInitValues;

~ IT> [T> [T»

These are the intialization values, which can be used to check that the dis crete log arithm
parameters have been generated correctly.

M_BADisreteL ogGroup

typedef struct {

} M_DSADiscreteLogGroup;

where

¥ pis a 512-bit to 1024-bit prime num ber;

¥ qis a 160-bit prime factor of pN 1;

¥ gish®"V4 whereh <p N 1and h®"99 modp>1.

¥ This is the discrete log arithm group. These values may be shared between users.

¥ A 160-bit number < q.

g‘mod p(a p-bit num ber).

9.2.14.2. DSA common generation parameters

typedef struct {

EEEM_Word flags;

EEEM_Word lenbits;
EEEM_DSAInitValues *iv;
M

_KeyType_DSAComm_GenParams;

~ IT> [T> T»

The following flags are defined:

¥ KeyType DISAComGerParams_flags_iv_present
¥ Keylype ISAComGerParams_flags__ all flags

lenbits is the length in bits
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M_BAlInit Values:

EEM_Hash seedEEEEseed
EEM_Word counterEEEEcounter
er

EM_Word hEEEEh
_DSAInitValues;

typedef struct {

S~ T M

E
E
E
M

These are the intialization values, which can be used to check that the dis crete log arithm
parameters have been generated correctly.

9.2.14.3. DSA private key generation parameters

typedef struct {

EEEEM_Word flags;

EEEEM_Word lenbits;
EEEEM_DSADiscreteLogGroup *dlg;

} M_KeyType_DSAPrivate_GenParams;

The following flags are defined:

¥ KeylType D5APrivate_GerParams_flags_dlg_pre sent (If this flag is set, GerrateKey will
use the specified DSADisretelL ogGroup)

¥ Keyl'ype [5APrivate_Gerrarams_flags_Strict (If this flag is set, the generated key is
subjected to extra con sistency tests at the expense of effi ciency. There is nomally no
need to set this flag, unless you are supplying p, g, and g values and need to check
them, or unless you require strict com pliance with the FIPS 140 Level 3 stardard. Set!
ting the Strict flag limits the maximum key size to 1024 bits. Otherwise, there is no
maximum limit on key size.)

¥ Keyl'ype D5APrivate_GerParams_flags__ all flags

M_BADisreteL ogGroupis the discrete log arithm group. These values may be shared
between users.

typedef struct {
EEM_Bignum p;
EEM_Bignum q;
EEEM_Bignum g;
M_DSADiscreteLogGroup;

E
E

S~ T M M

where:

¥ pis a 512-bit to 1024-bit prime num ber;
¥ qis a 160-bit prime factor of pN 1;

¥ gish®"De where h < p N 1 and h®"9 mod p > 1.
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9.2.14.4. Cipher text

typedef struct {
EEEEM_Bignumr;
EEEEM_Bignum s;

} M_Mech_DSA_Cipher;

r isg“mod p mod q

sisk *(H(m)+xr)) mod q

9.2.14.5. Plain text

Because DSA is defined to sign a SHA-1 hash directly, it has no se@rate raw plain text for !

mat. Instead, the format Hashis used to indicate that the plain text which has been pro vided

is the SHA-1 hash.

Mech

Mech_DSA

Mech_BAhSHA224
Mech_BAhSHA256
Mech_BAhSHA384
Mech_BAhSHA512

Mech_BAhRIPEMD160

Unhashed plain text
type

Hash

Hash28
Hash32
Hash48
Hash64

Hash

Hash used for bytes
plaintext

SHA-224
SHA-256
SHA-384
SHA-512

RIPEMD-160

If the plain text for mat is Bytes, then the mechanism will hash the plain text itself before

signing.

9.2.14.6. Mechanisms

¥ Mech_DSA

¥ Mech_BAhSHA224

¥ Mech_BAhSHA256

¥ Mech_BAhSHA384

¥ Mech_BAhSHA512

¥ Mech_BAhRIPEMD160
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9.2.15. ML-DSA

9.2.15.1. Keys

For ML-DSA keys, we store the keys as pure bytes without any specific details about the
components forming the keys.

struct M_KeyType_MLDSAPrivate_Data {

E /** Private key data as defined in FIPS-204
E *k

E ** - Maximum length: 4896 bytes */

M_ByteBlock sk;
h

struct M_KeyType_MLDSAPublic_Data {

E /** Public key data as defined in FIPS-204
E *k

E ** - Maximum length: 2592 bytes */

E M_ByteBlock pk;

h

9.2.15.2. Plain text

Mech Unhashed plain text Hash used for bytes
type plaintext
Mech_MLDSA Bytes or Hash64
Mech_MISAdet Bytes or Hash64
Mech_MISAhSHA256 Hash32 SHA-256
Mech_MISAhSHA256det Hash32 SHA-256
Mech_MISAhSHA512 Hash64 SHA-512
Mech_MISAhSHAS512det Hash64 SHA-512
Mech_MISAhSHAKE128b256 Hash32 SHAKE128
Mech_MISAhSHAKE128b256det Hash32 SHAKE128
Mech_MISAhSHAKE256b512 Hash64 SHAKE256
Mech_MISAhSHAKE256b512det Hash64 SHAKE?256

9.2.15.3. Schemes

¥ MLBAScheme N8A%4
¥ MLBAScheme_MNBABS
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¥ MLBAScheme NBAB7

9.2.15.4. Supported Key Sizes

ML-DSA Scheme Private Key Size Public Key Size (bytes)
(bytes)

ML-DSA-44 2560 1312

ML-DSA-65 4032 1952

ML-DSA-87 4896 2592

9.2.15.5. Mechanisms

¥ Mech_MLDSA

¥ Mech_MISAhSHA256

¥ Mech_MISAhSHAS512

¥ Mech_MISAhSHA512det

¥ Mech_MISAhSHAKE128b256

¥ Mech_MISAhSHAKE128b256det

¥ Mech_MISAhSHAKE256b512

¥ Mech_MISAhSHAKE256b512det

¥ Derive Mech_MISAGeegr ateln ter nal

Mechanisms with the 'det’ suf fix means deterministic sig hature mechanisms and the ones
with out 'det’ are randomized signatures.

Derive Mech_MISA&Sererateln ter nal can be used for key generation, however it is unavail!
able in FIPS-140 Level 3 mode.

9.2.16. SLH-DSA

9.2.16.1. Keys

For SLH-DSA keys, we store the keys as pure bytes without any specific details about the
components forming the keys.

struct M_KeyType_SLHDSAPrivate_Data {

E /** Public key data as defined in FIPS-205 */
E SpincsScheme scheme;

E /** Private key data as defined in FIPS-205
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E *k

E ** - Maximum length: 128 bytes */
E ByteBlock sk;

b

struct M_KeyType_SLHDSAPublic_Data {

E /** Public key data as defined in FIPS-205 */
E SpincsScheme scheme;

E /** Private key data as defined in FIPS-205
E *k

E ** - Maximum length: 64 bytes */

E ByteBlock pk;

ki

9.2.16.2. Plain text

Mech Unhashed plain text Hash used for bytes
type plaintext
Mech_SHDSA Hash
Mech_SHIBAdet Hash
Mech_SHIZAhSHA256 Hash32 SHA-256
Mech_SHI3AhSHA256det Hash32 SHA-256
Mech_SHI3AhSHA512 Hash64 SHA-512
Mech_SHIBAhSHA512det Hash64 SHA-512
Mech_SHIBAhSHAKE128b256 SHAKE128 SHA-256
Mech_SHIBAhSHAKE128b256detSHAKE128 SHA-256
Mech_SHIBAhSHAKE256b512 SHAKE256 SHA-512
Mech_SHIBAhSHAKE256b512detSHAKE256 SHA-512

If the plain text for mat is Bytes, then the mechanism will hash the plain text itself before
signing.

9.2.16.3. Schemes

¥ SphincsSchemé&lame_ $FHISA128FhSHA2
¥ SphincsSchemélame_$IFA128ShSHA2
¥ SphincsSchem&lame_ FIISA128FhSHAKE
¥ SphincsSchem&lame FIISA128ShSHAKE
¥ SphincsSchemd&lame_ $I3A192FhSHA2
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¥ SphincsSchemélame $IBA192ShSHA2
¥ SphincsSchemélame_FHISA192FhSHAKE
¥ SphincsSchemélame_FISA192ShSHAKE
¥ SphincsSchemélame_FHIFA256FhSHA2
¥ SphincsSchemé&lame FIISA256ShSHA2
¥ SphincsSchem&lame FHIISA256FhSHAKE
¥ SphincsSchemélame $IBA256ShSHAKE

9.2.16.4. Supported Key Sizes

SLH-DSA Scheme pk bytes sig bytes
SLH-DSA-SHA2-128s 32 7856
SLH-DSA-SHAKE-128s 32 7856
SLH-DSA-SHA2-128f 32 17088
SLH-DSA-SHAKE-128f 32 17088
SLH-DSA-SHA2-192s 48 16244
SLH-DSA-SHAKE-192s 48 16244
SLH-DSA-SHA2-192f 48 35664
SLH-DSA-SHAKE-192f 48 35664
SLH-DSA-SHA2-256s 64 29792
SLH-DSA-SHAKE-256s 64 29792
SLH-DSA-SHA2-256f 64 49856
SLH-DSA-SHAKE-256f 64 49856

9.2.16.5. Mechanisms

¥ Mech_SHDSA

¥ Mech_SHI3Adet

¥ Mech_SHI3AhSHA256

¥ Mech_SHI3AhSHA256det

¥ Mech_SHI3AhSHA512

¥ Mech_SHISAhSHAS512det

¥ Mech_SHI3AhSHAKE128b256
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¥ Mech_SHISAhSHAKE128b256det

¥ Mech_SHI3AhSHAKE256b512

¥ Mech_SHISAhSHAKE256b512det

¥ Derive Mech_SHISAGeegr ateln ter nal

Mechanisms with the 'det’ suf fix means deterministic sig nature mechanisms and the ones

with out 'det' are randomized signatures.

Derive Mech_SHIBZAGesgr ateln ter nal can be used for key generation, how ever it is unavaill

able in FIPS-140 Level 3 mode.

9.2.17. ML-KEM

9.2.17.1. Keys

For ML-KEM keys, we store the keys as pure bytes without any specific details about the

components forming the keys.

struct M_KeyType_MLKEMPrivate_Data {

E /** Decapsulation key data as defined in FIPS-203
E *k

E ** - Maximum length: 3168 bytes */

E Byteblock dk;

E /** Seed data d || z, or O byte string if not present
E *k

E ** - Maximum length: 64 bytes */

E ByteBlock dz;

E /** MLKEM-512/768/1024 as defined in the FIPS-203 publication */
E MLKEMScheme scheme;

k

struct M_KeyType_MLKEMPublic_Data {

E /** Encapsulation key data as defined in FIPS-203
E *k

E ** - Maximum length: 2592 bytes */

E Byteblock ek;

b

9.2.17.2. Schemes

¥ MLKEBtheme_INKEM512
¥ MLKEBtheme_INKEM768
¥ MLKEBtheme INKEM1024

9.2.17.3. Supported Key Sizes
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ML-KEM Scheme  Encapsulation Decapsula! Cipher Text Shared

Key tion Key Secret Key
ML-KEM-512 800 1632 768 32
ML-KEM-768 1184 2400 1088 32
ML-KEM-1024 1568 3168 1568 32

9.2.17.4. Mechanisms

¥ Derive Mech_MKBMEDaps
¥ Derive Mech_MKEM@aps

¥ Derive Mech_MKEK3errateln ter nal

Derive Mech_MKEKAerrateln ter nal can be used for key generation, how ever it is unavail!
able in FIPS-140 Level 3 mode.

9.2.18. Elliptic Curve ECDH and ECDSA
The module supports key exchange, ECDH, and sighature mechanisms.

The module supports a wide range of curves, including all the curves listed in FIPS 186-2
and some curves from X9.62. It also allows a user to spedfy a custom curve.

The implementation of ECDSA over curves recommended for US Government use has been
validated by NIST, as conforming to FIPS 186-2, cettifi cate 2.

When you create a key, you must create it as either an ECDSA key or an ECDH key. How
ever, both keys use the same underying structure. This ensures keys are used for the cot
rect purpose and prevents inadvertent use of a signing key for key exchange, or an
exchange key for signing message.

9.2.18.1. Elliptic Curve keys

9.2.18.1.1. Private keys

(%]

truct M_KeyType ECPrivate_Data {
EEEM_EllipticCurve curve;
EEEM_Bignum d;

m mp

-]

¥ curve is the curve used.
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¥ dis an integer up to the order of the group.

9.2.18.1.2. Public keys

ct M_KeyType_ECPublic_Data {
EM_EllipticCurve curve;
EM_

stru
E
E ECPoint Q;

E
E

=~ M |T|)

¥ curve is the curve used.

¥ Qis a point on the curve.

9.2.18.2. Key generation parameters

struct M_KeyType_ECPrivate_GenParams {
EEEEM_EllipticCurve curve;
h

¥ curve is the curve used.

9.2.18.3. Cipher text - ECDH

truct M_Mech_ECDHKeyExchange_Cipher {
EEEM ECPoint gd;

T"‘|‘|‘|)U)

¥ gdis the public point pro vided in the public key supplied in the key exchange.

9.2.18.4. Cipher text - ECDSA

ct M_Mech_ECDSA_Cipher {
EEM_Bignum r;
EE

tru
E
E M_Bignum s;

‘:""|T|)|T|)U)

-

is X, mod n

siss=k *(e + dr) mod n

9.2.18.5. Plain text - ECDH

Mech ECDHKeydhangecan return plaintext as:
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¥ M_ERoint the canonical form;
¥ M_Bignurthe x coordinate of the point;

¥ M_Bytdlock in uncompressed octet string rep resentation.

9.2.18.6. Plain text - ECDSA

ECDSA can accept plain text as either hashor bytes.

Mech Unhashed plain text Hash used for bytes
type plaintext
Mech_ECDSA Hash
Mech_E@EAhSHA224 Hash28 SHA-224
Mech_EGEAhSHA256 Hash32 SHA-256
Mech_EGAhSHA384 Hash48 SHA-384
Mech_EGEAhSHA512 Hash64 SHA-512
Mech_EGEAhRIPEMD160 Hash RIPEMD-160

9.2.18.7. Mechanisms

¥ Mech_ECDSA

¥ Mech_ECDH

¥ Mech_E@EAhSHA224

¥ Mech_EQ@AhSHA256

¥ Mech  EEAhSHA384

¥ Mech_EGEAhSHAS512

¥ Mech_EGEAhRIPEMD160

Neither Mech_ECDSA nor Mech_ECDH haulle normal representations.

9.2.19. KCDSA

KCDSA is a Korean algoithm that has been standardized by the Korean government as

KCS221. The conpliance of nShieldOs implmentation com pliance to this standard has not

been independently verified.

If you wish to use the KCDSA algorithm, you must order and enable it as part of the KISAAI

gorithms feature. If you are outside Korea, contact for infor mation about obtain ing the
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appropriate export licence.

KCDSA enables users to share Disrete Log parameters, with each user having their own
public and private key. KCDSA hascommunities, which are sets of keys that share a com!
mon KCBADigreteL ogGroupbut that have dif ferent (X, y) pairs. These are repesented by
the key type KCBACommwhich consists of a KCBADisreteL ogGroupset of values together
with the ini tialization values (seedand counter) from which the KCBADigreteL ogGroupval!
ues were derived (as specified by the KCDSA specification).

A KCBAComkry can be generated once, and then the KCBADigreteL ogGroupfrom this KCD
SAComgeneration can be used in subsequent KCBAPrivate generations.

KCBAConkry generation also allows seed values to be checked as follows:

1. When generating a KCBAConkay, set the iv_present flag bit, and pass in the seedand
counter values.

2. GerrateKey will follow the KCDSA algorithm to gen erate a p, g, and g set.

3. You can now export the resulting KCBAConkey and check that p, g, and g are what you
were expecting.

4. GerrateKey will return Status_In valid Dataif the given seedand counter cannot be
used to produce a valid p, g, or g value.

9.2.19.1. KCDSA keys

9.2.19.1.1. KCDSA common key

typedef struct {
EEEEM_KCDSAInitValues iv;
EEEEM_KCDSADiscreteLogGroup dlg;
} M_KeyType_KCDSAComm_Data;

M_KCEAInit Values

typedef struct {

EEEEM_ByteBlock seed; seed
EEEEM_Word counterEEE counter

} M_KCDSAInitValues;

These are the intialization values, which can be used to check that the dis crete log arithm
parameters have been generated correctly.

M_KCEADigreteL ogGroupis the discrete log arithm group. These values may be shared
between users.
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typedef struct {
EEEM_Bignum p;
EEEM_Bignum q;

EEEM_Bignum g;

M_KCDSADiscreteLogGroup;

~ > [T> [T>

where:

¥ pis a 1024-bit to 2048-bit prime num ber which is a multiple of 256 bits long;

¥ qis always 160 bits long;
¥ gish®"V whereh<pN1and h®"99 modp>1.

9.2.19.1.2. KCDSA private key

typedef struct {
EEEM_KCDSADiscreteLogGroup dlg;
EEEM_Bignum y;

EEEM_Bignum x;

M

_KeyType_KCDSAPublic_Data;

S~

M_KCEADisreteL ogGroupis the discrete log arithm group. These values may be shared

between users.

EEEM_Bignum p;
EEEM_Bignum q;
EEEM_Bignum g;
M_KCDSADiscreteLogGroup;

typedef struct {

~ [T> [T> T>

where:

¥ pis a 1024-bit to 2048-bit prime num ber which is a multiple of 256 bits long;

¥ qis always 160 bits long;
¥ gish®" whereh<pN1and h®"99 modp>1.
¥ x is an arbtrary number where 0 <x < q

¥ yisg™ ™99 mod p (a number less than p).

9.2.19.1.3. KCDSA public key

typedef struct {
EEEEM_KCDSADiscreteLogGroup dlg;
EEEEM_Bignumy;

} M_KeyType_KCDSAPrivate_Data;

M_KCEADigreteL ogGroupis the discrete log arithm group. These values may be shared
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between users.

typedef struct {

EEEM_Bignum p;
EEEM_Bignum g;
EEEM_Bignum g;

} M_KCDSADiscreteLogGroup;

T M mp

where:

¥ pis a 1024-bit to 2048-bit prime num ber which is a multiple of 256 bits long;
¥ qis always 160 bits long; ;
¥ gish®"94 whereh <pN1andh®"Y? modp>1.

¥y is g™ ™ “mod p(a number less than p).

9.2.19.2. Key generation parameters

9.2.19.2.1. KCDSA common generation parameters

EM_Word flags;
M_Word plen;
EM_Word glen;

m

typedef struct {

EE

EE

EE
EEEM_KCDSAInitValues *iv;

M_KeyType_KCDSAComm_GenParams;

S~ Ty T T e

¥ The following flags are defined:
" KeyType KCBAComGerParams_flags_iv_pre sent
" KeyType KCBAComGerParams_flags__all flags
¥ plen is the length of pin bits, a multiple of 256 where 1024 2 plen 22048.
¥ glen is the length of gin bits, a multiple of 32 where 160 2 glen 2256. This value must
currently be 160.

M_KCEAInit Values

typedef struct {
EEEEM_ByteBlock seed,; seed

EEEEM_Word counterEEEEcounter
} M_KCDSAInitValues;

These are the intialization values, which can be used to check that the dis crete log arithm
parameters have been generated correctly.

KCDSA private key generation parameters
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typedef struct {

EEEEM_Word flags;

EEEEM_Word plen;

EEEEM_Word glen;
EEEEM_KCDSADiscreteLogGroup *dlg;

} M_KeyType_KCDSAPrivate_GenParams;

¥ The following flags are defined:
" KeyType KCBAPrivate_GerParams_flags dlg_present (If this flag is set, Gerr!
ateKey will use the specified KCBADixretelL ogGroup)
" KeyType KCBAPrivate_GerParams_flags _all flags
¥ plen is the length of pin bits.
¥ glen is the length of gin bits.

¥ M_KCEADigreteL ogGroupis the discrete log arithm group. These values may be shared
between users.

EEEM_Bignum p;
EEEM_Bignum q;
EEEM_Bignum g;
M_KCDSADiscreteLogGroup;

typedef struct {

~ [T> [T> [T>

where:

¥ pis a 1024-bit to 2048-bit prime num ber which is a multiple of 256 bits long;
¥ qis always 160 bits long; ;

¥ gish®"V4 whereh <pN1and h®"99 modp>1.

9.2.19.3. Cipher text

typedef struct {
EEEEM_ByteBlockr;
EEEEM_Bignum s;

} M_Mech_KCDSA_Cipher;

¥ r is h(g“mod p).
¥sisx(k-(r #h(z|]lm))) modq
The symbol # represents a bit-wise XOR operation. The symbol || represents concate nation

of Byteblocks

9.2.19.4. Plain text
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See Key Typesfor a list of plain text for mats.

KCDSA hashes the mesage mas h(z||m) , where z is derived from the pub lic key. For short
messages, mmay be supplied directly as Plain TextType Bytes. For longer messages, the
hash h(z||m) may be computed exter nally and supplied as Plain TextType Hash

9.2.19.5. Mechanisms

¥ Mech_KG2HAS160

¥ Mech_KGEASHAL

¥ Mech_KEARIPEMD160
¥ Mech_KAEASHA224

¥ Mech_K@EASHA256

9.2.20. RSA

9.2.20.1. Public key

typedef struct {

EEEEM_Bignum eEEEEExponent
EEEEM_Bignum nEEEEModulus
} M_KeyType_RSAPublic_Data;

RSA public keys contain exponent and modulus only. The expaent is usually simple, reduc!
ing the com plexity of the mod ular exponentiation. RSA keys gererated by an nShield mod!
ule have the public exponent 0x10001by default.

9.2.20.2. Private key

typedef struct {

EEEM_Bignum p
EEM_Bignum q
EEM_Bignum dmp1
EEM_Bignum dmq1l
EEM_Bignum igmp
EEM_Bignum e
_KeyType_RSAPrivate_Data;

3

ST T T T e e

E
E
E
E
E
M

¥ dmplis D MOD.,
¥ dmqlis D MO,
¥ igmpis Q"MOD
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RSA private keys, for which the expo nent is usually large, contain additional infor mation

that enables the mod ular exponentiation to be opti mized by using the Chinese Remairder
Theorem.

9.2.20.3. Generation parameters

Generation parameters
typedef struct {
EEEEM_Word flags;

EEEM_Word lenbits;
EEM_Bignum *given_e;
EEM_Word *nchecks;

_KeyType_RSAPrivate_GenParams;

[

-~ m m
< mm

¥ The following flags are defined:

" KeyType RSAPrivate_GerParams_flags_given_e_present

If this flag is set, the user can specify which pub lic exponent is to be used. If this

flag is not set, the pub lic exponent will be set to 0x10001or, for very short keys,
Ox11

KeyType RSAPrivate_GerParams_flags_nchecls_pre sent

If this flag is set, the user can specify the num ber of Rabin-Miller checks that are
to be done on the primes. The default for this num ber varies with key size to give a
2 probability of error.

KeyType RSAPrivate_GerParams_flags_Us&rong Primes

Setting this flag requests key gen eration in accor dance with ANSI X9.31 require
ments. Specifically:

$ the key length must be at least 1024 bits, and a multiple of 256 bits

$ primes p and q are 'strong’ - that is p+1, p-1, g+1and g-1 each have at least one
prime factor >2*%

$ primes p and q each pass 8 iterations of the Rabin-Miller test fol lowed by the
Lucas test

$ pand q differ somewhere in their most sig nificant 100 bits.
" KeyType RSAPrivate_GerParams_flags__ all flags

¥ *given_e specifies the public exponent to be used. This must be an odd value greater
than 1 and less than half the requested key length.

¥ *nchecks specifies the number of Rabin-Miller checks to be performed.
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9.2.20.4. Mechanisms
For RSAPublic and RSAPrivate keys, the following mechanisms are provided:

¥ Mech_BApRCS1£see RSA mechanisms note 1)

¥ Mech_BAhSHA1EE S1{see RSA mechanisms note 2)
¥ Mech_BAhRIPEMD166{F51{see RSA mechanisms note 2)
¥ Mech_ BApRG10AERsee RSA mechanisms note 3)
¥ Mech_BApRG10AEPhSHA224

¥ Mech_BApRG10AEPhSHA256

¥ Mech_BApRG10AEPhSHA384

¥ Mech_BApRG10AEPhSHAS12

¥ Mech_BAhSHA1pPSS

¥ Mech_BAhRIPEMD160pPSS

¥ Mech_BAhSHA224pPSS

¥ Mech_BAhSHA256pPSS

¥ Mech_BAhSHA384pPSS

¥ Mech_BAhSHA512pPSS

9.2.20.4.1. RSA mechanisms note 1

This mechanism has the following behavior:

¥ Encrypt

n

accepts plain text of the type Bignumor Bytes

n

for plaintext type Bytes pads and encrypts the message according to PKCS #1
" for plaintext type Bignumencrypts the input directly
" returns a cipher text of the type M_Mech SApRGS1 Cipher
¥ Decrypt
" accepts cipher text of the appro priate type M_Mech SApRG1 Cipher
" decrypts the mes sage and strips the padding
" returns plain text in for mat Bytes
¥ Sign

"

accepts plain text of the type Bignumor Bytes

"

for plaintext type Bytes pads and encrypts the message according to PKCS #1

for plaintext type Bignumsigns the input directly

" returns a cipher text of the type M_Mech SApRG1 Cipher
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¥ Verify

" accepts plain text of the type Bignumor Bytes

"

accepts cipher text of the type M_Mech SApRG1 Cipher, which is decrypted and
compared to the appro priate hash of the plain text.

This mechanism does not hash the message before signing it.

You should use the Hashcommand in order to produce a hash to pass to the Sign or Verify
command. For PKCS #1 conpatible signatures, the ObjectID that identifies the hash algo!
rithm should be placed before the hash value itself to form a plain text of the type Bytes.

Alternatively, you can use RSANID5pRCSHANd similar mechanisms that hash the plaintext
first.

Although the RSApRCSInechanism will accept a hash plain text for sig nature or verifical
tion, this oper ation will not result in a valid PKCS #1 signhature.

9.2.20.4.2. RSA mechanisms note 2
These mechanisms will Sign and Verify only. They have the following behavior:

¥ Sign accepts plain text of the type BignumBytes or appropriate hash.
" for Bignumno padding is performed

" for Bytes, Sign hashes this plain text with the selected hash func tion, adds the cor
rect ObjectID , pads the result using PKCS #1 padding.

" the hashmust be the correct size for the hash mechanism specified: adds the cor!
rect ObjectID , pads the hash using PKCS #1 padding, the resuling padded string is
then encrypted.

¥ Verify accepts plain text of type Bytes and cipher text of the type M_Mech SApRG1 !
Cipher, which is decrypted, has its padding stripped, and is then com pared to the plain
text.

You must make sure that the message fits into a single command block. If the message
is too large to fit into a sin gle block, the server will use channel commands to pass the
command, which will fail because channel commands do not support RSA. If you are
not certain that the data will fit into a sin gle command block, use separate Hashand
Sign commands.

9.2.20.4.3. RSA mechanisms note 3

This mechanism performs encryp tion and decryp tion with OAEP padding. It imple ments the
RSAES-OAEP-ENCRYIBRSAES-OAEP-DECRYYiRItives as given in PKCS #1 v2.0, using
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SHA-1 as the Hash option and MGF1-with-SHAL as the MGF fundion.

This is similar in concept to, but in prac tice totally incom patible with, the OAEP as used in
SET.

The input to the Encrypt function must be a Bytes type plain text with a length from 0to
(modilus length in bytes minus 42) bytes inclusive.

Thus, a 512-bit modulus (of 64 bytes) will be able to encode up to 22 bytes of infor mation.

This quartity is insuf ficient to make a direct blob. You must use at least a 528-bit mod ulus
to make a direct blob.

Unlike the SET OAEP meclanism, PKCS #1 OAEP prserves the length of the plain text
block.

RSAES-OAEP defines an encodng parameters string, p. This string is a byte block that is
used as extra padding. In order to pass encoding parameters to the Encrypt com mand, set
the given_iv_p resent flag, and enter the encoding parameters as the IV. In order to pass
encoding parameters to the Decrypt command, set the IV in the iv_ member of the cipher
parameter. The IV is in the form of a byte block p, the length of which may be 0.

9.2.20.5. Cipher text - PKCS #11 padding

typedef struct {
EEEEM_Bignum m;
} M_Mech_RSApPKCS1_Cipher;

9.2.20.6. Cipher text - OAEP padding

typedef struct {
EEEEM_Bignum m;
} M_Mech_RSApSETOAEP_Cipher;

9.2.21. DeriveKey

9.2.21.1. DKTemplate

A DKTeptate is a template key whose key data contains a marshalled ACL and application
data. DKTeptate keys cannot be created with GemrateKey because this would produce a
random ACL. You mustImport the key.

typedef struct {
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EEEEM_ByteBlock appdata;
EEEEM_ByteBlock nested_acl;
} M_KeyType_DKTemplate_Data;

¥ appdata specifies application data for the new key.

¥ nested_acl is the marshalled ACL for the new key. Use the function NFastAp_Maishal
IACL() in order to produce an ACL in the correct for mat.

9.2.21.2. Wrapped

A wrapped key contains encrypted key data as a byte block. A wrapped key has the same
structure as a rardom key, but is a separate type.

You can generate a wrapped key by generating two random numbers and XORng them
together to cre ate a key. If you randomly generate both halves of a DES or a triple DES key,
you must use one of the mech anisms that sets the parity of the resul tant key: Derive!
Mech_DESjoin@RseParity or Derive Mech_DES3join®RseParity .

Alternatively, you can marshal keys, as described inMechanisms.

9.2.21.3. Generation parameters

typedef struct {

EEEEM_Word flags;

EEEEM_Word length;

} M_KeyType_Wrapped_GenParams;

¥ No flags are defined.
¥ length specifies the length in bytes:
" 8 bytes for a wrapped DES key
" 24 bytes for a wrapped Triple DES key

9.2.21.4. Derive Key Mechanisms

¥ Derive Mech_DE@BtXOR (see DeriveKey mechanisms note 1).
¥ Derive Mech_DESjoinX(Bee DeriveKey mechanisms note 2)

¥ Derive Mech_DES@EtXOR (see DeriveKey mechanisms note 1).
¥ Derive Mech_DES2joinX(&ee DeriveKey mechanisms note 2)
¥ Derive Mech_DESBEXOR (see DeriveKey mechanisms note 1).
¥ Derive Mech_DES3joinX@Bee DeriveKey mechanisms note 2)
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¥ Derive Mech_DESjoin®RseParity (see DeriveKey mechanisms note 2)
¥ Derive Mech_DES2join®RseParity (see DeriveKey mechanisms note 2)
¥ Derive Mech_DES3joindRseParity (see DeriveKey mechanisms note 2)
¥ Derive Mech_RargplitXOR (see DeriveKey mechanisms note 1).

¥ Derive Mech_RarjoinXOR (see DeriveKey mechanisms note 2)

¥ Derive MechCAS3plitXOR (see DeriveKey mechanisms note 1).

¥ Derive MechCASTjoinXOsee DeriveKey mechanisms note 2)

¥ Derive Mech_Eerypt Mashalled (see DeriveKey mechanisms note 3)

¥ Derive Mech_Daypt Mashalled (see DeriveKey mechanisms note 3)

¥ Derive Mech_RGG8ERrypt (see DeriveKey mechanisms note 4)

¥ Derive Mech_RG8Derypt (see DeriveKey mechanisms note 4)

¥ Derive Mech_RaweEiypt (see DeriveKey mechanisms note 5)

¥ Derive Mech_Rawbrgpt (see DeriveKey mechanisms note 5)

¥ Derive Mech_AE®§tXOR (see DeriveKey mechanisms note 1).

¥ Derive Mech_AESjoinXQRee DeriveKey mechanisms note 2)

¥ Derive Mech_Any

¥ Derive Mech_PdlzFromPri vate (see DeriveKey mechanisms note 6)

¥ Derive Mech_ECMQV

¥ Derive MechCortate nate Bytes

¥ Derive MechCortate nationKDF

¥ Derive Mech_NISTKDEMRIjn dael CMACr32

¥ Derive Mech_Rawe&nyptZe roPad

¥ Derive Mech_RawBgptZe roPad

¥ Derive Mech_AESKw#rap

¥ Derive Mech_AESKeyuhap

¥ Derive Mech_ECKA

¥ Derive Mech_EIESKeWrap(see DeriveKey mechanisms note 7)

¥ Derive Mech_EIESKeyUmrap (see DeriveKey mechanisms note 8)
9.2.21.4.1. DeriveKey mechanisms note 1
These mechanisms take a base key of the specified type and a wrap ping key of type Ramom

to produce an output key of type Wrapped

9.2.21.4.2. DeriveKey mechanisms note 2
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These mechanisms take a base key of type Wrappednd a wrapping key of type Ramomnto
produce an output key of the spec ified type.

9.2.21.4.3. DeriveKey mechanisms note 3

The EncryptMashalled and DecryptMaishalled mechanisms are provided to allow export of
keys from a module in FIPS 140 Level 3 mode and import into a module in the same mode.

The EncryptMasshalled mechanism takes a template key, a base key of any mashallable
type, and a wrapping key of any type capable of encrypt ing, and does the following:

1. Marshals anM_PlainText structure that rep resents the base key to produce a byte
string.

2. Turns the byte string into Bytes plaintext, and encrypts it with the wrap ping key to pro!
duce ciphertext.

3. Marshals the ciphertext into a fur ther byte string.

4. Creates a key of the type Wrappedhat has the ACL given in the tem plate key and con!

tains the byte string from step c as data. That is, the wrapped data is a marshalled
ciphertext which is an encryp tion of the mar shalled key data.

All marshalling is done in module-inter nal format (lit tle-endian arrays of lit tle-endian
words).

Template and Wrappedkeys can be imported into the mod ule even in FIPS 140 Level 3 mode.
The import must be autho rized by a certifi cate signed by the nShield Security Offi cerOs key

|Q\ISO-

The DecryptMarshalled mechanism performs the com plementary operation: it unmar shals
and decrypts a ciphertext rep resented as aWrappedey, then unmarshals the resulting plain
text to recover the M_PlainText structure for the out put key.

An example of import ing keys using the DecryptMaishalled mechanism:

1. Generate an RSA key pairKpub Kpriv . Kpubmust have export-as-plain per missions.
Kpriv must have a DeriveKey action group that spec ifies a role of WraKeyand a mecha
nism of DecryptMashalled . Export Kpub

2. Marshall the key Ki to be imported. Pad the result accord ing to PKCS #1 and encrypt it
with Kpub(for example, using the Mo&Expcommand).

3. Marshal the ciphertext: write Mech_BApRCShs anM_Word (02 00 00 00), the length
of the bignum, then the bytes in lit tle-endian order. Import the result ing byte block as a
key Kwof type Wrapped

4. Create a template key Kt that contains the desired ACL for the key to be imported, and
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import it.

5. Use DeriveKey with Kt as the template, the Kwas the base key, andKpriv as the wrap!
per key.

The resulting key is Ki imported with the cor rect ACL.

9.2.21.4.4. DeriveKey mechanisms note 4

The PKG8ERrypt and PKG8Derypt mechanisms are provided to allow pri vate key data for
asymmetric algorithms to be imported and exported.

This mechanism is not intended for secure trans port of key data
between nShield modules. It has a nunber of security weaknesses, not
" least poor protection of key integrity. It is pro vided only as an aid to
interoperating with other sys tems when more secure meth ods are not

available.

The PKCS8Encrypt and PKG8Derypt mechanisms have the following structure:

struct M_DeriveMech_PKCS8Encrypt_ DKParams {
EEEEM_IV iv;

=

%]

truct M_DeriveMech_PKCS8Decrypt_DKParams {

r
EEEM_IV iv;

T

=

The PKG8Errypt mechanism takes a Base key of type RSAPrvate, DSAPrvate, ECSAPTi!
vate, ECDP¥i vate or DHPrivate, and a Wrap key of any synmetric type capable of encrypt !
ing byte streams. The private key data is BER-encoded according to PKCS #8. (This process
is also described in the PKCS #11 spedication under Wraping/unwrapping pri vate keys .)
The resulting byte block is encrypted, using the given iv , which includes a mechanism. The
data of the cipher text is converted into a key of type Wrapped

The PKG8Derypt mechanism performs the oppo site process: it takes a Wrappedey type as
the Base key and a synmetric key as the Wrapping key. The data is decrypted using the
given iv and mechanism, and then BER-decodes to give aRSAPrate, DSAPrvate, ECSAPTi
vate or DHPrivate output key.

The following errors may indicate mechanism-specific prob lems:

¥ TypeMisnatch The ciphertext type for the given mech anism is not a simple byte block,
and so cannot be converted to or from a Wrapped key type.

¥ NotYetlnmple mented During encoding, this error indicates that the Base key is not of a
type for which BER-encod ing is supported. During decoding, this error indicates that
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an element has been encountered which is not used for the sup ported key types (for
example, a negative inte ger value). This may indcate the data has been corrupted.

¥ UnknowRaameer : During decoding, this error indicates that a key type other than
those supported, or an unknown 'version' integer, has been encountered.

¥ Malformed: The BER-decodng has been unsuccessful, probably due to cor rupted data,
for example, because the data is too short, or because an illegal byte value has been
encountered).

9.2.21.4.5. DeriveKey mechanisms note 5

The RawEerypt and RawDaypt mechanisms are provided to allow raw key data to be
encrypted and decrypted using any key that accepts a cipher text as Bytes. Alter natively,
for RawEerypt only, a signing or hashing mechanism can be provided instead of an encrypt
one. In these cases, the raw key data is signed or hashed instead.

This mechanism is not intended for secure trans port of key data
between nShield mod ules. It has a nunber of security weaknesses, not
" least poor protection of key integrity. It is pro vided only as an aid to
interoperating with other sys tems when more secure meth ods are not

available.

These mechanisms have the following structure:

struct M_DeriveMech_RawEncrypt_ DKParams {
EEEEM_IV iv;

-

(%]

truct M_DeriveMech_RawDecrypt_DKParams {
M_IV iv;
M_KeyType dst_type;

EEE
EEE

E
E

T m

E
E

=

The RawEerypt mechanism processes the key as follows:

1. It extracts the key data of the Base key as a byte block.

2. If an encryption mech anism is specified in the 1V, the key data is encrypted using the
Wrapping key, IV and the mechanism specified in the 1V, which must be a valid mecha!
nism for the given Wrap ping Key. Mechanisms that do not per form padding can not
encrypt plain texts which are not mul tiples of the block length. For example, DESmEQBp
NONEan encrypt only base keys that are a multiple of 8 bytes in length.

If a signing mechanism is specified in the IV, the key data is signed using the Wrapping
key, IV and the mechanism specified in the 1V, which must be a valid mechanism for
the given Wrapping Key.

If a hashing mechanism is specified in the 1V, the key data is hashed using the Wrap!
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ping key (if the mech anism requires one), IV and the mechanism specified in the 1V,
which must be a valid mechanism for the given Wrap ping Key. HMAC mechanisms
require a wrapping key and others do not. For more information see HMAC signatures.

3. The resulting ciphertext, signature or hashis converted directly into a Wrapped key. No
mechanism, IV, or base key type information is saved with the Wrapped data. This data
must be transported sep arately.

RawDmypt performs the reverse process.The type of the key to be cre ated, and the IV to
be used when decrypting, are passed in thedst_type andiv fields, respectively.

The following errors have specific meanings:

¥ TypeMignatch The chosen Base key type is not a DES or sinple ByteBlock key type (for
example, an RSAPvate key), so it cannot be con verted to or from a byte block plain !
text. Alter natively, the specified mechanism in the IV does not use a byte block for its
ciphertext (for exam ple, it uses ciphertexts con taining Bignums) so the ciphertext can!
not be converted to or from Wrapped key data.

¥ Invalid Data The data camot be made into a key of the given type. For example, the
decrypted data was too short or too long for the given des tination key type, or the des
tination key type was a DES, DES2 or DES3 key and the decrypted data had paity
errors. You can force the parity to be set cor rectly, by using RawDaypt to produce a
key of type Wrapped, and import ing a Rardom key of the right length with all bytes
zero. Then use the DESjoinXORseParity mechanisms on these two keys to pro duce a
DES key with correct parity bits.

9.2.21.4.6. DeriveKey mechanisms note 6

Derive Mech_PUlzFromPri vate constructs the cor responding public key given one private
key of any type. The following is a non-exhaustive list of com mon error returns specific to
this key derivation mech anism:

¥ TypeMignatch given key is not a private key.

¥ Invalid Paameer : more than one key supplied.
9.2.21.4.7. DeriveKey mechanisms note 7
The Derive Mech_EIESKeWrapmechanism takes a base key of the specified symmetric type

and a wrapping key of type ECDPubic to produce an output key of type Wrapped

9.2.21.4.8. DeriveKey mechanisms note 8
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The Derive Mech_EIESKeyUmrap mechanism takes a base key of type cipher text and a
wrapping key of type ECDPri vate to produce an output key of type keytype.

9.3. Hash functions
Hash functions take an input of arbi trary length and return an out put of fixed length.

The Hashfunction supports the RIPEMD-160, SHA-1, SHA-256, SHA-384, SHA-512, Tiger,
MD2, and MD5 mechanisms.

All the hashes that the mod ule uses internally employ the SHA-1 algorithm.

9.3.1. SHA-1
SHA-1 is a hash fundion that has been approved by NIST. SHA-1 returns a 20-byte result.

The implementation of SHA-1, SHA-256, SHA-384 and SHA-512 in the nShield module has
been validated by NIST as conforming to FIPS 18-2, cettifi cate 255.

9.3.1.1. Mechanism

Mech_SHA1Hash

9.3.1.2. Reply

typedef struct {
EEEEM_Hash20 h;
} M_Mech_SHA1Hash_Cipher;

9.3.2. Tiger

Tiger is a hash fundion designed by Ross Anderson and Eli Biham. It is designed to be effil
cient on 64-bit proces sors and to be no slower than MD5 on 32-bit proces sors.

9.3.2.1. Mechanism

Mech_TigerHash

9.3.2.2. Reply
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typedef struct {
EEEEM_Hash24 h;
} M_Mech_TigerHash_Cipher;

9.3.3. SHA-224

SHA-224 is a member of the SHA-2 hash func tion famly that yields a 28-byte result.

9.3.3.1. Mechanism

Mech_SHA224

9.3.3.2. Reply

typedef struct {
EEEEM_Hash28 h;
} M_Mech_SHA224Hash_Cipher;

9.3.4. SHA-256

SHA-256 is a member of the SHA-2 hash func tion fam ily that yields a 32-byte result.

9.3.4.1. Mechanism

Mech_SHA256

9.3.4.2. Reply

typedef struct {
EEEEM_Hash32 h;
} M_Mech_SHA256Hash_Cipher;

9.3.5. SHA-384

SHA-384 is a member of the SHA-2 hash func tion family that yields a 48-byte result.

9.3.5.1. Mechanism
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Mech_SHA384Hash

9.3.5.2. Reply

typedef struct {
EEEEM_Hash48 h;
} M_Mech_SHA384Hash_Cipher;

9.3.6. SHA-512

SHA-512 is a member of the SHA-2 hash func tion family that yields a 64-byte result.

9.3.6.1. Mechanism

Mech_SHA512Hash

9.3.6.2. Reply

typedef struct {
EEEEM_Hash64 h;
} M_Mech_SHA512Hash_Cipher;

9.3.7. MD2

MD?2 is a hash fundion that was designed by Ron Rivest. MD2 returns a 16-byte hash.

9.3.7.1. Mechanism

Mech_MD2Hash

9.3.7.2. Reply

typedef struct {
EEEEM_Hash16 h;
} M_Mech_MD2Hash_Cipher;

9.3.8. MD5
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MD5 is a hash fundion that was designed by Ron Rivest. MD5 returns a 16-byte hash.

9.3.8.1. Mechanism

Mech_MD5Hash

9.3.8.2. Reply

typedef struct {
EEEEM_Hash16 h;
} M_Mech_MD5Hash_Cipher;

9.3.9. RIPEMD 160

RIPEMD 160 is a hash funtion that was devel oped as part of the European UnionOs RIPE
project. RIPEMD 160 returns a 20-byte hash.

9.3.9.1. Mechanism

Mech_RIPEMD160Hash

9.3.9.2. Reply

typedef struct {
EEEEM_Hash20 h;
} M_Mech_RIPEMD160Hash_Cipher;

9.3.10. HAS160

HAS160 is a hash fundion designed for use with the KCDSA algo rithm. (See KCDSA))
HAS160 returns a 20-byte hash.

If you wish to use the HAS160 hash function, you must order and enable it as part of the
KISAApborithms feature.

9.3.10.1. Mechanism

Mech_HAS160Hash
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9.3.10.2. Reply

typedef struct {
EEEEM_Hash20 h;
} M_Mech_HAS160Hash_Cipher;

9.4. HMAC signatures

The sign andverify commands can create and verify MACs that have been cre ated with
the HMAC pro cedure and any supported hashing algorithm.

See RFC2104 for a descrigion of HMAC.

The nShield implementations of HMAC SHA-1, HMAC SHA-224, HMAC SHA-256, HMAC
SHA-384 and HMAC SHA-512 have been validated by NIST as conforming to FIPS 198, cet
tifi cate 3.

The following key types are defined:

¥ Keylype HMACMD2

¥ Keylype HMACMD5

¥ KeyType HIASHA1

¥ KeyType HMACRIPEMD160
¥ KeyType FMAGBHA224

¥ Keylype HMABHA256

¥ Keyl'ype HMASHA384

¥ Keylype HMAGHAS12

¥ KeyType HIASHA3b224
¥ Keylype HMASHA3b256
¥ Keylype HMASHA3b384
¥ KeyType FMABHA3b512
¥ KeyType HMACTiger

All these key types contain random data that is stored in byte blocks of vari able length.
They use the key type Ramonfor their data and key generation parameters.
The following mechanisms are defined:

¥ Mech_MACMD2
¥ Mech_MACMD5

nCore v13.9.6 Developer Tutorial 116/247



Chapter 9. Key structures

¥ Mech_MASGHA1

¥ Mech_MACRIPEMD160
¥ Mech_MASHA224

¥ Mech_MASHA256

¥ Mech_MAGSHA384

¥ Mech_MASHA512

¥ Mech_MAGBHA3b224
¥ Mech_MASHA3b256
¥ Mech_MAGHA3b384
¥ Mech_MAGBHA3b512
¥ Mech_MACTiger

9.5. ACLs

An ACL is a list of actions that are permitted for this object. An ACL con sists of a list of per!
mission groups.

Each pemission group is a list of actions com bined with an optional set of lim its, either
numerical limits or time limits, and option ally the hash of the key needed to autho rize these
actions.

By creating multiple permission groups with dif ferent use lim its and certi fiers you cre!
ate an ACL:

typedef struct {

E intn_groups
EEEEM_PermissionGroup *groups;
}M_ACL;

¥ n_groupsis the number of groups.

¥ *groups This is a list of pemission groups. Each pemission group consists of the fol !
lowing items:

option ally, the key hash of a key that must be used to certify all oper ations within
this permission group. The given key must be used to produce a certifi cate that
accompanies the request. This cettifi cate can also be required to be fresh. If no
key hash is given, this is a puldic permission group and defines operations available
with out a certifi cate.

0 or more use lim its for this permission group. If a permission group has use lim!
its, operations permitted by this group are only allowed if the use lim its have not
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been exhausted. If a pemission group has no use limits, these actions are always
permitted.

Each use limit specifies either an identifier for a counter or a time limit. If a per mis!
sion group specifies both a counter and a time limit, the action will fail if either

limit is exhausted. Performing any of the actions listed as action elements for this
permission group decreases the count of the spec ified counter by 1 for each
action .

one or more action elements. These spedfy the oper ations to which the use lim its
apply.

typedef struct {

EEEEM_Word flags;

EEEEint n_limits;

EM_UseLimit *limits;

Eint n_actions;

EEM_Action *actions;
EEEM_KeyHash *certifier;
EEEEM_KeyHashAndMech *certmech;
EEEEM_ASCIIString *moduleserial;

} M_PermissionGroup;

EE
EE
E

m M M m

¥ The following flags are defined:

Permission Group_flags_cert mech_pesent Set this flag if actions in this group
must be certified with a key that matches the given hash and mech anism.

Permission Group_flags_certi fier_p resent Set this flag if actions in this group
must be certified with a key that matches the given hash. If none of flags Permis!
sion Group_flags_certi fier_p resent, Permission Group_flags_cert mech_pesent,
or Permission Group_flags NSOC¢r fied have been set, then this is a public per!
mission group, and actions can be performed with out a certifi cate.

The Permission Group_flags_certi fier_p resent flag is included for backwards
compatibility only. If you are creating a new ACL, usePermission Group_flags_cert
mech_pesent.

Permission Group_flags_FreshCerts Set this flag if the cer tifi cate must be freshly
produced. If this flag is not set, certifi cates may be reused indefinitely.

Permission Group_flags_LogKeyUsag&et this flag if Sign, Verify, Encrypt or
Decrypt (and corresponding Cmd_CharlOper) actions in this group should be
logged by the nShield Audit Log ging capability.

If Audit Log ging is not enabled for the mod ule attempt ing to use a key with Permis
sionGroup_flags_LogKeyUsage set the module returns Status_InvalidACL.
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" Permission Group_flags_modile seri al_present Set this flag if the actions in this
group can only be performed on a specific mod ule, whose serial number matches
the given serial number.

" Permission Group_flags_NSOC¢r fied Set this flag if the actions in this group
must be certified by the Security Offi cerOs ke¥so, Whatever that is set to for this
module at this time.

If you set more than one of Permission Group_flags_certi fier_p resent, Permission!
Group_flags_cert mech_pesent, or Permission Group_flags NSOC¢r fied , the module
returns Status_In val i dACL

¥ n_limits is the number of limits.
¥ *lim its is a list of use limits, defined below.
¥ |f more than one set of use limits is defined:

n

if the use limits are in the same permissions group, all counters and time limits
must be valid, and all referenced counters are decreased by 1

if the use limits are in different permission groups, the module uses the first per!
mission group that per mits the action.

¥ n_adions is the number of actions.
¥ *actions is the list of actions to which the use lim its apply.

¥ *certi fier is either the hash of the key that is required to autho rize the use of this
ACL entry or a NULL pointer indicating that no fur ther authorization is required.

The certi fier field is included for back wards compatibility only. You are encouraged
to use the cert mectfield. Thecerti fier field may be removed in future releases.

*cert mechM_KelashAnNMechhas the following structure:

typedef struct {
EEEEM_KeyHash hash;
EEEEM_PlainText mech;
} M_KeyHashAndMech;

¥ hashis the hash of the key that is required to autho rize the use of this ACL entry or a
NULLpointer, indicating that no fur ther authorization is required.

¥ mechs the mechanism that is to be used to sign the cer tifi cate. You can specify
Mech_Anyin which case the ACL will behave exactly as if you had used the certifier
field.

Signingkey certifi cates do not check the mech anism.

¥ *modile serial is the serial number of the mod ule on which the actions in this per mis!
sion group must be performed. This must be the exact string returned by the NewEn
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quiry command for the mod ule.

9.6. Use limits

Use limits
typedef struct {
EEEEM_UseLim type;

EEEEunion M_UseLim__Details details;
} M_UseLimit;

The following Usdim types are defined:

¥ Usd.im_Global

¥ Usd.im_AthOld

¥ Usd.im_Time

¥ Usd.im_NoNolatile
¥ Usd.im_Auth

The details depend on the action type:

c

nion M_UseLim__Details {
M_UseLim_Global_Details global;
M_UseLim_Time_Details time;
M_UseLim_NonVolatile_Details nonvolatile;
M_UseLim_Auth_Details auth;

T M m m

EEE
EEE
EEE
EEE

=

A global use limit has the following structure:

typedef struct {
EEEEM_LimitlD id;
EEEEM_Word max;

} M_UseLim_Global_Details;

¥ id is a unique 20-byte identifier for the counter for this use limit. When a counter is cre
ated, it is set to 0. Any time a user performs an action that requires a use limit, the mod
ule compares the value of the counter to the limit in the ACL. If the counter value is
less than the limit, the action is per mitted and the counterOs value is increased by 1. Oth
erwise, the action is prohibited.

Global and per-authorization counters are stored separately on the mod ule. Thereore,
a global use limit may have the same hash as a per-authagization use limit, and these
hashes will refer to separate counters.

Global counters are stored separately for each key, and per-autho rization counters are
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stored separately for each logical token.

This means that the two match ing Limi tID s will only refer to the same counter if
either:

" they are both in Global use limits in the same ACL
" they are both in Auth use limits for keys loaded using the same logical token.

¥ maxis the absolute maximum number of times that the actions spec ified in this per mis!
sion group can be performed. Global limit counters are created when a key object is
imported, gen erated or derived using the DeriveKey command. They are destroyed
when that object is destroyed. They are never reset.

When a key is duplicated (using the Dupli cate command), or loaded with the Loadlob
command, all pemmission groups containing Global use limits are removed from its ACL.
This is to ensure that actions subject to Global use limits can only be performed when
the key was originally imported, generated or derived.

A time limit has the following structure:

typedef struct {
EEEEM_Word seconds;
} M_UseLim_Time_Details;

¥ secondsis a per authorization limit that sets the length of time, in sec onds, during
which the actions spec ified in this per mission group can be performed before the key
needs to be reauthorized. Time limits only apply to keys pro tected by a log ical token.
The time is taken from the point at which the token was recre ated.

If you specify more than one time limit within an ACL, the short est time limit will apply.
If you specify a time limit and a use count limit, both must be valid in order for an
action to be autho rized.

If you apply a time limit to a key that is not loaded from a log ical token protected blob,
all permission groups with time lim its will be unavailable and attempting to use these
limits will return Status_AccessDanied.

norvolatile limits are only available on nShield modules. The use limit is stored in a NVRAM
file. A non-volatile limit has the fol lowing structure:

struct M_UseLim_NonVolatile_Details {
EEEEM_UseLim_NonVolatile_Details_flags flags;
EEEEM_FilelD file;

EEEEM_NVMemRange range;

EEEEM_Word maxlo;

EEEEM_Word maxhi;

EEEEM_Word prefetch;

nCore v13.9.6 Developer Tutorial 121/247



Chapter 9. Key structures

¥ No flags are defined.

¥ file isthefileld of the NVRAM file con taining the use limit.

¥ range is the memory range within the file for this limit.

¥ maxloand maxhiare the values for the limit stored as two 32-bit words.

¥ prefetch : In order to reduce the number of NVRAM write cycles, you can specify a
number of limits to prefetch. The mod ule will update the limit by this num ber and decre
ment an in-memory counter for each use. When the counter reaches zero the NVRAM
value will again update the NVRAM.

A per-autho rization use limit (auth) has the following structure:

typedef struct {
EEEEM_LimitID id;
EEEEM_Word max;

} M_UseLim_Auth_Details;

¥ id is a unigue 20-byte identifier for the counter for this use limit. When a counter is cre
ated, it is set to 0. Any time a user performs an action that requires a use limit, the mod
ule compares the value of the counter to the limit in the ACL. If the counter value is
less than the limit, the action is per mitted and the counterOs value is increased by 1. Oth
erwise, the action is prohibited.

Global and per-authorization coun ters are stored separately on the mod ule. Theréefore,
a global use limit may have the same hash as a per-authaization use limit, and these
hashes will refer to separate counters.

Global counters are stored separately for each key, and per-authorization counters are
stored separately for each logical token.

This means that the two match ing Limi tID s will only refer to the same counter if either:

" they are both in Global use limits in the same ACL
" they are both in Auth use limits for keys loaded using the same logical token.

¥ maxis the number of times that the actions spec ified in this per mission group can be
performed before the log ical token needs to be reauthorized.

Per-authorization limit coun ters are created when a key is loaded from a token blob,
unless a counter with the same Limi tID already exists for this token (in which case, the
existing counter is used). This can mean that all the per-authorization use limits for a
key have been exhausted already when it is loaded. In such a case, you must reload the
logical token.
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Keys that have been loaded from blobs under dif ferent tokens have separate counters
even if they have the same Limi tID .

Firmware versions 2.12.0 or later cortain logic to pre vent an attacker loading the same
logical token twice and thereby gain ing two sep arate sets of counters. It works as fol!
lows:

Every time a smart card is inserted, all the logical token shares on it are markedavail !
able. When a share is loaded for use in a logcal token, it is marked used, unless the Read
Sharecommand sets the UsdLimit sUrwantedflag.

If any share is loaded - locally or remotely - when it is already marked used, the logical
token is marked Usd.imit sUnavail able. No per-authorization use limits are allowed for
any keys loaded using this second logical token. This ensures only one set of use limits
counters can be created for each physical insertion of a token.

The mechanism for controlling per-autho rization limits changed in firmware 2.12.0 to
prevent a possible attack which may have resulted in the limit being cir cumvented. On
new firmware ACLs using Usd.im_Authand Usd.i mAth_Old both use the new mech a!
nism. However, the nfk mveiify program will note use of the old style limit as this will
use the old behavior on old firmware.

Although it is pos sible to load a logical token on several modules, using remote slots,
only one copy of the log ical token can be allocated the per-autho rization use limits.

9.7. Actions

typedef struct {

EM_Act type;

Eunion M_Act__ Details details;
_Action;

EEE
EEE
M

type must be one of the actions listed below:

¥ Act_NoAtion=

¥ Act_OpPermissions= - see OpPermissions

¥ Act_Mak®lob=- see MakeBlob

¥ Act_MakeArchiveBlob= - see MakeArchiveBlob

¥ Act_NSOBrmissions= - see NSO

¥ Act_DeriveKey=- see DeriveKey and DeriveKeyEx

¥ Act_DeriveKeyEx= see DeriveKey and DeriveKeyEx
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¥ Act_N\WMe@pPerms= see NVRAM
¥ Act_FeaureEnable= - see NVRAM
¥ Act_ N\VMemUEsinit=

¥ Act_Sendhare=- see SendShare
¥ Act_Readbhare=- see ReadShare

¥ Act_StaticFeatureEnable=

¥ Act_UserAdion=

- see UserAction

¥ Act_File Copy= see FileCopy

details depend on the chosen action type:

:“"|'|'|)|'|'|>|'|'|>|'|'|)|'|'|>|'|1)|'|'|>|'|'|>|'|1)|'|'|>|'|1»|'|'|>|'|'|»|'|1»C

E
E
E
E
E
E
E
E
E
E
E
E
E
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E
E
E
E
E
E
E
E
E
E
E
E
E
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M
M
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M
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M
M
M
M
M
M
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_Act__Details {

_Act_FeatureEnable_Details featureenable;
_Act_DeriveKey_Details derivekey;
_Act_DeriveKeyEx_Details derivekeyex;
_Act_SendShare_Details sendshare;
_Act_NVMemUseLimit_Details nvmemuselimit;
_Act_NVMemOpPerms_Details nvmemopperms;
_Act_StaticFeatureEnable_Details staticfeatureenable;
_Act_NSOPermissions_Details nsopermissions;
_Act_OpPermissions_Details oppermissions;
_Act_FileCopy_Details filecopy;
_Act_MakeArchiveBlob_Details makearchiveblob;
_Act_MakeBlob_Details makeblob;
_Act_UserAction_Details useraction;
_Act_ReadShare_Details readshare;

9.8. Action types

9.8.1. OpPermissions

typedef struct {
EEEEM_Word perms;
} M_Act_OpPermissions_Details;

The following flags (permg are defined:

¥ Act_OpPermissions_Deail s _perms_Dpli cateHarlle : Setting this flag grants per mis!
sion to create a copy of the key with the same ACL. Duplicating a key does not enable

¥ Act_OpPermissions_Deail s _perms_UsasCetifi

you to perform any further actions, because both copies use the same use counters.

cate: Setting this flag allows use of

the KeylDto authorize a command that requires a certifi cate.

¥ Act_OpPermissions_Dedail s_perms ExportAsPlain
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¥ Act_OpPermissions_Ddail s _perms_GéppData

¥ Act_OpPermissions_Deail s_perms_S#\ppData

¥ Act_OpPermissions_Deail s _perms_RauceACL

¥ Act_OpPermissions_Deail s_perms ExpandACL

¥ Act_OpPermissions_Deail s _perms_Earypt

¥ Act_OpPermissions_Deail s _perms_Derypt

¥ Act_OpPermissions_Ddail s_perms_Veify

¥ Act_OpPermissions_Deail s_perms_UsasBlobKey Setting this flag allows use of this

key either in the Mak®&lob command to encrypt a key blob or in the Loadlob command
to decrypt a key from a blob.

¥ Act_OpPermissions_Deail s perms_UsaAsKMOnly DESXkeys can be used for module
keys, Ku.

¥ Act_OpPermissions_Dedail s perms_UsaslLoa@rKey. When this flag is set, an encryp!
tion key is only permitted to per form decryp tion when loading an SEE machine or SEE
World onto the mod ule.

¥ Act_OpPermissions_Ddail s_perms_Sign
¥ Act_OpPermissions_Deail s _perms_GACL
¥ Act_OpPermissions_Dedail s_perms_SigModile Cert

¥ Act_OpPermissions_Ddail s _perms__allflags

9.8.2. MakeBIlob

This action type allows the cre ation of mod ule key, or token, key blobs with the given key
(see also MakeArchiveBlob).

typedef struct {

EEEEM_Word flags;
EEEEM_KMHash *kmhash;
EEM_TokenHash *kthash;
EEM_TokenParams *ktparams;
E

EM_MakeBlobFilePerms *blobfile;
_Act_MakeBlob_Details;

7 M M [T [T

E
E
E
M

¥ The following flags are defined:
" Act_Mak@lob_De¢ail s_flags_Al lowKmOnly

If this flag is set, you can create blobs directly under a mod ule key or under a logi!
cal token. If this flag is not set, you must use a logical token.

" Act_Mak@lob_Deail s flags Al lowNonKmO
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If this flag is set, you can create blobs for this key using mod ule keys, or logical
tokens based on module keys, except for the inter nally generated Kyo. If this flag is
not set, you must use Ky, or logical tokens based on Kyg.

Act_Mak®lob_Dedail s flags kmhash_pe sent

Set this flag in order to restrict the blobs that can be made with this key to blobs
that use the mod ule key whose hash is spedfied or to log ical tokens that are
based on this module key. If this flag is not set, any module key may be used. If
this hash is not Ko, you must set the AllowNonKM@lag.

Act_Mak®lob_Deail s flags k thash_present

Set this flag in order to restrict the blobs that can be made with this key to blobs
that use the token whose hash is specified. If this flag is not set, any token may be
used. If this token is not based on Ko, you must set the AllowNonKM€lag.

Act_Mak®lob_Deail s flags_k t params_pe sent

Set this flag in order to restrict the blobs that can be made with this key to blobs
that use a token with either the given para meters or with more restric tive ones. If
this flag is not set, any token can be used.

Act_Mak®lob_Deail s _flags_Al lowNullKnircken

If this flag is set, the user can create token blobs for this key with a token pro !
tected by the null mod ule key.

Act_Mak®lob_Deail s flags blob file_p resent

If this flag is set the blob will be stored in the NVRAM or smart card file spec ified -
it will not be returned to the host.

Act_Mak®lob_Ddail s flags_all flags

key blob must meet the require ments of all the flags.

¥ *kmhash- see Act_Mak®lob_Deail s flags_kmhash_pe sent above.

¥ *kthash - see Act_Mak®lob_Deail s flags_k thash_present above.

¥ *ktparams - see Act_Mak8lob_Ddail s flags ktparams_jpesent above.
¥ *blob file

The

following structure specifies the NVRAM or smart card files to which you want to

restrict writ ing the blob.

struct M_MakeBIlobFilePerms {
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EEEM_MakeBlobFilePerms_flags flags;
EEEM_PhysToken *devs;
EEEM_KeyHash *aclhash;

m M M

=5

" The following flags are defined:

$ Mak®lobFilePerms_flags_devs_present

If set, the blob may only be stored in the stor age devices specified by the
M_FileDerice Flags word.

$ MakslobFilePerms_flags_a clhash_present
Set this flag if the struc ture contains a M_KeMash

" *devs is the device on which to store the blob.

" *aclhash is the hash of a Tenplate Key defining the ACL to use for the file stor ing
the key. The key must be provided when making the blob.
If you want to restrict the mak ing of blobs to a set of mod ule keys, or to a set of
tokens, then you must include a Mak@lob entry for each mod ule or token hash.

9.8.3. MakeArchiveBlob

This action type allows the cre ation of direct and indi rect archive key blobs with the given
key.

typedef struct {

EEEEM_Word flags;
EEEEM_PlainText mech;
EEEEM_KMHash *kahash;
EEEEM_MakeBlobFilePerms *blobfile;
} M_Act_MakeArchiveBlob_Details;

¥ The following flags are defined:

" Act_MakeArchiveBlob_De¢ail s_flags ka hash_pesent

If this flag is set, you can make an archive key blob for this key with the key whose
hash is spedfied. If this flag is not set, any archive key may be used.

n Including an Act_MakeArchiveBlob entry with out kahash_pe!
sent in an open pemission group creates a security loop hole.

" Act_MakeArchiveBlob_De¢ail s flags blob file_p resent

If this flag is set the blob will be stored in the NVRAM or smart card file spec ified -
it will not be returned to the host.
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¥ mech

For making direct archive blobs, this must be Mech_DESGRTi64pRKCSHr Mech_Armyfor

indirect blobs this spec ifies the mech anism which must be used to encrypt the ses sion
key. If set to Mech_Anyany mechanism appropriate for the type of the archiv ing key is

allowed. See Mechanisms.

¥ *kahash s the key hash.
¥ *blob file N see MakeBlob

9.8.4. NSO

This action type is used only in certifi cates that approve crit ical functions that have been
defined in the SetKNS@ommand. It should not be used in an ACL for a key.

typedef struct {
EEEEM_NSOPerms perms;
} M_Act_NSOPermissions_Details;

M_ISOPBrmshas the following structure:

typedef struct {
EEEEM_Word ops;
} M_NSOPerms;

The following flags (ops) are defined. These are idertical to those used in the SetNSO#tms
command.

¥ NSO&tms_op_Load.og cal Tdken
¥ NSO&tms_ops_Readrile

¥ NSO&tms_op_Write Share

¥ NSO#tms_op_WriteFile

¥ NSO&tms_op_EraseShare

¥ NSO&tms_ops_EraseFile

¥ NSO&tms_op_FormafTdken

¥ NSOEtms_op_SetkKM

¥ NSO#tms_op_RanoveKM

¥ NSO#tms_op_GerrateLogTdken
¥ NSO&tms_op_Chang8harePIN
¥ NSO&tms_op_Qig i nateKey

nCore v13.9.6 Developer Tutorial 128/247



Chapter 9. Key structures

¥ NSO&tms_op_N/MemAdc

¥ NSO&tms_op_N/Mekree

¥ NSO&tms_op_GetRTC

¥ NSO&tms_op_SetRTC

¥ NSO&tms_op_DédugSE®/orld

¥ NSO#tms_op_Sen&hare

¥ NSO&tms_op_Foreign TdkenOpen
¥ NSO&tms_op__all flags

9.8.5. NVRAM

This action type allows oper ations to be per formed upon files that have been stored in the
nonvolatile memory or on a smart card or soft token.

tru

%]

ct M_Act_NVMemOpPerms_Details {

EEM_Act NVMemOpPerms_Details_perms perms;
EEM_NVMemRange *subrange;
EEM_NVMemRange *exactrange;
EE

r
E
E
E
EEEM_Word *incdeclimit;

m m m m

- )

¥ The following operations (permg are defined.
" Act \VMe@Perms Dwil s_perms_Read
" Act_N\VMe@Perms_Dwil s_perms_Write
" Act_ \VMe@®Perms_Dwil s _perms_Incr
" Act \VMe@yPerms_Dwil s_perms_Decr
" Act \VMe@Perms_Dwil s_perms_BitSet
" Act \VMe@Perms Dwil s_perms_BitClear
" Act \VMe@Perms_Dwil s _perms_Free
" Act_N\VMe@erms_Dwil s_permssubrange_present
" Act_\VMe@Perms_Dwil s_perms_eactrange_present
" Act_NVMe@Perms_Dwil s_perms_incdelimit_p resent
" Act \VMe@Perms_Dwil s_perms_GACL
" Act \VMe@Perms_ Dwil s_perms_LoaBlob

This pemission allows the contents to be used as a blob by the Loadlob com!
mand.

" Act_\VMe@Perms_Dwil s_perms_Rsize
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¥ *subrange

This specifies the subrange to which this oper ation can be applied; the oper ation can
apply to any part of the spec ified range in the ACL.

¥ *exactrange
This is a sulrange to which this oper ation can be applied only if the range exactly
matches the specified range in the ACL.

¥ *incde climit
This is the maxmum amount that this range can be increased or decreased in one oper

ation.

9.8.6. ReadShare

This action type enables a logical token share to be read normally using the Read&hare com!

mand.

typedef struct {
EEEEM_ReadShareDetails rsd;
} M_Act_ReadShare_Details;

typedef struct {
EEEEM_ReadShareDetails_flags flags; No flags are defined

} M_ReadShareDetails;

9.8.7. SendShare

This action type enables a logical token share to be read remotely and sent over an impath.

EEM_Act_SendShare_Details_flags flags;
EEM_RemoteModule *rm;
EEM_ReadShareDetails *rsd;
_Act_SendShare_Details;

typedef struct {

~ [T> [T> [T>

E
E
E
M

¥ The following flags are currently defined:

" Act_Sendhare_Dail s flags r m_pesent

This flag is set if the action con tains a Remot&lodile structure.

" Act_Sendhare_Dail s flags rs d_present
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This flag is set if the action con tains a ReadhareDdails structure.
¥ *rm

The impath over which the share data is to be sent must match this Remot&lodle struc
ture.

¥ *rsd N see ReadShare

9.8.8. FileCopy

This action permits files stored on a smart card, soft token or in NVRAM to be copied to
another location. The action specifies which location the file can be copied to and from.

struct M_Act_FileCopy_Details {
EEEEM_Act_FileCopy_Details_flags flags;
EEEEM_PhysToken to;
EEEEM_PhysToken from;

b

The following flag is defined: Act_File Copy Déail s_flags_ChangeName

If set the new file may have a different FilelID from the original file.

9.8.9. UserAction

This action does not permit any operations. Instead it can be checked by the CheckUseAd
tion command. This enables applcations to make use of all modules ACI checking features
- including use limits, time limits, certifiers and so on - to restrict actions in their own code.

%]

truct M_Act_UserAction_Details {
EEEM_UserActionInfo allow;

T

=

9.8.10. DeriveKey and DeriveKeyEx

These action types enable the key to be used in the DeriveKey command. They allow the
key to be used in a single specific role. If you want to cre ate a key that can be used in more
than one role, you must include a separate action entry for each role. If the
Cmd_DeriveKey_Args_flagsWorldHaslMechlag has been set in the DeriveKey command,
then the DeriveKeyExaction should be used.

typedef struct {
EEEEM_Word flags;
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EEEM_DeriveRole role;
EEEM_DeriveMech mech;
int n_otherkeys;
EM_KeyRolelD *otherkeys;
M_DKMechParams *params;

E
EE
_Act_DeriveKey_Details;

E
E
M

S~ [T> [T» T T M

typedef struct {
EEEM_Act_DeriveKeyEx_Details_flags flags;
EEEM_DeriveRole role;
EEEM_DeriveMech mech;
int n_otherkeys;

EM_v

E ec_KeyRolelDEXx otherkeys;
EM_DKMechParams *params;
Act_DeriveKeyEx_Details;

EE
EE
M

et N N N

¥ The following flags are defined:
" Act_DeriveKey D¢ail s _flags params_pesent
" Act_DeriveKeyEx_Dmil s_flags params_pe sent
¥ role can be one of the following:
" DeriveRole_TerplateKey (template)
DeriveRole_BaseKey(base key)
" DeriveRole_WrafKey(wrapping key)
¥ mechN see Mechanisms.
¥ n_otherkeys - the number of keys in the otherkeys table

¥ *oth erkeys

The following keys can be used in the other roles of the DeriveKey command:

typedef struct {
EEEEM_DeriveRole role;
EEEEM_KeyHash hash;
} M_KeyRolelD;

typedef struct {
EEEEM_DeriveRole role;

EEEEM_KeyHashEx hash;
} M_KeyRolelDEXx;

role

You can define keys for any or all of the roles. You can spedfy one or more keys
for each role. If you do not specify a key for a partic ular role, then any key can be

used in that role.

" hashis either SHA-1 or a stronger hash detemined by the
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Cmd_DeriveKey_Args_flagsWorldHastMechwhich can be obtained via the GetKey
InfoEx command.

¥ *params

The mechanism parameters to use for the DeriveKey operation.

struct M_DKMechParams {
EEEEM_DeriveMech mech;
union M_DeriveMech__DKParams params;

i

¥ mech

The mechanism to use. The module will not permit you to set a M_BMecRaramswith a
mechanism that is dif ferent to that pre viously defined in the ACL. If you attempt this
the module returns Status_In val i dACL

¥ params
The derive key mechanism parametersN see Derive Key Mechanisms.

The module applies the following rules to deter mine which derive key operations are
permitted:

" If any of the requested or allowed Derive Mechvalues mismatch, the oper ation is
never allowed.

" If the allowed DKMedParamsare not present, any requested parameters are
allowed.

" If the mech anism has an empty DKParamsghe operation is allowed

" For other mechanisms, this comparison is not at present defined. The module will
return NotYetlnple mentedfor attempts to set, in a keyOs ACLDKMedParamswith
mechanisms for which this is the case.

9.8.11. Using DeriveKey N an example

The following example shows how to use the DeriveKey command to split a DES key into
two random halves and then recombine these halves to recreate the original key. The folow
ing diagram illustrates this process:
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First, import the two tem plate keys. A template key contains an ACL and anApplata file
that can be applied to the results of the DeriveKey operation. By importing these elements
first, their key hashes can be determined, and these hashes can be referenced in the ACLs
for the remaining keys. This ensures that the two derived keys will have the correct ACL.

Next, create the wrap ping key. Determine its hash and then that of the base key. After all
the input keys have been have created, use the DeriveKey command to com bine the base
key and the wrapping key.

Finally, unwrap the wrapped key. Check that the new DES key has the same hash, and there
fore the same data, as the original. Also check that the new DES key has corectly inherited
the ACL and application data from the tem plate key.

1. Use the Import command with the fol lowing parameters to import a tem plate key for
an ACL that allows the use of DeriveKey with this key as the base key, any mechanism,

and any other keys:
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module 1

type DKTemplate

appdata 02020202

nested_acl 01000000 00000000 00000000 02000000 01000000 6200000 05000000

00000000 01000000 00000000 00000000

ACL

n_groups 1

groups[ 0]

flags 0x0
n_limits 0
n_actions 1

actions[ 0]

type DeriveKey
flags 0x0

role TemplateKey
mech Any
n_otherkeys 0

appdata 0

Create the nested_acl by using the NFastAp_MashaACL() command.

Such use of the Import command will return

idka= IDKA 0010

2. Get this keyOs hash by using th&setKeynfo command with the fol lowing parameters:

flags; 0x0
key; IDKA 0010

This command returns

type; DKTemplate
hash; HKA 0010

3. Use the Import command with the fol lowing parameters to import a tem plate key for
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an ACL that contains oppermissions as follows:

" ExportAsPlain GetAp pData Encrypt Decrypt Ver ify Sign GetACL

module 1

type DKTenplate
appdata 01010101
nested_acl 01000000 00000000 00000000 01000000 01000000 8c330000
ACL

n_groups 1

groups|[ 0]

flags 0x0

n_limits 0

n_actions 1

actions[ 0]

type DeriveKey
flags 0x0

role TemplateKey
mech Any
n_otherkeys 0

appdata 0

Such use of the Import command will return:

key IDKA 0011

In order to create a nested_acl in C, use the NFastAp_MashaACL() command.

In order to create a nested ACL in Java, usethe marshall() method from the
M_ACtlass.

The following Java fragment demon strates the use of this method:

M_ACL acl;

MarshallContext tempMctx;
M_ByteBlock bb;
M_KeyType_Data_Template data;
acl = yourACL;

m M > e M :
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tempMctx = new MarshallContext();
acl.marshall(tempMctx);

bb = new M_ByteBlock (tempMctx.getBytes());
data = new M_KeyType_Data_Template();
data.nested_acl = bb;

T > > [T me

4. Get this keyOs hash by using th&setKeynfo command with the fol lowing parameters:

key IDKA 0011

This command returns:

type DKTemplate
hash HKA 0011

5. Make a wrapping key by using the GermrrateKey command:

" When wrapping, insist on using template HKA 0010
" When unwrapping, insist on using template HKA 0011

flags 0x0

module 1

type Random

lenbytes 8

ACL

n_groups 1

groups[ 0]

flags 0x0

n_limits 0

n_acions 3

actions[ 0]

type OpPermissions

perms DuplicateHandle
ExportAsPlain
ReduceACL
GetACL

actions[ 1]

type DeriveKey
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