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Chapter 1. Introduction

1. Introduction

nShield” Mon itor is a monitoring solution delivered in a virtual appliance environment.
Designed to be both cost-effec tive and scalable, it delivers the level of security assurance
expected of a Hard ware Security Mod ule (HSM) accessory supporting application.

Users connect to the nShield Mon itor server via HTTP(s) using a corfigured IP address or
through a user-friendly name. This is achieved using a standard web-browser (Inter net
Explorer, Chrome or Firdox). nShield Monitor provides a secure, autherticated con nection
allowing easy access to all monitored infor mation.

nShield Monitor pro vides the following features:

¥ Able to monitor of estates com posed of the nShield HSMs and client hosts
¥ Operates automatically in the background with out human involve ment

¥ Alerts users when investigation or inter vention may be required

¥ Provides information relevant to each user based upon role and groups

¥ nShield Monitor provides the fol lowing benefits to an orga nization:

¥ Removes the need to pro-actively inspect each device to deter mine status on a regular
basis

¥ Suitable to operate in "dark" data centers or in environments where physical access to
devices is not possible

¥ Rapid and automatic noti fication of poten tial security issues

¥ Ability to respond to device hard ware failures. For exanple, a failed power supply unit.
¥ Notification of unex pected changes to device con figurations

¥ Immediate alerting of device over load

¥ General reporting of security, config uration, health and utilization of the estate of
devices to sup port audit require ments

After the ini tial network setup and installation, the virtualized nShield Monitor server moni!
tors HSMs and client hosts.

nShield Monitor provides a central repository of all infor mation col lected from your estate
of devices and monitors infor mation directly from the HSMs includ ing device utilization,
command information and HSM health. nShield Monitor also provides alarm and event notifi
cation (via syslog, SNMP, and email) as well as event loging and report gen eration from
predefined tem plates.
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2. Requirements

2.1. General requirements
nShield Monitor is delivered in the following for mats:

¥ Open Virtual Appliance (OVA)
¥ Microsoft Hyper-V

¥ Docker container
These include:

¥ A 64-bit Linux-based OS
¥ Open VMware Tools (OVT)

By default, OVT service is DISABLED. A sysem administrator can
I choose to ENABLE OVT from the CLI. For details, refer to Service Com!
mands.

2.1.1. Hypervisor compatibility
The OVA can be installed on the following virtual platforms:

¥ vSphere ESXi 6.5

¥ vSphere ESXi 6.7

¥ vSphere ESXi 7.0

¥ VMware Workstation 12
¥ VMware Workstation 14
¥ VMware Fusion 10

¥ Oracle VirtualBox 6.0

The Hyper-V image can be installed on the fol lowing virtual platforms:

¥ Microsoft Hyper-V

¥ Microsoft Azure

The Docker container can be deployed on either a physical machine or a virtualization plat!
form which has hardware virtualization sup port enabled (VT-x or AMD-V).

2.1.2. Host server requirements
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The host server should meet the following requirements:

¥ 64-bit host OS
¥ CPU: 2 core 2.0GHz muticore CPU (can be increased as needed)
¥ Memory: 8GB dedicated memory for nShield Monitor (can be increased)
¥ Network: Single network attached inter face to bridged or phys ical network
¥ Disc space to download:
" An OVA image (1.1 GB)
" A Hyper-V image (3.3 GB)
" A Docker container and its associated volumes (1.5 GB)
¥ Size on the hard drive:
" 2.3 GB (OVA) / 3.3 GB (Hyper-V) / 1.5 GB (Docker conainer) (thin pro visioned)
" 326.0 GB (OVA) (thick provisioned)

2.1.3. nShield compatibility

nShield Monitor is com patible with the fol lowing nShield HSM models and software ver!
sions:

¥ nShield Edge, Solo+, Solo XC, Comect+, and Connect XC
¥ Security World soft ware v12.40 and higher

2.2. Centralized monitoring

When monitoring an estate of HSMs (that is, more than one HSM), reduce data duplication
by keeping your data in as few places as possible.

Multiple instances of your data may be required due to your organiza!

. tionOs extenal requirements. For exanple, due to regulatory issues.

2.3. Client workstation

The client workstation is any Apple or Microsoft Win dows work station that has net work con
nections to nShield Monitor. A supported browser (WebUI access) or SSH client (CLI
access) that can access nShield Monitor is required.

The client work station can perform various configuration, administrative tasks or group man
agement tasks based upon defined roles.
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2.4. Role based access

nShield Monitor sup ports role-based access.

Each nShield Monitor user role is asscociated with a pre defined set of tasks. This ensures
that a user with a specific role can perform only those tasks that are allowed by that role.
For example, if a user is assigned the role of group manager, the user cannot perform admin
istrative tasks, such as creating users. Role-based access adds a level of secuity to the con
figuration and administration of nShield Mon itor.

The following credential schemes are supported:

¥ nShield MonitorOs own crelential scheme, see Creating Users.

¥ Active Directory cre dentials, see Active Directory authen tication.

Active Directory authentication is set up by map ping Active Direc tory groups to
nShield Monitor roles.

For users whose credentials were imported from Active Direc tory, Con!
" fig uration > Security shows their own cre dentials in and for nShield
Monitor. Changes made to passwords in nShield Monitor are not ported
back automatically to the Active Direc tory server.

Users who are Active Directory administrators have no access or visibil!

" ity to the cre dentials of other Active Direc tory users through Config ura

tion > Security .

2.4.1. User roles
The nShield Monitor role based administration model has the fol lowing role type:

¥ Auditor
¥ Administrator

¥ Group Manager

Users can be assigned to more that one role. For exanple, a user could be both am Adminis
tration and as a Group Manager. This user is then able to peform tasks related to both an
the administrator role and a group manager role.

For example, you could create users with the fol lowing combinations of per missions:

¥ User #1: adminstrator and group per missions

¥ User #2: auditor only

Monitor v3.0.0 Install and User Guide 4/184



Chapter 2. Requirements

¥ User #3: group manager only

The nShield Monitor Ul is role sensitive, and the pages displayed are dependent upon the
role of the user.

2.4.1.1. Auditor

Auditors have complete visibility into nShield Mon itor; how ever, they cannot mod ify any set
ting in nShield Monitor or on the HSMs.

I Auditors cannot be Administrators or Group Managers.

The auditor role is for visibility pur poses.

2.4.1.2. Administrator

Administrators are required to have sufficient knowl edge of net works,
various operating systems, and general system administration tasks

such as configuring IP addresses, backng up systems, and using the
console interface.

The Administrator is responsible for:

¥ User management, including creating new users, and deleting users who do not have
any roles assigned to them

¥ Assigning administrator or group manager roles to users
¥ Network configuration

¥ System configuration

¥ Upgrading the system

¥ License management

¥ Security con fig uration

¥ Group management

¥ Event notification (syslog, SNMP and email) maragement

¥ Enabling the Open VMware Tools Selvice

2.4.1.3. Group Manager
Group Managers are required to have sufficient knowl edge and understanding of:

¥ The importance of the data and devices that they man age
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¥ Corporate policies with respect to data dis semination

¥ Corporate policies with respect to prob lem resolution
The Group manager is responsible for monitoring and understanding the fol lowing:

¥ The command instruction usage

¥ HSM utilization

¥ HSM health

¥ Event trig gers in assigned groups

¥ Event logging and report gen eration in assigned groups

¥ Configuring event noti fication via email in assigned group

2.5. Accessing the User Guide
Online Help is available to all user role types.

While Online Help is enabled, you camot perform any actions on the
GUI.

1. Log on as Administrator, Group Manager, or Auditor.

2. Locate the tog gle switch in the upper right cor ner of the screen.

guditor | System Auditor ). Jan 11, 2017 2037 @

& Log Out

3. Slide the tog gle switch to the right.
Online Help is enabled.

Fields surounded by a colored box contain help.

auditon] | System Auditor ), Jan 11, 2017 20040 @

. Log Cut

4. Click a field to open the help text pop-up win dow. For example:

Monitor v3.0.0 Install and User Guide
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I:::dminl [ Systermn Administr

User Profile

A description of the user roles assigned
to you is provided in parenthesis next
to your user name. Clicking your
usemame opens the profile information
page. You can edit the following
settings on this page:

- name

- description

- email

- password

- auto-logout duration by moving

the slider

Save or Cancel your changes.
You can change the date and time
formatting from the options in the drop-
down list:
= MNone (default): if you do not
select a format the default is
used: Month, DD, YYYY, HH:MM
= UTC
Month/Day/Year
Day/Month/Year
Custom: you can enter a custom
format in the text box provided,
use the example as a reference

L]

L]
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3. License Installation

3.1. Overview

nShield Monitor is shipped with an evaluation license. This license allows for the Virtual
Appliance to enroll and monitor up to eight devices for up to 30 days. After 30 days,the
product auto matically stops device monitoring and restricts user access to the administra!
tor role only.

There are muliple license options available.

Contact Entrust Sales/Sales Support for prices and avail ability. Please
have the serial number of the deployed nShield Mon itor available in

order to obtain a license. The serial number can be found on the dash!
board page under the nShield Monitor Sta tus tab.

nShield Monitor Status ~

1
[ Serial Number : Tkig 7y 1P n7 5Y 9x 8x-kc M LX O% Iz yD Ly FY
Software version : 2.5.4 (build 002%) d
License : Evaluation, Remaining Days: 27
System Uptime : 20 hours, 27 minutes
Disk Space Used : 2%
Services : OFK, running 18 of 18

3.2. Installing a license

1. Download the license, provided by Entrust, to the local machine that is cur rently being
used to access the nShield Monitor WebUI.

Log in as anAdministrator.

Navigate to: Config uration > License
Click Choose File.

Browse to the license file.

Click Open.

N o gk w DN

Click Install License.
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Chapter 3. License Installation

The license installs and details are viewable under the Current License(s) tab:

Current License(s)

Licenze Category Licenze Type Max No. of Devices Purchasze Order

Standard Device 200 5009

In addition to choos ing the file, it is also possible to copy and paste
. the license code directly into the text box.

The Virtual Appliance is now ready to enroll and monitor devices up to the quan tity of
devices licensed.
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4. Setup Wizard

4.1. Overview

nShield Monitor is delivered as an Open Vitual Appliance, OVA, format. The OVA includes a
64 bit Linux based OS. The nShield Moritor system can be accessed with a web browser.

Supported web browsers include:

¥ Firefox (Version 44 or higher)
¥ Internet Explorer (Version 11 or higher)
¥ Chrome (v 55.0)

4.2. Wizard

The initial setup of nShield Mon itor upon first boot and login is done via a setup wiz ard. This
setup wizard can be run both from the WebUI or the Com mand Line Interface (CLI). It is rec
ommended that you use the WebUI Setup Wiz ard for initial setup of nShield Monitor.

I SeenShield CLI Commands for details on how to setup using the CLI.

1. Access the Virtual Appliance from your Inter net browser, go to:

https://XXX XXX XXX XXX

(Use the IP address assigned in the CLI duing the installation process.)

2. If the password was not changed dur ing an initial OVA installation via the CLI:
" Enter the default admin username and password.
" Enter a new password.

3. Click Change Password .

Once your password has changed (either using the CLI or the WebUI), the nShield Monitor
Setup Wizard loads.

I The Wizard prompts you through each tab.

1. Click Start.

The EULA page displays In order to continue to setup, you must accept the terms of
the End User license Agreement (EULA) provided with the Vir tual Appliance. If you

Monitor v3.0.0 Install and User Guide 10/184



Chapter 4. Setup Wizard

decline the EULA, you will be automatically logged off.
2. Read through the entire EULA and then select | Accept .
The Email Setup page displays.

3. Enter the email associated with the default user (admin).

4. Enter the email a second time to con firm and then click Next Step .

The Create Admin istrators page opens.

4.2.1. Creating Administrators

nShield Monitor requires at least two Admin istrators. During the setup,
the system prompts to cre ate two new Admin istrators (in addition to
the default admin istrator which can not be deleted dur ing setup). The
best practice recommendation is to come back and delete the default
administrator, after you have successfully cre ated your two offi cial
administrators, as described in the procedure below.

1. On the Create Admin istrators page, enter the User Name (for example, Adminl) and
Email (and confirm email) for each Administrator.

2. Select Next Step .

The Create Admin istrators page displays:

Create Administrators

User Name : User Name :

Email Email :

Confirm Email : Confirm Email

3. Complete the fields and then select Next Step .

The Network Set tings page opens:
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« Welcome + EULA « Email o System Administrators Network

Key Generation Date and Time Ready to Sefup

IP Address :

Network Settings

10.1.7.124

Subnet Mask :

| 255.255.248.0

Gateway :

| 10.1.1.20

Hostname:

| localhast

Domain {optional :

Primary DNS (optional) :

Secondary DNS [optional) :

Mail Host [optional) :

[Cnail Host Credenfials (eptional)

4.3. Setting up the network

To use nShield Montor, you must setup a net work.

Please do not change the following parameters with out assistance from

. your IT support/infra structure organization.

¥ IP Address

¥ Subnet

¥ Gateway

¥ Hostname

¥ Domain (optional)

¥ Primary DNS (optional)

¥ Secondary DNS (optional)
¥ Mail Host (optional)

¥ Master Key Generation
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Chapter 4. Setup Wizard

Mail Host Cre dentials are optional. Should you select the Mail Host

Credentials box, a window opens prompt ing for Mail Host User
Name and Mail Host Password .

1. On the Network Set tings page, select Next Step .

The Master Key Generation page opens.

+ Welcome o EULA + Email « System Administrators o Metwork

Key Generation Date and Time Ready to Setup

Master Key Generation

Passphrase One

Passphrase :

Confirm Passphrase :

Passphrase Two

Passphrase :

Confirm Passphrase :

4.4. Master Key Generation

The mager key consists of an AES256 wrapping key and an HMAC-SHA-512 hash key that
is used as the root of protection.

The mager key is derived by using the two passphrases, using PBKDF2, that are input dut
ing the wiz ard config uration after the first boot and after every reboot.

The mager key is never stored in persistent stor age.

Please note to record each passphrase in a secure locdion as you will re-enter them when
nShield Monitor reboots.

1. On the Master Key Generation page, enter Passphrase One and Passphrase Two, and
then re-enter both for con firmation.

2. Record both phrases before continuing to the next step.

3. Select Next Step .

The Date/Time Set tings page opens.
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