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Chapter 1. Introduction

1. Introduction

nShield” Mon itor is a monitoring solution delivered in a virtual appliance environment.
Designed to be both cost-effec tive and scalable, it delivers the level of security assurance
expected of a Hard ware Security Mod ule (HSM) accessory supporting application.

Users connect to the nShield Mon itor server via HTTP(s) using a corfigured IP address or
through a user-friendly name. This is achieved using a standard web-browser (Inter net
Explorer, Chrome or Firdox). nShield Monitor provides a secure, autherticated con nection
allowing easy access to all monitored infor mation.

nShield Monitor pro vides the following features:

¥ Able to monitor of estates com posed of the nShield HSMs and client hosts
¥ Operates automatically in the background with out human involve ment

¥ Alerts users when investigation or inter vention may be required

¥ Provides information relevant to each user based upon role and groups

¥ nShield Monitor provides the fol lowing benefits to an orga nization:

¥ Removes the need to pro-actively inspect each device to deter mine status on a regular
basis

¥ Suitable to operate in "dark" data centers or in environments where physical access to
devices is not possible

¥ Rapid and automatic noti fication of poten tial security issues

¥ Ability to respond to device hard ware failures. For exanple, a failed power supply unit.
¥ Notification of unex pected changes to device con figurations

¥ Immediate alerting of device over load

¥ General reporting of security, config uration, health and utilization of the estate of
devices to sup port audit require ments

After the ini tial network setup and installation, the virtualized nShield Monitor server moni!
tors HSMs and client hosts.

nShield Monitor provides a central repository of all infor mation col lected from your estate
of devices and monitors infor mation directly from the HSMs includ ing device utilization,
command information and HSM health. nShield Monitor also provides alarm and event notifi
cation (via syslog, SNMP, and email) as well as event loging and report gen eration from
predefined tem plates.

Monitor v3.1.0 Install and User Guide 1/183



Chapter 2. Requirements

2. Requirements

2.1. General requirements
nShield Monitor is delivered in the following for mats:

¥ Open Virtual Appliance (OVA)
¥ Microsoft Hyper-V

¥ Docker container
These include:

¥ A 64-bit Linux-based OS
¥ Open VMware Tools (OVT)

By default, OVT service is DISABLED. A sysem administrator can
I choose to ENABLE OVT from the CLI. For details, refer to Service Com!
mands.

2.1.1. Hypervisor compatibility
The OVA can be installed on the following virtual platforms:

¥ vSphere ESXi 6.5

¥ vSphere ESXi 6.7

¥ vSphere ESXi 7.0

¥ VMware Workstation 12
¥ VMware Workstation 14
¥ VMware Fusion 10

¥ Oracle VirtualBox 6.0

The Hyper-V image can be installed on the fol lowing virtual platforms:

¥ Microsoft Hyper-V

¥ Microsoft Azure

The Docker container can be deployed on either a physical machine or a virtualization plat!
form which has hardware virtualization sup port enabled (VT-x or AMD-V).

2.1.2. Host server requirements
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The host server should meet the following requirements:

¥ 64-bit host OS
¥ CPU: 2 core 2.0GHz muticore CPU (can be increased as needed)
¥ Memory: 8GB dedicated memory for nShield Monitor (can be increased)
¥ Network: Single network attached inter face to bridged or phys ical network
¥ Disc space to download:
" An OVA image (1.1 GB)
" A Hyper-V image (3.3 GB)
" A Docker container and its associated volumes (1.5 GB)
¥ Size on the hard drive:
" 2.3 GB (OVA) / 3.3 GB (Hyper-V) / 1.5 GB (Docker conainer) (thin pro visioned)
" 326.0 GB (OVA) (thick provisioned)

2.1.3. nShield compatibility

nShield Monitor is com patible with the fol lowing nShield HSM models and software ver!
sions:

¥ nShield Edge, Solo+, Solo XC, Comect+, and Connect XC
¥ Security World soft ware v12.40 and higher

2.2. Centralized monitoring

When monitoring an estate of HSMs (that is, more than one HSM), reduce data duplication
by keeping your data in as few places as possible.

Multiple instances of your data may be required due to your organiza!

. tionOs extenal requirements. For exanple, due to regulatory issues.

2.3. Client workstation

The client workstation is any Apple or Microsoft Win dows work station that has net work con
nections to nShield Monitor. A supported browser (WebUI access) or SSH client (CLI
access) that can access nShield Monitor is required.

The client work station can perform various configuration, administrative tasks or group man
agement tasks based upon defined roles.
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2.4. Role based access

nShield Monitor sup ports role-based access.

Each nShield Monitor user role is asscociated with a pre defined set of tasks. This ensures
that a user with a specific role can perform only those tasks that are allowed by that role.
For example, if a user is assigned the role of group manager, the user cannot perform admin
istrative tasks, such as creating users. Role-based access adds a level of secuity to the con
figuration and administration of nShield Mon itor.

The following credential schemes are supported:

¥ nShield MonitorOs own crelential scheme, see Creating Users.

¥ Active Directory cre dentials, see Active Directory authen tication.

Active Directory authentication is set up by map ping Active Direc tory groups to
nShield Monitor roles.

For users whose credentials were imported from Active Direc tory, Con!
" fig uration > Security shows their own cre dentials in and for nShield
Monitor. Changes made to passwords in nShield Monitor are not ported
back automatically to the Active Direc tory server.

Users who are Active Directory administrators have no access or visibil!

" ity to the cre dentials of other Active Direc tory users through Config ura

tion > Security .

2.4.1. User roles
The nShield Monitor role based administration model has the fol lowing role type:

¥ Auditor
¥ Administrator

¥ Group Manager

Users can be assigned to more than one role. For exanple, a user could be both an Adminis!
trator and a Group Manager. This user is then able to peform tasks related to both the
Administrator role and a Group Manager role.

For example, you could create users with the fol lowing combinations of per missions:

¥ User #1: adminstrator and group per missions

¥ User #2: auditor only
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¥ User #3: group manager only

The nShield Monitor Ul is role sensitive, and the pages displayed are dependent upon the
role of the user.

2.4.1.1. Auditor

Auditors have complete visibility into nShield Mon itor; how ever, they cannot mod ify any set
ting in nShield Monitor or on the HSMs.

I Auditors cannot be Administrators or Group Managers.

The auditor role is for visibility pur poses.

2.4.1.2. Administrator

Administrators are required to have sufficient knowl edge of net works,
various operating systems, and general system administration tasks

such as configuring IP addresses, backng up systems, and using the
console interface.

The Administrator is responsible for:

¥ User management, including creating new users, and deleting users who do not have
any roles assigned to them

¥ Assigning administrator or group manager roles to users
¥ Network configuration

¥ System configuration

¥ Upgrading the system

¥ License management

¥ Security con fig uration

¥ Group management

¥ Event notification (syslog, SNMP and email) maragement

¥ Enabling the Open VMware Tools Selvice

2.4.1.3. Group Manager
Group Managers are required to have sufficient knowl edge and understanding of:

¥ The importance of the data and devices that they man age
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¥ Corporate policies with respect to data dis semination

¥ Corporate policies with respect to prob lem resolution
The Group manager is responsible for monitoring and understanding the fol lowing:

¥ The command instruction usage

¥ HSM utilization

¥ HSM health

¥ Event trig gers in assigned groups

¥ Event logging and report gen eration in assigned groups

¥ Configuring event noti fication via email in assigned group

2.5. Accessing the User Guide
Online Help is available to all user role types.

While Online Help is enabled, you camot perform any actions on the
GUI.

1. Log on as Administrator, Group Manager, or Auditor.

2. Locate the tog gle switch in the upper-right cor ner of the screen.

guditor | System Auditor ). Jan 11, 2017 2037 @

& Log Out

3. Slide the tog gle switch to the right.
Online Help is enabled.

Fields surounded by a colored box contain help.

auditon] | System Auditor ), Jan 11, 2017 20040 @

. Log Cut

4. Click a field to open the help text pop-up win dow. For example:

Monitor v3.1.0 Install and User Guide
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I:::dminl [ Systermn Administr

User Profile

A description of the user roles assigned
to you is provided in parenthesis next
to your user name. Clicking your
usemame opens the profile information
page. You can edit the following
settings on this page:

- name

- description

- email

- password

- auto-logout duration by moving

the slider

Save or Cancel your changes.
You can change the date and time
formatting from the options in the drop-
down list:
= MNone (default): if you do not
select a format the default is
used: Month, DD, YYYY, HH:MM
= UTC
Month/Day/Year
Day/Month/Year
Custom: you can enter a custom
format in the text box provided,
use the example as a reference

L]

L]
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3. License Installation

3.1. Overview

nShield Monitor is shipped with an evaluation license. This license allows for the Virtual
Appliance to enroll and monitor up to eight devices for up to 30 days. After 30 days, the
product auto matically stops device monitoring and restricts user access to the administra!
tor role.

There are muliple license options available.

Contact Entrust Sales/Sales Support for prices and avail ability. Please
have the serial number of the deployed nShield Mon itor available in

order to obtain a license. The serial number can be found on the dash!
board page under the nShield Monitor Sta tus tab.

nShield Monitor Status ~

1
[ Serial Number : Tkig 7y 1P n7 5Y 9x 8x-kc M LX O% Iz yD Ly FY
Software version : 2.5.4 (build 002%) d
License : Evaluation, Remaining Days: 27
System Uptime : 20 hours, 27 minutes
Disk Space Used : 2%
Services : OFK, running 18 of 18

3.2. Installing a license

1. Download the license that you received from Entrust to the local machine that is
already used to access the nShield Monitor WebUI.

Log in as anAdministrator.

Navigate to: Config uration > License
Click Choose File.

Browse to the license file.

Click Open.

N o gk w DN

Click Install License.
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The license installs and details are viewable under the Current License(s) tab:

Current License(s)

Licenze Category Licenze Type Max No. of Devices Purchasze Order

Standard Device 200 5009

In addition to choos ing the file, it is also possible to copy and paste
. the license code directly into the text box.

The Virtual Appliance is now ready to enroll and monitor devices up to the quan tity of
devices licensed.
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4. Setup Wizard

4.1. Overview

nShield Monitor is delivered as an Open Vitual Appliance, OVA, format. The OVA includes a
64-bit Linux-based OS. The nShield Monitor system can be accessed with a web browser.

Supported web browsers include:

¥ Firefox (Version 44 or higher)
¥ Internet Explorer (Version 11 or higher)
¥ Chrome (v 55.0)

4.2. Wizard

The initial setup of nShield Mon itor upon first boot and login is done via a setup wiz ard. This
setup wizard can be run both from the WebUI or the Com mand Line Interface (CLI). It is rec
ommended that you use the WebUI Setup Wiz ard for initial setup of nShield Monitor.

I SeenShield CLI Commands for details on how to setup using the CLI.

1. Access the Virtual Appliance from your Inter net browser, go to:

https://XXX XXX XXX XXX

(Use the IP address assigned in the CLI duing the installation process.)

2. If the password was not changed dur ing an initial OVA installation via the CLI:
" Enter the default admin username and password.
" Enter a new password.

3. Click Change Password .

Once your password has changed (either using the CLI or the WebUI), the nShield Monitor
Setup Wizard loads.

I The Wizard prompts you through each tab.

1. Click Start.

The EULA page displays In order to continue to setup, you must accept the terms of
the End User license Agreement (EULA) provided with the Vir tual Appliance. If you
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decline the EULA, you will be automatically logged off.
2. Read through the entire EULA and then select | Accept .
The Email Setup page displays.

3. Enter the email associated with the default user (admin).

4. Enter the email a second time to con firm and then click Next Step .

The Create Admin istrators page opens.

4.2.1. Creating Administrators

nShield Monitor requires at least two Admin istrators. During the setup,
the system prompts to cre ate two new Admin istrators (in addition to
the default admin istrator which can not be deleted dur ing setup). The
best practice recommendation is to come back and delete the default
administrator, after you have successfully cre ated your two offi cial
administrators, as described in the procedure below.

1. On the Create Admin istrators page, enter the User Name (for example, Adminl) and
Email (and confirm email) for each Administrator.

2. Select Next Step .

The Create Admin istrators page displays:

Create Administrators

User Name : User Name :

Email Email :

Confirm Email : Confirm Email

3. Complete the fields and then select Next Step .

The Network Set tings page opens:
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« Welcome + EULA « Email o System Administrators Network

Key Generation Date and Time Ready to Sefup

IP Address :

Network Settings

10.1.7.124

Subnet Mask :

| 255.255.248.0

Gateway :

| 10.1.1.20

Hostname:

| localhast

Domain {optional :

Primary DNS (optional) :

Secondary DNS [optional) :

Mail Host [optional) :

[Cnail Host Credenfials (eptional)

4.3. Setting up the network

To use nShield Montor, you must setup a net work.

Please do not change the following parameters with out assistance from

. your IT support/infra structure organization.

¥ IP Address

¥ Subnet

¥ Gateway

¥ Hostname

¥ Domain (optional)

¥ Primary DNS (optional)

¥ Secondary DNS (optional)
¥ Mail Host (optional)

¥ Master Key Generation

Monitor v3.1.0 Install and User Guide
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Mail Host Cre dentials are optional. Should you select the Mail Host

Credentials box, a window opens prompt ing for Mail Host User
Name and Mail Host Password .

1. On the Network Set tings page, select Next Step .

The Master Key Generation page opens.

+ Welcome o EULA + Email « System Administrators o Metwork

Key Generation Date and Time Ready to Setup

Master Key Generation

Passphrase One

Passphrase :

Confirm Passphrase :

Passphrase Two

Passphrase :

Confirm Passphrase :

4.4. Master Key Generation

The mager key consists of an AES256 wrapping key and an HMAC-SHA-512 hash key that
is used as the root of protection.

The mager key is derived by using the two passphrases, using PBKDF2, that are input dut
ing the wiz ard config uration after the first boot and after every reboot.

The mager key is never stored in persistent stor age.

Please note to record each passphrase in a secure locdion as you will re-enter them when
nShield Monitor reboots.

1. On the Master Key Generation page, enter Passphrase One and Passphrase Two, and
then re-enter both for con firmation.

2. Record both phrases before continuing to the next step.

3. Select Next Step .

The Date/Time Set tings page opens.

Monitor v3.1.0 Install and User Guide 13/183



Chapter 4. Setup Wizard

+ Key Generation Date and Time Ready to Setup

Date/Time Setlings |

NIP Enable  « NIP Disable

Time :

19:42

Date:

02/10/2017

Time Zone :

| [GMT -05:00) Eastern Time (US & Canada) ‘

Mext Step

4.5. Date/Time

The Network Time Protocol (NTP) is an Intemet standard proto col that syn chronizes com!
puter clock times on your net work. NTP servers tranamit time to their client sys tems.

NTP Disable is the default setting. If you select NTP Enable, a new win!
' dow opens and you are prompted to enter the NTP Server Address(es).
. You have the option of enter ing multiple servers, as long as you se!
rate the entries with com mas.

45.1. NTP Disabled

1. On the Date/Time Set tings page, select NTP Disable.

2. Enter Time, Date and Time Zone.

The default setting is GMT Greemich Mean Time
3. Select Next Step .

The Ready to Setup page opens.

4. Continue to Ready to Setup.

4.5.2. NTP Enabled

If NTP is enabled, you must indicate the NTP server that you want to use in the NTP Server
Address field.
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You can enter multiple servers, as long as you seprate them using com

mas.

1. On the Date/Time Set tings page, open the Time Zone menu.
2. Select the appro priate time zone.

3. Select Next Step .

The Ready to Setup page opens.

4.6. Ready to Setup

1. Select Initial ize.

The inttialization status page opens and tracks the process. For exanmple:

Inifializing System

Initialization Task Status Result

Generafing Master key s Iaster key gensrated an
Set Default User email address s Email changed CK
Create user 'adminl’ \/ User created OK.

Assign System Adminisirator role to "‘adminl’ 4 Role assigned OK.
Creafe user ‘admin2 4 User created OK,

Assign System Administrator role fo "admin2' " Role assigned OK

Setting Date/Time/NIP/Network values and rebooting [v]

nShield Monitor reboots.

4.7. Log In

1. Enter your User ID and Passvord.

2. Select Log In.

The Mader Key needs to be reloaded every time that nShield Mon itor is rebooted.
After reboot ing, you are prompted to enter the Mas ter Key passphrase.

@ Master key has been generated, but has not been loaded. You must load the
Master key for monitoring operations.

i

3. Select the message to initiate the Master Key load.
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The Mader Key / SSL Cettifi cate and the User Interface SSL/TLS Options windows
open.

4. Enter Passphrase One and Passphrase Two.

5. Select Load Master Key .

The GUI session disconnects and the fol lowing is reported:

Connection to nShield Monitor has been lost.

If you have updated SSL Certificate, change the IP address or Hostname of nShield Monitor.
You will need to open a new browser window to correct address.

Attempting to reconnect.

6. After the system reconnects, log back on to the system.

The system is now ready to use.
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5. Configuration Logged in as Administrator

5.1. Overview

After set ting up nShield Monitor, Administrators can modify the system setup via the Con!
fig uration tab.

To see the options available to a Group Manager, see Config uration

Logged in as Group Manager.

The Administrator is able to set date and time, events, cre ate groups, update licenses, con!
figure the network, reboot the system, set up security, perform upgrades, and set up users.

5.2. First-time setup
In order to begin using nShield Monitor, several steps must be taken. These include:

¥ HSM configuration - verifying that the HSMs to be mon itored are enabled for SNMP
¥ Installing the appro priate nShield Monitor License
¥ Creating groups and users in the nShield Monitor Virtual Appliance

¥ Enrolling devices to appropriate groups

Please note that a device can be assigned to one group or to many

separate groups .

¥ Open firewall port settings

5.2.1. Configuring the nShield/client host

In order to manage your HSM estate with nShield Monitor, you must per form the fol lowing
on each device:

¥ Enable SNMP and add SNMPv3 users
¥ Enable the collection of uti lization data
¥ Set the period over which uti lization statistics are to be collected to 60 sec onds

¥ Enable the collection of health check counts

These tasks can be performed via the appro priate commands as follows:
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UTILCFG Sets the period over which uti lization statistics are collected.
Must be set for 60 sec onds.

UTILENABLE Enables the collection of uti lization data.
HEALTHENABLE Enables the collection of health check counts.
SNMP Enable provisioning of uti lization and health check data via SNMP.

SNMPADD Adds an SNMP community or user.

5.2.2. Configuring the nShield HSM

For instructions, see the SNMP monitoring agent appendix in the User Guide for your
HSM(s).

5.2.3. Step 1: Create groups

In order to begin monitoring, the first required item is to cre ate groups that will con tain the
monitored devices.

I You must be logged in as an Administrator.
1. Navigate to Config uration > Groups.
2. Select Add New Group .

The Group Setup page opens.

Group Setfup

New Group Name :

New Group Description (optional) :

Cancel Changes

3. Enter the New Group Name along with an optional descrip tion.

4. Select Create Group.

It is a best practice to never cre ate more groups than the num ber
. required to manage the number of devices that you have.
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I ‘ nShield Monitor can support up to 32 groups.

5.2.4. Step 2: Configure the Group Manager role

Once you have created your groups, you will need to con figure one or more users with the
Group Manager role.

This procedure also includes how to associate a Group Manager with a
. group.

1. Navigate to: Config uration > Users.
The Manage Users page opens.
2. Select Create User.
The Create a New User page opens.
3. Enter the new user data.

You select the Auto-Logout Dura tion by sliding the circle to the
. right to increase the length of time.

Auto-Logout Duration :

5 minutes

5 mirm\ 60 minutes

4. Complete the open fields appro priately and under Assign Role(s) for this User , select

Group Manager.
The Assign User to Groups window opens.

5. Associate the user to groups by select ing the group name (for example, Group 1).

6. When clicking on a Group name in the Available groups list, the group name moves to
the Member of list.

7. Select Create User.

The user is created and a reset link is sent to the email address assciated with the user
name. The link will prompt the user to change the password before accessing their
account. The reset link expires after 60 minutes.

5.2.5. Step 3: Group Manager enroll managed entities to groups

Monitor v3.1.0 Install and User Guide 19/183



Chapter 5. Configuration Logged in as Administrator

The Group Manager can add devices (that is, enroll entities) to be mon itored into the
groups. See Configuration Logged in as Group Manager.

A Group Manager can be config ured to access one group, a subset of all the groups or all of
the groups in nShield Monitor.

It is usually best to assign to this role the per sonnel who are responsible for the day-to-day
operation of the mon itored devices.

It is possible to assign a user to both Administrator and Group Manager
roles. In doing so, operations and functions of both user roles can be per
" formed. You should refer to your orga nizationOs pdty on whether a user

with multiple roles is allowed to exist within your secu rity management

system.

5.3. Edit Profile page

The Edit Profile page is accessed by selecting your User ID located in the upper-right cor !
ner of the page. For example:

admin|( System Administrator ), Jan 8, 2018 11:24:10 (GMT-10:00) @

. Log Cut

From this page, you can perform the fol lowing actions:

¥ Add a description

¥ Update the email address
¥ Change the password

¥ Set the Auto-Log dura tion

¥ Select a custom date for mat

When you select a custom date for mat, the chosen format is associated with your user ID
giving each user the option of select ing their preferred for mat. Once the for mat has been
selected, it is consistently dis played in accordance with your selection.

The only date format that will not change is the date in the User ID line, as shown below:

admin { System Administrator ]{Jcm 8, 2018 11:24:10 (GMT -10:00] IQ
. Log Qut

You can select Use Browser Timezone for Export ing Events, based on

. your preference.
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nShield Monitor keeps track of things such as ta ble column sort order,

which sections of a page are collapsed/expanded, chart settings, and so
on, as part of your GUI Persistence Profile.

To restore Custom Date/Time For mat settings to the default, select the adminOs GUI Pesis
tence Profile tab, and then the Reset to GUI Default option.

5.3.1. Changing your password and email and set the auto-logout
duration

1. Click on the username on the upper-right cor ner of main screen. For exanple, click on
admin.

admin|( System Administrator ), Jan 8, 2018 11:24:10 [GMT-10:00) @

. Log Out

The Edit Profile window displays:
2. To change the password:

Enter the old password in the Change Password field. As you type, the system will
prompt.

As prompted, enter the new password once, and then again, to confirm.
3. To change your email:

Enter the new email in the Email field.
4. The Auto-Logout Duration is set to 60 sec onds by default.

Use the slide to adjust this set ting.

5. Select Save User.

5.3.2. Formatting the admin date and time

1. Select the Custom Date/Time For mat drop-down arrow.

Monitor v3.1.0 Install and User Guide 21/183



Chapter 5. Configuration Logged in as Administrator

admin's Date/Time Formatting :

Custom Date/Time Format :

None (defaulf) l

| Yyyy-MM-ddTHH:mm:ss 8557

[ Example: )

[ use Browser Timezene for Exporting Events

Save Date Format setting

The drop-down menu opens.

2. Select your preferred for mat.

3. Select Use Browser Timezone for Export ing Events to export logs/alarms using the
same Date/Time format as that displayed on the web page.

Date/Time on all web pages display in the format config ured in the User Prdfile.
By default, exported logs/alarms show Date/Time in GMT for mat.

4. Select Save Date Format setting .

5.3.3. Resetting the admin GUI persistence profile

nShield Monitor keeps track of things like ta ble column sort order, which sections of a page
are collapsed/expanded, and chart settings, and so on.

nShield Monitor also provides you with the means to reset Cus tom Date/Time Format set!
tings for your pro file.

Selecting the Reset to Factory Default option does not affect nShield

Monitor Configuration settings, but it does reset Custom Date/Time
Format settings in your profile.

To return to the default for the Date/Time for mat:
¥ Select Reset to GUI Default .
A confirmation message appears.

For more information, see Managed entities.

5.4. Configuration tab tasks
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The nShield Monitor main menu page contains a Config uration tab. This tab provides quick
links to individual pages. The folowing sections provide a brief discussion of actions avail!
able via the quick links.

For display purposes, the parameters displayed in this section are those
found on the Config uration tab for the Administrator user type .

5.4.1. Active Directory authentication

Set up Active Directory authentication by map ping Active Direc tory groups to nShield Mon
itor roles.

To map Active Directory groups:

1. Sign in to nShield Monitor as an administrator.
2. Navigate to Config uration > Active Direc tory > Map AD Groups.

3. Select the Active Direc tory Group from the drop-down list and assign the appro priate
role to it. (See the fol lowing table.)

4. Save your changes.

The mappings appear in the Role Mapping List ing table at the bot tom of the page.

Active Directory Seftings

o Map AD Geoups: Do Enibie AD Authenficason

AD Groups to Role Mapping

yod o GIoup MORaper Aucior

Role Mapping Listing

AD Group Noms o Role Admiriroton Anditor Group Manage

niMAGMInEirgior ¥

REMAuCEor o

Default Active Direc tory group to nShield Mon itor role mappings:

AD group nSM role
nSMAdinis tra tor Admin istrator
nSNEroup Group Manager
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AD group nSM role

nSMAdi tor Auditor

All nShield Monitor users are members of the nSMUsergjroup.

A typical nShield Monitor Active Direc tory user group struc ture:

B nSMsroups

E ! nSMAdinis tra tor (Administrator)
E ! nSMsroup(Group manager)

E ! nSMAditor (Auditor)

B nSMUsergAll users)

For example:

¥ Forest name: [dapnsm.com

¥ Organizational Unit:

An OU for each of the two par ent fold ers, nSMUsersind nSNbroups

" OU=NSMuUsers,DC=Ildam,DC=com
" OU=NS®vbups,DC=ldapsm,DC=com
¥ Security Group - Global:

A Security Group for each of the three default nSM Active Direc tory groups.

" CN=NSMitor,OU=NSKroups,DC=Idapsm,DC=com
" CN=NSMaidis tra tor, OU=NSKroups,DC=ldapsm,DC=com
" CN=N$Woup,0OU=N&vbups,DC=Ildapsm,DC=com

¥ Users:

" CN=nsmadlitoruserl,OU=NSMUsers,DC=ldapm,DC=cofiThis user should belong to
nSMAdi tor .)

" CN=nsmadnuser,0OU=NSMUsers,DC=ldmm,DC=cofiThis user should belong to
nSMAdinis tra tor .)

" CN=nsgnoupmamager,OU=NSMUsers,DC=ldegm,DC=cofiThis user should belong to
nSNEroup)

" CN=nsoonmonuserl,OU=NSMUsers,DC=lamp,DC=cofiThis user should belong to
nSMAdinis tra tor and nSNsroup)

Notes on Active Direc tory con fig uration:
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¥ Autologout is set to five min utes for Active Direc tory users. You cannot mod ify this set
ting.

¥ The content of the mail field of Active Direc tory user profiles must be pop ulated. If this
field is blank when a user is imported from Active Direc tory to nShield Mon itor, the user
will not be able to sign in to nShield Mon itor with their Active Direc tory cre dentials.
nShield Monitor does not use the field.

¥ If you create a new user in the nSMUsersierarchy in Active Direc tory, the user must
sign in to the Active Direc tory domain before they can use their Active Direc tory cre!
dentials in nShield Monitor.

¥ When Active Directory authentication is enabled in nShield Monitor, you must use
Active Directory for all user management:

"

nShield Monitor-gen erated credentials (credentials not generated in Active Direc!
tory) cannot be used.

" User creation and user editing is disabled in nShield Monitor.

" Pasavords cannot be updated from nShield Mon itor. Passwords must be updated
in Active Directory. The Forget password link is disabled in the nShield Monitor Ul.

5.4.1.1. Configuring Credentials for Active Directory
To configure credentials for Active Direc tory:

1. Login as Administrator.
2. Navigate to: Config uration > Active Direc tory > Cre dentials Settings .

3. On the Credentials settings tab, enter the fol lowing details:
Host or IP The hostname or IP address of the AD server.

Port The port on the AD server. Typically, port 389 is used for
LDAP connections, and port 636 is used for secure LDAP.

Base DN The point from where a server will search for users. For exam
ple: dc=ivqqg,dc=com .

Username The AD Administrator Bind DN. This enables the LDAP con
nection to gain access into the Active Direc tory. For exam!
ple: nSMserv.

Password The credentials to use with AD Administrator Bind DN.
AD Domain Name The name of the AD domain. For exanple: ivqg.com.

4. If a secure LDAP comection is required:
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. Select Use Secure LDAP.

b. Ensure that a secure Port is selected. Typically, for secure LDAP connections, port

636 is used.

. Under Choose certifi cate file , click Choose file and select the required certifi cate

file.

Alternatively, paste the certifi cate text (in PEM for mat) into the win dow below the
button. A valid AD Server Cettifi cate starts with ----- BEGIN CERTIFICATE-----
and ends with ----- END CERTIFICATE----- :

. Under Choose key file , click Choose file and select the required key file.

Alternatively, paste the key (in PEM format) into the win dow below the but ton. A
valid AD Server Key starts with ----- BEGIN PRIVATE KEY----- and ends with

5. Select Save.

A confirmation message appears.

5.4.1.2. Enable Active Directory authentication

1. Navigate to: Config uration > Active Direc tory > Enable AD Authen tication.

2. Select Use AD for Authen tication, then select Save.

3. Confirm the change.

The nShield Monitor Ul restarts and Active Direc tory cre dentials can now be used for

authentication.

5.4.1.3. Disable Active Directory authentication

To switch back to nShield Monitor©s own autherication scheme:

1. Navigate to: Config uration > Active Direc tory > Enable AD Authen tication .

2. Clear Use AD for Authen tication, then select Save.

3. Confirm the change.

The nShield Monitor Ul restarts and Active Direc tory cre dentials cannot be used for authen!

tication. The nShield Monitor user management scheme is restored, including the ability to

create, update, or delete users in nShield Monitor.
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5.4.2. Date/Time
Navigate to: Config uration > Date/Time .

The Date/Time Set tings window opens.

5.4.2.1. Date/Time - NTP Disabled

Most oper ating systems, including Windows, macOS, Linux, have an option to automatically
synchronize the system clock periodically using a network time pro tocol (NTP) server. With
nShield Monitor, you can tog gle this option between dis abled (off) and enabled (on).

This allows either manual configuration or setting up an NTP server to adjust time as
needed.

1. Select NTP Disabled.

2. Enter data appropriately and select your Time Zone from the drop-down menu.

The default Time Zone on nShield Monitor is GMT. Change it appro!
. priately to match your orga nizationOs Time Zone.

3. Select Save.

5.4.2.2. Date/Time - NTP Enabled

I Changing date, time, or NTP options will reboot nShield Mon itor.

If NTP is enabled, you must indicate the NTP server that you want to use in the NTP Server
Address field.

You can enter multiple servers, as long as you sef@rate them using com mas.

1. Select NTP Enabled.
2. Enter the NTP Server Addresses (separated by com mas).

3. Select the Time Zone drop-down arrow to open your selec tions.

When NTP is enabled, the time and date field are already populated.
You are not able to change them.

The default setting is: GMT Greenwich Mean Time.
4. Select your time zone.

The system prompts for con firmation:
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I Changing date, time or NTP options will reboot nShield Mon itor.

1. Select Save.

5.4.3. Events

nShield Monitor pro vides the capability for event noti fication via:

¥ Syslog
¥ SNMP and SNMP trap receiver
¥ Email
I nShield Monitor can support up to 5 Syslog/SNMP servers at a time.

Navigate to: Config uration > Events.

The Event Management page opens.

Event Management

« Syslog  SNMP  Email

Add Syslog Server

Host or IP Fort

Notification Policy: Remote Syslog

Policy Category Info Nofification Warning Error  Critical Alert Emergency
Monitor-Specific Security Events O O Oa O O O O
Device-Group Specific Events O O O O O O ]
Monitor-Specific General Events O O O O [} [} |

Save Setfings

5.4.3.1. Adding a syslog server

. Navigate to: Config uration > Events > Syslog.
. Click Add Syslog Server.

. Enter the Host or IP of the syslog server.
Enter the Port number.

. Click Save new Server.

. Once the Syslog Server is configured, select the policy category and severity com bina
tion that you would like reported to the Sys log Server.
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7. Select Save Settings.

5.4.3.2. Deleting a syslog server
1. Select the check box next to the HP or IP address of the Syslog server to be deleted.
The Delete Server(s) tab activates.
2. Select Delete Server(s) .
A confirmation page opens.

3. Select Confirm Delete .

5.4.3.3. Download MIBs

1. Navigate to: Config uration > Events > SNMP.

2. Select Download MIBs.
The sysem prompts with the option to Open, Save, or Cancel.

3. Select your preference.

5.4.3.4. Support for nCSNMP traps

The nShield Monitor user inter face provides event notifications for sup ported nCipher
SNMP (nCSNMP) traps on the Dashboard, Logs, and Alarms pages.

¥ Policies can be set about the noti fication level, for example warning or emergency, for
SNMP traps in general. These polcies are managed by Administrators, Assign Notifica!
tion Policies for SNMP.

¥ Group Managers can associate these noti fication poli cies with device groups and trap
groups:

" Assign SNMP Notification Policies for Groups.
" Assign SNMP Notification Policies for Trap Groups.

The following SNMP traps are supported:

Trap ID Name Severity Trigger Event

hardserverAlert Hard Server Failre ERROR The nShield host-side mod!
ule control soft ware failed
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Trap ID

hardserverUnAlert

modileAl ert

modile LhAlert

psuAlert

psulhAlert

fanfail ureAlert

fanfail ureUnAlert

meryUsageHighAlert

meiryUsageOkAlert

Name

Hard Server
Restart

Module Failure

Module Restart

PSU Failrre

PSU Restart

Fan Failre

Fan Restart

Memory Usage
High

Memory Usage
Normal

5.4.3.4.1. Assign Noatification Policies for SNMP

1. Sign in as Administrator.

Severity

NOTIFICATION

ERROR

NOTIFICATION

ERROR

NOTIFICATION

ERROR

NOTIFICATION

ERROR

NOTIFICATION

2. Navigate to: Config uration > Events > SNMP.

3. Select your preferences for the Policy Categories.
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Trigger Event

The nShield host-side mod!
ule control soft ware
restarted after a pre vious fall
ure event.

The nShield hardware failed.

The nShield hardware
restarted after a pre vious fail
ure event.

The power supply to an
nShield Connect failed.

The power supply to an
nShield Connect is now oper
ational, after a previous fail!
ure event.

The speed of an individual
fan on the nShield Connect
is zero.

Fan speed is nhow non-zero,
after a previous failure event.

The HSM memory usage
high threshold has been
reached.

The memory usage is below
the HSM memory usage ok
threshold.
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Notification Policy: SNMP

Category

Monitor- O O O O
Ipecific
Security Events

Device-Group | [ O O O
Specific Events

Monitor- O 0O O O
Jpecific

General

Events

Policy Info  Mofification  Warning  Emor

Critical

O

Alert

|

Emergency

a

4. Select Save Settings.

5.4.3.4.2. Assign SNMP Trap Settings

I The settings need to match the SNMP trap set tings on the devices.

1. Log in as Administrator.

2. Navigate to: Config uration > Events > SNMP.
3. Select the SNMP TRAP Enabledbox. TheSNMP Trap Setting page opens.
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SNMP TRAP Receiver v2/v3 Credentials Settings

SNMF TRAF Enabled:

Usermname :
Please enter a valid SNMP TRAP user name. Mininum & and
maximum 32 characters, no special characters are allowed.

Authentication Algorithm :

Authentication Password :

Privacy Algorithm :
AE3-256 v

Privacy Fossword :

SMMPY2 TRAP Enabled: [

4. Populate the fol lowing data fields: Username, Authen ti cation Password , and Privacy
Password .

5. Select your Authen tication Algo rithm from the list.

6. Select your Privacy Algo rithm from the list.

| Client Hosts only sup port AES.

7. By default, SNMP traps are supported only for SNMP v3. Therefore, option SNMPv2
Enabled is not enabled by default.

8. Select Save SNMP Trap Settings.

5.4.3.4.3. Configure SNMPv3 traps on the SNMP daemon

traps ess [SNMPCMD_ARGS] HO&Ines the configuration for a trap. This is the only way to
define SNMPv3 traps. SNIMCMD_AR&E arguments that would be used for an equiv alent
snmptrapcommand. For exanple, to send an SNMPv3 trap as USM useruserl with authenti
cation and encryption, use -v3 -u userl -1 priv . For exanple:

trapsess -v3 -u userl -l authpriv IP-address:port

To config ure SNMPvV3 traps on the SNMP daemon:
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1. Navigate to the snmpfolder:
a. Linux: /opt/nfast/etc/snmp
b. Windows: c:\pro gram files\nCi pher\nfast\etc\snmp
2. Stop the SNMP daemon:
a. Linux: run /opt/nfast/scripts/init.d/ncsn mpd stop
b. Windows: via Sewices, the name of the service is nCipher SNMP Agent

3. Add the traps ess commands to the snmpd.conf file . Replace<userRW>, <userRO>,
<trapre ceiverlP>, and <port> with your values.

trapsess -v3 -u <userRW> -| authpriv <trapreceiverIP>:<port>
trapsess -v3 -u <userRO> -| authNopriv <trapreceiverlP>:<port>

4. Restart the SNMP server:
a. Linux: /opt/nfast/scripts/init.d/ncsn mpd start

b. Windows: via Sewices, the name of the service is nCipher SNMP Agent

5.4.3.4.4. Delete SNMP Trap Credentials Settings

1. Navigate to: Config uration > Events > SNMP > SNMP Trap Receiver v2/v3 Cre den!
tials Settings.

2. Select Delete SNMP Trap Credentials Settings.

The sysem response confirms the deletion.

5.4.3.4.5. Add SNMP Trapsink

1. Navigate to: Config uration > Events > SNMP > Add SNMP Trapsink.

Two options are displayed, one for SNMP V2, and one for SNMP V3. By default, SNMP
V2 is selected, and the SNMP V2 settings are shown. To load the SNMP V3 setings,
select SNMP V3.

2. Configure the Trapsink:

For SNMP V2: Enter the Host or IP address of the SNMP device, the port number
(default: 162), and the community.

For SNMP V3: Enter all properties.

3. Select Save new Trapsink.
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5.4.3.4.6. Delete the SNMP trap

1. Navigate to: Config uration > Events > SNMP

2. Select Delete Trapsink(s) .
3. Select the appropriate SNMP trap to delete.

4. Select Save Settings .

5.4.3.5. Request email notification

1. Navigate to: Config uration > Events > Email.
2. Select Email Noti fi cation Enabled .
3. Select the Policy Category and severity com bination.

4. Select Save Settings.

5.4.4. Groups
Groups can be added, deleted, and sorted.
1. Navigate to: Config uration > Groups.

The Group Management page opens.

Group Management

Add New Group
Q Search:
A Group Name Descripfion Status
Group 1 Unit test Group 1 | Managed by user. Devices enrolled.
Group 2 This is Group 2 Managed by user. Devices enrolled.
Group 3 This is Group 3 Managed by user. Devices enrolled.
Group & Managed by user. Devices enrolled.

5.4.4.1. Add a new group
1. Select Add New Group .
The Group Setup window opens.

2. Enter aNew Group Name and optionally, a description.

3. Select Create Group.
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5.4.4.2. Delete groups
You can only delete a group if its status is empty . That is:

¥ the group is not managed by another user
¥ the group does not con tain any enrolled devices

¥ there are no scheduled reports associated with this group.

5.4.5. License
From the License tab, users can:

¥ View general license data including license count
¥ Add licenses
¥ Install licenses

1. Navigate to: Config uration > License.

The System License page opens.

System License

Serial Number: Tkig 7y 1P n7 5Y 9x 8X-kc M LX OP Iz yD Ly Fo
Total Licensed Device Count: 8
Used licensed Device Count: & nShields

Unused Licensed Device Count: Q

Cumrent License(s)

License Type Max Mo. of Devices Remaining Days

evaluation 8 29

5.4.5.1. Add a license
1. Select Choose File.
The file browser window opens.

2. Navigate to the file loca tion and select the file.

3. Select Install License.

5.4.5.2. License warning banner

When the number of enrolled devices exceeds the maximum number of managed devices, a
warning banner displays on the top of the web page.
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The highlighted message instructs you to reduce the num ber of managed devices.

5.4.6. Mail host

From here you can configure your nShield MonitorOs ougjoing email address (that is, your
"from" address) and you can send a test email.

I ‘ A mail host may be required in order to enable email.

1. Navigate to: Config uration > Mail Host .
The Email and Messaging page opens.

. Enter your Mail Host.

. Enter your Email sender address.

Select Save.

. Enter your Email ID for Sending Test Email.

. Select Send Test e-mail.

N o oA W N

. Locate the test email in your email In-box.

5.4.7. Network

The base network config uration includ ing IP address, sutmet mask and default gate way can
all be changed via the Network Set tings page.

Changing any one of these settings requires that you close your
browser and reconnect approximately 15 seconds after you save the

new settings. If you change the IP address, you will have to redirect your
web browser to the new IP address or host name.

1. Navigate to: Config uration > Network .

The Network Set tings page opens.
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Network Settings

+ DHCP  Static

IP Address : Domain [optional) :

| 10.3.202.202 | | ncipher.com

Subnet Mask: Primary DNS (optional) :

| 255.255.0.0 | | 10.3.110.104

Gateway: Secondary DNS (optional) :
| 10.3.30.254 | |

Hostnarne:

| nshisld-only |

Cancel Changes

2. Select your preference:
a. Dynamic Host Configuration Protocol (DHCP) IP addressng or
b. Static IP addressng

3. Select Save.

5.4.8. Reboot

Users with System Administrator privileges are able to reboot the nShield Monitor virtual
appliance.

1. Navigate to: Config uration > Reboot.
The System Reboot page opens.
2. Select Reboot Now .
The system prompts for con firmation prior to ini tiating the reboot.

3. Select Yes, reboot now to continue the process.

5.4.9. Security
1. Navigate to: Config uration > Security .
The Security page opens.

n For users whose credentials were imported from Active Direc tory, Con!
fig uration > Security shows their own cre dentials in and for nShield
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Monitor. Changes made to passwords in nShield Monitor are not ported
back automatically to the Active Direc tory server.

" Users who are Active Directory administrators have no access or visibil!

ity to the cre dentials of other Active Direc tory users through this dia log.

5.4.9.1. Master key

The mager key consists of an AES256 wrapping key and an HMAC-SHA-512 hash key that
is used as the root of protection.

The mager key is derived by using the two passphrases using PBKDF2, that are input duiing
the wizard config uration after the first boot and after every reboot.

The mager key is never stored in persistent stor age.

Two passphrases are required for gereration of the key. Enter be enter ing each passphrase
twice.

Please note to record each passphrase in a secure locdion as they are
required to be reentered when nShield Monitor is rebooted.

To destroy a Master Key:

The Mager Key can only be destroyed if all of the enrolled devices have
been deleted.

1. Select Destroy Master Key .
2. Select Yes, destroy it .

Please note that destroying the master key stops all device monitoring
I and renders all device credentials invalid. The sygem must be reset
after this oper ation.

To generate a new master key, enter the two passphrases as before.

5.4.9.2. View the SSL certificate

By viewing the current SSL certifi cate, the administrator can deter mine what type of cer tifi
cate is currently installed in the system.

By default, the system installs a self-signed SSL certifi cate with fixed val ues for common
name, country state, city, and so on.
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SSL Certificate

+ View Cerfificate Generate Seif-Signed Certificate Generate Cerfificate Request

Install Signed Cerfificats

Country : Us
State : CA
City :

Company/Crganizafion

Department :

Common Mame :

Errvail -

Issued To

Country - us
State : CA
City :

Company/Crganizafion :

Department :

Common Name :

Ermail -

Walid From :

Walld To -

As a best practice, it is recommended that at least a new self-signed cer

tifi cate is valid for 30 days.

5.4.9.3. Generate a self-signed certificate

tifi cate be generated using the appro priate values. The default SSL cet

With a self-signed cer tifi cate, you can customize certifi cate infor mation by enter ing infor!

mation that applies to your nShield Mon itor deploy ment.

1. Select Generate Self-Signed Cer tifi cate.

2. Enter the requested data to com plete each field.

The default value for the field Certifi cate Valid ity in Days is 730 (2

. years).

3. Select Generate Certifi cate.

This action requires the web services to restart so the new cer tifi cate can take effect.
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4. Re-login into the WebUI.
The following message displays:

Self-Signed Cer tifi cate suc cessfully cre ated. System is restart ing the web ser vice,
please log in again.

5.4.9.4. Generate SSL certificate request

When a certifi cate must be signed by an organizationOs own Ceifi cate Author ity (CA) or a
third-party trusted CA, you must gen erate a certifi cate signing request.

The only difference between the fields in a self-signed cer tifi cate and a
I certifi cate signing request are the number of days of validity which will
be determined by the signing CA.

1. Select Generate Certifi cate Request.
2. Enter the requested data to com plete each field.

3. Select Generate Certifi cate Request.

The system prompts you to save a file that you will pro vide to your PKI team or third-
party CA provider to sign and return.

| Private keys are not exported as part of the sign ing request.

5.4.9.5. Install Signed SSL Certificate

Once your PKI team or third-party CA provider returns your signed cer tifi cate, you will need
to install it in one of two fash ions.

It is recommended that you ensure that the returned signed cer tifi cate

includes the full chain of sign ers (that is, nShield Monitor cer tifi cate,
signing CA, root CA).

The chain should consist of at least two cer tifi cates: * nShield Monitor certifi cate * Signing
CA certifi cate.

The chain can have as many as seven céiifi cates, including: * nShield Monitor cer tifi cate *
Signing intermediate CA * Inter mediate CAs between signing CA and the root CA.

If you receive the file via email, be sure to save it to a location where
. you can find it.
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1. Select Install Signed Cer tifi cate.

2. Select Choose file and browse to locate the file that con tains the signed certifi cate
and the assaociated signing chain.

3. Open the file and include the con tents in the win dow.
4. Select Install Certifi cate. The signed cettifi cate is installed.

5. Close your browser session (logout and close the tab) in order to con nect using the
new certifi cate.

I You will be prompted to login again when you do so.

5.4.9.6. User Interface SSL/TLS Options

On this page, you can config ure which proto cols and cipher mechanisms nShield Monitor

accepts.

This feature requires a quorum approval from a second administrator
. before changes made by the first admin istrator can be applied.

¥ By default, SSL v2 & v3, and TLS v1 prtocols are disabled.
¥ By default, the AES256-SHA cipher suite is disabled.

To change which pro to cols and cipher mech anisms are allowed:

1. Navigate to: Config uration > Security .
2. Select the protocols that the GUI server should deny.

3. Select Save Options.
This generates a warning that lists the pro tocol option changes that require approval.

There are pratections that make sure at least one option remains
clear (unblocked).

4. When a quorum approval is pending, one of three actions can happen next:
a. The first administrator can cancel the quorum request by selecting Cancel Change
and the system remains unchanged.
b. The second administrator can deny the change by select ing Reject Change. This
generates a log message indicating that a change was denied.

c. The second administrator can approve the change by elect ing Approve Change .
This generates a log message indicating that a change was approved, and the GUI
server is restarted.

5. Arestart is required for the new set tings to take effect.
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This is not a reboot, only a restart of the GUI server. However, any

users that are logged on are sent back to the login page. They will
need to log back in to the system.

5.4.9.7. Password settings
1. Navigate to: Config uration > Security .
You may need to scroll down.

2. Set the parameters based on your organizationOs sectity policy.

3. Select Save Passwvord Set tings .

5.4.10. Upgrade

nShield Monitor has the capability to be upgraded via a file pro vided by Entrust.

We recommend taking a backup before upgrading, see nShield Monitor
Backup and Restore.

5.4.10.1. Upgrade from 1.1.X

The same firmware upgrade file works for all your nShield Monitor appli!
ances. Additionally, the upgrade requires a passvord, or upgrade key.

The process to obtain an upgrade file for your vir tual appliance follows.

1. Send an email to Entrust nShield Support, https://nshieldsupport.entrust.com , and
request an upgrade.

Support for wards a firmware upgrade file (with a .cmf file exten sion) along with the
upgrade key password.

2. Save the .cmf file to a convenient location. You are now ready to apply the upgrade.

3. Navigate to:
Config uration > Upgrade

The Upgrade System page opens:
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Upgrade System

Choose file to upload :

Select file for upload

Upgrade Key :

Automatically reboot after upgrade : [

Start Over

Version History

This version of nShield Monitor is 2.5.4 (0029].

From Version To Version Upgrade date/time

2.5.4.0022 2.5.4.0029 Fri Dec 07 2018 09:46:41 GMT-0800 (P3T)

4. Click Select file for upload .
5. Navigate to the upgrade file.
6. Select, and open the upgrade file that you just saved.

7. Enter the password, provided by Support, under Upgrade Key .

At this point, you can choose to have the sys tem auto matically
reboot when the upgrade is com plete by selecting Auto matically
| reboot after upgrade . Otherwise, you will need to manually trigger
a reboot once the upgrade process has com pleted. Either way, the
system must be rebooted to com plete the upgrade process.

8. Select Auto matically reboot after upgrade .

If Auto matically reboot after upgrade is not selected, you will
| need to manually trigger a reboot once the upgrade process has
completed.

9. Select Upload and Perform Upgrade .
The system displays progress meters to indicate the status.

Please do not navigate away from the Upload page during the

upload process. Should you navigate away, the upgrade auto mati!
cally cancels.
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If the system does not auto matically reboot, select Reboot Now button and then con firm
the action with a sec ond click.

When the process completes, the system will either reboot auto matically or you will need
to select Reboot Now button and then con firm the action with a sec ond click.

After the system reboots, the new soft ware version is displayed on the
Dashboard page, in the nShield Monitor Status window.

5.4.11. Creating users

I ‘ nShield Monitor can support up to 64 users.
I ‘ A user with no role is not allowed to login.
I ‘ After three failed login attempts, the account is locked

To unlock an account, select Forgot your Password on the login page, enter your user!
name, and then select Request New Password . An email containing a reset link will be sent
to the email address associated with the user name. The link will prompt the user to change
the password before accessing their account.

I The reset link expires after 15 mirutes.

1. Navigate to: Config uration > Users.

The Manage Users page opens.

Manage Users

Create User
Q Search:
A login | Full Name Email Fassword Auvto Assigned
1D Expiration Logout Roles
| admin Defoult System admi...  MNewver 1 hours System
Adrministrator Adminisirator
O | adminl admi... MNever 5 System
minutes = Adminisirator
O admin2 admi... | Newver 5 System
minutes | Adminisirator
O | auditor a8a 30 days 30 System Auditor
minutes
| group aEg Mever 1 hours Group
Manager
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2. Select Create User.
3. Complete the open fields appro priately.

When creating a user with the Group Manager role, availble groups
must be assigned to the user.

At least one group must be assigned to all users assigned a Group
Manager role.

4. After you have made your selections, select Create User.

This will send a reset link to the email address assaiated with the user name. The link
will prompt the user to change the pass word before accessing their account. The reset
link expires after 60 minutes.

5.4.12. Editing users
1. Navigate to: Config uration > Users.
The Manage Users page opens.
2. Select the Login ID associated with the user to edit. The Edit this user page opens.

When you are updating a user with the Group Manager role, avaibable groups must be
assigned to the user.

At least one group must be assigned to all users assigned a Group
Manager role.

3. Under Assign Roles for this User, select the role to associate with the user, then select
Save User.

5.4.13. Deleting users
1. Navigate to: Config uration > Users.
The Manage Users page opens.

| Only those users who have no role assigned can be deleted.

2. Select the Login ID associated with the user to be deleted. The Edit this user page
opens.

3. Under Assign Roles for this User, select No Role.
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4. Select Save User.
The Manage Users page opens.

5. Select the box associated with the user.

6. Select Delete User(s).
The sysem prompts request ing a confirmation of the dele tion.

7. Confirm the deletion.
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6. Configuration Logged in as Group Manager

6.1. Overview

The Group Manager role is responsible for:

¥ The configuration of devices that are to be mon itored.

¥ The day-to-day mon itoring of health and statistics down to an indi vidual HSM device
level.

Group Managers are able to enroll devices, set group alarm thresholds, and config ure group
event noti fications via email.

6.2. Edit Profile page

Both the Administrator and the Group Manager are able to edit their own pro files.

The Edit Profile page is accessed by selecting your User ID located in the upper-right cor !
ner of the page.

Group Manager ), May 24, 2017 0457 @

. Log Ot

From this page, you can perform the fol lowing actions:

¥ Add a description

¥ Update the email address
¥ Change the password

¥ Set the auto-log dura tion

¥ Select a custom date for mat.

When selecting a custom date for mat, you can also select: Use Browser

Timezone for Export ing Events.

When you select a custom date for mat, the chosen format is associated with your user ID
giving each user the option of select ing their preferred for mat. Once the format has been
selected, it is consistently dis played in accordance with your selection.

The only date format that will not change is the date in the User ID line, as shown below:
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group | Group Monager )| May 24, 2017 0457 | @

. Log Ot

¥ Reset the GUI Persistence Profile.

6.3. Managed entities

Logged on as a Group Marager, the Config uration tab displays the following:

Configuration = Logs

Group Alarm Thresholds

Group Event Motification

Manoged Entities

6.3.1. Enrolling devices/entities

To enroll a device/entity, you must be logged on as a Group Manager.
' For enrolling a device, you must configure SNMPv3 on the device with
. an authentication algorithm and a privacy algorithm, and use the same
algorithms during device enrollment.

1. Navigate to: Config uration > Managed Entities.
The Manage Entity Set tings page opens.

2. Select Enroll Managed Entities
The Entity Enroll ment options are displayed.

You can choose to enroll an entity one at a time or you can use a Batch file. The default
is set to enroll a Single Entity.

3. Select the required Managed Entity Type from the drop-down menu.

4. Enter Device Details, SNMP Details, and Group Membership details.
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Entity Enrollment

« Single Entity  Batch

Device Details : SNMP Details :

Managed Enfity Type : Username -
Client Host ied v ‘
Hostname/fIP Address - Port -
| | ‘ 141
Name (optional) : Authentication Algorithmm -
| | -SHA W,
Description {opfional) - Authentication Possword -
Location {optional) : Privacy Algorithm © [Client hosts only support
AES)
| | AER w
Stats Timeout
Privacy Possword -
| | |
Adrrin Timeout :
E |
Group Membership :
Member of Available Groups
| Filter groups: ‘ ‘ Flter groups: ‘
| ‘ P { Managed Groups ~
| Both the Authen tication Algo rithm and the Privacy Algo rithm
L

require a selection from a drop down.

| ‘ Client hosts only support AES Privacy Algorithms.

5. Click Enroll Device to com plete the enroll ment process:

6. Select Yes, test connection to test the con nection.

If you would like to skip the test, select No, skip Test.

" If you would like to can cel the data that you just entered, select Cancel Changes.

" If you choose to test your con nection and the test is suc cessful are returned to

the Managed Entities page.
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If you test the con nection and the test is not suc cessful, you
will receive an error message. Corect the error con dition and

re-enter the device infor mation.

ATTENTION: Devices/entities can be assigned to multiple groups.

¥ A device/entity can be assigned to groups not asso ciated with the cur rent manager
role. However, this is a one-way function.

¥ In order to make changes or delete a device/entity in a group, the user must be a
Group Manager for that group.

¥ A device/entity can be asso ciated into multiple groups during enrollment.

¥ The same device/entity can be associated to more groups by edit ing the device.

ATTENTION: All HSMs being monitored must be con figured to support SNM Pv3 with
nShield Monitor.

6.3.2. Option: Enrolling using a batch file
1. From the Entity Enroll ment page, select Batch.
The Entity Enroll ment page opens.

To see a sanple batch file, select Download Sample Batch Enroll
File.

2. Select either Choose File or Download Sample Batch Enroll File.

" Enrolling multiple devices at one time requires a comma separated variable (CSV)
file containing all the device infor mation and SNMP information.

" You can create a file with out passwords, but you will need to still leave a space
where the passwords would go in the file.

Devices can be assigned to multiple groups. A device can be
assigned to groups not associated with the cur rent manager
role. However, this is a one-way function. In order to make
changes or delete a device in a group, the user must be the
Group Manager. A device can be assaiated into multiple
groups during enrollment. The same device can be assaiated

to more groups by edit ing the device.

Device/Entity Batch Entry CSV Fields
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CSV File Field Name
Group Name

Device Host name
Device IP address
Device Name
Description

Location

SNMP User Name

SNMP Authentication Algo rithm
SNMP Authentication Password
SNMP Privacy Algorithm

SNMP Privacy Passvord

SNMP Port

Device type

Admin Timeout

Stats Timeout

"

mas.

n

Notes

Required (string) [multiple groups in square brackets]
Optional if IP address present (string)

Optional if host name present (IPv4 address - 123.45.67.89)
Optional (string)

Optional (string)

Optional (string - can not use commas to separate city
from state)

Required (string)

Required (one of [MD5 SHA])

Required (string)

Required (one of [DES AES 3DES AES-192 AES-256])
Required (string)

Optional (string) default is 161

Optional (string)

Optional (string)

Optional (string)

Each entity must be listed in a single row and all fields must be separated by com!

For the optional fields, if you do not want to spec ify a value, leave the field blank.

Both blank lines and comment lines are ignored.

Example with all fields specified:

Group1l, Devicel, 192.168.18.101, Device 1, Device description 1,Location
1,Userl,SHA,authpassword1,DES,privacypasswordl

Example with optional fields not spec ified - Note that those field are left empty:

Group2,,192.168.18.102,Device 2, , ,User2,SHA,authpassword2,DES,privacypassword2

Example with optional fields not spec ified - Note that those field are left empty:

Group2,,192.168.18.102,Device 2, , ,User2,SHA,authpassword2,DES,privacypassword2
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3. After load ing the batch file, select Enroll Devices.
4. Select Yes, test connection to test the con nection.
" If you would like to skip the test, select No, skip Test.
" If you would like to can cel the data that you just entered, select Cancel Changes.

" If you choose to test your con nection and the test is suc cessful, you are returned
to the Device Listing page.

If you test the con nection and the test is not suc cessful, you
will receive an error message. Corect the error con dition and

re-enter the device infor mation.

6.3.2.1. Deleting enrolled devices

You can only delete devices from groups that you have been assigned
the manager role. When a device is ass@iated with mul tiple groups,
deleting a device from a group removes the association of the device

from that group only . The device does not get deleted from other
groups that it is associated with. A device gets deleted from nShield
Monitor only when it does not have any association with any other

group.

1. Navigate to: Config uration > Managed Entities.

2. Select the check box next to the device to be deleted.

Selecting the checkbox at the header level automatically selects all

the devices in the Group.

3. Select Delete <device> .

6.3.2.2. Editing enrolled devices
1. Single click on <device hame> of the device to be edited.
The Edit Device Details page opens.

The Group Membership window displays two assignments: Mem!
ber of and Available Group. You are able to toggle membership

between the two.

2. Enter the changes/make your selections.

3. Select Save Changes.
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6.3.2.3. Starting and stopping device monitoring
1. Navigate to: Config uration > Managed Entities.
The Managed Entity Set ting page opens.

2. Select the box associated with the device to have mon itoring started/stopped.

O A& Name IF Address Monitoring Description Location

N2 CH1 | 192.168.18.32 Exx=a
[0 | Faisal SW2CH2 | 192.168.17.141

New action but tons appear:

Erroll Manoged Enfities Stop Moniforng Clhent Hosts Delete Client Hosts

The Start Monitoring <device> is a tog gle with Stop Mon itoring
<device>. When the device is being monitored, the Stop Monitor

option is available. When the device is not being monitored, the
Start Mon itor option is available.

All selected devices must be either enrolled or unenrolled for the

button to be enabled.

3. Select <Stop><Start> Monitoring <device/entity>.

6.4. Group Alarm Thresholds

The Group Manager role can view and set alarm thresholds.

manager [ Group Manager ) JFeb 22, 2018 8:01:27 [GMT-08:00) @

. Log Ot

1. Navigate to: Config uration > Group Alarm Thresh olds.

The Group Alarm Thresh olds page opens:

Monitor v3.1.0 Install and User Guide

53/183



Chapter 6. Configuration Logged in as Group Manager

Group Alarm Thresholds

Group nShield nShield nShield nShield nShield nShield nShield High
Name Warning Crifical Feak Feak Object Object Object
Level Level Level Durafion Cound Count Count
Warning Crifical Durafion
Level Level
nShisld | 40 &7 39 15 minutes | 540 7500 15 minutes

2. Select the Group that you would like to set.
3. Use the slide bars to set the thresholds.
4. Set the values in the nShield High Object Count fields based on your preferences.

5. Select Save Thresholds.

Alarms must be enabled to receive alerts and must be programmed for each group you wish
to see alerts for.

Utilization overload thresholds have two levels:

¥ The first level is a Warning Threshold used to generate a Warning Severity Event.

¥ The second level is Critical Threshold used to detect a Crit ical Severity Event.
When the group uti lization overload alarm is enabled, and both thresholds are config ured:

¥ Every 10 minutes the alert detec tion will com pute the pre vious 10-minute nShield uti!
lization for each device in the group.

¥ If the uti lization is over the Crit ical Threshold, a critical event is generated.

¥ If the uti lization is less than the Critical Threshold, but over the Warning Threshold, a
warning event is generated.

¥ Otherwise, there is no alert event.

The Utilization Peak Event provides a warning level threshold if the uti lization peaked above
a selected percentage during a pre-config ured amount of time in min utes.

Both sets of alerts are disabled by default.

6.5. Group Event Notification

The group manager role has the capability to view and set group event noti fication via
email.
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1. Navigate to: Config uration > Group Event Noti fication.

Group Event Nofification

Group Email Info  Mofification Warning Ewor Crifical Alert Emergency
Name Enabled

2. Select the Group for noti fication.

The Notification Warning message displays.

Group Event Nofification : Group 1

O Email Nofification Enabled

Warning: Email Mofification & disakbled.
Policy Category Info  Mofification Warning Emor Critical Alert  Emergency
Device-Group Specific o 4 | [} O O O
Events

Sawe Policy Cancel changes

3. Select Email Noti fi cation Enabled .
4. Select the alert type.
5. Select Save Paolicy .

If a device is enrolled in multiple groups, the Group Manager receives
| event noti fication emails for all groups to which the device is enrolled
and to which the man ager has been assigned the Group Marager role.

6.5.1. Assign SNMP notification policies for groups

Group Managers manage which email addresses are sent notifications when a trap event
occurs in the device group. For instruc tions on how to enable noti fications by trap groups,
see Assign SNMP Notification Policies for Trap Groups.

To assign Notifi cation Poli cies for device groups:
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1. Navigate to: Config uration > Group Trap Settings.

2. In the Group Name column, select the hyperlink of the device group for which you
want to con figure email notifications.

Group Trap Event Nofification

Group Name Email Enabled Info Notification Warning

3. Select your preferences for the Group Trap Event policy categories and configure the

trap emails for the group.

Group Trap Event Notification : Group 1

(J Email Nofification Enabled
Waming: Email Notification is disabled.

Policy Category Info Notification Warning

Device-Group Specific Events O O

Save Policy Cancel changes

Add Trap Event Notfification Emails

Add emails

Save Emails Cancel changes

a. To enable email notification, select the Enable Email Notifi cation Enabled option.

b. To specify for which trap events to send email noti fications, select the relevant
options.

c. Select Save Policy .
The Group Trap Event Noti fication page is displayed.

4. Configure the email notifications.
a. In the Group Name column, select the link of the group for which you want to con
figure email notifications.

b. Add the email addresses to which the noti fications should be sent when a trap
event occurs. There is no limit on the number of emails that you can add to the list.

c. Select Save Emails.

6.5.2. Assign SNMP Notification Policies for Trap Groups

Group Managers create, edit, and manage trap groups that con tain traps and a list of email
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addresses where notifications are sent when a trap event occurs.

For instructions on how to enable noti fications by device groups, see Assign SNMP notifica
tion policies for groups.

To assign notifi cation poli cies for trap groups:
1. Navigate to: Config uration > Trap Settings.

The Trap Config uration page is displayed.

Iraps Configuration

Add New Trap Group

Group Name Descripfion (opfional)
a fan
] psu

2. Select Add New Trap Group .

The Group Details page is displayed.

Group Name :

Description (optional) :

Select the available fraps to configure

Click a group in either selection box to move it to the other one.
Any changes made will not be saved until you click the Save changes button.

Cumenily Selected Available Traps for configuration

Fan Failure Fon Failed Eror
Fan Restart Fon Restard Success
Hard Server Failure Hard Server Failed Eror

Hard Server Restart Hord Server Restart

Memory Usage High High memory

sage emror

Memory Usage Normal Memory usage s (ess

than threshold
Mdadeda s h
Add Trap Event Notification Emails

Add emails

3. Enter a name for the new trap group.

4. Select traps from the list of Avail able traps. For traps supported in nShield Monitor,
see Support for n"CSNMP traps .
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5. Add the email addresses to which the noti fications should be sent when a trap event
occurs. There is no limit on the number of emails that you can add to the list.
6. Select Create Group.

The Trap Config uration page is displayed.
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/. Logs

The logging capability of nShield Mon itor pro vides a view of all ongoing events that occur

in the system. Organizations can track all activities pertaining to their estate of HSMs and

clients, and pro-actively eval uate a preventative mainte nance strategy.

® CIFHER A Dashboard Views - Reports»  Configuration =

Logs Alarms

I ‘ The default sorting is by sequence number.

7.1. Logs available to Group Managers

When logged in as aGroup Manager, the logs tab provides the ability to view, sort device

and filter group logs.

manager [ Group Manager )

Feb 22, 2018 8:01:27 [GMT-08:00) @

. Log Out
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+" Device/Group Log

Q Search:
A
18] Date Time Severity Messoge
4237 | 201705 [ nFo | The connection status is now SNMP
ZETIP 47147441 accessible for nShield module,
SerialNumber: D2EC-DE03-6D97 in
group: Group 1
4234 | 2017-05 The connection status is now
ZATIF46011.1247 unreachable for Faisal 3W2 CH1 -
192.145.18.32 in group: Group 2
4235 2017-05 The connectfion status is now
Z3TI9-4411.1237 unreachable for Foisal SW2 CH1 -
192.168.18.32 in group: Group 1
4234 | 2017-05 The connection status is now
23TI9-4411.107L unreachakle for nShisld module,
SefialNumber: D2EC-DE03-6D97 in
group: Group 1
4233 201705 [ nFo | The connection status is now SNMP
ZITI9:4411 0347 accessible for Faisal SW2 CHI -

192.148.18.32 in group: Group 2

rows per page.
First Page | o ' 2| 3| n| Lost Page

177 Total rows . Poge | 1 of 34,

Export Log (C5V)]

Logs can be exported via CSV format for fur ther analysis.

7.2. Logs available to Administrators

When logged in as an Admin istrator, the Logs tab on the main menu bar enables you to:

¥ View and sort system event logs

¥ View and sort security logs

¥ Export logs.

admin | Systern Adrninistrator ), reo 22, 2018 3:04:26 (GMT-08:00) @

. Log Out

By default, the system sorts logs based on sequence. Clicking on the col

played.
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«" Systern Event Log

Q Search:

v

[[v] Date/Time Severity Messoge

4199 | 2017-05 &)  Acministrator admin has rejected an
23T 52329 4192 5L opficn change.

4198 | 2017-05 m Adrrinistrator admin has requested
23T 5:23:20.5807 queorurm approval for an 550 option

change.

4197 | 2017-05 m Adrrinistrator admin has rejscted an
LIT1 62208 7961 35L opficn change.

4194 | 2017-05 m Adrrinistrator admin has requested
Z3T14:21:02 3847 quarurn approval for an 551 option

change.

rows per page.
First Poge .-:'2 3| n | Last Poge

2978 Total rows . Page | | |of 594,

Export Log [CEY]

Support Data/Debug Logs

ata/Debug Logs

7.3. Log sorting

nShield Monitor pro vides the ability to fil ter logs by ID, date/time, severity, and message.

1. Click on the sort con dition. For example, Date/Time.

" Device/Group Log

Q Search:
AlD Dc'e,-'{l:_%e Severity Messoge
58 2017-04 m Group: “Group 3", User kory has enrclled device: Faisal CH TA

26T13:37:04 9571

59 2017-04 m Group: "Group 1", Ussr kory has snrolled devics: Faisal CH2
—
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The sorting icon displays as the content is sorted.

A Date/Time

20704~
24871533704 9571

2017-04-
28T13:37:05.5701

2017-04-
28T15:3705.6307

7.4. Log functionality

I | You are logged in asAdministrator .

admin [ Systemn Adrninistrator ), re::- 22, 2018 3:04:24 [GMT-08:00) @

. Log Out

7.4.1. System event log

The sysgem event log pro vides events that cor respond to non-secu rity related system

events for nShield Monitor.

+ Systern Event Log ~ Security Log

Q Search:

b

14} Date,/ Time Severity

4199 2017-05- =
237116:23:29. 4192

4198 | 2017-05- [ nro |
23716:23:20.5601

4197 | 2017-05- [ inFo |
23T16:22.08.7967

4194 | 2017-05- =

23M 421023547

Message

Adrministratcr admin has rejected an 551 opfion changs.
Administrator admin has requested quornsm approval for an
35L opfion change.

Adrministratcr admin has rejected an 551 opfion changs.

Adrministratcr admin has requested gquonsm approval for an
33L opficn change.

7.4.2. Security log

The security log shows events that are related to sys tem level security events. Events such

as mader key password entry, master key destruction, certifi cate changes, and changes to
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other system level security infor mation are noted.

I | The default for sorting is by sequence number.

SystemEventLog  «# Secunty Log

Q Search:
AlD Date/Time Severity Message
3 2017-04-26T13:20:55.6571 I  useradminloggedin.
4 2017-04-28T1 32102 0277 = User admin has changed password.
5 2017-04-28T1 3-23:07 6427 = Master key generafed by user: admin
8 2017-04-26T1323:07 7251 m User admin has created new user: admin
7 2017-04-26T13:23:08.3617 I  Roles have changed for user: admin]

7.4.3. Device/group log

I | You are logged on as Group Marager.

manager [ Group Manager ) JFel 22, 2018 8:01:27 [GMT-08:00) @

. Log Out

The device/group log lists events and alerts that relate to the groups for which a group man
ager has marmagement rights. Group event entries are dis played in sequential order from

newest to old est.
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" Device/Group Log

Q Search:

\

[} Date/Time Severity Message

109 | 2018-02- The monitcdng status is now enable;

ZAT1 540042 40427 192.158.18.101 in group. groupl by

108 | 2018-02- The monitcdng status is now disable;
ZOT1 5:40:-38 40387 192.1568.18.101 in group. groupl by

104 | 2018-02- Error log count increased to 864 for
22T08:57:04. 5947 192.188.18.101 in group: group ]

103 | 201802 Emror log count increased to 863 for
20T08: 4303 4332 192.188.18.101 in group: group ]

72 2018-02- Error log count increased fo 8462 for
21TOE:55-00.5907 192.168.18.101 in group: group ]

7.4.4. Exporting a log.csv file
1. Select Export Log (CSV) .
The system prompts to open or save the logs.csv file.

2. Select Open. The log.csv file is imported into Microsoft Excel.

(i A Y B . C [ D . E . F . G
|Time 1 everity Message
4 |2017-01-0 INFO The connection status is now SNMP accessible for K
112017-01-0 INFO The connection status is now SNMP accessible for K
4 |2017-01-0 INFO The connection status is now SNMP accessible for K
112017-01-0 ¢RITICAL The connection status is now unreachable for Kory
6, |2017-01-0 gRITICAL The connection status is now unreachable for Kory

' Logs can be exported in their entirety or fil tered. This includes both actions on or
by a monitored system. They can also include changes in secuity of a given
device as needed such as a tanper, changes to device SNMP credentials, or the
addition of a new device. Changes in the device con tact sta tus are also displayed
in the group event log and on the alarms screen.

The default for sorting is by sequence number.

By default, the Time format is Date/Time in GMT format. Refer to Formatting the
Admin Date and Time for additional infor mation regarding date for matting.
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3. Save the Excel file, if needed.

7.4.5. Debug log export and upload

A debug log export may be required to be given to Sup port for inves tigating issues. This log
will need to be exported which can take sev eral minutes to gen erate and export. Once
exported it will need to be sent to Sup port.

The file does not contain any security infor mation but does con tain infor mation related to
actions taken by nShield Monitor such as polling devices, system status events, and code
execution infor mation.

The debug logs are a sygem for assisting in trou bleshooting issues that may arise with the
virtual appliance during day-to-day oper ation. Logs are provided on a First in First out
(FIFO) basis, so if requested, the logs need to be exported as soon as possible after an issue
has occurred.

Only one user can export the debug log at a time, and only administrators and auditors have
the ability to per form this func tion.

The debug logs are not readable by users, and are to be sent to Support
| for analysis. Exporting large debug files requires that the auto logout
value be set to 60 minutes.
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8. Dashboard

nShield Monitor pro vides a dashboard view when you first log on to the sys tem.

This view provides a snapshot of what is occur ring with your estate and pro vides invaluable
infor mation for the day-to-day man agement of all your organizationOs HSMs.

The content of the dash board depends on the login type:

¥ Logged on as Administrator.

A Dashboard Views - Configuration = Logs Alarms

Event List »

nShield Monitor Status »

Unacknowledged Alarm Summary »

¥ Logged in as Group Manager.

A Dashboard Views ~ Reports « Configuration -

Event List »

nShield Performance »

nShield Monitor Status »

Unacknowledged Alarm Summary »

The following table summarizes the views based on log-on type:

Dashboard views based on logon type
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Dashboard Views Admin istrator logon required Group Manager logon required
Event List X X
nShield Perfor mance E X
Users E X
nShield Monitor Status X X
Unacknowledged Alarm Summary X X

The sections that fol low examine each of the Dashboard Views (as iden!
tified in the ta ble above).

8.1. Event List

1. Select the Event List expansion arrow.

Event List ~

| 5 v || Most Recent Unacknowiedged v |
4237 | 201705 = The connection status is now SNMP accessible for
ZAT19:47:14.7447 nshield medule, SeralNumber: D2EC-DE03-6D99 in
group: Group 1
4234 2017-05 The connection status is now unreachable for Faisal
AT 944111242 SW2 CHI - 192.148.18.32 in group: Group 2
4235  2017-05 The connection status is now unreachabls for Faisal
23M9:45:11.1237 SW2 CHI - 192.148.18.32 in group: Group 1
4234 2017-05 The connection status is now unreachable for nShisic
2319442111072 micdule, SerialMumicer: D2EC-DE03-8D9F in group:
Group 1
4233 201705 [ nFo | The connection status is now SNMF accessible for
23T19:44:11.0847 Faisal 3W2 CHI1 - 122.188.18.32 in group: Group 2

From this window, you can specify the num ber of events (default value is 5) dis played
and filter according to:

" Most Recent Unacknowledged (default value)
" Most Recent Events
" Alarm level (That is, EMERSENCY ONLY, ALERT ONLY, and so on.)

2. Select the drop-down arrow to change how many events are dis played.
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Event List -~

| CRMCTAL only

4

2017-05-
23T19:44:11.1242

The connection status is now unreachable for Faisa
SW2 CH1 - 192.148.18.32 in group: Group 2

4235 2017-05 The connection status is now unreachable for Faisa
ZATI-44:11.1232 SW2 CHI - 192.158.18.32 in group: Group 1
4234  2017-05- The connection status is now unreachable for nShield

3. Select your preference.

4. Select the drop-down arrow to change which event types are dis played.

Most Recent Unacknowledged
Most Recent Evenits

Z3Te44601.0231

EMERGENCY only
- ALERT only

5w
ERROR only L\\?
WARNING cnly
NOTIFICATION cnily

42346 | INFO only he connecticn status is now unreachakble for Faisa
ETTY 3G 1T T2 SW2 CH1 - 192.148.18.32 in group: Group 2

4235  2017-05- The connection status is now unreachable for Faisal

SW2 CH1 - 192.148.18.32in group: Group |1

5. Select your preference (for example, CRITICAL only.)

6. Select the event by click ing on the event type. For example:

Event List ~

| 5w || CRMCAL only

|

4236 | 2017-05- The connection status is now unreachable for Faisa
ZaT19:46:11.124L SW2 CHT - 192.168.18.32 in group: Group 2

4235 | 2017-0% The connection status is now unreachable for Faisa
ZaT9-48:11.123L SW2 CH1 - 192.168.18.32 in group: Group 1

FolcY B o\ el m PN A e P T T A A R 2ot o =

The Acknowl! edge Alarm page opens:
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eemcar ACknowledge Alarm

Alarm Date/fTime:

‘ 2017-05-23T19:46:11.1242 ‘

Alarm ID:

‘ AVwETCIqURvIxMATUAL ‘

Alarm Message:

‘ The connection status is now unreachable for Faisal SW2 CHI - 192.148.18.32 in group: Group 2

Acknowledgement Comments | Opticnal )

Acknowledge Alarm Cancel

7. Enter Acknowledgment Comments, if needed.

8. Select Acknowl edge Alarm .

I | Selecting Cancel returns you to the Dashboard.

8.2. nShield Performance

I | You are logged in as a Group Marager.

manager [ Group Manager ) JFel 22, 2018 8:01:27 [GMT-08:00) @

. Log Cwut

1. Select the nShield Perfor mance expansion arrow.
Two windows open:

nShield Perfor mance

" Top 5 Client Hosts by Com mand Count
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