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Chapter 1. Introduction

This document describes the integration of a Nutanix AHV cluster with the Entrust
Cryptographic Security Platform Key Management Vault (KMS). Entrust Cryptographic
Security Platform Key Management Vault serves as the KMS for the Nutanix AHV cluster,
communicating over the open-standard Key Management Interoperability Protocol (KMIP).

1.1. Product configurations

The following versions have been tested for compatibility:

Product Version
Nutanix AOS v7.5

Entrust Cryptographic 1.4
Security Platform

Entrust Key Management v10.5.3
Vault

Entrust Compliance v10.5.3
Manager

1.2. Supported features

The following Entrust KeyControl features have been tested in this integration:

Entrust KeyControl Feature Support
Deployment in Nutanix AHV from I1ISO Yes
Cluster Mode Yes
Cluster Expansion Yes
Node Removal Yes
Retain Configuration After Total Cluster Power-Down Yes

The following Nutanix features have been tested in this integration:
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Supported Nutanix Feature
Data-at-Rest Encryption
Cluster Expansion

Node Removal

Re-Keying

1.3. Requirements

Support
Yes
Yes
Yes

Yes

2/23

To integrate the Entrust Cryptographic Security Platform Key Management Vault and the

Nutanix AHV cluster, you must have:

¥ Access to the Entrust TrustedCare Portal.

¥ Access to the Nutanix online services and portals.

Familiarize yourself with:

¥ The Cryptographic Security Platform Vault v10.5.3 Online Documentation Set .
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https://trustedcare.entrust.com/login
https://portal.nutanix.com/
https://docs.hytrust.com/CryptographicSecurityPlatformVault/10.5.3/Online/Content/OLH-Files/Help-content-map-all-books.html

Chapter 2. Install and configure Entrust
Cryptographic Security Platform Key
Management Vault

A two-node cluster was deployed for this integration. Key Management Vault can be
deployed on AHV using the ISO image. The ISO image is available atSoftware Downloads .
Installation instructions are available at ISO Installation.

¥ Upload the Key Management Vault ISO in AHV

¥ Deploy a Key Management Vault node on AHV

¥ Initial Configuration of Entrust Key Management Vault and Compliance Manager
Nodes

¥ Configure the Compliance Manager node

¥ Join the two Key Management Vault nodes to form a cluster

¥ Create a KMIP Key Management Vault

2.1. Upload the Key Management Vault ISO in AHV
For reference, see the following Nutanix online documentation:

¥ Adding an Image.

¥ Configuring Images.

1. Log in to the Nutanix Prism Central web UI.

2. Select Prism Center > Infrastructure > Compute >Images.

3. Select Add Image.

4. Under Image Source, ensure the Image File radio button is selected and then select
Add File.

. Locate and add the Entrust ISO file.

[62

6. Enter aName, select the Image Type, and enter aDescription , then select Next .
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https://trustedcare.entrust.com/MyProductsList
https://docs.hytrust.com/CryptographicSecurityPlatformVault/10.5.3/Online/Content/Books/Install-Guide/Install-ISO/aaaChapter-ISO-Installation-Hypervisors.html
https://portal.nutanix.com/page/documents/details?targetId=Prism-Central-Guide-vpc_7_5:mul-image-add-pc-t.html
https://portal.nutanix.com/page/documents/details?targetId=Web-Console-Guide-Prism-v7_5:wc-image-configure-acropolis-wc-t.html
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1 Select Image 2 Select Location

Image Source

* Image File URL VM Disk

+ Add File

Source: [LOCAL]\Entrust-CSP-Vaults-10.5...

General

Name

Entrust-CSP-Vaults-10.5.3-1053000316....

Description (Optional)

Test Upload

Checksum (Optional)

Cancel

7. On the next screen, leave the default values selected.

v  Select Image 2  Select Location

Placement Method

* Place image directly on clusters

Place image using Image Placement policies

Select Clusters

¥ Name ° Bandwidth Limit

RNO-NXRDY005

Cancel

8. Select Save. The operation may take close to a minute to complete.
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2.2. Deploy a Key Management Vault node on AHV
For more information, refer to VM Management in the Nutanix online documentation.

1. Log in to the Nutanix Prism Central web UI.
2. Select Prism Center > Infrastructure > Compute > VM.
3. Select Create VM.
4. Complete the Create VM dialog as follows, then select Next :
a. Name: Enter a name for the vault, for example, "entrust-csp-vault-1".
b. Description : If required, add a description for the VM. This field is optional.
c. Project : Leave the default value
d. Cluster: Leave the default value
e. Number of VMs : 1
f. VM Properties : 4 CPUs, 2 Cores, 8 GB RAM

1 Configuration 2 Resources 3 Management 4 Review

General

Name

entrust-csp-vault-1

Description (Optional)

Entrust Vault Server 1

Project

_Internal

Cluster

RNO-NXRDY005

Number of VMs

1

VM Properties

CPUs Cores Per CPU

4 2

Cancel

5. Attach the CD-ROM: Under Disks, select Attach Disk .
6. Complete the Attach Disk window as follows, then select Save:

a. Type: Select CD-ROM.
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b. Operation : Select Clone from Image
c. Image: Select the image you created earlier.
d. Bus Type: Select SATA.

e. Leave the other fields set to the default values.

Attach Disk

Type

CD-ROM
Operation

Clone from Image
Disk Placement

®) Same cluster Other cluster

0 To place disks on other clusters, you need atleast two HCI X
clusters running on AHV, with AOS version 7.5 or higher.
Image
Entrust-CSP-10.5.3-1053000316.iso
Storage Cluster

RNO-NXRDY005

Used to place VM Disks.

0 Once the first disk is created using storage from a specific

cluster, all successive disks will use the same cluster for storage.

Cancel

7. Attach another Disk: Under Disks, select Attach Disk .

8. Complete the Attach Disk window as follows, then select Save.
a. Type: Select Disk.
b. Operation : Select Allocate on Storage Container .

c. Capacity : 80 GB.

For the Compliance Manager VM, the minimum requirement is
250 GB.

d. Bus Type: Select SATA.

e. Leave the other fields set to the default values.
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Attach Disk

Type
Disk
Operation

Allocate on Storage Container

Disk Placement

® Same cluster

@ To place disks on other clusters, you need atleast two HCI

clusters running on AHV, with AOS version 7.5 or higher.

Storage Container

default-container-64793673060108

Capacity Bus Type

1 SCsI

Cancel

9. Attach a Subnet: Under Network , select Attach to Subnet .

10. Complete the Attach to subnet window as follows, then select Save:
a. Subnet: Select the Subnet.
b. Assignment Type : Select Assign Static IP .
c. IP Address: Enter the IP address.

d. Leave the other fields set to the default values.
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Subnet Attachment

Subnet

VLAN-1123-RNO-NXRDY005

VLAN ID IPAM
123 Managed

Network Connection State

Connected

Private IP Assignment

Network Address / Prefix Free IPs (In Subnet) Free IPs (In Pool)
| 163 4

Assignment Type IP Address

Assign Static IP =

NIC Configuration »

Cancel

11.In the Boot Configuration , select Legacy BIOS, then select Next .
12. Set the Timezone, then select Next .

13. Select Create VM.

You can track the progress of the VM creation process:
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Tasks x4 @5

Create VM : entrust-csp-vault-1

Delete VM : entrust-csp-vault-1

Power off VM : entrust-csp-vault-1

Power on VM : entrust-csp-vault-1

Create VM : entrust-csp-vault-1

Updat... : Vectra-vSensor-911-virtual...

Execute Recovery Plan : pts-rp

Execute Recovery Plan : pts-rp

Execute Recovery Plan : pts-rp

14. Repeat all steps to create a second Entrust Key Management Vault node and a
Compliance Manager node.

2.3. Initial Configuration of Entrust Key Management Vault
and Compliance Manager Nodes

Perform the following steps for each of the VMs you have created:

1. Log in to the Nutanix Prism Central web UI.
2. Select Prism Center > Infrastructure > Compute >VM.

3. Search for and select the required VM.

Q VMs VmNameventrust x » List
VMs Summary List Policles Alerts Events Metrics v
Dashboard

Bookmarks

Compute
VMs
Templates
Kubernetes Clusters Memory IP Addresses
OVAs
Images T —_—— el

Guest Customi New

Storage

Storage Containers
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4. Under Power Operations , select Power On.
5. Select Launch Console.

6. After the installer finishes, when prompted for a password for the htadmin account,
set the password and select OK.

Please specify a password for htadmin.

The htadmin account password controls to the Sy: Ci le Menu on this CSP
Uault Ha node. Make sure that you keep the password secure and that you do
not give it to anyome who is not authorized to make system changes to the CSP Vault
Hanagement node.

Password must be at least 8 characters in length and contain at least 1 lower
character, at least 1 upper case character, at least 1 digit and at least 1 symbol.

Password e ]
Conf irm Passuord  CEC

7. Enter the network information.

Conf irm Network Configuration (= indicates required)

Hostname =
Hode IF address . L |
Hetmask =
Gateway = .. |
DNS Domain Hame »

DNS Servers = TTH H T

NTP Servers

Static Routes

8. Verify the network information and select Yes.
9. Select OK once setup is complete.

10. In a browser, go to the URL (https:// Node IP address) and log in with the default
secroot credentials.

The default secroot password is secroot .

11.Accept the license agreement.
12. Select Continue as a Standalone Node .
13. Enter a new password for the secroot user and select Update Password .

14. Configure the email settings then select Continue .
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15. Select Download and save the admin key.

16. Select Continue .

2.4. Configure the Compliance Manager node

Configure the Compliance Manager to establish an initial Appliance Cluster connection with
the first Key Management Vault node. For more information, refer to Creating an Appliance
Cluster Connection .

2.5. Join the two Key Management Vault nodes to form a
cluster

Join the two Key Management Vault nodes in a high-availability cluster following the
instructions in Installing an Additional CSP Vault Cluster Node on a VM from an ISO Image.

2.6. Create a KMIP Key Management Vault

1. Sign in to the KeyControl Appliance Manager.

2. If it loads in the Appliance Management view, select SWITCH TO: Manage Vaults in
the toolbar at the top of the window.

3. On the Vault Management home page, select Create Vault . TheCreate Vault dialog
appears.

4. Complete the Create Vault dialog as follows, then select Create Vault :
a. Type: Select KMIP.
b. Name: Enter a name for the vault.
c. Description : Enter a description.

d. Email Notifications : Leave it Off unless you configured email when you set up the
CSP Vault node.

e. Administrator : Enter Administrator .

f. Admin Email : Enter your company email.
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CRYPTOGRAPHIC SECURITY PLATFORM
@ oL LU Vault Management

Vaults

Each vault has unique authentication and management

Create Vault
A vault will have unique authentication and management.

Type
Choose the type of vault to create

KMIP 2

Name *

Nutanix

Description
Optionally add a short description to help identify this vault.

Entrust CSP KMIP Vault for Nutanix Encryption

Max. 300 characters

5. Bookmark the URL and save the credentials displayed in the confirmation dialog.

@ Vault Successfully Created

You will need to send the following information to the Vault
Admin so they can log into their vault

Vault URL

https:// E/kmip/m: - = =
== = /Nutanix/

T Copy

User Name

e cEmE (@N =Ry com

0 Copy

Temporary Password

D Copy

Close

6. In a web browser, navigate to the vault URL.

Sign in to the Vault with the user name and the temporary password that you saved in the
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previous step.

+ The user name should be the email address that you specified when you created the
vault.

1. Change the initial password when prompted.

2. Sign in again to verify the new credentials.
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