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Chapter 1. Introduction

NetApp StorageGRID provides several ways to encrypt your data at rest including the use
of external key management servers. Entrust KeyControl is a supported key management
solution for StorageGRID node encryption. KeyControl provides a highly available
decentralized vault-based solution that is compliant with the Key Management
Interoperability Protocol (KMIP). This makes KeyControl an excellent option for
StorageGRID.

1.1. Product configuration

NetApp StorageGRID and Entrust KeyControl were tested with the following configuration:

Product Version
NetApp StorageGRID 1.8
Entrust KeyControl 10.2

1.2. Requirements
Before starting the integration process, familiarize yourself with:

« NetApp StorageGRID documentation

+ Entrust KeyControl Online Documentation Set
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https://docs.netapp.com/us-en/storagegrid-family/
https://docs.hytrust.com/DataControl/10.2/Online/Content/OLH-Files/Help-content-map-all-books.html
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Chapter 2. Procedures

The steps in this section describe a single-site StorageGRID solution containing a mix of
virtual appliances and a physical appliance. Only the physical appliance will be encrypted

with a key from two KeyControl servers.

2.1. Deploy KeyControl and create a vault

1. Deploy KeyControl deployment and install the clustered KeyControl server.

2. Create a new vault.

In KeyControl, select Create Vault.

@ envrrusy | L 'y Pl

+

Let's get started!

3. Create a KMIP vault type and fill in the details for the vault.

Create Vault
A vault will have unique authentication and management.

Type
Choose the type of vault to create

KMIP v

Name *

Description

Max. 300 characters

Administration
Invite an individual to have complete access and control over this vault. They will be
responsible for inviting additional members.

Admin Name *

Admin Email

o Create Vault Cancel

The admin email address will be the login name for the vault.

4. When the vault has been created, make a copy of the vault information: the link to the
vault URL, the user name, and the randomly generated temporary password.
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@ Vault Successfully Created

You will need to send the following information to the Vault Admin
so they can log into their vault

Vault URL

B copy

User Name

B copy

Temporary Password

B copy

Close

2.2. Create a client certificate

1. Launch the vault from the URL and sign in with the new credentials. You will be

prompted to set a new password and log in with the new password.

ENTRUST

KeyControl
Vault for KMIP

Sign in to your account

User Name

Password

.................... »

2. When you logged in with the new password, select the large Security tile in the middle.
3. On Client Certificates, create the certificate bundle to authenticate StorageGRID to
the KMS.
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Objects Security Audit Logs

KeyControl
@ ENTRUST | Kercontrol
& Home. Objects.

4. In Client certificate, select the plus sign (+) to create a new certificate.

@ ENTRUST

# Home  (©) Objects. % Client Certificates. x

KeyControl
Vault for KMIP o & 2

Manage Client Certificate

Filter

Name Valid From Expiration Generated From External ... Authentication

5. Provide a name and an expiration date for the certificate.

This integration does not have a CSR to upload so we clear the checkbox for

authentication and encryption.

Select Create.

The new certificate is generated and it appears in the Manage Client Certificate list.

Create Client Certificate b 4

Add Authentication for Certificate

Certificate Name *

Certificate Expiration *

Jul 9, 2025

Certificate Signing Request (CSR)
Choose a file to upload

Encrypt Certificate Bundle

Cancel Create
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6. Select the new certificate, download and unzip it.
There are two .pem files: cacert.pemand certificate_name.pem.

The named certificate file is a combined certificate and key that will need to be
separated out into individual files with the Key text (highlighted in yellow) as a new file
named certificate_name.key.

Bag Attributes

subject=/C=US/0=HyTrust Inc./CN=demogrid_sitel
issuer=/C=US/0=HyTrust Inc./CN=HyTrust KeyControl Certificate Authority

safasdfasfgsdopfjsadfljkhsadlfkjhsadf; lhasdfljkhsadflkjhsadflksa
dsGJ4mP9fQolFo2e/ZXRSaWtgeeqHxY7CvGA/HLKXpmHMicbCK+1vxSBKwIDAQAB

Bag Attributes

Key Attributes: <No Attributes>

ZerG1lvLXa@0z7q5RTpMbLbmpEQbYrhay+bok8jCbJr3ai5x1pd6fNsyZz124WLxm2

2.3. Configure StorageGRID

Appliances can only use node encryption with an external KMS if it is configured when the
appliance is installed.

1. From inside the installer Ul, select Configure Hardware > Node Encryption, select the
checkbox to enable node encryption, then select Save.

Repeat this step for all nodes to be encrypted.

The nodes are now ready to be joined to the StorageGRID solution.
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Configure Hardware ~

BMC Configuration

Monitor Inst

Storage Controller Network Configuration

;  Drive Encryption
% Node Encryption
RAID Mode

NetApp® StorageGRID® Appliance Installer Help ~

Home | Configure Networking ~

Node Encryption

Configure Hardware ~

Monitor Installation  Advanced +

Node encryption allows you to use an external key management server (KMS) to encrypt all StorageGRID data on this appliance. If node encryption is enabled for the appliance and a KMS is

configured for the site, you cannot access any data on the appliance unless the appliance can communicate with the KMS.

Encryption Status

A You can only enable node encryption for an appliance during installation. You cannot enable or disable the node encryption setting after the appliance is installed.

Enable node encryption

Key Management Server Details

If-you enable node encryption for this appliance, use the Grid Manager to configure a key management server (KMS) for the StorageGRID site where this appliance will be installed.

2. Install the node or nodes and join them to the grid.

3. Configure StorageGRID to use the KeyControl cluster for a KMS. In the StorageGRID
management Ul, select Configuration> Security> Key management server.

DASHBOARD
ALERTS &)
Current
Resolved
Silences
Rules

Email setup

NODES

TENANTS

ILM

Rules
Policies

Policy tags

Storage pools

Erasure coding

Storage grades

Regions

Object metadata lookup

CONFIGURATION

MAINTENANCE

SUPPORT

4. Select Create add the new KeyControl KMS.

M StorageGRID Grid Manager | Terabata

Configuration

Configure your StorageGRID system.

Network

High availability groups
Load balancer endpoints
S3 endpoint domain names
Traffic classification

VLAN interfaces

Security

Certificates

Firewall control

Key management server
Security settings

Proxy settings
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= WM StorageGRID Grid Manager | TeraData

DASHBOARD Configuration > Key management server

ALERTS &

Key management server

Current
If your StorageGRID system includes appliance nodes with node encryption enabled, you can use an exte

Resolved data at rest.
Silences

RUES Configuration details Encrypted nodes
e You can configure more than one KMS (or KMS cluster) to manage the encryption keys for appliance nod¢
NODES within a group of sites and a second KMS to manage the keys for the appliance nodes at a particular site.

TENANTS Before adding a KMS:

* Ensure that the KMS is KMIP-compliant.

« Ensure that the KMS is supported by D. Consult the perability Matrix Tool (IMT) fo

Rules * Configure StorageGRID as a client in the KMS.

* Enable node encryption for each appliance during appliance installation. You cannot enable node «
not have node encryption enabled.

LM

Policies

Policy tags . ) )
For complete instructions, see Configure key servers.

Storage pools

Erasure coding Search by KMS name, Key name, Hostname, Manages keys for Q

5. Ender the details for the new KMS configuration.

Provide a name to identify the KMS, an encryption Key name (if one exists already in
the KeyControl Vault that you wish to use, or this will be the name of the new key
created by this process), what site should be managed by this KMS or all sites not
managed by another configured KMS, the port should remain the default, and the
hostnames or IP addresses of the KeyControl servers in the cluster.

Add a Key Management Server

° KMS details ——— @ Upload server certificate —— @ Upload client certificates

KMS details

Enter information about the external key management server (KMS) and the StorageGRID client you configured in that KMS. If
you are configuring a KMS cluster select Add another hostname to add a hostname for each server in the cluster.

KMS name @

KeyControl10.2

Key name @

Manages keys for @

Tera01 v

Port @

5696

Hostname @

Add another hostname

caneel

6. Select Continue to get to the next page to upload the server certificate.
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This is the cacert.pem file that was provided by the KeyControl client certificate

creation.

Add a Key Management Server

@ KMS details ———— e Upload server certificate

Server certificate @
/ cacert.pem

Server certificate details Uploaded successfully

‘ Download certificate

‘ Copy certificate PEM

SHA-1 fingerprint:
SHA-256 fingerprint:
Alternative names:

Metadata

Subject DN: /C=US/0=HyTrust Inc./CN=HyTrust KeyControl Certificate Authority
Serial number: 66:6C:AL:2E

Issuer DN: /C=US/0=HyTrust Inc./CN=HyTrust KeyControl Certificate Authority
Issued on: 2011-06-01T00:00:00.000Z

Expires on: 2049-12-31T23:59:59.000Z

@ Upload client certificates

Previous

Upload a server certificate signed by the certificate authority (CA) on the external key management server (KMS) or a
certificate bundle. The server certificate allows the KMS to authenticate itself to StorageGRID.

7. Select Continue to upload the client certificate and key files.

@ KMS details ————— @ Upload server certificate

 E— e Upload client certificates

Upload the client certificate and the client certificate private key. The client certificate is issued to StorageGRID by the

external key management server (KMS), and it allows StorageGRID to authenticate itself to the KMS.

Client certificate @
+/ demogrid_sitel.pem

Client certificate details Uploaded successfully

‘ Download certificate

‘ Copy certificate PEM

Metadata

Subject DN: /C=US/0=HyTrust Inc./CN=demogrid_sitel

Serial number: 48:6C:A1:33

Issuer DN: /C=US/O0=HyTrust Inc./CN=HyTrust KeyControl Certificate Authority
Issued on: 2024-07-09T14:42:53.000Z

Expires on: 2025-07-09T14:42:53.000Z

SHA-1 fingerprint:
SHA-256 fingerprint:
Alternative names: <EMPTY>

Client certificate private key @

/ demogrid_sitel.key

Previous

8. Select Test and save.

9. If all went well the final dialog informs you that no key exists in the vault and a new key

will be created.
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Add a Key Management Server

@ KMS details ——— @ Upload server certificate

is no existing key with that name.

Previous

@ Upload client certificates

Are you sure you want to create a new key in the key management server?

Edit KMS details

The test was successful. A new key with the key name "demo_sitel" will be created in the key management server since there

10. When the key has been created, you can see the new KMS in the list with a certificate

status unknown.

After a few minutes this will update to show the certificates are valid.

Configuration > Key management server

within a group of sites and a second KMS to the appli atap:
Before adding a kNS:

« Ensure that the KMS is KMIP-compliant.

Key management server
If your i liance nodes with , you can KMS) to manage ption keys that protect your StorageGRID
data at rest.
Configuration details  Encrypted nodes
‘You can configure more than one KMS (o KMS cluster) to manage ! For example, you can g )y

« Configure StorageGRID as a client n the KNS

+ Ensure tha Consultthe ixTool (IMT) for a complete lst

ption for each appli g You cannot
not have node encryption enabled.

For complete instruction:

ate Search by KMS name, Key name, Hostname, Man

skeysior Q

O Kmsneme & Keyname @ & Manages keys for @

vers and versions.

ption after an appliance is added to the grid and you cannot use a KMS for appliances that do

Displaying one result

Certificate expiration @ &

O Keycontrol demo_sitel Tera0l

Server certificate status is unknown

Client certificate status is unknown

Configuration > Key management server

Key management server

data at rest.

Configuration details  Encrypted nodes

You can configure more than one KMS (or KMS cluster) to manage keysfor appl

g rageGRID

. For example, you can

within a group of sites and a second y: p

Before adding a KNIS:

« Ensure that the KMS is KMIP-compliant.

g forall

« Configure StorageGRID as a client in the KMS.

. ption for i . You cannot enable

g Consult the Tool (IMT) for

not have node encryption enabled.

fter an appliance is added to the grid and you cannot use a KMS for appliances that do

For complete instructions, see C: rver:

Search by KMS name, Key name, Hostname, Manages keys for Q Displaying one result
[ Kmsname = Keyname @ & Manages keys for @ Hostname @ Certficate xpiration @ &
[ eycontrol demo_site1 Tera01 and

@ Alcertificates are valid

11. Select the KMS name to bring up the information on the KMS.

This is also where you can choose to rotate the keys.
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= WM StorageGRID Grid Manager | TeraData

DASHBOARD Configuration > Key management server > KeyControl
ALERTS &)

KeyControl
Current
Resolved Manages keys for: Tera01

Hostname: 10.193.92.72 and 10.193.92.73
Silences
. =
Email setup

Key details Server certificate Client certificate

NODES
TENANTS Key name: demo_sitel

Key UID:
M

Last modified: 2024-07-09 12:46:51 EDT
Rules
Policies

Policy tags

12. Select Encrypted nodes and verify which nodes are encrypted and which keys are

used.

M StorageGRID Grid Manager |

ey management server

Key management server

Resolved dataatrest.

o Configuration details  Encrypted nodes

¥ datails and add a KIS,

TENANTS

™ Nodename & Nodetype E KiSname @ & Keyuo @ ¢ suts @ ¢

sg5T60-me-10 Storage Node Terao1 KeyControl 2620...04eb @ Connected to KNS (2024.07.09 14:17:48 EDT)

13. Open KeyControl and in Vault Objects and check the keys in the vault and compare

them to the StorageGRID keys that are in use.

o a2
toms Ooms X © ClonCortcaes
Objects Security Audit Logs
KeyControl

@ ENTRUST Vault for KMIP

#4 Home | ® Obiects % | #% Clint Cartiicates x
KMIP Objects
Filter

uuip Description Initial Date Last Change Date  Obiject Type Archived

Jul 9, 2024, 12:46:5. Jul 9, 2024, 12:46:5. SymmetricKey

State
ACTIVE
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Chapter 3. Additional resources and related
products

3.1. nShield Connect
3.2. nShield as a Service
3.3. KeyControl

3.4. Entrust products

3.5. nShield product documentation
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https://www.entrust.com/products/hsm/nshield-connect
https://www.entrust.com/products/hsm/nshield-as-a-service
https://www.entrust.com/products/key-management/keycontrol
https://www.entrust.com/products
https://nshielddocs.entrust.com/
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