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Chapter 1. Introduction

Microsoft Internet Information Services (IIS) for Windows Server is a Web server
application. nShield Hardware Security Modules (HSMs) integrate with 11S 10.0 to
provide key protection with FIPS-certified hardware. Integration of the nShield
HSM with 1IS 10.0 provides the following benefits:

¥ Uses hardware validated to the FIPS 140-2 and FIPS 140-3 standards.

¥ Enables secure storage of the IS keys.

1.1. Product configuration

Entrust has successfully tested the nShield HSM integration with IIS in the
following configuration:

Product Version
Operating System  Windows 2022 Server

[I1S version 10.0

1.2. Supported nShield hardware and software
versions

Entrust successfully tested with the following nShield hardware and software

versions:
1.2.1. nShield
Product Security Firmware Netimage OCSs Softcard  Module
World
Software
Connect XC 13.6.3 12.72.1 (FIPS 12.80.5 ! !
140-2
certified)
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Product Security Firmware Netimage OCs Softcard  Module
World
Software
nShield 5c 13.6.3 13.2.4 (FIPS 13.6.1 ! !
140-3
certified)

1.3. Supported nShield HSM functionality

Feature Support
Module-Only key Yes
OCS cards Yes *
Softcards No
nSaaS Yes
FIPS 140 Level 3 Yes

11f using OCS protection for 1IS binding, OCS without a passphrase must be used.

1.4. Requirements

Before installing the software, Entrust recommends that you familiarize yourself
with the IS documentation and set-up process, and that you have the nShield
documentation available. Entrust also recommends that there is an agreed
organizational Certificate Practices Statement and a Security Policy/Procedure in
place covering administration of the HSM. In particular, these documents should
specify the following aspects of HSM administration:

¥ The number and quorum of Administrator Cards in the Administrator Card Set
(ACS) and the policy for managing these cards.

¥ Whether the application keys are protected by the HSM module key or an
Operator Card Set (OCS) protection.

¥ Whether the Security World should be compliant with FIPS 140 Level 3.
¥ Key attributes such as the key algorithm, key length and key usage.
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Entrust recommends that you allow only unprivileged

connections unless you are performing administrative tasks.

For more information, see the User Guide for the HSM.
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Chapter 2. Procedures

Integration procedures include:

¥ Select the protection method

¥ Install the nShield HSM

¥ Install the Security World software and create a Security World
¥ Create the OCS

¥ Install and register the CNG provider

¥ Install IS

¥ Create a certificate request

¥ Get the signed certificate

¥ Install the certificate

¥ Integrate an nShield HSM with an existing I1S deployment

2.1. Select the protection method
For this integration, 1IS binding is only possible with:

¥ OCS without a passphrase.

¥ Module protection.

Follow your organizationOs security policy to select which one.

2.2. Install the nShield HSM

Install the HSM and Security World software using the instructions in the
Installation Guide for the HSM. Entrust recommends that you do this before
installing and configuring IIS.

2.3. Install the Security World software and create a
Security World

1. Install the Security World software. For instructions, see the Installation Guide
and the User Guide for the HSM.

2. Add the Security World utilities path C:\Program Files\nCipher\nfast\bin to the
Windows system path.
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3. Open the firewall port 9004 for the HSM connections.

4. Install the nShield Connect HSM locally, remotely, or remotely via the serial
console. See the following nShield Support articles and the Installation Guide
for the HSM:

" How to locally set up a new or replacement nShield Connect
" How to remotely set up a new or replacement nShield Connect

" How to remotely set up a new or replacement nShield Connect XC Serial
Console model

Access to the Entrust nShield Support Portal is available to

! customers under maintenance. To request an account,
contact nshield.support@entrust.com
5. Open a command window and confirm that the HSM is operational :

C:\Users\Administrator. DOMAIN>enquiry

Server:

Eenquiry reply flags none

Eenquiry reply level Six

Eserial number 5F08-02E0-D947 6A74-1261-7843

Emode operational
Eversion 13.6.3
Module #1:

Eenquiry reply flags none
Eenquiry reply level Six
Eserial number ~ 5F08-02E0-D947

Emode operational
Eversion 12.72.1
E..

6. Create your Security World if one does not already exist, or copy an existing
one. Follow your organizationOs security policy for this.

7. Confirm that the Security World is usable:

C:\Users\Administrator. DOMAIN>nfkminfo
World

Egeneration 2

Estate  0x3737000c Initialised Usable ...
E..

Module #1

Egeneration 2

Estate  0x2 Usable

[

2.4. Create the OCS

If using OCS protection, create the OCS now. Follow your organizationOs security
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policy for the value N of K/N. As required, create extra OCS cards, one for each
person with access privilege, plus spares.

| Administrator Card Set (ACS) authorization is required to create
. an OCS in FIPS 140-2 level 3.

After an OCS card set has been created, the cards cannot be
duplicated.

1. If using remote administration, ensure the C:\ProgrambData\nCipher\Key
Management Data\config\cardlist file contains the serial number of the card(s)
to be presented.

2. Open a command window as administrator.

3. Execute the following command. Follow your organizationOs security policy for
the values K/N. The OCS cards cannot be duplicated after they are created.
Do not enter a passphrase or password at the prompt, just press Return .
Notice slot 4 , remote via a Trusted Verification Device (TVD), is used to
present the card. In this example, K=1 and N=1.

>createocs -m1 -s4 -N testOCS -Q 1/1
FIPS 140 level 3 auth obtained.

Creating Cardset:

EModule 1: 0 cards of 1 written

EModule 1 slot 0: Admin Card #1

EModule 1 slot 4: blank card

EModule 1 slot 3: unknown card

EModule 1 slot 2: empty

EModule 1 slot 5: empty

EModule 1 slot 4:- no passphrase specified - writing card
Card writing complete.

cardset created; hkltu = 991b6ch36dbladbe317964086273eee97e466123

Add the -p (persistent) option to the command above to retain authentication
after the OCS card has been removed from the HSM front panel slot, or from
the TVD. If using OCS card protection and the non-persistent card
configuration, OCS cards must be be inserted in the nShield front panel or
always present in the TVD. The authentication provided by the OCS as shown
in the command line above is non-persistent and only available for K=1, and
while the OCS card is present in the HSM front panel slot, or TVD.

4. Verify the OCS created:

>nfkminfo -c
Cardset list - 1 cardsets: (P)ersistent/(N)ot, (R)emoteable/(L)ocal-only
EOperator logical token hash k/n timeout name
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E991b6ch36dbladbe317964086273eee97€466123 1/1 none-NL testOCS

The rocs utility also shows the OCS created:

>rocs

‘rocs” key recovery tool

Useful commands: “help’, “help intro’, "quit’.
rocs> list cardset

No. Name Keys (recov) Sharing
E 1 testOCS 0 (0) 1lofl
rocs> quit

2.5. Install and register the CNG provider

1. Select Start > Entrust > CNG configuration wizard

2. Select Next onthe Welcome window.

nShield CNG Providers Configuration Wizard X

Welcome to the nShield
support software

This wizard guides you through the installation of nShield's
Cryptographic Service Providers.

nShield CNG Providers enable the use of nShield modules
with the wide range of security-enabled applications
provided with Windows.

If you have not already created an nShield security world or
a suitable card set, the wizard guides you through their
creation before registening the CNG Froviders.

To continue, click Next.

ENTRUST

< Back Cancel

3. Select Next onthe Enable HSM Pool Mode window, leaving Enable HSM Mode
for CNG Providers  un-checked.

If you intend to use multiple HSMs in a failover and load-
sharing capacity, select Enable HSM Pool Mode for CNG
Providers . If you do, you can only use module protected

! keys. Module protection does not provide conventional 1 or 2
factor authentication. Instead, the keys are encrypted and
stored as an application key token, also referred to as a
Binary Large Object (blob), in the kmdata/local directory.
4. Select Use existing security world on the Initial setup window. Then select
Next .
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5. Select the HSM (Module) if more than one is available on the
States window. Then select  Next .

nShield CNG Providers Configuration Wizard X

Set Module States
Ensure modules are in the comect state before you proceed.

ENTRUST

The following modules are available in your system:

Module ID  Mode State
1 operational usable
2 operational foreign

At least one module is usable in the current world. Click Next to continue with this world.
Or reset module 2 to the initialization state to enable you to restore your security world to
uninitialized nShield modules.

Refer to the user guide for details of how to put your nShield module in the initialization
state. |f you need to power down your computer, select the tickbox below and then
restart the wizard on boot up to continue the installation.

[ The machine must be switched off to change the hardware state.

<Back || Net> | | Cancel

6. In Key Protection Setup , select Operator Card Set protection
Next .

nShield CNG Providers Configuration Wizard X

Key Protection Setup
Set up the private key-protection method.

ENTRUST

Select the default method that will be used to protect private keys generated by the
CNG Key Storage Provider.

If softcard or OCS protection is selected, the choice will be offered on the nest page
whether to use an existing token or create a new one.

(O Module protection [requires no extra cards but is less secure).
(O Softcard protection [unavailable in HSM Pool Mode)
(®) Operator Card Set protection [unavailable in HSM Pool Made).

() Allove any protection method to be selected in the GUI when generating,

<Back || Net> | | Cancel

7. Choose from the Current Operator Card Sets or Current Softcards

these were created above. Then select Next and Finish .

Microsoft Internet Information Services
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nShield CNG Providers Configuration Wizard X

Token for Key Protection
Select the token that will be used to protect new keys, or create a new token.

ENTRUST

Cunent Operator Card Sets: Operator Card Set Token Information:
testOCS MName: testOCS
Token hash: Oxal65a26f...
Sharing parameters: 1 of 1, Non-persistent
Timeout: MNone

Currently protecting:  none

[ Create a new Operator Card Set name
Number of cards required (K] Total number of cards (M)

Card set has a time-out Card set time-ou econds

Persistent Usable remotely

< Back Cancel

8. Verify the provider with the following commands:

>certutil  -csplist | findstr nCipher

Provider Name: nCipher DSS Signature Cryptographic Provider

Provider Name: nCipher Enhanced Cryptographic Provider

Provider Name: nCipher Enhanced DSS and Diffie-Hellman Cryptographic Provider

Provider Name: nCipher Enhanced DSS and Diffie-Hellman SChannel Cryptographic Provider
Provider Name: nCipher Enhanced RSA and AES Cryptographic Provider

Provider Name: nCipher Enhanced SChannel Cryptographic Provider

Provider Name: nCipher Signature Cryptographic Provider

Provider Name: nCipher Security World Key Storage Provider

>cnglist.exe  --list-providers | findstr nCipher
nCipher Primitive Provider
nCipher Security World Key Storage Provider

9. Check the registry in  CNGRegistry

HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Cryptography\Providers\nCipherSecurityWorldKeyStorageProvid
er

ﬁ Registry Editor - O X
File Edit View Favorites Help

Computer\HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Control\Cryptography\Providers\nCipher Security World Key Storage Provider

v Providers A || Name Type Data

Microsoft Key Protection Provider i?](DEfﬂU“) REG SZ (value not set)
Microsoft Passport Key Storage Provider
Microsoft Platform Crypto Provider

Microsoft Primitive Provider

Microsoft Smart Card Key Storage Provider
Microsoft Software Key Storage Provider
Microsoft SSL Protocol Provider

nCipher Primitive Provider

nCipher Security World Key Storage Provider

L R L L L

Windows Client Key Protection Provider
> WebSignin

2.6. Install 1IS
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To install Microsoft Internet Information Services:

1. Open Server Manager by selecting Start > Server Manager

2. Select Manage and then select Add Roles and Features

[ Server Manager

Server Manager * Dashboard

IEE Dashboard WELCOME TO SERVER MANAGER

Manage  Tools  View  Help

B Local Server

B As ; .
o e ) a Configure this local server
R File and Storage Services b -

Add Roles and Features
Remove Roles and Features
Add Servers

Create Server Group

Server Manager Properties

‘QUICK START
2 Add roles and features
3 Add other servers to manage
JWHLATS Niw 4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
3. On the Before you begin  screen, select Next .
= Add Roles and Features Wizard — m] *®

Before you begin

You Begin

Installation Type hosting a website.

Server Selection
To remove roles, role services, or features:

Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

DESTIMATION SERVER
WIN-HARDSERVER

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing decuments, or

If you must verify that any of the preceding prerequisites have been completed, close the wizard,

complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

Install Cancel

4. Onthe Select installation type screen, ensure the default selection of

Feature Based Installation is selected and select

Microsoft Internet Information Services

Next .
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[ Add Roles and Features Wizard — a x

DESTINATION SERVER

Select installation type VIIN-HARDSERVER

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).

Before You Begin

® Role-based or feature-based installation

Server Selection
Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

5. Onthe Server Selection screen, select a server from the server pool and
select Next .

Tz Add Roles and Features Wizard — m] x

DESTINATION SERVER

Select destination server WIN-HARDSERVER

Zefore You Beain Select a server or a virtual hard disk on which to install roles and features.

Installation Type @) Selact a server from the server pool
[ O Select a virtual hard disk
Server Roles Server Pool
Features
Filter: | |
Name IP Address Operating System
WIN-HARDSERVER Microsoft Windows Server 2019 Datacenter

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data cellection is still incomplete are not shown.

6. Onthe Select serverroles screen, selectthe Web Server (1IS) Role  and select
Next
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&= Add Roles and Features Wizard — O x

DESTINATION SERVER

Select server roles WIN-HARDSERVER

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
Server Selection |_| Active Directory Domain Services e ‘Web Server ([IS) provides a reliable,
[[] Active Directory Federation Services manageable, and scalable Web
= [] Active Directory Lightweight Directory Services application infrastructure.
2atures

[[] Active Directory Rights Management Services
[[] Device Health Attestation

[] DHCP Server

[C] DNS Server

[] Fax Server

[®] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[ Hyper-v

[] Metwerk Controller

[ Network Policy and Access Services

[] Print and Dacument Services

[] Remote Access

[] Remote Desktop Services

[ Volume Activation Services

O

[[] Windows Deployment Services

[ Windows Server Update Services =

7. When prompted to install Remote Server Administration Tools, select
Features and select Next .

= Add Roles and Features Wizard *

Add features that are required for Web Server (1I5)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server {I13)
4 Management Tools
[Taols] 115 Management Conscle

Include management tools (if applicable)

Add Features Cancel

8. Onthe Selectfeatures screen, keep the default selection and select

Microsoft Internet Information Services
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-ﬁ Add Roles and Features Wizard

Select features

Befeore You Begin
Installation Type
Server selection

Server Roles

Web Server Role (I5)
Role Services

Confirmation

Select one or more features to install on the selected server,

Features

[N NET Framework 3.5 Feature:

[ [m] .NET Framewark 4.7 Features (2 of 7 installed)
O Background Intelligent Transfer Service (BITS)
BitLocker Drive Encryption

BitLocker Netwark Unlock

BranchCache

Client for MFS

Containers

Data Center Bridging

Direct Play

Enhanced Storage

Failover Clustering

Group Policy Management

Host Guardian Hyper-V Support

110 Quality of Service

IS Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

iSNS Server service

e o

- O

DESTINATION SERVER
WIN-HARDSERVER

Description

NET Framework 3.5 combines the
power of the NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

Install

9. Onthe Web Server Role (11S)

-ﬁ Add Roles and Features Wizard

Web Server Raole (IIS)

Before You Begin
Installation Type
Server Selection

Server Roles

Rale Services

Confirmation

10. On the Select Role Service

screen, select Next .

- ]

DESTINATIOM SERVER
WIN-HARDSERVER

Web servers are computers that let you share information over the Internet, or through intranets and
extranets. The Web Server role includes Internet Information Services (I1S) 10.0 with enhanced security,
diagnostic and administration, a unified Web platform that integrates [1S 10,0, ASP.NET, and Windows

Communication Foundation.

* The default installation for the Web Server (IS} role includes the installation of role services that

enable you to serve static content, make minor customizations (such as default documents and HTTP

errors), monitor and leg server activity, and configure static content compression,

More information about Web Server 11S

Microsoft Internet Information Services
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= Add Roles and Features Wizard — O K
- DESTINATION SERVER
Select role services W HARDSERVER

Before You Begin Select the role services to install for Web Server (lIS)

Instzllation Type Role services Description
Server Selection . A Web Server provides support for
Server Roles 4[] Common HTTP Features FMEW D= andloptonal

support for ASP.INET, ASP, and Web
server extensions. You can use the

Default Document

—
Features Directary Browsing

‘Web Server Role (IIS) HTTP Errars Web Server to host an intemal or
. Static Content external Web site or to provide an
ol [] HTTP Redirection environment for developers to
Confirmation ] WebDAV Publishing create Web-based applications.

4 Health and Diagnostics
HTTP Logging
[] Custom Logging
[ Logging Tools
[C] ODBC Logging
[T] Request Monitor
[ Tracing
- Performance
Static Content Compression
] Dynamic Content Compression
4[] Security v

11.0n the confirmation screen, select Install .
B Add Roles and Features Wizard - O K
Confirm installation selections e

Befora You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Server selection Optional features (such as administration tocls) might be displayed on this page because they have
been selected automatically. If you do not want to install these opticnal features, click Previous to clear
Server Roles their check boxes.
Features

‘Web Sarver Role {115) Web Server (II5) =
Management Tools

Role Services

115 Management Console
Web Server

Common HTTP Features
Default Document
Directory Browsing
HTTP Errors
Static Content

Health and Diagnostics

Export configuration settings
Specify an alternate source path

Next >

12. Once the installation completes, Select Close .

Microsoft Internet Information Services 14/26



= Add Roles and Features Wizard — [m] x

DESTINATIOMN SERVER

Installation progress WIN.HARDSERVER

View installation progress

o Feature installation

Installation succeeded on WIN-HARDSERVER.

Web Server [IIS)
Management Tools
115 Management Consaole

Web Server
Common HTTP Features
Default Document
Directory Browsing
HTTP Errors

Static Content

Health and Diagnostics
HTTP Logaing

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Nofifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

2.7. Create a certificate request

IIS Manager does not support the creation of certificates protected by CNG Keys
and these must be created using the Microsoft command line utilities. Commands
executed in this section are run on a PowerShell in Windows.

Due to limitations of IS itself, no GUI prompts (even via nShield
Service Agent) can be displayed, so any OCS protection must be
. passphrase-less 1/n quorum. For this reason, use only OCS or

module protection.

Complete the following steps to create a certificate request:

1. Make sure the nCipher Primitive Provider and nCipher Security World Key
Storage Providers are listed:

% cnglist.exe --list-providers

Microsoft Key Protection Provider

Microsoft Passport Key Storage Provider
Microsoft Platform Crypto Provider

Microsoft Primitive Provider

Microsoft Smart Card Key Storage Provider
Microsoft Software Key Storage Provider
Microsoft SSL Protocol Provider

Windows Client Key Protection Provider
nCipher Primitive Provider

nCipher Security World Key Storage Provider

If the nCipher Primitive Provider  and nCipher Security World
Key Storage Provider are not listed, follow the steps in Install
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and register the CNG provider

2. Set up a template file:

a. Generate a request for an SSL certificate linked to a 2K RSA key by
creating a file called  request.inf with the following information:

[Version]

Signature= "$Windows NT$"

[NewRequest]

Subject = "CN=domain.com,C=US,ST=Florida,L=Sunrise,0=DomainCom,0OU=WebServer"
HashAlgorithm = SHA256

KeyAlgorithm = RSA

KeyLength = 2048

ProviderName = "nCipher Security World Key Storage Provider"
KeyUsage = 0xfO

MachineKeySet = True

[EnhancedKeyUsageExtension]

OID=1.3.6.1.5.,5.7.3.1

Your request.inf file can vary from the code given above. This is an
example, not a definitive model.

b. Specify the subject details of the Domain Controller which is issuing the
certificate.

c. Specify the key algorithm and key length as required, for example RSA

2048.
d. Specify the Provider name as nCipher Security World Key Storage
Provider
€. After you set up the template successfully, save it as request.inf on the
C:\ drive.
£. » ThisPC » Local Disk (C:) v O Search Local Disk (C)
B Name h Date modified Type Size
inetpub 1/26/2023 3:32 PM  File folder
Perflogs 6/7/2021 4:55 PM File folder
Program Files 1/25/2023 2:54 PM  File folder
Program Files (x86) 1/23/2023 11:35 ... File folder
ProgramData 1/25/2023 2:54 PM  File folder
Users 6/7/2021 9:36 PM File folder
Windows 1/26/2023 3:39 PM _ File folder
I '3 request 1/26/2023 3:35 PM  Setup Information 1KB I
3. Open a command prompt and go to the local drive, in this case C:\.

4. To create the certificate request for the Certification Authority, execute the
command:

% certreq.exe -new request.inf ISCertRequest.csr

CertReq: Request Created
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A certificate request called [ISCertRequest.csr is generated and placed on the
C:\ drive. This file is used to be sent to a Certificate Authority.

2.8. Get the signed certificate

1. Submit the CSR file to a CA such as VeriSign, Entrust, and so on.

2. The CA authenticates the request and returns a signed certificate or a
certificate chain.

3. Save the reply from the CA in the current working directory.

In this guide the signed certificate file is [ISCertRequest.cer .

2.9. Install the certificate

Make the certificate available to be used in IIS and bind the certificate with the
https settings in IIS.

Commands used in this section are run from a Windows PowerShell.

2.9.1. Make the certificate available for use in IS

To make the certificate available for use in IS, run the following command:

% certreq -accept lIISCertRequest.cer

Where IISCertRequest.cer is the binary certificate exported from the CA. Running
this command makes the CA certificate trusted on the Web Server.

Installed Certificate:

E Serial Number: 1c00000002685e0d9d05770729000000000002

E Subject: CN=domain.com, OU=WebServer, O=DomainCom, L=Sunrise, S=Florida, C=US
E NotBefore: 1/25/2023 2:18 PM

E NotAfter: 1/25/2024 2:28 PM

E Thumbprint: 7a814f14f77dbleae717a4c753fd7b184d6a6037

2.9.2. Bind the certificate with a secure IIS web server

1. Goto Start > Internet Information Service Manager

2. Select the hostname, then double-click Server Certificates  and verify the
certificate you accepted in the previous step is listed.
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3. Under Sites on the left-hand side of the 1IS Manager screen, select Default
website .

4. Select Bindings link on the right-hand side of the IIS Manager.
5. Access the Site Bindings screen.

6. Ifthe https protocol is not listed, you must add it now. To do this, select Add ,
set the protocol as  https and select the required certificate from the list.

7. Selectthe https protocol, select Edit , and then select the certificate from the
list:
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