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Chapter 1. Introduction

This document describes how to integrate Microsoft Azure Key Vault Bring Your Own Key
(BYOK) with the Entrust Cryptographic Security Platform Key Management Vault (Key
Management Vault). It provides instructions for configuring the Key Management Vault as a
Key Management Service (KMS) for Azure BYOK.

The Key Management Vault provides a comprehensive solution for managing the lifecycle
of cryptographic keys. In addition, it can be integrated with Entrust nShield HSMs to help
organizations meet security and compliance requirements.

1.1. Product configurations

Entrust has successfully integrated the Key Management Vault with Azure BYOK in the
following configurations:

System Version

Entrust Cryptographic 1.6.1
Security Platform

1.2. Features tested
Entrust has successfully tested the following features:

+ Create cloud key

+ Rotate cloud key

+ Remove cloud key

+ Upload removed cloud key
+ Delete cloud key

+ Cancel cloud key deletion

1.3. Requirements

« A Microsoft Azure subscription.
« Access to the Entrust TrustedCare Portal.

+ A virtual environment or servers on which to deploy the Entrust CSP.

Familiarize yourself with the following:
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« Microsoft Azure Key Vault online documentation.

+ Cryptographic Security Platform 1.6 - Vault 10.6.1 installation, administration, and user
guide online documentation.
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https://docs.microsoft.com/en-us/azure/key-vault/
https://api.managed.entrust.com/vault/1.6
https://api.managed.entrust.com/vault/1.6

Chapter 2. Install and configure the Entrust
Key Management Vault

+ Deploy a Key Management Vault cluster

+ Create a vault for cloud keys in Key Management Vault

2.1. Deploy a Key Management Vault cluster

For this integration, Key Management Vault was deployed as a two-node vault cluster along
with an Entrust Cryptographic Security Platform Compliance Manager (Compliance
Manager) server. The vault cluster was configured in an active-active deployment and
licensed with a 30-day trial license.

The Key Management Vault and Compliance Manager are software-based solutions
available as either OVA or ISO images. Both components were deployed as virtual machines
using the OVA images. For more details, see Installation Overview.

If you are using an HSM, see the Entrust Cryptographic Security Platform Key Management
Vault: nShield® HSM Integration Guide for more information about integrating with the
Entrust nShield HSM.

CRYPTOGRAPHIC SECURITY PLATFORM @

D] & Q & Security Administrator ~

swirchTo:
@ ENTRUST Vault Management I Manage Vauts | P
users (NGNS AUDITLOG — ALERTS  SETTINGS
——
Cluster Servers Refresh &

Description: Cluster of KeyControl Servers
Status: Healthy

Group Administrator: KeyControl Admin Group
Backup Hosts:

Backup Over NFS: Disabled

Cluster Name: HTKC Cluster

Cluster Operation Timeout: 5

Node to Node Heartbeat:

Heartbeat Timeout: @
Healthy Interval: @
Degraded Interval: ®

Healthy Threshold: @

NN s s w

Degraded Threshold: ®

2.2. Create a vault for cloud keys in Key Management Vault

1. Sign in to Appliance Manger on the Key Management Vault server.

2. Select Create Vault.
The Create Vault dialog appears.

3. From the Type drop-down menu, select Cloud Keys and enter the required
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information, then select Create Vault.

For example:

@ ENTRUST

Vaults

Each vault has unique authentication and management

CCRYPTOGRAPHIC SECURITY PLATFORM

SWITCH TO: ,
Vault Management

Appliance Management

an Security Administrator v

£ Settings

Create Vault
A vault will have unigue authentication and management.

Type e What's next?

Choose the type of vault to create
A SMTPis Not Enabled

Cloud Keys v Since SMTP is not enabled, you will need to send the
vault admin the URL, user name and temporary
password for their vault. The vault admin will be

5

Name prompted to change their password when they log into
B N S TS atet) their vault

Description

Optionally add a short description to help identify this vault.

MS Azure BYOK integration with the Entrust CSP Vault

4. Bookmark the URL and save the credentials displayed in the Vault Successfully
Created window, then select Close.

For example:

& Vault Successfully Created

You will need to send the following information to the Vault
Admin so they can log into their vault

Vault URL

https://example.url/cloudkeys/123-abc/ms-azure-byok-
entrust-csp.

) Copy

User Name
user@example.com
B copy

Temporary Password
Pas5word

&) Copy

Close

5. Sign in to the bookmarked URL.
Change the one-time password when prompted.
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Chapter 3. Create an Azure key vault

For this integration, we created a Microsoft Azure service key vault. See Configuring Azure

for Vault BYOK for details.

MyBYOKAppKeyVault = * - A

Key vault

| pel lSearch |

(7) Overview

1]

Activity log

PR Access control (IAM)

€ Tags

#{ Diagnose and solve problems
7= Access policies

% Resource visualizer

Events

> Objects

il Delete —> Move - () Refresh Open in mobile

/N Essentials

Resource group (move)
MyBYOKAppResourceGroup

Location
East US

Subscription (move]
Subscription 1

Subscription 1D
ed328730- -

Show me overall vault saturation percentage metrics of this Key Vault. = +2

Vault URI
https://mybyokappkeyvault.vault.azure.net/
Sku (Pricing tier)

Standard

Directory ID
1b2323f7- -

Directory Name
Default Directory
Soft-delete
Enabled

Purge protection
Disabled

Bring Your Own Key for Microsoft Azure Key Vault and Entrust CSP

5/22
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Chapter 4. Configure Key Management Vault
as a Microsoft Azure cryptographic service
provider

« Create an Azure client secret

+ Create a CSP account for Azure in Key Management Vault

4.1. Create an Azure client secret

This secret is required to create a CSP account for Azure in Key Management Vault. It
expires after a set period. You must create the CSP account for Azure in Key Management
Vault before the secret expires.

1. Navigate to App registrations > <my-app-registration> > Certificates & secrets.
2. Select New client secret. The Add a client secret dialog appears.
3. Enter a Description and select the expiration date.

4. Select Add. The Certificates & secrets window appears.

For example:

interop.sunrise-2@outl... [}

= Microsoft Azure Q search resources, services, and docs (G+/)

DEFAULT DIRECTORY (INTEROPS... @0 &

Home > App registrations > MyBYOKApp

MyBYOKApp | Certificates & secrets = - X
0 Search o« 27 Got feedback?
B Overview
Credentials enable i i to identify t Ives to the ion service when receiving tokens at a web addressable location (using an HTTPS
& Quickstart scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

#" Integration assistant

. Diagnose and solve problems @ Application registration certificates, secrets and federated credentials can be found in the tabs below.

v Manage

& Branding & properties Certificates (0) Client secrets (1)  Federated credentials (0)

D Authentication (Preview)
® ( ) A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

Certificates & secrets

{1} Token configuration + New client secret

- APl permissions Description Expires Value © Secret ID
@ Expose an APl MyBYOKAppSecret 4/14/2027 am n W n | | LU
54 App roles

5. Copy and save the Value of the new client secret.

This value only temporarily appears in the Azure portal. After the
0 client secret is hidden in the portal, you can no longer retrieve it
and must create a new secret if you lose it.

For additional information, see Creating a client secret in Azure Active Directory.
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4.2. Create a CSP account for Azure in Key Management

Vault

The following steps establish a connection between Key Management Vault and Azure,

making Key Management Vault the cryptographic service provider of the Azure application.

1. Sign in to the Key Management Vault URL bookmarked from Create a vault for cloud

keys in Key Management Vault.
2. Select the CLOUDKEYS icon on the toolbar.
3. Select the CSP Accounts tab.

N

The Add CSP Account dialog appears.
. In the Details tab, enter a Name and Description.
. From the Admin Group drop-down menu, select Cloud Admin Group.

. From the Type drop-down menu, select Azure.

0 N O U

. Enter the following values from the Azure account:

Item Value

Microsoft Entra Tenant App registrations / <my-app-registration> / Directory
ID (tenant) ID

Application (Client) ID  App registrations / <my-app-registration> / Application
(client) ID

. Select the Action icon, and then select Add CSP Account from the drop-down menu.

Client Secret Value of the secret created in Create an Azure client secret

For example:

Bring Your Own Key for Microsoft Azure Key Vault and Entrust CSP
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Add CSP Account x
Details Schedule
Name *
MyBYOKAppRegistration
Description

Entrust Key Management Vault account for Azure BYOK

Admin Group *
Cloud Admin Group v

| Local Only CSP

Type *
AZURE ~

Microsoft Entra Tenant ID *

1b2323f7-

Subscription 1D €

Application (Client) 1D+
a09af685- -

Application Object ID

Authentication Method =

@ Client Secret
() Internally generated CSR / Certificate
() Externally Signed Certificate

Client Secret *
0880~ === |

9. Select Continue.

10. In the Schedule tab, define the rotation schedule. Then select Apply.

11. The new CSP account is created.

@ ENTRUST

< This vault is not to C i Connect Now (1of2) >
Key Sets CloudKeys CSP Accounts Refresh &

CSP Account Name v~ Description ~  Admin Group v~ Key Set v Type N

Vault for Cloud Keys

CRYPTOGRAPHIC SECURITY PLATFORM @ @ D] A Q byok-entrust... |‘ ini -

MyBYOKAppRegistration Entrust Key Management Vault acc... Cloud Admin Group AZURE
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Chapter 5. Test the integration

Create a key set in Key Management Vault
Create a cloud key in Key Management Vault
Create a cloud key in Azure Key Vault

Rotate a cloud key in Key Management Vault
Remove a cloud key in Key Management Vault
Upload a removed cloud key to Azure

Delete a cloud key in Key Management Vault

Cancel a cloud key deletion in Key Management Vault

5.1. Create a key set in Key Management Vault

This key set is used to create a cloud key in Key Management Vault.

1.

Sign in to the Key Management Vault you created a bookmark for in Create a vault for
cloud keys in Key Management Vault.

. Select the CLOUDKEYS icon on the toolbar.

3. Select the Key Sets tab.

. Select Actions > Create Key Set.

The Choose the type of keys... dialog appears.

. Choose Azure Key.

The Create Key Set dialog appears.

. In the Details tab, enter a Name and Description.

. From the Admin Group drop-down menu, select Cloud Admin Group.

For example:
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Create Key Set X

Details CSP Account HSM Schedule

Name *

AzureBYOK

Description

Azure BYOK integration testing

Admin Group *

Cloud Admin Group v ‘

Transaction Logs for HYOK/EKM/XKS operations €@ *
OYes (@No

Cancel Continue

8. Select Continue.

9. In the CSP Account tab, select the CSP account created in Create a CSP account for
Azure in Key Management Vault.

For example:

Create Key Set X

Details CSP Account HSM Schedule

CSP Account *
Choose an existing CSP Account or add a new one to use with this Key Set.

MyBYOKAppRegistration v ‘

+ Add GSP Account

Cancel Continue

10. Select Continue.

1. If you are using an HSM, in the HSM tab, select Enable HSM, then select Continue.

0 ‘ You must have configured the HSM before performing this step.

12. In the Schedule tab, select a Rotation Schedule matching the selection made during
Create an Azure client secret then select Apply.

The key set is added.

For example:
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CRYPTOGRAPHIC SECURITY PLATFORM <::5 &, Dj /N a
@ ENTRUST ‘ Vault for Cloud Keys qmmm byok-entrust.

) -
[FYIESTY SECURITY  AUDITLOG  ALERTS  SETTINGS
< The 30 day trial period will expire on 11/13/2026. To avoid service interruption, contact Entrust Sales Support to upgrade your license. (20f2) >
Key Sets CloudKeys CSP Accounts Refresh &
Key Set Name ~  Description V' Admin Group v Type v Keys =
AzureBYOK Azure BYOK integration testing Cloud Admin Group AZURE

0 (Key Vault) 0 (Managed HSM) O ...

13. Verify that the Azure Key Vault created in Create an Azure key vault is listed in the Key
Vault tab with the setting Accessible set to Yes.

For example:

CRYPTOGRAPHIC SECURITY PLATFORM @ M Q .
@ ENTRUST Vault for Cloud Keys gz @ A ms-azure-byokcentrust... | & Administrator
o SETSRY SECURTY  AUDITLOG  ALERTS  SETTINGS
T TS VaUItIS not conm I Compnance Manager Fonnect Now ot >
Key Set Name v Description ~  Admin Group v Type v Keys ~=
AzureBYOK Azure BYOK integration testing Cloud Admin Group AZURE 0 (Key Vault) 0 (Managed HSM) 0 (DKE)
Details Key Vault  Managed HSM
Purge Protection
Name Subscription Name Premium Region Accessible © Resource Group (in days) ® Available Remote
MyBYOKAppKeyVault Subscription 1 No Eastus ¥ Yes MyBYOKAppResourceGroup Disabled ¥ Yes

For more information, see Creating a Key Set.

5.2. Create a cloud key in Key Management Vault

The following steps create a cloud key in Key Management Vault and verify that it is
available in Azure Key Vault.

1. Sign in to the Key Management Vault you created a bookmark for in Create a vault for
cloud keys in Key Management Vault.

2. Select the CLOUDKEYS icon on the toolbar.
3. Select the CloudKeys tab.

4. In the Key Set menu, select the Key Set created in Create a key set in Key
Management Vault.

5. In the Type menu, select Key Vault.

For example:
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CRYPTOGRAPHIC SECURTY PLATFORM Sy & O A & .
@ ENTRUST ‘ Vot o oo Koy e ms-azure-byokeentrust... | & Administrator
A PENSE) SECURTY  AUDITLOG  ALERTS  SETTINGS
—
¢ This vault is not connected to Compliance Manager. | Connect Now (10f2) > I
Key Sets  CloudKeys ~ CSP Accounts. Refresh &
Key Set:*| AzureBYOK (AZURE) v Type:* Key Vault v KeyVault: Al v View:* Multi-Vault and Single-Vault v

6. Select Actions > Create CloudKey. The Create CloudKey dialog appears.

7. In the Key Vault menu, select your Azure Key Vault.
For this integration test, select the vault created in Create an Azure key vault.

8. In the Details tab, enter a Name and Description. Then select Continue.

For example:

Create CloudKey

Details Settings Schedule Alerts

Type AZURE
Key Set AzureBYOK

D Create as Multi-Vault Key

Key Vault =

MyBYOKAppKeyVault v

Name =

Cloud Key—created—m—EntrustKMVI

Description

Cloud key created in Entrust key management vault

Y

Cancel Continue

9. In the Settings tab, select the required Cipher and then select Continue.
For example:

Create CloudKey X

Details Settings Schedule Alerts

Hardware Protected @ *
Yes No

Available only for premium vauits

Permissions
Cipher *
RSA-4096 v
Encrypt Verify
Decrypt Wrap key
Sign Unwrap key

Bring Your Own Key for Microsoft Azure Key Vault and Entrust CSP 12/22



10. In the Schedule tab, select the Rotation Schedule, Activation Date, and Expiration,

and then select Continue.

For example:

Create CloudKey x

Details Settings Schedule Alerts

Rotation Schedule *
Define a schedule for which the CloudKey will be rotated

Inherit from keyset (Never)

Activation Date *

Define when the CloudKey should be activated
10/19/2026 =]

Per Version Expiration @ =

Define when the CloudKey should expire.

@Never (OFixeddate () Relative Expiry
Key Wide Expiration €@ =
@®Never (O Choose a date

Expire Action =
Define what happens to the CloudKey when it expires.

Disable

11. In the Alerts tab, configure the alerts as required then select Apply.

The cloud key is created.

CRYPTOGRAPHIC SECURITY PLATFORM
@ ENTRUST ‘ Vault for Cloud Keys gzzm

& M A

ms-azure-byok-entrust.
PIIEEY SECURTY  AUDITLOG — ALERTS  SETTINGS
—

| & Aaministrator -

< The 30 day trial period will expire on 11/13/2026. To avoid service interruption, contact Entrust Sales Support to upgrade your license.

KeySets  CloudKeys  CSP Accounts

Key Set:*  AzureBYOK (AZURE) v

Type:*  Key Vault v KeyVault:* Al v View:* Multi-Vault and Single-Vault v

CloudKey Name ~ | Description v Location ¥ Key Vault ~ Regionality ¥ Expires ¥ Cloud Status @

CloudKey-created-in-EntrustkMV Cloud key created in Entrustkey ... Eastus MyBYOKAppKeyVault Never AVAILABLE

(20f2) > I

Refresh

12. Verify that the cloud key created in Key Management Vault is available in Azure Key

Vault.

Microsoft Azure

Q Search resources, services, and docs (G+/)

@ B3 @) = interop.sunrise-2@outl... [

DEFAULT DIRECTORY (INTEROPS... @0 &
Home > MyBYOKAppKeyVault

o MyBYOKAppKeyVault | Keys

Key vault
0 Search ¢« -+ Generate/lmport () Refresh 7T Restore Backup 7 Manage deleted keys
Oveni
@ Overview Name Status Expiration date
Activity log

CloudKey-created-in-EntrustkMV +/ Enabled
A Access control (IAM)

For additional information, see Creating a CloudKey.
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5.3. Create a cloud key in Azure Key Vault

The following steps create a cloud key in Azure Key Vault and import it into Key
Management Vault.

1. Navigate to Home > Key vaults > <key-vault> > Keys > Generate/Import.
The Create a key dialog appears.

2. Enter a Name and configure the required key properties, then select Create.

For example:

Home > MyBYOKAppKeyVault | Keys

> Createakey -

Options [ Generate V]
Name * © [ Cloudkey-created-in-Azure 7]
Keytype © ® rsa

O e
RSA key size O 2048

Q 3072

(®) 4096
Set activation date ©
Activation date [ 1011972026 ][ 24043 Pm

[ wrc-05:00) Eastern Time (US & Canada) ~
Set expiration date O ]
Expiration date. (10197202 [ 92925 Am

[ (rC-05:00) Eastern Time (US & Canada) ~
Enabled - ~ )

3. Verify the newly created key.

For example:

= Microsoft Azure Q Search resources, services, and docs (G+/) i > O & =l g‘:‘;ﬁﬁfpﬁi&%%ﬁ?&ﬂ; ;

Home > MyBYOKAppKeyVault

MyBYOKAppKeyVault | Keys # X
Y Keyvaurt
s« + Generate/lmport () Refresh T Restore Backup ¢? Manage deleted keys
@ Overview
~ @ The key ‘CloudKey-created-in-Azure’ has been successfully created.
& Activity log
A Access control (IAM) Name Status. Expiration date
@ Tags CloudKey-created-in-Azure + Enabled 10/19/2028
K Diagnose and solve problems CloudKey-created-in-EntrustkMV + Enabled

To import the cloud key created in Azure into Key Management Vault:

1. Sign in to the Key Management Vault URL you created a bookmark for in Create a vault
for cloud keys in Key Management Vault.

. Select the CLOUDKEYS icon on the toolbar.
. Select the Key Sets tab.

. Select the key set created in Create a key set in Key Management Vault.

g A o w N

. Select Actions > Import CloudKey.
The Import Cloud Keys dialog appears.
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6. In the Type menu, select Key Vault.

7. In the Key Vault menu, select your Azure Key Vault then select Import.
For this integration test, select the vault created in Create an Azure key vault.

For example:

& Import Cloud Keys X

Select one or “All" KeyVaults to import keys.

Type: *

Key Vault v
Key Vault =

MyBYOKAppKeyVault v ‘

: Import keys owned by another keyset.

8. Verify that the cloud key created in Azure Key Vault is available in Key Management

@ ENTRUST | (e e /AN ms-szure byokentust. | & Adminstator
et crovorevs [T A
el

< This vault is not connected to Compliance Manager. | Connect Now (1of2) >
Key Sets CloudKeys CSP Accounts Refresh &
Key Set:*  AzureBYOK (AZURE) v Type:*| Key Vault v Key Vault: = Al v View:* Multi-Vault and Single-Vault v

CloudKey Name v Description ~  Location v Key Vault ~ | Regionality v Expires ¥ Cloud Status @ =
CloudKey-created-in-EntrustkMV Cloud key created in Entrust key Eastus MyBYOKAppKeyVault Never AVAILABLE
I CloudKey-created-in-Azure Eastus MyBYOKAppKeyVault 10/19/2028 AVAILABLE I

5.4. Rotate a cloud key in Key Management Vault

1. Sign in to the Key Management Vault URL you created a bookmark for in Create a vault
for cloud keys in Key Management Vault.

2. Select the CLOUDKEYS icon on the toolbar.
3. Select the CloudKeys tab.

4. In the Key Set menu, select the Key Set created in Create a key set in Key
Management Vault.

5. In the Type menu, select Key Vault.

6. Select the key to rotate and then scroll down until you see the Rotate Now control.
Make a note of the Last Rotation date.

7. Select Rotate Now.

Verify that the Last Rotation date has been updated.
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For example:

T — N - O o .
@ ENTRUST Vault for Cloud Keys ez - A ms-azure-byokcentrust... | & Administrator
bt FEMUSE) SECURTY  AUDITLOG  ALERTS  SETTNGS
—

< This vault is not connected to Compliance Manager. | Connect Now (10f2) >
KeySets  CloudKeys  CSP Accounts Refresh £
Key Set:*  AzureBYOK (AZURE) v Type:* Key Vault v KeyVault:* Al v View:* Multi-Vault and Single-Vault v

CloudKey Name v Description v Location ¥ Key Vault ~ Regionality v Expires ¥ Cloud Status @ =
CloudKey-created-in-EntrustkMV' Cloud key created in Entrustkey ... Eastus MyBYOKAppKeyVault Never AVAILABLE

CloudKey-created-in-Azure Eastus MyBYOKAppKeyVault 10/19/2028 AVAILABLE

Details ~ Alerls  Pemissions  Tags  Versions

5 Sync Now

Name: CloudKey-created-in-EntrustkMV

Key Id https://mybyokappkeyvault vault azure.net/keys/CloudKey-created-in-EntrustkMV/f91299f2087244248af324390415086¢
Description: Cloud key created in Entrust key management vault
Key Type: Asymmetric

Cipher Type: RSA-4096

Cloud Status @ AVAILABLE

Key Source: KEYCONTROL

Current Protection Mode KEYCONTROL

Hardware Protected No

Key Set AzureBYOK

Key Vault MyBYOKAppKeyVault

Location Eastus

Rotation Schedule: Never

Last Rotation Date:
8. In Azure, navigate to Home > Key vaults > <key-vault> > Keys.
9. Select the key that you rotated in Key Management Vault.

10. Compare the OLDER VERSIONS with the CURRENT VERSION to verify that the key
has been rotated.

For example:

5= i i N & 5 interopsunrise-2@outl... @
QSear(hresour(es'sewl(gs'anddO(S(G/] B ® 8 0 A DEFAULT DIRECTORY (NTEROPS... & &

Home > MyBYOKAppKeyVault | Keys

CloudKey-created-in-EntrustKMV X

Versions

~+ NewVersion () Refresh [i] Delete L Download Backup 3% Rotation policy

Version Status Activation date Expiration date
CURRENT VERSION

91299f2087244248af324390415086f + Enabled 10/19/2026
OLDER VERSIONS

2304b44f44e64bb28c126388885127ef + Enabled 10/19/2026

For additional information, see Rotating keys.

5.5. Remove a cloud key in Key Management Vault

A removed cloud key is no longer be available for use in Azure. However, Key Management
Vault keeps a copy of the removed cloud key, which can be reloaded to Azure and will be
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available for use again.

—

. Sign in to the Key Management Vault URL you created a bookmark for in Create a vault
for cloud keys in Key Management Vault.

. Select the CLOUDKEYS icon on the toolbar.
. Select the CloudKeys tab.

A wN

. In the Key Set menu, select the Key Set created in Create a key set in Key
Management Vault.

(3]

. In the Type menu, select Key Vault.

(0}

. Select the key to be removed.

N

. Select Actions > Remove from Cloud.
The Remove from Cloud dialog appears.

8. Enter the name of the cloud key in Type CloudKey Name, then select Remove.
For example:

Remove from Cloud x

A Removing the key from the cloud will remove the key matenial from the KMS.
An application will no longer be able to use this key from the cloud.

Cryptographic Security Platform Vault will keep a copy of the key. This copy
can always be uploaded back to the cloud.

Are you sure you want to remove the following CloudKey from the cloud?
CloudKey CloudKey-created-in-EntrustKMV

Keyld https://mybyokappkeyvault.vault.azure.net/keys/CloudKey-created-
in-EntrustKMV/f912 --

Type CloudKey Name *

CloudKey-created-in-EntrustkKiMy ‘

Cancel Remove

9. Verify the status change in Key Management Vault.
For example:

S —— Mo A o
@ @ ms-azure-byokcentrust . | & Administrator ~

Vault for Cloud Keys

@ ENTRUST

< The 30 day trial period will expire on 11/13/2026. To avoid service interruption, contact Entrust Sales Support to upgrade your license. (20of2) >
KeySets  CloudKeys  CSP Accounts Refresh
Key Set:*  AzureBYOK (AZURE) v Type:*| Key Vault v | KeyVault:* Al v | View:* Multi-Vault and Single-Vault v

CGILISEY SECURTY  AUDITLOG  ALERTS  SETTINGS
——

CloudKey Name ™ Description ¥ Location ¥ Key Vault v Regionality v Expires ¥ Cloud Status @ =
CloudKey-created-in-EntrustKMV Cloud key created in Entrust key Eastus MyBYOKAppKeyVault Never NOT AVAILABLE
CloudKey-created-in-Azure Eastus MyBYOKAppKeyVault 10/19/2028 AVAILABLE

10. Verify that the key is no longer available in Azure.
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For example:

earch resources, services, and docs (G+/)

Home > MyBYOKAppKeyVault

MyBYOKAppKeyVault | Keys » - X
Key vault
£ Search s« + Generate/import () Refresh T Restore Backup ¢ Manage deleted keys
@ Ovenview Name Status Expiration date
& Activity log .
CloudKey-created-in-Azure + Enabled 10/19/2028
20 Access control (IAM)

@ Tags

For additional information, see Removing a CloudKey.

5.6. Upload a removed cloud key to Azure

1.

Sign in to the Key Management Vault you created a bookmark for in Create a vault for
cloud keys in Key Management Vault.

. Select the CLOUDKEYS icon on the toolbar.

3. Select the CloudKeys tab.

N

© N o U

. In the Key Set menu, select the Key Set created in Create a key set in Key

Management Vault.

In the Type menu, select Key Vault.

Select the key to be uploaded.

Select Actions > Upload to Cloud.

In the Upload to Cloud dialog, select Upload.

For example:

Upload to Cloud X

Once the key is uploaded to the cloud it will be available for applications to use.

CloudKey CloudKey-created-in-EntrustkKiMv

Key Id https://mybyokappkeyvault vault azure net/keys/CloudKey-
created-in-EntrustkKiVv/
912 «e

Key Vault MyBY OKAppKeyVault

9. Verify the status change in Key Management Vault.

For example:
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CRYPTOGRAPHIC SECURITY PLATFORM

@ ENTRUST

Vault for Cloud Keys ms-azure-byok-entrust. ‘ & Administrator ~
< The 30 day trial period will expire on 11/13/2026. To avoid service interruption, contact Entrust Sales Support to upgrade your license. (20f2) > [
Key Set:*  AzureBYOK (AZURE) v Typer Key Vault v KeyVault:* Al v View:* Multi-Vault and Single-Vault v
CloudKey Name v Description | Location ¥ Key Vault ~ | Regionality v Expires ~ | Cloud Status @ =
CloudKey-created-in-EntrustkMV Cloud key created in Entrust key ... Eastus MyBYOKAppKeyVault Never AVAILABLE
CloudKey-created-in-Azure Eastus MyBYOKAppKeyVault 1011912028 AVAILABLE

10. Verify that the key is now available in Azure.

For example:

o = . N " Q@ &) interop.sunrise-2@outl... @
#H = Microsoft Azure Q search resources, services, and docs (G+/) B © @ T

Home » MyBYOKAppKeyVault

MyBYOKAppKeyVault | Keys X

Key vault
o« Genertenmport O Refesh T FestoreBackup ¢ Mansge delete eys
@ overview Name Status Expiration date

Activity |
8 Aaitylog CloudKey-created-in-Azure + Enabled 10/19/2028
fa. Access control (IAM)
I CloudKey-created-in-EntrustkMV. + Enabled I

@ Tags

5.7. Delete a cloud key in Key Management Vault

The deletion of a cloud key does not take effect immediately. When deleting a key, you
specify the period after which the key will be permanently deleted.

1. Sign in to the Key Management Vault you created a bookmark for in Create a vault for
cloud keys in Key Management Vault.

2. Select the CLOUDKEYS icon on the toolbar.
3. Select the CloudKeys tab.

4. In the Key Set menu, select the Key Set created in Create a key set in Key
Management Vault.

5. In the Type menu, select Key Vault.
6. Select the key to be deleted.

7. Select Actions > Delete CloudKey.
The Delete CloudKey dialog appears.

8. Select a period of time after which the key will be permanently deleted in Define when
the CloudKey should be permanently deleted, then select Delete.

For example:
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Delete CloudKey x

The deletion of the following CloudKey will not take effect immediately. However the key
will be removed from the cloud and the key will not be available to use by any
application.

CloudKey CloudKey-created-in-EntrustKMV

Keyld https://mybyokappkeyvault.vault.azure.net/keys/CloudKey-created-
in-EntrustKMv/f9129 -

Define when the CloudKey should be permanently deleted.

a0 C | days

9. Verify that the status has changed to "PENDING DELETE" in Key Management Vault.

For example:

CRYPTOGRAPHI SECURITY PLATFORM sy 5 0 A O
ms-azure-byok-entrust. ‘Administrator ~
@ ENTRUST |yt for Cloud Keys g ¥ |&
PRTIRE) SECURTY  AUDITLOG  ALERTS  SETTNGS
—

¢ This vault is not connected to Compliance Manager. | Connect Now. (10f2) >

KeySets  CloudKeys  CSP Accounts
Key Set:*  AzureBYOK (AZURE) v Type:* Key Vault v Key Vault: = All v

CloudKey Name ~ | Description | Location ¥ Key Vault v Regionality
CloudKey-created-in-EntrustkMV Cloud key created in Entrust key ... Eastus MyBYOKAppKeyVault
CloudKey-created-in-Azure Eastus MyBYOKAppKeyVault

10. Verify that the key is no longer available in Azure.

For example:

Microsoft Azure Q search resources, services, and docs (G+/)

Refresh
View:*  Multi-Vault and Single-Vault v
v Expires v Cloud Status @ =
Never PENDING DELETE
10192028 AVAILABLE
; 51 0 @ @ & inteopsunise2@outl.. @
l D Copilot ; D A pegaut omecrory onTeRops.. @ @

Home > MyBYOKAppKeyVault

MyBYOKAppKeyVault | Keys

Key vault

s« + Generate/import () Refresh T RestoreBackup ¢ Manage deleted keys
® o

@ Overview Nme Status
& Activity log

CloudKey-created-in-Azure ~ Enabled
8. Access control (IAM)

a

For additional information, see Deleting a CloudKey.

5.8. Cancel a cloud key deletion in Key

Expiration date

10/19/2028

Management Vault

You can cancel key deletion before the period specified in Define when the CloudKey

should be permanently deleted expires.

1. Sign in to the Key Management Vault you created a bookmark for in Create a vault for

cloud keys in Key Management Vault.
2. Select the CLOUDKEYS icon on the toolbar.
3. Select the CloudKeys tab.
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4. In the Key Set menu, select the Key Set created in Create a key set in Key
Management Vault.

. In the Type menu, select Key Vault.
. Select the key that you no longer want to delete.

. Select Actions > Cancel Deletion.

W N OO O

. In the Cancel Deletion dialog, select Yes, Cancel Deletion.

For example:

Cancel Deletion x

This CloudKey is pending permanent deletion on January 18, 2027.

Would you like to cancel this deletion?

Cancel Yes, Cancel Deletion

9. Verify that the status has changed back to "AVAILABLE" in Key Management Vault.

For example:

@ ENTRUST

YPTOGRAPHIC SECURTY PLATFORM N F o
il & Nal A s ok, | & A -

[EEILISEY SeCURTY  AUDITLOG  ALERTS  SETTINGS
—

< The 30 day trial period will expire on 11/13/2026. To avoid service interruption, contact Entrust Sales Support to upgrade your license. (20f2) >
Key Sets CloudKeys CSP Accounts Refresh &
Key Set:* AzureBYOK (AZURE) v Type:*| Key Vault v | KeyVault:* Al v View:* Multi-Vault and Single-Vault v

CloudKey Name v Description ' Location ¥ Key Vault ' Regionality ' Expires ¥ Cloud Status @ =

CloudKey-created-in-EntrustkMV Cloud key created in Entrustkey ... Eastus MyBYOKAppKeyVault Never AVAILABLE

CloudKey-created-in-Azure Eastus MyBYOKAppKeyVault 10/19/2028 AVAILABLE

10. Verify the key is now available in Azure.

For example:

= Microsoft Azure Q_ Search resources, services, and docs (G+/) i Q £ interopsunrise-2Qoutl.. @)

Home > MyBYOKAppKeyVault

MyBYOKAppKeyVault | Keys  *

X
o« + Generate/import () Refresh T Restore Backup ¢ Manage deleted keys
Ovenvi -

@ Ovenview Name Status Expiration date
& Activity log

CloudKey-created-in-Azure +/ Enabled 10/19/2028
80 Access control (IAM)

CloudKey-created-in-EntrustkMV + Enabled
@ Tags

For additional information, see Canceling a CloudKey Deletion.

Bring Your Own Key for Microsoft Azure Key Vault and Entrust CSP 21/22


https://api.managed.entrust.com/vault/1.6/Canceling-a-CloudKey-deletion.html

Bring Your Own Key for Microsoft Azure Key Vault and Entrust CSP 22/22

Chapter 6. Additional resources and related
products

6.1. nShield HSMs

6.2. nShield as a Service
6.3. KeyControl BYOK
6.4. Entrust products

6.5. nShield product documentation
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