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Chapter 1. Introduction
This document describes the integration of the Hitachi Virtual Storage Platform

(referred to as VSP in this guide) with the Entrust KeyControl 5.5.1 (formerly

HyTrust KeyControl) key management solution. Entrust KeyControl (referred to as

KeyControl in this guide) serves as a key manager for storage encryption by using

the open standard Key Management Interoperability Protocol (KMIP).

1.1. Product configurations

Entrust has successfully tested the integration of KeyControl with VSP in the

following configurations:

System Version

Entrust KeyControl 5.5.1

1.2. Requirements

Before starting the integration process, familiarize yourself with:

• The documentation and set-up process for the Hitachi VSP G & E Series family

of products in the Hitachi Vantara online documentation.

• The documentation and set-up process for Entrust KeyControl, see Entrust

KeyControl Product Documentation.

• Also see Entrust DataControl and KeyControl v5.5.1 Online Documentation Set.


Entrust recommends that you allow only unprivileged

connections unless you are performing administrative tasks.
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Chapter 2. Procedures
Follow these steps to install and configure KeyControl with VSP.

• Deploy a KeyControl cluster

• Specify an LDAP/AD authentication server

• Enable KMIP

• Create tenant

• Create tenant client certificate bundle

• Add x509v3 extensions to the OpenSSL configuration file

• Create CSR

• Create tenant client certificate bundle

• Convert tenant client certificate to PKCS #12 format

• Import tenant client certificate into the VSP

• Configuration to support the Hitachi VSP

• Execute tests

2.1. Deploy a KeyControl cluster

This deployment consists of two nodes.

1. Download the KeyControl software from https://my.hytrust.com/s/software-

downloads. This software is available both as an OVA or ISO image. The OVA

installation method in VMware is used in this guide for simplicity.

2. Install KeyControl as described in KeyControl OVA Installation.

3. Configure the first KeyControl node as described in Configuring the First

KeyControl Node (OVA Install).

4. Add second KeyControl node to cluster as described in Adding a New

KeyControl Node to an Existing Cluster (OVA Install).


Both nodes need access to an NTP server, otherwise the

above operation will fail. Log in the console to change the

default NTP server if required.

5. Install the keyControl license as described in Managing the KeyControl

License.
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2.2. Specify an LDAP/AD authentication server

1. Log into the KeyControl webGUI using an account with Security Admin

privileges.

2. Select Settings in the top menu bar.

3. Select Authentication in the General Settings pane.

4. Select LDAP in the Type drop-down box.

5. Enter your account info on the Domain tab and then select Apply.

6. Select Add Domain Controller in the Domain Controllers tab.

7. Select LDAP in the Server URL drop-down box.

8. Enter a Server URL, User Search Context, and Group Search Context. Then

select Save and Close.

The user and group search context can be found by running the following

command lines on a terminal in the required domain:

dsquery user -name <known username> dsquery group -name <known group name>

For example:

C:\Windows\system32>dsquery user -name "Hitachi VSP"
"CN=Hitachi VSP,CN=Users,DC=interop,DC=com"
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Notice the added domain controller.

See the following link for additional information Specifying an LDAP/AD

Authentication Server.

2.3. Enable KMIP

1. Select KMIP in the menu bar in the KeyControl webGUI.

2. Select the Settings tab.

3. For State, select Enable. Then select Apply.

4. In the Overwrite all existing KMIP Server settings? dialog, select Proceed.

2.4. Create tenant
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1. Select KMIP in the menu bar in the KeyControl webGUI.

2. Select the Tenants tab.

3. Select Actions > Create a KMIP Tenant.

4. Enter the name and description. Then select Next.

5. On the Admin tab, select the Active Directory.

6. Enter the required user in the search box.

7. Enter email address and select Create.

See the following link for additional information Creating a KMIP Tenant.

2.5. Add x509v3 extensions to the OpenSSL
configuration file
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The VSP requires the x509v3 extensions in the client certificate. KeyControl will

generate the client certificate based on the client certificate request (CSR). As a

result the CSR must contain the x509v3 extensions.

OpenSSL was used in this integration to generate the CSR. The following steps

configure OpenSSL to generate a CSR with the x509v3 extensions.

1. Display the version of OpenSSL:

# /usr/local/bin/openssl version
OpenSSL 3.0.3 3 May 2022 (Library: OpenSSL 3.0.3 3 May 2022)

2. Edit /usr/local/ssl/openssl.cnf.

3. Add the following lines to the [ req ] section:

◦ req_extensions = v3_req

◦ x509_extensions = usr_cert

4. Un-comment the following lines in the [ usr_cert ] section:

◦ keyUsage = nonRepudiation, digitalSignature, keyEncipherment

◦ extendedKeyUsage = critical,timeStamping

5. Add the following line to the [ v3_req ] section:

◦ keyUsage = nonRepudiation, digitalSignature, keyEncipherment

◦ extendedKeyUsage = serverAuth, clientAuth, codeSigning,

emailProtection

2.6. Create CSR

1. Create a key:

# /usr/local/bin/openssl genrsa -out svp.key 2048

2. Create a CSR from the key above:

# /usr/local/bin/openssl req -new -config /usr/local/ssl/openssl.cnf -key svp.key -out svp.csr

3. Notice the CSR contains the x509v3 extensions:

# openssl req -text -noout -verify -in svp.csr
verify OK
Certificate Request:
    Data:
        Version: 1 (0x0)
        ...
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        Requested Extensions:
            X509v3 Basic Constraints:
                CA:FALSE
            X509v3 Key Usage:
                Digital Signature, Non Repudiation, Key Encipherment
            X509v3 Extended Key Usage:
                TLS Web Server Authentication, TLS Web Client Authentication, Code Signing, E-mail
Protection
...

2.7. Create tenant client certificate bundle

1. Select KMIP in the menu bar in the KeyControl webGUI.

2. Select the Tenants tab.

3. Highlight the required tenant.

4. Select the link on Tenant Login. A new tab in the browser opens.

5. Log in with the tenant credentials.
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6. Select Security > Client Securities.

7. Select the + icon on right top corner to create new client certificate.

8. Specify the options and then select Create.

9. Select the certificate bundle you created and select Download.
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See the following link for additional information KMIP Tenant Client Certificates.

2.8. Convert tenant client certificate to PKCS #12
format

1. Extract the hitachivsp.pem file from the tenant client certificate bundle zip file

created in Create tenant client certificate bundle. Save the cacert.pem file for

use in Import tenant client certificate into the VSP.

2. Convert to PKCS #12 format using OpenSSL:

# /usr/local/bin/openssl pkcs12 -export -out hitachivsp.p12 -in hitachivsp.pem -inkey svp.key -passin
pass:hitachi -passout pass:hitachi

3. View the content of PKCS #12 formatted tenant client certificate bundle:

# # /usr/local/bin/openssl pkcs12 -in hitachivsp.p12 -info -nodes
Enter Import Password:
MAC: sha256, Iteration 2048
MAC length: 32, salt length: 8
PKCS7 Encrypted data: PBES2, PBKDF2, AES-256-CBC, Iteration 2048, PRF hmacWithSHA256
Certificate bag
Bag Attributes
    localKeyID: 39 7C CD 50 10 5A D1 08 F4 1D 36 5D EC 2C 9F D4 03 DF 09 7F
subject=C = US, ST = Florida, L = Sunrise, O = Entrust, OU = Testing, CN = Interop, emailAddress =
test@entrust.com
issuer=C = US, O = HyTrust Inc., CN = HyTrust KeyControl Certificate Authority
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=
-----END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: PBES2, PBKDF2, AES-256-CBC, Iteration 2048, PRF hmacWithSHA256
Bag Attributes
    localKeyID: 39 7C CD 50 10 5A D1 08 F4 1D 36 5D EC 2C 9F D4 03 DF 09 7F
Key Attributes: <No Attributes>
-----BEGIN PRIVATE KEY----------END PRIVATE KEY-----

2.9. Import tenant client certificate into the VSP

1. Import the hitachivsp.p12 and cacert.pem certificates into the VSP as required.

2. You can now use standard API calls to interact with KeyControl.

2.10. Configuration to support the Hitachi VSP

A change to KeyControl configuration file is required to support the Hitachi VSP.

Contact Entrust customer support so they can perform this change remotely.

Once the KeyControl server instance is configured for the Hitachi VSP, it may not
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work with other KMIP client integrations. A separate KeyControl instance may be

required to support other clients.

2.11. Execute tests

Execute the test as described in Hitachi’s internal documentation.
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Chapter 3. Integrating with an HSM
For guidance on integrating the Entrust KeyControl with a Hardware Security

Module (HSM), consult with your HSM vendor. If you are using an Entrust nShield

HSM, refer to the Entrust KeyControl nShield HSM Integration Guide available at

Entrust documentation library.
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Chapter 4. Additional resources and
related products

4.1. KeyControl

4.2. Entrust digital security solutions

4.3. nShield product documentation
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