©

E N T R U s T Technology Partner

HPE StoreEver
MSL3040/6480 Tape

Library

KeyControl® Integration Guide
2024-07-10

© 2025 Entrust Corporation. All rights reserved.



Table of Contents

Tntroduction ... 1
1.1. Product configurations. . .. ... . 1
1.2. Requirements . ... ... 1
2. Deploy and configure KeyControl . ... . . . 2
2.1. Deploy a KeyControl cluster . ... .. . 2
2.2. Additional KeyControl cluster configuration. ............. .. ... .. ... .. ... ... ... 2
2.3. Configure authentication. . ... ... . . 3
2.4. Create DNS record for the KeyControl cluster .............. ... .. ... .. .. .. ... 3
2.5. Create a KMIP Vault in the KeyControl . ... .. .. .. .. ... . ... .. ... ... 3
2.6. View the KMIP Vault details . ....... . ... . . . 7
3. Integrate KeyControl with StoreEver . ... . 9
3.1. Obtainthe CA certificate . . ... .. . 9
3.2. Configure the KMIP server. . ... ... . 9
3.3. Create the client certificatebundle . ........ ... .. ... .. ... ... M
3.4. Import tenant client certificate into the StoreEver Tape Library .. .............. .. 13
3.5. Set the default encryptionmode ... . . 15
4. Testtheintegration. . ... .. 16
5.Integrating withan HSM .. 21
6. Additional resources and related products. ................... L. 22
6.1. Entrust products. . ... ... 22

6.2. nShield product documentation.............. ... ... 22



Chapter 1. Introduction

This document describes the integration of the Hewlett Packard Enterprise (HPE)
StoreEver MSL3040/6480 Tape Library (referred to as StoreEver in this guide) with the
Entrust KeyControl key management solution using the open standard KMIP protocol.
KeyControl serves as a key manager for encryption keys by using various protocols,
including KMIP.

1.1. Product configurations

Entrust has successfully tested the integration of KeyControl with HPE StoreEver
MSL3040/6480 Tape Library in the following configurations:

System Version

Entrust KeyControl 10.2

1.2. Requirements
Before starting the integration process, familiarize yourself with:

« HPE StoreEver MSL3040 Tape Library User and Service Guide
« HPE StoreEver MSL6480 Tape Library User and Service Guide

+ Entrust KeyControl Online Documentation Set
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https://support.hpe.com/hpesc/public/docDisplay?docId=a00037685en_us&page=GUID-D7147C7F-2016-0901-035C-000000000446.html
https://support.hpe.com/hpesc/public/docDisplay?docId=c03788698en_us&page=GUID-D7147C7F-2016-0901-0367-00000000054C.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/OLH-Files/Help-content-map-all-books.html

HPE StoreEver MSL.3040/6480 Tape Library

2/22

Chapter 2. Deploy and configure KeyControl

2.1. Deploy a KeyControl cluster

For the purpose of this integration, a two-node cluster was deployed as follows:

1. Download the KeyControl software from Entrust TrustedCare. This software is available

as an OVA or ISO image. This guide deploys an OVA installation.

2. Install KeyControl as described in KeyControl OVA Installation.

3. Configure the first KeyControl node as described in Configuring the First KeyControl
Node (OVA Install).
4. Add second KeyControl node to cluster as described in Adding a New KeyControl
Node to an Existing Cluster (OVA Install).

|@ ENTRUST

Cluster Servers

MNode v Status

Current Node Online

anline

Narne

Status
Authenticatsd:
Domain

IP Adidress:

Certificate

~ — A
KeyControl QS 71\ ﬁ
= FRAN
USERS AUD 06

Both nodes need access to an NTP server, otherwise the above

operation will fail. Sign in to the console to change the default NTP

server if required.

Vault Management
SETTINGS

v Server Name

Onling
Yes

Appliance Management Admin Group

Internal Web server: Default
External Web server. Default

Mult-Select: O Refresh &

v IP Address ~ =

5. Install the KeyControl license as described in Managing the KeyControl License.

2.2. Additional KeyControl cluster configuration

After the KeyControl cluster is deployed, additional system configuration can be done as

described in KeyControl System Configuration.
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https://trustedcare.entrust.com/MyProductsList
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/aaaChapter-OVA-Installation.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Configuring-First-KC-Node-ova.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Configuring-First-KC-Node-ova.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Adding-New-KC-Node-to-Existing-Cluster-ova.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Adding-New-KC-Node-to-Existing-Cluster-ova.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/KC-System-Config/Upgrading-Your-License.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Admin-Guide/KC-System-Config/aaaChapter-KC-Sys-Config.html

2.3. Configure authentication

This guide uses local account authentication.

For AD-managed Security groups, configure the LDAP/AD Authentication Server as
described in Specifying an LDAP/AD Authentication Server.

2.4. Create DNS record for the KeyControl cluster
This guide uses the individual IP addresses of the KeyControl nodes.

To use hostnames, configure your DNS server giving each node in the KeyControl a unique

name.

2.5. Create a KMIP Vault in the KeyControl

The KeyControl Vault appliance supports different type of vaults. For example: cloud key
management, KMIP, PASM, database, and others. This section describes how to create a
KMIP vault for tis integration.

Refer to the Creating a Vault section of the admin guide for more details.

1. Sign in to the KeyControl Vault Server web user interface:
a. Use your browser to access the IP address of the server.
b. Sign in using the secroot credentials.

2. From the user’'s dropdown menu, select Vault Management.

Help

APl Documentation

Vault Management

Logout

3. In the KeyControl Vault Management interface, select Create Vault.
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KeyControl SWITCH TO:

@ ENTRUST Vault Management Applicance Management

am SECroot ~

Vaults

Each vault has unique authentication and management

+

Let's get started!

+ Create Vault

4. In the Create Vault page, select KMIP. Then enter your information.

For example:

Create Vault
£ vault will have unigue authantication and managameant.

Type
Choose the type of vault to create

KMIP

Name*

HFE-StoreEvar-MsL3040-MSLB480

Description

£+ Settings

HPE StoraEwver M5LS040/6480 intagration with Entrust KeyControl

Max. 300 charactars

Administration
Imvite an individual to have complate access and control owvar this vault. Theay will ba
responsible for imviting additional mambears.

Admin Name *

Administrator

Admin Email ®

5. Select Create Vault, then select Close.

A window with the newly created vault information appears. In addition, an email with
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the same vault information is sent to the security administrator secroot.

Example vault information window:

& Vault Successfully Created

You will nead to send the following information to the Vault
Admin so they can log into thair vault

Vault URL

It copy

Uzer Name
Administrator@hpacom
Ity copy

Temporary Pazsword

Ity copy

Example email:

HPE StoreEver MSL3040/6480 Tape Library 5/22
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@ ENTRUST KeyControl

Administrator, you have been invited to become an administrator of the KMIP
vault, CommVault.

To sign in, use the following:

URL:

User Name:

Password:

If you have any issues, contact support.

©2023 Entrust Corporation. All Rights Reserved

6. Bookmark the Vault URL listed above.
The newly created Vault is added to the Vault Management dashboard.

For example:

KeyControl SWITCH TO:
@ ENTRUST Vault Management a sacroot v Appliance Management ?
Vaults
Each vault has URigUa authentication and ranagsment 2 Settings
& KMIP
HPE-StoreEver-MSL304
0-MSL6480

HPE StoreEver MSL3040/6480 integra
tion with Entrust KeyContral

7. Sign in to the Vault URL with the temporary password. Change the initial password
when prompted. Sign in again to verify.

For example:

HPE StoreEver MSL3040/6480 Tape Library 6/22



@

ENTRUST

KeyControl
Vault for KMIP

Sign in to your account

User Name

Password

III'II'III'II'IIIIII| ‘C?‘.-}

8. Notice the new vault.

For example:

KeyControl
HPE-StoreEver-M5L3040- a ?

O [d

Objects Security Audit Logs

2.6. View the KMIP Vault details

1. Hover over the Vault and select View Details.

For example:
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Vault Details X

HPE-StoreEver-MSL3040-M5L6480
HPE StoreEver MSL3I040/8480 integration with
Entrust ey Control

Type
kMIP

Created
Jun 13, 2024 1002841 A

Vault URL

- o — e R

B copy

APl URL
i'ﬂ Copy

Administrator

Admin Name
Addministrator

Uszer Name

2. Select Close when done.
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Chapter 3. Integrate KeyControl with
StoreEver

Follow these steps to register Entrust KeyControl as a KMS in HPE StoreEver Tape Library.

1. Obtain the CA certificate

2. Configure the KMIP server

3. Create the client certificate bundle

4. Import tenant client certificate into the StoreEver Tape Library

5. Set the default encryption mode

3.1. Obtain the CA certificate

The Entrust KeyControl KMIP server can accept a certificate from your local root CA or a
trusted CA, or can act as local root CA itself. For the purpose of this integration the Entrust
KeyControl KMIP server will act as the local root CA. Execute the following steps to obtain
the local root CA certificate for the Entrust KeyControl KMIP server.

1. Sign in to the KMIP Vault with the URL and credentials from Create a KMIP Vault in the
Entrust KeyControl.

2. Go to the Vault Management window by selecting SWITCH TO Manage Vaults /
SWITCH TO Appliance Management in the top right corner of the window.

3. Select the ? icon in the top right corner of the window, then select Download CA

certificate.

4. Save the certificate for later use. Example filename: 240614140352 _cacert.pem.

3.2. Configure the KMIP server

1. Log into the StoreEver webGUI using an account with Security Admin privileges.
2. Select the Configuration box.

3. Expand the Encryption menu in the right toolbar, then select KMIP Wizard.

HPE StoreEver MSL3040/6480 Tape Library 9/22
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Key Management Interopembility Protocol
(KMIP) Wizard

Certificate Authority Information
Cerfificate Authority Certificate Entry
Library Certificate Information

KMIP Client Configuration

Certificate Generation

Sign Library Certificate

EMIP Server Configuration

Setup Surnmary

Hewlett Packard
Enterprise

Wizard Information

With the KMIF Wizard vou can configure the library for use with the KMIF key management server. Before etarting the
wizard, eneure that the library configuration is complete, including defining all lib=ry partitione. Aleo, ensure that the

KMIF gerwer has been put on the netwark and canfigured for use with this librany

For guestione on the KMIF eerver etup, 622 the applicable KMIF Benver user guide.

To continue the wizard, click Next.

To clear the wizard e=ttings when no longer using thie encryption method or reset the wizard configuration to its default

etate, click dear All Wizard Setinga.

Clear All Wizard Settings

4. Select Clear All Wizard Settings to remove any prior configuration.

5. Select Next twice.

6. In the Certificate Authority Certificate Entry window, copy-paste the certificate from
section Obtain the CA certificate into the Certificate Authority (CA): text box, then

select Next.

Key Management Interopermability Protocol
(KMIF) Wizard
Wizard Information

Certificate Authority Information

Library Certificate Information
KMIP Client Canfiguration
Certificate Generation

Sign Library Certificate

KMIP Server Configuration

Setup Summary

Hewlett Packard
Enterprise

7. Select Next twice.

Certificate Authority Certificate Entry

Rt rieve the local Certificate Authoritws (CA) cert ificate.
Within the KMIP Management Consale:

1. From the KMIF eerver, locate the 04 cerificae that you have chogen to uEe.

2. Copy the certificate test

B gume to include the "-----BESIM CERTIFICATE-—-- * and "-----EMD CERTIFICATE---- * lines in your eelection.
3. Pleze pte the certificate of the signing authority balow
A Click Mast

Cerfificate Authority (CA)

8. In the KMIP Client Configuration Window, check Enable KMIP Certificate-only
authentication, then select Next.

HPE StoreEver MSL3040/6480 Tape Library
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Key Management Interoperability Protoceol KMIP Client Configuration
(KMIF) Wizard

Enter the KMIF server gettinge.

Wiz fa a
Wizard Information Enter the username and pessword that will be used by the librany for authentication while connecting ta the KMIF server.
These ehould be the eame = the ueername and paeewormd that wers epecified on the KMIF management caneale far thie

Certificate Authority Information Jibrary

Cerfificate Authority Certificate Entry
Some KMIP Servers do not wae a dient wser name and dient password aa part of authenfication, and inatead wse

Library Cerfificate Information only cerfificate passing for authenfication. Only ensble Cerfificate- only authenfication if you are using a KMIP

Server that requires it.

Cerfificate Generation Enable KMIP Cerfificate-only authentication
Certificate

KMIP 5 onfiguratian

Setup Summary

Heortgaard oo [ ven | 3

9. In the Certificate Generation window, select the Generate New Certificate radio
button.

10. When certificate request has been generated, copy the certificate request to a file, for
example, hpe-storeever-3040.csr, then select Next.

Key Management Interoperability Protocol Certificate Generation
(KMIP) Wizard

() Keep Current Centificate

Wizard Information @ Genemre Mew Certificate

Genemte a certificate that is later signed for use on library.

Certificate Authaority Information

Copy the entire certificate.

Certificate Authority Certificate Entry MOTE: B2 sure to includa the

- BEGIN CERTIFICATE-—-- "and "----EMC CERTIFICATE--—- "lines in your selection

When wou have copied the certificate, click Mexr

Library Cerfificate Select Certificate

————— BEGIN CERTIFICATE REQUEST----- A~
Sign Library Cerfificate B .
KMIP Server Configuration
Setup Surmmary
v
e #

Hewlett Packard

11. Pause configuring the KMIP server. You will continue further down.

3.3. Create the client certificate bundle

1. Sign in to the KMIP Vault with the URL and credentials from section Create a KMIP

HPE StoreEver MSL3040/6480 Tape Library 11/22
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Vault in the Entrust KeyControl.
2. Select Security, then Client Certificates.

O

Security

4
-

Client Certificates Access Policies

3. In the Manage Client Certificate page, select the + icon on the right to create a new
certificate. The Create Client Certificate dialog box appears.

4. In the Create Client Certificate dialog box:

a. Enter the Certificate Name.

b. Select the Certificate Expiration.

c. Upload the certificate request created in section Configure the KMIP server.
d. Select Create.

For example:

Create Client Certificate %

Add Authentication for Certificate

Certificate Name =
HPEStoreEver2040

Certificate Expiration =
Jun 14, 2025

Certificate Signing Request (CSR)

hpe-storeever-3040.c51

Encrypt Certificate Bundle

Cancel

The new certificates are added to the Manage Client Certificate pane.

@ ENTRUST

# Home | € Client Certificates x

KeyControl
HPE-StoreEver-MsL3040- a ?
Vault for KMIP R, o E

Manage Client Certificate

Filter

Name Valid From Expiration Generated From External C... Authentication

HPEStareEver3040 Jun 14, 2024, 1:44:18 PM Jun 14, 2025, 1:44:17 P ¥ Yeg Enable

5. Select the certificate and select the Download icon to download the certificate.

HPE StoreEver MSL3040/6480 Tape Library 12/22



6. Unzip the downloaded file. It contains the following:

° A certname.pen file that includes both the client certificate and private key. In this
example, this file is called HPEStoreEver3040.pem.

The client certificate section of the certname.pem file includes the lines ----- BEGIN
CERTIFICATE----- and ----- END CERTIFICATE----- and all text between them.

The private key section of the certname.pem file includes the lines ----- BEGIN
PRIVATE KEY----- and ----- END PRIVATE KEY----- and all text in between them.

° A cacert.pemfile which is the root certificate for the KMS cluster. It is always
named cacert.pem.

o » This PC » Downloads » HPEStoreBEwer3040 2024-00-14-19-00-00
Mame Date modified Type Size
s Quick access
I Deskt » D cacert.pem 61472024 2:00Ph4 PEM File 5 KE
esktop

D HPEStareEver3 (M0 perm 6/14/2024 2:00 PR PEM File 2 KB
; Dowenloads Eg

See the following link for additional information Managing KMIP Objects in the KeyControl
KMIP Vault webGUI.

3.4. Import tenant client certificate into the StoreEver Tape
Library

This resumes section Configure the KMIP server.

1. In the Certificate Generation window, select the Keep Current Certificate radio
button this time.

2. In the Signed Library Certificate, paste the certificate created in section Create the
client certificate bundle, then select Next.

File HPEStoreEver3040.pem contains the certificate.

HPE StoreEver MSL3040/6480 Tape Library 13/22
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Key Management Interoperability Protocol Sign Library Certificate
(KMIP) wizard

Sign your new certificate copied fram the lat page with the certificate authority vou have chosen to ue=. Sign the

e certifica= = aclient certificate and configure the e«piration duration 28 nesded.
rd Information

1. Highlight theeigned certificae tat and copy.
Certificate A v Infarmatio . .

ertificate A Infarmation MOTE: Bz gure to include the - EESIN CERTIFICATE - and " END CERTIFICATE-—" lines in waur copy.
2 Faete inta box below

Certificate Authority Certificate Entry

KMIP Cerfificate :

erfifieate Information | O BEGIN CERTIFICATE----- A
Certificate Generation
KMIP Server Configuration
¥ . v
[
Setup Summa F - - g— - - - %

Hewlett Packard

2 =

3. In the KMIP Server Configuration window, enter the IP of the Entrust KeyControl KMIP
server nodes. Select Connectivity Check to test connectivity to the nodes, it should
check OK, then select Next

Key Management Interoperbility Protocol KMIP Server Configuration
(KMIP) Wizard

Enter the KMIF server IFfhostname infsrmation. Up to ten KMIP servers can be configured. The default KMIF part is 5506,
rd Information and HFE etrongly recommends using anly port 896,

After entering in the KMIP server information, uee the Connactivity Check button to walidate KMIP B2rver connect ivity

Certificate A Infarmation suthenricaion

Gerfificate A erfifieate En 1P Address/Fa hostname: Fort: 1P Address/Fa hostname: Fort:
MODEE MODE":

Library Certificate Information 5656 5696
noven[S T ] [56%6 | wooen 565

KMIP Client Configuration NODEZ SEO5 | NODES: S606
NODEL: 5695 NODE: 5656

Cerfificate Generation NODES: 5695 | NODEW: 5696

Hewlett Packard

Do o e

4. In the Setup Summary windows, select Finish, then select Exit.
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Key Management Interopembility Protocol Setup Summary
(KMIP) Wizard

ard Information

Certifica

Hewlett Packard
Enterprise

Flese= make eure all sartinge lieted here are correct befare eubmirting the configuration by preseing rhe Finieh buttan

dient Usemame: b

Taszk Info Done
Library Cartificate Finished []
KMIP Cartificae Finihed []
Connectivity Check Finished []
KMIF Sener Satinge Saved Finighed °
Store Configuration To System Finished []

3.5. Set the default encryption mode

1. Log into the StoreEver webGUI using an account with Security Admin privileges.

2. In the Set Default Encryption for new Partitions section, select KMIP (Licensed) from

the pull-down menu.

3. Select Apply to all existing partitions. Notice the change in Set Encryption Mode

Partitions.

HPE MSL3040 GI

per

Serial #:

Hostrame:

1P

Firmmare: 3330
@ L 101 5222

@ Module 1(Base)
3 Drives 1| |
G40 |

Empty Empty  Emphy

=>

4. Select Submit.

Configuration » Encryption rd

n i 1
When ehanging eeriain configura tion eptions the library will go offline to hosts. Only perfarm these eonfigehanges
when it is acceptable for the library fo go offlire.
Metweork
Set Defaulr Encryprion Mode for new Partitions

it

Set the default ercryption mode for new Partitions. Will be used if 3 partition gets created:

Mailslots
General Seftings
Allow Administrator encryption eonfiguration during Expert Partition Wizard D

Ereryption
Mote: Enabling this selection allows library administrators o enable and disable ercryption

ona per-partition basis, without needing further approval from the Security user.

Set Encryption Mode per Partition
LTC FIPS Support Mode
LTo8 545 | KMIP (Licensed) v
|

iTeaRc: [ KMIP (Licensed) v

Drives

USE - M5L Encryption Kit

Command b TL

DV [knIP (Licensed) |

aoement

HPE StoreEver MSL3040/6480 Tape Library
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Chapter 4. Test the integration

Testing is done using the HPE Library and Tape Tools (L&TT). Within this tool, the Drive
Performance test writes and reads data to/from the specified tape drive. The Entrust
KeyControl KMIP server manages the keys for the writes and reads operations. Therefore,

the entire system is tested.

o | This test needs a tape manually loaded in the drive(s).
o ‘ This test will overwrite all data on the tape, meaning that the data will be
lost.

1. Launch the HPE Library and Tape Tools.
2. In L&TT - Startup, select Saved/Manual Scan, NT Miniport, Check for Backup

Applications and Services, then select Continue.

L&TT - Startup

—

Hewlett Packard
Enterprise

HPE Library and Tape Tools - Version 6.05

CAUTION: Running this application while other software is accessing
the storage devices can cause unpredictable results and adversely
affect the operation of the storage software.

Please stop any hackup applications and services before continuing or
exit this application.

|40 Ophions
Select the Scan mode and [/0 mode. Use the default [/0 mode unless pou specifically need
the Ethernet connection. Click on 'Help' for more information.

Scan Mode

() Hardware Scan (® Saved/Manual Scan () Skip Device Scan
1/0 Mode

(® MT Miniport () Ethemet

[LTO-E or later]

[ 5kip thiz dialeg in the futue
Check for Backup Applications and Services

Help E =it nc

3. All devices available for testing should appear in the Detected devices left pane.

HPE StoreEver MSL3040/6480 Tape Library 16/22
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4. Expand the device(s) to test in the Detected devices pane.

5. Select a Drive of a device to test, not the actual device itself. Then select Select.

Repeat until all the drives to test appear in the Select devices pane. Then select
Continue.

LTT ean mn diagnostics on the devices listed on the right [Selected devices). Add or remove devices from the list of
thosze already detected, rescan the hardware, or enter the address manually.

Detected devices Selected devices
- LibrariesfAutoloaders Libraries/Autoloaders
EI E;l HP MSL G3 Sernies [Address: =3 D_rives

i B Drive 1:HPE Ulbiom 9 Select All »»
E| E;l HPE M5L3040 [Address 470
i L.B@ Drive 1: HPE Ultri
=+ A HP MSLB480 [acdress: 470

Drive 1: HPE Ultrit

HPFE Ultrium 8-5C51 [Address
HPE Ultriura 3-5C51 [Address
-BEHPE Ultrium 9-5C51 [ddress

Drive 1: HPE Ultmn << Remaove &l

Drive 2: HPE Ultm

Drive 1: HPE Ultrit < Remave

Drive 2: HPE Ultmn

- Dirives
Cancel
£ > £ >
Rezcan hardware Continue Enter address manually

6. Wait for the scan to complete. The By Product tab in the left pane displays the
selected drive(s).

% HPE Library

File ‘iew Function Options Utilities Help

O RO O® X O =g @6

Identity  Firmwvare  Health Test Utility Support  Frontpanel Dew Perf  Sys Perf Help

Scan By Product By Connection  Instructions

HPE Library and Tape Tools

- Libraries/nutoloaders

- Drives
BEINPE ULtrium 8-5CST (Tapes, address: ||| The systerm is being scanned for devices When scanning is complete, the
- EEIHFE Ultrium 5-SCST (Tape?, Address: device list is displayed in the left section of the screen.

- BAHFE Ultrium 5-SCSI {Taped, Address:

Other pevices Next zelect a device to work with. Note that:

e  Only devices with blue icons are supported

® The address is displayed as follows:
NT Miniport [/0 mode : <Port #» /<845, <SCST Target I0>. <LUN>
Ethernet 1/0 mode : <IP Address>#<Port>

e Drives in libraries are best diagnosed by selecting the library

After selecting a device, click the appropriate toclbar button to perform
the desired diagnostic function.

NOTE: [Fthe scan fails or you do not see the expected devices listed, click
the Help feon on the toolbar for more information. The help s context-
sensitive and may be selected at any time to obtain information about the
finction yvou are currently using.

7. Select a drive. Then select DevPerf in the toolbar. Then select Start.
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B HFE Library and Tape Taals - £.05 — O X
File ‘fiew Function Options  Utilities  Help

O RO O X O =g @ e

Identity  Firmmware  Health Test Utility Support  Frontpanel | Dew Perf | Sps Perf

Help

Scan By Product By Connection  Instiuctions Diive Performance Test  Drive Performance Aesults

Tape Performance

The purpose of this testis to measure the tape
drive performance by checking how fast the

server can access the tape drive ing
of the disk subsystern. Itworks by t
pre-loaded data with different corm|
ratios directly from the memory of ¢
the tape drive

Device Progress Status

WARNING: Running Drive Performance Test wil| oversrite ALL
| data on the tape and the data will be lost,
Do you wish to cantinue with the test?

Yes o

Deseription| This test is mun to measure the Diive Performance. In the case of

autoloaders/libraries test can be run only on the diives associated with them.
Please go to the "Oplions" tab to configure the various test options. Go to the
"Drive Performance Test Results” tab to view the result

Optians..

Start

8. Acknowledge the warning. Then wait for the test to complete. Then select OK.
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Tape Performance

The purpose of this testis to measure the tape Device
drive performance by checking how fast the
SEMver can access the tape drive independent
of the disk subsystern. [tworks by transferring
pre-loaded data with different compression
ratios directly from the memoaory of the serser t
the tape drive.

Frogress Status
Diive (Ultrium & oo

Drive Performance tool has completed execution.

Please see the Drive Performance Result tab for additional
information,

Configuration

Descrption | This te

1 U [0 measure the Unve Feffarmance. IR e case of
autoloaders/libraries test can be wn only on the drives associated with them.

Please go ta the "Options" tab to configure the various test optionz. Go ta the
"Diive Peformance Test Results” tab ta view the result

Options...

Start

9. Select the Drive Performance Results tab to view the results.
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Tape Performance

This screen displays the results of the tape
drive performance testyou have run.

Dirive Performance Test  Drive Performance Results

- Rewinding Tape
- Spinning Up

- Rewinding Tape
- Spinning Up

Rewinding Tape

- Closing Tape Drive Taped

4 0GE wiitten in 8.9 seconds at 578 MB /s [Min 574 MBJ/s, Max 584 MB/s)

- 4. 0GB read in 7.5 seconds at 535 MB/s [Min 283 MB /s, Max 600 MB/s)

= Device Performance Test Started on Drive [Ultrium 8-SCSI] [Tape3)
Testing with 2:1 Compression R atio
- Opening Tape Drive Tape3

10. Sign in to the KMIP Vault with the URL and credentials from Create a KMIP Vault in the

Entrust KeyControl.

11. Select the Objects tab. Notice the symmetric key created during the testing

conducted above.

KeyControl
@ ENTRUST ‘ Vault for KMIP
# Home | 4% Client Certificates % (® Objects

KMIP Objects

Filter

uuiD Description

Initial Date

Jul1, 2024, 7:02:26 PM
Jul 1, 2024, 70231 P
Jul1,2024, 7:13:51 PM
Jul 3, 2024, 5:60:10 Ak

Jul 4, 2024, 11:33:43

Last Change Date
Jul 1, 2024, 7:02:26 PM

Jul 1, 2024, 702731 P
Jul1,2024, 7:13:51 P
Jul 3, 2024, 5:60:10 Akt

Jul 4, 2024, 11:33:43

QObject Type
Symimetrickey
Symmetrickey
Symimetrickey
Symmetrickey

Symmetrickey

HPE-StoreEver-MELE040- O & 2
n

WS RAR

Archived

State
PRE-ACTVE

PRE-ACTIVE
PRE-ACTIVE
PRE-ACTIVE

PRE-ACTIVE

Jul 4, 2024, 11:57:00

Jul 4, 2024, 11:57:00

Symmetrickey

PRE-ACTIVE I

12. Back in the HPE Library and Tape Tools window, select the By Product tab in the left

pane.

13. Repeat steps for additional drives.
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Vault for KMIP

@ ENTRUST KeyControl

# Home | 4% Client Certificates % (® Objects x

KMIP Objects

HPE-StareEver-MsL3040-
1

WS RAR

o a ?

Filter
uuiD Description Initial Date Last Change Date Object Type Archived State
Jul 1, 2024, 7:02:26 PM Jul 1, 2024, 7:02:26 P Symmetrickey PRE-ACTWE
Jul 1, 2024, 7:02:31 PM Jul T, 2024, 70231 P Symmetrickey PRE-ACTIVE
Jul 1, 2024, 713:61 PM Jul 1, 2024, 71351 PM Symmetrickey PRE-ACTIVE
Jul3, 2024, 95010 AW Jul 3,2024, 3:50:10 AWM Symmetrickey PRE-ACTIVE
Jul 4, 2024, 11:33:43 Jul 4, 2024, 11:33:43 Symmetrickey PRE-ACTIVE
Juld, 2024, 11:57:00 . Juld, 2024, 11:57:00 ... Syrnmetrickey PRE-ACTIVE
Jul 4, 2024, 12:16:01 Jul 4, 2024, 12:16:01 Symmetrickey PRE-ACTIVE
Jul 4, 2024, 12:19:08 Jul 4, 2024, 12:19:08 Symmetrickey PRE-ACTIVE

Notice the three symmetric keys created to test the three drives above.
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Chapter 5. Integrating with an HSM

For guidance on integrating the Entrust KeyControl with a Hardware Security Module
(HSM), consult with your HSM vendor. If you are using an Entrust nShield HSM, refer to the
Entrust KeyControl nShield HSM Integration Guide available at Entrust documentation
library.
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https://entrust.com/-/media/documentation/integration-guides/entrust-keycontrol-v5-5-1-nshield-hsm-on-premise-ig.pdf
https://entrust.com/documentation
https://entrust.com/documentation
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Chapter 6. Additional resources and related
products

6.1. Entrust products

6.2. nShield product documentation
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https://www.entrust.com/products
https://nshielddocs.entrust.com/
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