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Chapter 1. Introduction

This document describes the integration of the Hewlett Packard Enterprise (HPE)
Alletra 9000 Storage Array (referred to as Alletra in this guide) with the Entrust
KeyControl (formerly HyTrust KeyControl) key management solution using the
open standard KMIP protocol. Entrust KeyControl (referred to as KeyControl in this
guide) serves as a key manager for encryption keys by using various protocols,
including KMIP.

1.1. Product configurations

Entrust has successfully tested the integration of KeyControl with HPE Alletra
9000 in the following configurations:

System Version

Entrust KeyControl 10.2

1.2. Requirements
Before starting the integration process, familiarize yourself with:

 The documentation and set-up process for the HPE Alletra family of products
in the HPE Alletra online documentation.

 The documentation and set-up process for Entrust KeyControl, see the Entrust
KeyControl Online Documentation Set.

o Entrust recommends that you allow only unprivileged
connections unless you are performing administrative tasks.
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https://www.hpe.com/us/en/storage/alletra.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/OLH-Files/Help-content-map-all-books.html
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Chapter 2. Deploy and configure Entrust
KeyControl

The following steps summarize the deployment of the Entrust KeyControl:

1.

N L

Deploy a Entrust KeyControl cluster

Additional Entrust KeyControl cluster configuration
Authentication

Create DNS record for Entrust KeyControl cluster
Create a KMIP Vault in the Entrust KeyControl
View the KMIP Vault details

Edit the KMIP Vault

Add KMIP Vault Administrators

2.1. Deploy a Entrust KeyControl cluster

This deployment consists of two nodes.

1.

2.
3.

4.

Download the Entrust KeyControl software from Entrust TrustedCare. This
software is available both as an OVA or ISO image. The OVA installation
method in VMware is used in this guide for simplicity.

Install Entrust KeyControl as described in Entrust KeyControl OVA Installation.

Configure the first Entrust KeyControl node as described in Configuring the
First Entrust KeyControl Node (OVA Install).

Add second Entrust KeyControl node to cluster as described in Adding a New
Entrust KeyControl Node to an Existing Cluster (OVA Install).

Both nodes need access to an NTP server, otherwise the
above operation will fail. Log in the console to change the
default NTP server if required.
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https://trustedcare.entrust.com/MyProductsList
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/aaaChapter-OVA-Installation.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Configuring-First-KC-Node-ova.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Configuring-First-KC-Node-ova.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Adding-New-KC-Node-to-Existing-Cluster-ova.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Install-Guide/Install-OVA/Adding-New-KC-Node-to-Existing-Cluster-ova.html

|@ ENTRUST R .:: ..2 | /1N Q & Security Administrator ~
~ cLus

Vault Management
IDITLOG  ALERTS  SETTINGS

Cluster  Servers Multi-Select: O Refresh &
Node v | Status v Server Name ~ P Address M IE
Current Node Online entrust-keycontrol-10p2-node-1 tac1.net 10.12.12.200
Online entrust-keycontrol-10p2-node-2 tac1.net 101212201
Name: entrust-keycontral-10p2-node-1.tac1.net
Status Online
Authenticated Ves
Domain: Appliance Management Admin Group
IP Address: 10.12.12.200
Certificate: Internal ¥web server: Default
External Web server: Default
Encryption Status Mo rekey is In progress

5. Install the Entrust KeyControl license as described in Managing the Entrust
KeyControl License.

2.2. Additional Entrust KeyControl cluster
configuration

After the Entrust KeyControl cluster is deployed, additional system configuration
can be done as described in Entrust KeyControl System Configuration.

2.3. Authentication

For simplicity, local account authentication is used in this integration. For AD-
managed Security groups, configure the LDAP/AD Authentication Server as
described in Specifying an LDAP/AD Authentication Server.

2.4. Create DNS record for Entrust KeyControl cluster

1. Create a single DNS record named EntrustKeyControl in the domain.

2. Assign this record as many IPs as nodes in the cluster created above, two in
this integration.

2.5. Create a KMIP Vault in the Entrust KeyControl

HPE Alletra 9000 Storage Array 3/24


https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Admin-Guide/KC-System-Config/Upgrading-Your-License.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Admin-Guide/KC-System-Config/Upgrading-Your-License.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Admin-Guide/KC-System-Config/aaaChapter-KC-Sys-Config.html
https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Admin-Guide/KC-Groups-and-User-Accts/Specifying-an-LDAP-Auth-Server.html?Highlight=ldap
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The Entrust KeyControl Vault appliance supports different type of vaults that can
be used by all type of applications. This section describes how to create a KMIP
Vault in the Entrust KeyControl Vault Server.

Refer to the Creating a Vault section of the admin guide for more details about it.

1. Sign in to the Entrust KeyControl Vault Server web user interface:
a. Use your browser to access the IP address of the server.
b. Sign in using the secroot credentials.

2. Select the user’s dropdown menu and select Vault Management.

Help
API Documentation

Vault Management

Logout

3. In the Entrust KeyControl Vault Management interface, select Create Vault.

KeyControl SWITCH TO:! )

@ ENTRUST Vault Management - secroot Applicance Management

Vaults
Each vault has unique authentication and management .
& Settings

+

Let's get started!

+ Create Vault

Entrust KeyControl Vault supports the following types of vaults:

- Cloud Key Management - Vault for cloud keys such as BYOK and HYOK.
- KMIP - Vault for KMIP Objects.

- PASM - Vault for objects such as passwords, files, SSH keys, and so on.

- Database - Vault for database keys.

- Tokenization - Vault for tokenization policies.

- VM Encryption - Vault for encrypting VMs.

4. In the Create Vault page, create a KMIP Vault:
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https://docs.hytrust.com/DataControl/10.2/Online/Content/Books/Admin-Guide/Vault-Management/Create-Vault.html

Field Value

Type KMIP

Name Vault name

Description Vault description

Admin Name Vault administrator
username

Admin Email Vault administrator email

For example:

Create Vault

Aovault will heve unigua authentication and managamant.

Type

Choose the type of vault to create

KMIP

MName®

HPE-Allatra-9000

Dezcription

HPE Allatra 9000 intagration with Entrust KeyCaontrol

Max. 300 characters

Administration
Imvite an individual to have complete access and control ower this vault. Theay will be
responsikla for inviting additional memlbears.

Admin Name *®

Administrator

Admin Email

Administrator@hpe.com|

5. Select Create Vault. Then select Close.
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& Vault Successfully Created

You will neaed to send the following information to the Yault
Admin so they can log into theair vault

Vault URL

https 101212 201 kmip/ b7 4d2f7-1bd9-4563-8chb-3859c8f 3003
E/HPE-Allatra-9000/

I Copy

Uszer Name
Administrator@hpacom
ity Copy

Temporary Pazsword
wzirln-Eafume-rmyrvgs
I Copy

The newly created vault URL and login credentials will be

0 emailed to the administrator’s email address entered above.
In closed gap environments where email is not available, the
URL and login credentials are displayed at this time.

Example email:
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@ ENTRUST KeyControl

Administrator, you have been invited to become an administrator of the KMIP
vault, CommVault.

To sign in, use the following:

URL:

User Name:

Password:

If you have any issues, contact support.

©2023 Entrust Corporation. All Rights Reserved

6. Bookmark the URL and save the credentials. Then select Close if the URL and
login credentials are displayed.

7. The newly created Vault is added to the Vault Management dashboard.

For example:

KeyControl - SWITCH To:
@ ENTRUST Vault Management = sacroat Appliance Management ?
Vaults
Each vault has uniqus authentication and rmanagemant B Settings
Total Vaults: 2 + Create Vault
ﬁ KMIP & KMIP

HPE-StoreOnce HPE-Alletra-2000

HPE StoreOnce integration with Entrus HPE Alletra 8000 integration with Entr

t KeyControl. ust KeyControl

8. Sign in through the URL provided above with the temporary password.
Change the initial password when prompted. Sign in again to verify.

For example:
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@

ENTRUST

KeyControl
Vault for KMIP

Sign in to your account

User MName

Administrator@@hpe .com

Password

\ll"'\l"l""".""| C?‘.)

9. Notice the new vault.

For example:

KeyControl
Vault for KMIP HPEaleraoonn | £ & 0 9

[a

Objects Security Audit Logs

2.6. View the KMIP Vault details

1. Hover over the Vault and select View Details.

For example:
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Vault Details X

HPE-Alletra-2000
HRFE Alletra 2000 integration with Entrust KeyContraol

Type
kP

Created
Felb OF, 2024 073258 AM

Vault URL
https 101212 201 kmip/ b7 4d2{7-1bd9-4863-8ch
b-3859c8f3cc3b/HPE-Allatra-9000/

Iy Copy

APl URL
https: 4101212 201 kmipTenant/1.0/Login/b7hb4d27-1
bodS-4863-8cbb-38559c8f 30035/

It Copy

Administrator

Admin Name
Administrator

Uzer Name
Administratom@bpe.com

2. Select Close when done.

2.7. Edit the KMIP Vault

1. Select Edit when you hover over the Vault.

For example:
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@ ENTRUST KeyControl & secroot v SWATCH TO: -

Vault Management Appliance Managament

Veults

Ench vault fias Unigue suthantication and rranagermant

{* Settings

Edit Vault

Tyne
KMIP o Unique URLs

Name* Vault URL

htty 101212 201/ kmip/b7bd4d2f7-1bd8-4583-8
HPE-Allatra-9000 peil farips!
5b-3859C813¢c35/HPE-Alletra-9000/

Description B Copy
HPE Allatra 9000 intagration with Entrust KeyControl

API URL
https://1012.12.201/ kmip Tenant/1.0/ Login/b 7
d27-1bd9-4563-B05h-3859c8f30c35/

#
Max. 300 chatactars & copy
Administrator 9 Rescue Vault
Administrator
Administrator@hpe.com SMTP is Not Enabled
In the event that the Administratar of the vault
ﬁff Delste Vault gets locked out, the vault's authentication can
Apply Cancel be reset to local authantication and a temporary

password can be given to the Vault
Administratar so thay can log inta the vault.

2. Select Apply when done.

2.8. Add KMIP Vault Administrators

It is important to have other administrators set up on the Vault for recovery
purposes. Add one or more admins to the Vault.

1. Select Security > Users.

)

T R

Users. Client Certificates Access Policies

2. In the Manage Users dashboard:
a. Select the + icon to add one or more users.
b. Add the user by providing the information requested in the Add User
dialog.

For example:
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Add User x

status ()

ENAELED
User Name € =

Administrator2

Full Name =

Email =

Com

Password € =

sErEsEEEREE {?f__}

Password Expiration =
Jum 11, 2023

c. Select Add.

After the user is added, a window appears which requests selection of the
policy to be used by this user.

3. Select Add to Existing Policy.

& New User Successfully Added b 4

Anew user has been successfully added.

Before the user can login, you will need to add the user to either a new or
existing access policy. This will determine whether the user is an Admin or

User.
Mot Mow Add to Existing Policy Create New Policy

4, On the Add User to Access Policy dialog, select the KMIP Admin Policy and
select Apply. The new user is added as an administrator to the Vault.

For example:
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Add User to Access Policy

Usar
Assign this user to one of the following access policies.

Filter

Name Description

Kmip Admin Policy Default Kmip Admin Policy

Showing 1 to 1 of 1 records (1 Selected)

Role

Kmip Admin Role

=

HPE Alletra 9000 Storage Array
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Chapter 3. Integrate Entrust KeyControl
with HPE Alletra 9000

Follow these steps to register Entrust KeyControl as a KMS in HPE Alletra 9000.

1. Create the HPE Alletra certificate request
2. Create the client certificate bundle
3. Import client certificate into Alletra

4. Register the Entrust KeyControl KMS

3.1. Create the HPE Alletra certificate request

1. Sign in to the Alletra 9060 webGUI using an account with Security Admin
privileges.

Select Settings in the toolbar. Then select Array certificates.
Select the + icon to add a certificate.

Select Create a certificate signing request for the Certificate type.

o~ N

Select ekm-client for Array service and enter the Common name and other
information. Then confirm the checkbox to proceed and select Add.
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Add array certificate ¢

Certificate type

“ou can create a zelf signed certificate from here or yvou can creste a cerfificate
request that vou will provide to vour certificate management personnel o he

sighed.

Tvpe
O Create a salf signed certificate

@ Create a cerfificate signing request

Array service

akrn-client N

Certificate signing request

Key Length

2048 7

Common name

HPEAlatra? &0l sar

Subject Alternative Mame
Ex@mple - DN5myhost, DMS myvhostexamplecom, IP1.2.3 .4

IP:10.12.12.20

6. Select the certificate created.

7. Copy the PEM in the newly created certificate window.

HPE Alletra 9000 Storage Array 14/24



General

MName HPEAlletra?060User

Issuer —

Start time —

Endtime —

Subject C=USS5T=FL L=Sunrise0=Testing, OU=Integration,CN=HFEAlletra?0&0User
Subject IP Address:10.12.12.20

Alternative Mame

PEM - BEGIMN CERTIFICATE REQUEST-----

MIIC2DCCACACAQAWCTELMAKGATUEBhMCYY M CzA JBgNVBAGMAKZ MMR AwDgY DVQOH
DAdTdW SyaXNIMRAWD oY DVQOKDAJUZXNOaW SnMRGWE oY DVGGLDANbNRIZZJhd Giv
biEBMBKGA LUE AwwSSF BF G xsZXRy Y ThwNBYc2vy MIIBIiANBgkghkiGowOBAGEF
AACCAQEAMIIBCgKCACDEAZWE X1 1+ 8hGRenCY NH 1ngbdx o UrdfixPUIhzs OoBrCx
Di1B6AfSICu TxRIPY OH QUK STCUSBOLRrhHjfpb4iX ShEUBENYx FLEmOtRpph3
gSOmdMiZmBEHUN+PzaK CplbY 18y m75DQ0 d+wl 390y Treay QSOhOwGZVen3dpd
YdPLNOybe KAl Aehgwhxhou+o+erGPPIZG3 0ok sx Qu 1rdZ gk 2xtv Sszil g
2ms&FPNJOILRqUIFvGlubu ThwY kmédZ JORL 7K a4DuEUH JIACs 1SU+hzRh ThGPMT

F 40+6U1E feDDyImyt TnaDk kD Ny rLd gud Kise Y MK QI DAQABOC lwl AX K oZ lhw o
ACKOMRMWE TAPBgMNYHREECDAGhwOK DAWUMADGCSqGSIh3DGEBCWUAAL BAGAWITX 1
F1hYa0p Th2 TRgW X Md TzwSRy MZh TKy KIUALG/ 06 7w LUKM 1 a2k 8SShLrCZDR5er TSuU
CRzAINTXIZZ 5tuCK d3DpapvK ZogPpeRfIMIEgqDJb 9 1852V 5tk wwop WY W IUPs

2UMY ZkGNaSALKY Ty OXIW by REVPW OOy Wb TUTBILIp D 740p THR 160/ 2Cj 1DgP e
ZHRMotplY w2 2BJrGzLen5EGey 2F 2K W MraNywiNY ItgY RgRpGScm 2 XRINK GurfLB

yx|2 5ML2 8K DL OZ ojH 4 7m 5 QplGtHBAW K AdmBhtHXWNBW Sy 9PtDUESe3C Thizn
INF2d X Fugdil 5BME X

————— EMD CERTIFICATE REQUEST-----

8. Create a csr file type with a text editor containing the copied certificate
request. May need to rename the file using the Windows CLI to get the correct
file type extension if using Notepad text editor.

« v 4 » ThisPC » Documents » Trust » HPEAlletra9060User v O Search HPEAIlletra8060U ser P
Trust A Name : Date rmodified Type
[ This PC | HPEAIetrad060User 1/12/2023 2:02PM  CSRFile
P 3D Objects
[ Desktop
= Docurnents

KewCantral Cluster

3.2. Create the client certificate bundle

1. Sign in to the KMIP Vault with the URL and credentials from Create a KMIP
Vault in the Entrust KeyControl.

2. Select Security, then Client Certificates.
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)

Security

3. In the Manage Client Certificate page, select the + icon on the right to create

a new certificate. The Create Client Certificate dialog box appears.

4. In the Create Client Certificate dialog box:

e o

a. Check Add Authentication for Certificate.
b.

Enter the User Name on Certificate.
Enter the User Password on Certificate.
Enter the Certificate Expiration.

Upload the certificate request created in Create the HPE Alletra certificate
request.

Select Create.

For example:

Create Client Certificate x

Add Authentication for Certificate

User Name on Certificate =
HFEAlletrag060User

User Password on Certificate @ =

FOOOOOOOOKXARXX @

Certificate Expiration =
Feb 14, 2025

Certificate Sighing Request (CSR)

HFEAlIEtrag060User.csr

Encrypt Certificate Bundle

Cancel

The new certificates are added to the Manage Client Certificate pane.
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KeyControl
@ ENTRUST Vault for KMIP HPE-Aletra-ooon EF & P
# Home 2% Client Cetificates x

Manage Client Certificate

Filter

Name Valid From Expiration Generated From External C... Authentication

HPEAlletrag060User Feb 8, 2024, 3:00:05 PM Feb 8, 2025, 3:00:03 Pt  Yes Disable

5. Select the certificate and select the Download icon to download the
certificate.

6. Unzip the downloaded file. It contains the following:

o A certname.pem file that includes both the client certificate and private key.
In this example, this file is called HPEAlletra9060User .pem.

The client certificate section of the certname.pen file includes the lines
fommmn BEGIN CERTIFICATE----- "and “----- END CERTIFICATE----- "and all
text between them.

The private key section of the certname.pem file includes the lines “-----
BEGIN PRIVATE KEY----- "and “----- END PRIVATE KEY----- "and all text in
between them.

> A cacert.pem file which is the root certificate for the KMS cluster. It is
always named cacert.pem.

™ > This PC » Downloads » HPEAlletraB060User_2024-02-08-21-03-34
Marne Date modified Type Size
3 Quick access
I Deskt » D cacert.pem 27872024 3:04 Pr PERA File SKE
esktop

D HPEA| etraB080User. pem 24872024 104 PrA PERA File 2KE
* Downloads *

See the following link for additional information Managing KMIP Tenant Client
Certificates.

3.3. Import client certificate into Alletra

1. Sign in to the Alletra 9060 webGUI using an account with Security Admin
privileges.

2. Select Settings in the toolbar. Then select Array certificates.

3. Select the certificate that was created in Create the HPE Alletra certificate
request. Then select Import Signed CSR in the Actions tab.
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< Array certificate HPEAlletra?060User o Actions

i, Impart Signed CSR

General

Marme HPEAlletrao060User [i Delete
Issuer —

Start fime —

End time —

Subject C=USST=FL L=Sunrise0=Tesfing.OU=IntegrationTN=HPEAlletra? 06 0User

Subject Alternative Mame IP Address10.12 12.20

PEM = BEGIN CERTIFICATE REQUEST-----

MICZDCCACACAQAWCTELMAKGATUEBhM VWM Cz AJBgNVBAGMAKZMMR AW D gV DVQQH
CAdTdWSyaXMNIMRAwDgY CVQQK DAL UZXNOaWSnMROwEGY DVQOLDATIbNRIZ3Jhd Gl
bEBMBKGALUE AwwSSFBF QWX Ry ThwNBVe2Vy MBI ANBgkg hkiGAwOBAGEF
AAQCAQESAMIIBCgKCAQEAZWEX1+8hQRenCYNHIngSdxrneUrdf<PlIhzs00BCx
Oi1B6dfSICRUT=RIPY QHQUIv STCUISBOLRrhH|fpb4ix ShEUBENv=7L5rmOtRpph3

gS0mdMiZmBEHUN+Pzck Cplb18vm 7500 Old+wl3a i Traay QSOhOIwQ Zven3dpd
QdPLMNOyh a1k AlAshgwhxhoPu+o+e)rCPPIZG30rok s« Quilr) Zgk 2xhvSezilOg
2ms8FPrJOILRgUIFvGluduThwY kméd ZJORL ZKa4 DUEUHUAC s1SU+hzRh ThGPM T
F40+8U1EfeDDylmyt ThaD K kDWNwrL depdtWK e Y MK QIDAQABoC lwl AY K o ZIhveh
AQKOMBEMwETAPBgMNYHREECDAGhw QK DA UM AQGC SqGSIh 3D 0 EBCw LAALIBAQAWITXL
F1hYaOpTh2TRgWXMdTzwSRyM Zb TKy K UAL G067 WLUKM 1WaSk8S9hLrC ZDRSer TSu
cRzINTXIZZSOK d 3D papyi ZogPpeRfLMS ggDUb 21852V 2 Stk ww gp GWY AWUPs
2UWZKENE ALKV YOK SWO Y EVPWOOW\HT UBILIpJDT 40pTHrv1 Gy 2Ci1DePe

ZHRM otpl w2 2BIrGzLenSE Gey 2R 2K VM rQMyw MY It Y RgRpGSern 2ZXRINK QurfLB

wd 25M L 28K DLOZojHA T mSOpl OtHBAW KA mBhHX W BWSyWYSPIDUESe3C 1hjzn
TNr2dXTugdilsM 9x

----- END CERTIFICATE REQUEST-----

4. Paste the content of the extracted cacert.pem file from Create the client
certificate bundle in the Authority chain text box. When pasting the content,
only include the certificate section of the file starting from ===-- BEGIN
CERTIFICATE----- and ending with ===== END CERTIFICATE----- :

5. Paste the content of the extracted HPEAlletra9060User .pem file from Create the
client certificate bundle in the Certificate text box. Only paste the certificate
section starting from ===--- BEGIN CERTIFICATE----- and ending with ===== END
CERTIFICATE----- . Then select Add.
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Import Signed CSR %

Certificate

MIDITCCAT 2 gl BAGIFAMC QS sweDY K o ZhweNAQEL B QG AwA zELMAKGALUUEBRMO

Wi xFTAT BgWVEBACTOERSWHIL e300 g 5w 5]LjExMC BCALIUEAxMaSHIUen Yz dCBLZXID
b250em@sEMlenRpZmljY X RIIEF 1d Ghweral DeTAeFuwCrM Dlvy M DM T Ave DN a FuiCry

T Ay Dy M T Ase D aMHE=C 2 AJB gMYE AT TANT M Qe O DV QIDAIGTDEOMAL GATUE
BuwawHUIucmlz ZT EQMAG GALLUE CowHV Nz d Glu ZzELIMEBIGALLE Cunwl SWS0IW dy X Rp
b24xGzAZEgNVEAMMEKR QR UF sbGWOermE S MDY wix NIgiC CAS wD O Mo ZIhweNACIEB
EADggERPADCCAQC ggEBANIRE TX SfviEX puem DR 974 0¥ ca BeW K 3XET 1. e7DgAb G
#TotQenXCogvb ka5 DZEBOFIL Okl OglCOa4 RA 3 &N +10ofFARDE Bey+a3 9L UaaY
d4ERINTIt5gRLX 1D 83 CoqdW 2 FLSu+ QODRX sCN&jw+63mmEEKId CeE GV Z93a

ST 3TyhzdMm3tSgCAHoas cYaPbvgPniaxjzyGR 19K C M ULty WY CtsbbOrMapd

K tprPET 54T pSOal Rbxpburk2 72 JuHW STkS2SmuAThFEySasQrNUIP oclY L4 Rjz Yy

Autharity chain

MIIDSTCCATZ gAwl EAQIEZc D zANEB gkghki GRwOB AR sF ADEXMQsw COY DVQ QGEw W
UzEVMEMGALIUE ChMMSHILU envzd CE JbrbuM T EwLw DWQ QDEyhlevRyd X NOIEH elINw
briRyb2uwg G 2Wyd SimaWNhdGU g QX Ve GoyvaX RS MBLX DT ExM I w T AveM D MFoX DTG5
MTIzMTIzNT k1 OWow'yzEL MAKGALUEBRMCVYMxFTAT BEgNVEACT DERSVHI1e3 00 5W 5|
LiExMCBGALUEAxMoSHIUenVzd CBLZX D62 50emPslENIenR p ZmljY X RIEF1d Ghy

crlDeT CCAS wDOY JK o ZIhveNAQEEE QADggERPAD CCAQ 0 CggEBANC zrAHK tBwh oLl
Ly I FEBWCth Td2W DWW SIMm S et InCy o pChee IACT h 7AetcK BOWVE S 4 IN3 Q+pkg Y F Y +
+uthal Qfy@ené5 2dORTYeW S6IEKquadE QDIGY*1 HuwGS CAm3h,/N.InjEIK Tl 5Psl v

rAIW esXznzelHyw Y OmsSffbSem O 0usfnad3 WEUSMUOoolkOnQL0AZgIDHD2zHs
SANDy4 X BhCyikt51a0GsBU 7bn SHQ6Q14B0F eatp My e01 GrNadd 3PyNNGNW &
mPeselfG QRS PsMWEbuBF Ocl bablRkuMubla LE&n4ifa BIbAxO5f 2y 5 IXOPERNi 4

6. Check | have read and understand the implications. Then select Add.

7. Notice the new status of the Certificate along with the Root Certificate now
showing up beside our created certificate.
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& Array Certificates 70f7  Q ‘

dscc
CZ221408N0O HPE Nimble HPE Nimble
Storage Storage Root CA
Intermediate CA

dscc

Certificate

Starfs  04/6/2022
Expires  04/7/202¢

dsce

Intarmediate certificata
Starts  12/17/2019
Expires 12f17/2039

ekm-client

HPEAlletrag060U

sSer

ekm-client
Cearfificate

Starfs  02/8/2024
Expires 02/8/2025

HyTrust
KeyControl
Certificate
Authority

ekm-cliant
Root cartificate

Starts  05/31/2011
Expires  12/31/2049

dsce

Roof certificate

Starts  12/17/2019
Expires 12/17/2039

8. Launch the Alletra 9060 CLI using an account with Security Admin privileges.

Microsoft Windows [Version 10.0.17763.5329]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ssh 3paradm@10.12.12.20

The authenticity of host '10.12.12.20 (10.12.12.20)"' can't be established.
RSA key fingerprint is SHA256:e1K15j9xCCcQyuMTV4h0cCIW25boA9jypH1tIzAbB5I.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.12.12.20" (RSA) to the list of known hosts.
3paradm@10.12.12.20"'s password:

TAC1-Alletra-9060 cli%

9. Verify that the certificates were created with the showcert command.

TAC1-Alletra-9060 cli% showcert

Service Commonname Type Enddate Fingerprint
ekm-client HPEA1letra9060User cert Feb 8 21:00:03 2025 GMT
88b204208634640639616a347172aal1e52bab4ac

ekm-client* HyTrust KeyControl Certificate Authority rootca Dec 31 23:59:59 2049 GMT
edle2e0@9efelef77c7546afa8b58adcba2575222

ekm-server* HyTrust KeyControl Certificate Authority rootca Dec 31 23:59:59 2049 GMT
edle2e09efelef77c7546afa8b58adcha2575222

3.4. Register the Entrust KeyControl KMS

1. Launch the Alletra 9060 CLI using an account with Security Admin privileges.
Microsoft Windows [Version 10.0.17763.5329]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ssh 3paradm@10.12.12.20
The authenticity of host '10.12.12.20 (10.12.12.20)" can't be established.
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RSA key fingerprint is SHA256:e1K15j9xCCcQyuMTV4h0cCIW25boA9jypH1tIzAbB5I.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '10.12.12.20" (RSA) to the list of known hosts.
3paradm@10.12.12.20"'s password:

TAC1-Alletra-9060 cli%

2. Create an External Key Manager Server with the controlencryption setekm

command in the CLI.

o Notice the IP of all the nodes in the Entrust KeyControl
cluster.

TAC1-Alletra-9060 cli% controlencryption setekm -setserver 10.12.12.200,10.12.12.201 -port 5696 -ekmuser
HPEAlletra9060User -kmipprotocols 1.3
Password for EKM user:

3. Verify that the external key manager has been created with the

controlencryption status -d command.

TAC1-Alletra-9060 cli% controlencryption status -d
Licensed Enabled BackupSaved State SegNum Keystore FIPS non-SEDs FailedDisks nodeNonSED
yes no no normal Q) === == 0 0 0

Number of EKM servers defined: 1

EKM servers: EntrustKeyControl.tacl.net
EKM server port: 5696

EKM username: HPEAlletra9060User

KMIP Protocols: 1.3

4, Verify communication with the newly created External Key Management

server with the controlencryption checkekm command to show that EKM
settings are correct.

TAC1-Alletra-9060 cli% controlencryption checkekm
EKM settings are correct.

HPE Alletra 9000 Storage Array

21/24



HPE Alletra 9000 Storage Array 22/24

Chapter 4. Test Integration

Execute the test as described in the HPE internal documentation.
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Chapter 5. Integrating with an HSM

For guidance on integrating the Entrust KeyControl with a Hardware Security
Module (HSM), consult with your HSM vendor. If you are using an Entrust nShield
HSM, refer to the Entrust KeyControl nShield HSM Integration Guide available at
Entrust documentation library.
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https://entrust.com/-/media/documentation/integration-guides/entrust-keycontrol-v5-5-1-nshield-hsm-on-premise-ig.pdf
https://entrust.com/documentation
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Chapter 6. Additional resources and
related products

6.1. KeyControl
6.2. Entrust digital security solutions

6.3. nShield product documentation
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https://www.entrust.com/digital-security/key-management/keycontrol
https://www.entrust.com/digital-security
https://nshielddocs.entrust.com/

	HPE Alletra 9000 Storage Array: KeyControl® Integration Guide
	Table of Contents
	Chapter 1. Introduction
	1.1. Product configurations
	1.2. Requirements

	Chapter 2. Deploy and configure Entrust KeyControl
	2.1. Deploy a Entrust KeyControl cluster
	2.2. Additional Entrust KeyControl cluster configuration
	2.3. Authentication
	2.4. Create DNS record for Entrust KeyControl cluster
	2.5. Create a KMIP Vault in the Entrust KeyControl
	2.6. View the KMIP Vault details
	2.7. Edit the KMIP Vault
	2.8. Add KMIP Vault Administrators

	Chapter 3. Integrate Entrust KeyControl with HPE Alletra 9000
	3.1. Create the HPE Alletra certificate request
	3.2. Create the client certificate bundle
	3.3. Import client certificate into Alletra
	3.4. Register the Entrust KeyControl KMS

	Chapter 4. Test Integration
	Chapter 5. Integrating with an HSM
	Chapter 6. Additional resources and related products
	6.1. KeyControl
	6.2. Entrust digital security solutions
	6.3. nShield product documentation


