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Chapter 1. Introduction

This document describes the integration of the Hewlett Packard Enterprise (HPE) Alletra
6000 Storage Array (referred to as Alletra in this guide) with the Entrust KeyControl 10.0
(formerly HyTrust KeyControl) key management solution using the open standard KMIP
protocol. Entrust KeyControl (referred to as KeyControl in this guide) serves as a key
manager for encryption keys by using various protocols, including KMIP.

1.1. Product configurations

Entrust has successfully tested the integration of KeyControl with HPE Alletra 6000 in the
following configurations:

System Version
HPE Alletra 6000 6.1.2.0-1022277
Entrust KeyControl 10.0

1.2. Requirements

Before starting the integration process, familiarize yourself with:

HPE general support page.

HPE GUI administration guide for the Alletra 6000 version 6.1.2.x.

+ The documentation and set-up process for Entrust KeyControl, see Entrust KeyControl
Product Documentation.

+ Also see Entrust KeyControl 10.0 Online Documentation Set.

0 Entrust recommends that you allow only unprivileged connections
unless you are performing administrative tasks.
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https://support.hpe.com
https://infosight.hpe.com/InfoSight/media/cms/active/public/pubs__GUI_Administration_Guide_6_1_2_x.whz/index.html#aij1642600681392.html
https://my.hytrust.com/s/product-guides
https://my.hytrust.com/s/product-guides
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Policy-Agent-Install-Windows/aaaChapter-Policy-Agent-Installation-Windows.html
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Chapter 2. Procedures

Follow these steps to install and configure KeyControl.

—

. Deploy a KeyControl cluster.

. Additional KeyControl cluster configuration.
. Authentication.

. Create DNS record for KeyControl cluster.

. Enable KMIP.

Create tenant.

. Create the HPE Alletra certificate request.

. Create the tenant client certificate bundle.

W ® N O A W N

. Import tenant client certificate into Alletra.

S

. Register the Entrust KeyControl KMS.

Y
—

. Execute tests.

2.1. Deploy a KeyControl cluster

This deployment has a KeyControl cluster with two nodes. To deploy a KeyControl cluster
with two nodes:

1. Download the KeyControl software from https://my.hytrust.com/s/software-
downloads. This software is available both as an OVA or ISO image. The OVA
installation method in VMware is used in this guide for simplicity.

2. Install KeyControl as described in KeyControl OVA Installation.

3. Configure the first KeyControl node as described in Configuring the First KeyControl
Node (OVA Install).

4. Add second KeyControl node to cluster as described in Adding a New KeyControl
Node to an Existing Cluster (OVA Install).

Both nodes require access to an NTP server, otherwise the above
0 operation will fail. Log in the console to change the default NTP

server if required.
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https://my.hytrust.com/s/software-downloads
https://my.hytrust.com/s/software-downloads
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Install-OVA/aaaChapter-OVA-Installation.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Install-OVA/Configuring-First-KC-Node-ova.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Install-OVA/Configuring-First-KC-Node-ova.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Install-OVA/Adding-New-KC-Node-to-Existing-Cluster-ova.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Install-Guide/Install-OVA/Adding-New-KC-Node-to-Existing-Cluster-ova.html
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5. Install the KeyControl license as described in Managing the KeyControl License.

2.2. Additional KeyControl cluster configuration

After the Entrust KeyControl cluster is deployed, additional system configuration can be
done as described in KeyControl System Configuration.

2.3. Authentication

Local account authentication is used in this integration. For AD-managed Security groups,
configure the LDAP/AD Authentication Server as described in Specifying an LDAP/AD
Authentication Server.

2.4. Create DNS record for KeyControl cluster
To create DNS record for KeyControl cluster:

1. Create a single DNS record named EntrustKeyControl in the domain.

2. Assign this record as many IPs as nodes in the cluster created above, two in this
integration.

2.5. Enable KMIP
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https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/KC-System-Config/Managing-the-KC-License.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/KC-System-Config/aaaChapter-KC-Sys-Config.html
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/KC-Groups-and-User-Accts/Specifying-an-LDAP-Auth-Server.html?Highlight=ldap
https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/KC-Groups-and-User-Accts/Specifying-an-LDAP-Auth-Server.html?Highlight=ldap
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To enable KMIP:

1. Log into the KeyControl webGUI using an account with Security Admin privileges.
2. Select KMIP in the menu bar in the KeyControl webGUI. Then select the Settings tab.

3. For State, select Enable. Take the default for all other parameters. Then select Apply.

<« C @ O G httpsi/710.11.11.2004# /kmip/server 0% w5 ® & @ =

CREATE-MODIFY v

4. In the Overwrite all existing KMIP Server settings? dialog, select Proceed.

2.6. Create tenant

Entrust KeyControl 10.0 supports multi-tenancy. Therefore, a tenant must be created

before setting up any KMIP services.
To create a tenant:

1. Log into the KeyControl webGUI using an account with Security Admin privileges.
2. Select KMIP in the menu bar in the KeyControl webGUI. Then select the Tenants tab.
3. Select Actions > Create a KMIP Tenant. The Create a KMIP Tenant dialog appears

4. On the About tab, enter the name and description. Then select Next.

o ‘ The tenant name cannot be changed after the tenant is created.
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Create a KMIP Tenant X

About

Name the new tenant. This name will not be editable once the tenant is created
Name =+ €

HPE-Alletra-6000

Description

HPE Alletra 6000 Integration with the Entrust KeyControl 10

4

5. On the Authentication tab, select Local User Authentication, see Authentication. Then
select Next.

6. On the Admin tab, enter the Administrator information. Then select Create.

Create a KMIP Tenant ®
Admin
Administrator
This is the initial tenant administrator who will have administrative access to the Tenant site
User Mame

HPERlletraAdmin

Full Name

HPE Alletra Administrator

Email

HPE.Alletra. Admin@epl2 net

Pa:s

word 6@

Define a temporary pasaword for this administrator.

Paszswyord Expiration

Cancel Create

IS
=
5
5
]

7. Select the newly-created tenant and scroll down to see the tenant information. To test
the tenant, select the Tenant Login URL and log in with the credentials above.

@ ENTRUST ‘ KeyControl

KMIP SETTINGS

Name HPE-All

Description HPE Alle 00 Integration with Entrust KeyControl 10

Admin Name: HPE Alletra Administrator

Admin User Name: & HPEAlletraAdmin (Re:

Admin Email. HPE Alletra Adn

Tenant Login: @ /kmipui/7a83ec7f-648t 3258612007 18e/HPE-Alletra-6000/ | Copy URL <:

/kmipTenant/1.0/Login/7a83ec7f-648b-4216-92a8-a5862dh718 Copy URL

Tenant API URL: @

Authentication Type Local
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o ‘ The Tenant Login URL is used later.

See the following link for additional information Creating a KMIP Tenant.

2.7. Create the HPE Alletra certificate request

1. Log into the Alletra 6030 webGUI using an account with Security Admin privileges.
. Select Administration in the toolbar. Then select Security > SSL Certificates.

. Select the + icon to add a certificate.

A ow N

. Select Generate a certificate signing request (CSR) in the Select and action drop-
down text box.

5. Enter the Name and other required information. All defaults were selected in this
integration. Then select GENERATE.

HPE Alletra 6000

Users and Groups
Cerfificate Actions

Encryption
Selectanaction Generate  cerificate signing request (CSR) N

SSL Certificate

Inactivity Timeout
Creafe a CSR

Subject

HPEAlletra6030User]

Nimble Storage

6. Select the certificate created. Then select View.

7. Select Copy PEM in the Confirmation dialog.

€ Confirmation

Copy the following CSR PEM text and submit it to your Certificate
Authority to generate the signed certificate. For more information, refer
to the GUI or CLI Administration Guide.

p PEM TEXT

8. Create a .csr file type with a text editor containing the copied certificate request. If
you use the Notepad text editor, you may need to rename the file using the Windows
CLI to get the correct file type extension.
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https://docs.hytrust.com/DataControl/10.0/Online/Content/Books/Admin-Guide/Multi-Tenant-KMIP/Creating-a-KMIP-Tenant.html

&« v s This PC » Documents » Trust v O Search Trust pr

~ MName Date modified

s Quick access
I Desktop

-‘ Downloads
l':f] Docurnents

Mj HPEAlletra6030User 12/19/2022 212 PM

2.8. Create the tenant client certificate bundle

To create the tenant client certificate bundle:

1. Log into the KeyControl webGUI using an account with Security Admin privileges.
2. Select KMIP in the menu bar in the KeyControl webGUI. Then select the Tenants tab.

3. Highlight the required tenant. Scroll down and select the link on Tenant Login. A new
tab opens in the browser.

. Log in with the tenant credentials.
. Select Security > Client Certificates.

4
5

6. Select the + icon on right top corner to create new client certificate.

7. Check Add Authentication for Certificate in the Create Client Certificate dialog.
8

. Enter the authentication credentials and Certificate Expiration date. Upload the .csr
file created in Create the HPE Alletra certificate request. Then select Create.

Create Client Certificate X
Add Authentication for Certificate

User Name on Certificate

HPEAlletragD30User

User Password on Certificate @

000000000 v

Certificate Expiration*

Certificate Signing Request (CSR)

HPEAlletrab030User. csr

Encrypt Certificate Bundle

Cancel Create

9. Select the certificate bundle created and select Download.

10. Extract the two files from the zip bundle.
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<« A « Trust » HPEAlletra030User_2022-12-19-20-22-46 v O Search HPEAlletra6030User_20... O

Trust ~ Name Date modified Type

v [ This PC " cacert 12/19/2022 2:26 PM  PEM File

8 30 Objects j HPEAIetrag030User 12/19/2022 2:26 PM  PEM File

[ Desktop

v |4 Documents
KeyControl_Cluster
KeyControl_License

> Trust

4 Downloads v <

>
2 items =

See the following link for additional information KMIP Tenant Client Certificates.

2.9. Import tenant client certificate into Alletra

To import tenant client certificate into Alletra:

1. Log into the Alletra 6030 webGUI using an account with Security Admin privileges.
Select Administration in the toolbar. Then select Security > SSL Certificates.

Select Input a CA signed certificate in the Select and action drop-down text box.

> owon

Paste the content of the extracted cacert.pem file from Create the tenant client
certificate bundle in the Paste the CA Certificate Chain in PEM format text box.

HPE Alletra 6000 W A e Administration

VMware Infegratior

U; d G

sers and Groups It A sgned e ifcate - <
Encryption
SSL Certificate Import a CA signed certificate
Inactivity Timeout Paste the CA Cerfificate Chain in PEM format *

~

. Certificate:

Directory
Data:

Version: 3 (0x2)

Serial Number: 16 70957935 (0x6398cb6f)
Signature Algorithm: sha2 56 WithRSAEncryption

Issuer: C=US, O=HyTrust Inc, CN=HyTrust KeyControl Certificate Authority 4

Security Policies

5. Paste the content of the extracted HPEAlletrab030User .pem file from Create the tenant
client certificate bundle in the Paste the Signed Certificate in PEM format text box.

Then select Save.
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https://docs.hytrust.com/DataControl/5.5.1/Online/Content/Books/Admin-Guide/Multi-Tenant-KMIP/Managing-KMIP-Tenant-Client-Certificates.html?Highlight=tenant%20client%20certificate

Administrator |

HPE Alletra 6000 Mana ardwa e Administration

Alerts and Monitoring ~ Network ~ Security  Availability Software Space VMware Integration ~ Customization  Shutdown
ignature Algorithm: sha2 56 WIthRSAENcryption ~
Users and Groups Issuer: C=US, O=HyTrust Inc,, CN=HyTrust KeyControl Certificate Authority 4
Encryption
Paste the Signed Certificate in PEM format *
~
SSL Certificate Bag Atfributes: <No Attributes>

subject=/C=US/ST=CA/L=San Jose/O=Nimble Storage/CN=HPEAIlletraé030User

(REEiR Ry I issuer=/C=US/O=HyTrust Inc/CN=HyTrust KeyControl Certificate Authority

Directory
MIID7/CCAtagAwIBAQIFAMIYy3swDQYJKoZ IhveNAQELBQAWVZELMAKGA 1TUEBhMC

Security Policies VVMxFTATBgNVBA0TDERSVHJ1c3QgSW5jLjExMC8GA 1UEAXMoSHIUcnVzdCBLZXID y

The custom and custom-ca certificates are added.

Administrator |

HPE Alletra 6000 M wa . Administration

Alerts and Monitoring ~ Network ~ Security  Availability Dateand Timezona ~ Software Space VMware Infegration  Customization  Shutdown

Users and Groups SSL Certificates and Signing Request

Encryption +

SSL Certificate Name Subject Trusted

oo . array /C=US/ST=California/L=San Jose/O=Hewlett Packard Enterprise (Nimble Storage Division)/CN=AF-23... no

Inactivity Timeout
array-ca /C=US/O=HPE Nimble Storage/OU=www.hpacom/CN=HPE Nimble Storage Intermediate CA no

Directory /C=US/0=HPE Nimble Storage/OU=www.hpacom/CN=HPE Nimble Storage Root CA

Security Polidies group /C=US/ST=CA/L=San Jose/O=Nimble Storaga/CN=Allatra6030-Lepl2.nat no
custom fC=US/ST=CA/L=San Josa/O=Nimble Storage/CN=HPEAIlatra6030Usar no
custom-ca JC=US/O=HyTrust Inc/CN=HyTrust KeyControl Certificate Authority no

2.10. Register the Entrust KeyControl KMS

To register the Entrust KeyControl KMS:

1. Log into the Alletra 6030 webGUI using an account with Security Admin privileges.
Select Administration in the toolbar. Then select Security > Encryption.

Select the External Key Manager radio button. Then select Add Key Manager.

> w DN

Enter Name, Description, KeyControl cluster Hostname, and the credential for the
certificate authentication in Create the tenant client certificate bundle. Then select
Save.
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HPE Alletra 6000

Users and Groups Create Key Manager
Encryption Naime
SSL Carfificate EntrustKeyControl
xripto
Inactivity Timeout
Entrust KeyControl KMIP Cluster
Directory
r IP adidress *
Security Policies EntrusiKeyControl
5696
tocol
13
e
HPEAlletradO30User

The external key manager is added.

HPE Alletra 6000

Administratic

Administrator

toring  Network  Sagurify

Users and Groups Encryption

Encryption

SSL Certificate Local Key Manager

. Change Passphrase
Inactivity Timeout

Directory @) External Key Manager

istkeyControl  Connectad + Activa I

Security Policies I

Add Kay Manager

System Startup Mode

®) Available

No passphrase is required fo access ancrypted volumas

Secure

n

To enable encryption, select a local or external key manager.

5. Power down the KeyControl nodes one at a time and verify the External Key Manager

still shows Connected + Active as above.

6. Power down both KeyControl nodes and verify the External Key Manager shows

Disconnected + Active.
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10/13



HPE Alletra 6000

Administrator EPL2

tarin, Natwork Saourity

Users and Groups Encryption

To enable encryption, select a local or external key manager.

Encryption

SSL Certificate Local Key Manage
o Change Passphrase

Inactivity Timeout

Directory @) External Key Manager

EntrustKeyControl Disconnectad +

Security Policies

Activa

Add Key Manager

System Startup Mode

®) Available
No passphrase Is required to access ancryptad volumas.

Secure

2.11. Execute tests

Execute the test as described in the HPE Alletra internal documentation.

HPE Alletra 6000 Storage Array
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Chapter 3. Integrating with an HSM

For guidance on integrating the Entrust KeyControl with a Hardware Security Module
(HSM), consult with your HSM vendor. If you are using an Entrust nShield HSM, refer to the
Entrust KeyControl nShield HSM Integration Guide available at Entrust documentation

library.
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https://entrust.com/-/media/documentation/integration-guides/entrust-keycontrol-v5-5-1-nshield-hsm-on-premise-ig.pdf
https://entrust.com/documentation
https://entrust.com/documentation

Chapter 4. Additional resources and related
products

41. Entrust products

4.2. nShield product documentation
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